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Dear <<MeamberFirstName:s> <«<MemberlLastNames>,

We are writing to inform you of a data security incident at Thomasville Eye Center that may have involved your personal
information, including your name and Social Security number. We take the security of your personal information very
seriously, and sincerely apclogize for any inconvenience this incident may cause. This letter contains information about
steps you can take to protect yourself, and resources we are making available to help you.

On August 8, 2016, we discovered that an employee accessed a patient’s record and then without permission, opened
an unauthorized credit account using the patient’s personal information. We immediately opened an internal investigation,
which included taking steps to determine what other records that employee may have accessed and what information
was contained in those records. As a result of that investigation, we determined that the one employee known to be
involved, in the course of performing standard practice duties, accessed records containing names, addresses, dates of
birth, Social Security numbers, and medical billing information.

Although the records likely were appropriately accessed in connection with providing patient services, and there is no
indication that any patient information has been misused other than the single unauthorized credit account that has been
discovered, to help relieve concerns and restore confidence following this incident, we have secured the services of Kroll
to provide identity monitoring at no cost te you for one year. Kroll is a global leader in risk mitigation and response, and
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data.
Your identity monitoring services include Credit Monitoring, identity Consultation, and Identity Restoration.

Visit kroll.idMenitoringService.com to enroli and take advantage of your identity monitoring services.

Membership Number:_

To receive credit services by mail instead of online, please call 1-877-309-9839. Additional information describing
your services is included with this letter. Your deadline to enroll is December 28, 2016.

We take the security of our patients’ information very seriously, and we took immediate steps in response to
discovering this event, including firing the employee and notifying law enforcement. We are continuing to cooperate
with law enforcement’s investigation. in addition, we have taken steps to prevent a similar event from occurring in
the future, including restricting the number of employees authorized to process credit applications, masking patient
Social Security numbers, monitoring and auditing of credit applications, and restricting staff access to financial
information. Additionally, as an additional security measure, we no longer take Care Credit Card payments over the
phene, and we are retraining staff regarding the protection of personal information.

We sincerely regret any inconvenience or concern that this matter may cause you, and remain dedicated to
protecting your information. If you have any questions or concerns, please call 1-877-309-9839, Monday through
Friday, 9:00 a.m. to 6:00 p.m. Eastern.

Sincerely,

i B ot

Louise Barwick

Practice Administrator
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