Subject: Notice of Data Security Incident

Date:

From: FlexShopper (sent by FlexShopper <notices@flexshoppercompliance.com>)
To:

FlexShopper™

leasa the Hrands yot: love

MylDCare Membership Code_

We are sending this leiter to FlexShopper customers to inform you of an incident that may have put the
security of your information, including your name and Social Security number at risk. We take the security of
your information very seriously and apclogize for any concern this may cause. This letter contains
information about steps you can take te protect your information and resources we are making available to
you.

On August 30, 2017, we discovered that a database containing customer information may have been
inadvertently accessible on the Internet. We immediately look action and commenced an investigation with
the help of computer experts 1o determine whether our systems were at risk and what information may have

been involved. The incident has been resolved and our systems are secure.

The investigation determined that the potentially exposed information included customers’ names, email
addresses, passwords, addresses, phone numbers, dates of birth, Social Security numbers, employment
information, self-reported income, and in certain instances, bank account information and/or payment card
information.

Although at this time we have no evidence of misuse of your information, because we value you and the
safety of your information, we have arranged with ID Experts®, an incident response and recovery services
expent, to provide you with MylDCare™ services at no charge to you. MytDCare services include:

12 months of Credit and CyberScan monitoring;

$1,000,000 insurance reimbursement policy;

Exclusive educational materials; and

Fully managed |dentity Theft Recovery Services (with this pratection, MylDCare will help you resclve
issues if your identity is compromised).

We encourage you to conltact ID Experts with any questions and to enroll in free MylDCare services by
calling 1-855-892-2093 going to www.idexpertscorp.com/protect. Please note the deadline to enroll is
December 29, 2017. Oult of an abundance of caution, we also recommend that you monilor your financiat
account statements for unusual activity.

We want 1o assure you that we have taken steps to secure our systems and protect your information,
including reviewing and revising our information security policies and procedures, taking our databases
offline, and conducting a comprehensive securily assessment.

We sincerely regret any inconvenience that this incidenl may cause you and remain dedicated to protecting

your personal information. Please do not reply to this email. Should you have any questions or concerns,
please contact 1-855-899-2093 or visit www.idexperiscorp.com/protect.
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For residents of Hawail

Additional Important Information

and monitaring your credit report for unauthorized activity.

Virginia, Vermont, and North Carglina;
Itis recommended by state law that you remaln vigilant for incidents of fraud and identily thefl by reviewing credit card account statements

Eor residents of lllinois, lowa

Itis required by slate laws o inform v
unauthorized activily on your account. You may obtain a free copy of your
agencies. To arder your free credit report, please visit www.annualcreditre

Maryland, Missour], Nosth Carolina, Qregon
ou that you may obtain a copy of your credit report. free of charge, whelher or
credil report from each of the nationwide three credit reporting

port.com, or call tolkIree at 1-877-322-8228, You can alse order

inia;

your annual free credit report by mailing a completed Annual Credit Report Request Form {avalable at

hips:iwww.consumer.fic.gov/articles/0155-!ree-credit-reports) lo: Annual Credit Report Request Service, P.O. Box 105281, Allanta, GA,

30348-5281.

nol you suspect any

Eor residents of Jowa:

Stale law advises you l-o report any suspected identity thelt to law enforcement or to the Atiorney General.

Ear residents of Oregon;

Slate laws advise you 1o report any suspecied identity theft to iaw enforcement, includ:ng the Attarney General, and the Federal Trade

Commussion.

For residents of Maryland, Rhode Island, lllinois, and North Carolina:
You can obtain informalion from the Maryland and Norih Carolina Offices of the Attorneys Geaneral and the Federal Trade Commission about
fraud alerts, security freezes, and sieps you can take toward preventing identity theft,

Maryland Office of the
Attorncy General
Consumer Pratection
Divislon

200 St. Paul Place
Ballimare, MD 21202
1-888-743.0023

Rhade Island Office of
the Attorney General
Consumer Protection
150 South Main Sireet
Providence RI 02903
1-401-274-4400
wWww.riag i gov

North Carolina OHice of
the Attorney General
Consumer Protection
Division

9001 Mail Service Center
Raleigh, NC 27698-9001
1-877-566-7226

W ncooy.com

Federal Trade Commissian
Consumer Response Cenler
600 Pennsylvania Ave, NW
Washington, DC 20580
1-877-IDTHEFT (438-4338)
www.llc gov/ dthelt

www.oaa.stata.md.us

For residents of Massachusetts:

It is required by stale law that you are informed of your right to obtain a police report if you are a victim of identity theft
©! | s _of all states:

Fraud Alerts: You can place fraud alents with the three credit bureaus al one of the three major credit bureaus by phone and also via
Expertan’s or Equilax's website, A fraud alert tells creditors to follow certain procedures. including contacting you, before they open any new
accounts or change your existing accounts, For that reason, placing a fraud alert can protect you, but also may delay you when you seek to
obtan credit, The contact information for all three credit bureaus is below

Monitoring: You should always remain vigilant and monilor your accounts for suspicious or unusual aclivity.

Security Freeze: You also have the right to place a security freeze on your credit repart, A security freeze is intended to prevent credit,
loans and services from being approved in your name without your consenl. To place a security freeze on your credit report, you need lo
make a request lo each consumer reparting agency. You may make that request by cerlified mail, ovamight mail, or regular stamped mail. or
by following the Instructions found at Ihe websites listed below. The following information must be included when requesling a securily
freeze (note that if you are requesting a cred ! report for your spouse, this informalion must be provided for him/her as well): (1) full pame,
with middle initial and any suffixes; (2) Social Security number; (3) date of birth; {4) current address and any previous addresses for lhe past
five years; and (5) any appliceble incident report or complaint with a Jaw enforcement agency or lhe Regisiry of Molor Vehicles. The request
must also intiude a copy of a govemment-issued identificalion card and a copy of a recent ulility bill or bank or insurance statement, It is
essenlial that each copy be legible, display your name and current mailing address, and the date of issue. The consumer reporting agency
may charge a small fee la place, llle, or remove a freeze, bul is free if you are a viclim of identity theft or the spouse of a victim of idenlity
theft, and you have submitted a valid police report relating to the idenbiy theit incident to the consumer reporting agency. You may obtain a
secunity freeze by conlacling any one or moere of the follawing national consumer reporling agencies

TransUnion (FVAD)

Equifax Security Freeze Experian Security Freeze P.O. Box 2000

P.O. Box 105788 P.O. Box 9554 Chester, PA 19022
Atlanla, GA 30348 Allen, TX 75013 Raleigh. NC 27699-8001
viwvi.freeze. equifax.com wwav.experian.comifreeze e? nsunion
800'525.6285 888-397-3742 wwawvLIransunion.com

888-680-7289
More informalion can also be obtlained by contacting the Federal Trade Commission ksted above.
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