DATE

NAME
STREET ADDRESS
CITY, STATE and ZIP CODE

Dear [NAME],

The privacy and protection of our current and former employees' information is a matter that we take very
seriously. We are writing to inform you of a data incident at North Colonie Central School District ("NCCSD") that
involved some of your personal information.

Happened
On May 4th, 2018, the NCCSD opened quotations for employee term life insurance coverage. NCCSD provides
this coverage as an employee benefit to active employees and makes it available for purchase to some qualifying
retirees at our group rate. NCCSD developed a request for quotation package so that we could provide this
information to potential insurance brokers interested in quoting the coverage. As a matter of routine, all bids,
requests for proposals and requests for quotes are posted to the NCCSD webpage under the District
Service/Purchasing heading. This request for quotation package was posted there as well.

On June 6, 2018, NCCSD became aware that page 27 of our 28 page quotation package posted to the website
contained the names, dates of birth and social security numbers of some of our retirees who have been purchasing
this coverage. The information was posted to the website from March 26, 2018 until at least May 4, 2018. While
the date of birth information and social security numbers are required by the life insurance companies to
determine their quotation, this information was inadvertently left unredacted when the information was posted to
our website. We are not aware of any misuse of your personal information as a result of this incident.

What Information Was Involved

Based on our investigation of this matter, we have determined that the personal information that was viewable on
our website for this limited period of time included first and last names, dates of birth, and social security
numbers.

e in
Upon discovering this issue, we immediately removed the information from our website so that it is no longer
viewable. We are also in the process of reviewing internal policies and data management protocols and have
implemented enhanced security measures to help prevent this type of incident from recurring in the future.

What we are doing to protect your information:

To help protect your identity, we are offering a complimentary one-year membership of Experian’s®
IdentityWorksS™, This product provides you with superior identity detection and resolution of identity theft. To
activate your membership and start monitoring your personal information please follow the steps below:

» Ensure that you enroll by: September 30, 2018 (Your code will not work after this date.)
* Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com [credit
e Provide your activation code: -

If you have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 877.890.9332 by
September 30, 2018. Be prepared to provide engagement number # s proof of eligibility for the
identity restoration services by Experian.



ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

A credit card is not required for enroliment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following features
once you enroll in Experian IdentityWorks:

* Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

* Credit Monitoring: Actively monitors Experian file for indicators of fraud.

* Identity Restoration: Identity Restoration agents are immediately available to help you address credit
and non-credit related fraud.

* Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

* Up to $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to
resolve those issues, please reach out to an Experian agent at 877.890.9332. If, after discussing your situation
with an agent, it is determined that Identity Restoration support is needed, then an Experian Identity Restoration
agent is available to work with you to investigate and resolve each incident of fraud that occurred (including, as
appropriate, helping you with contacting credit grantors to dispute charges and close accounts; assisting you in
placing a freeze on your credit file with the three major credit bureaus; and assisting you with contacting
government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to you for one year from the date of this letter and
does not require any action on your part at this time. The Terms and Conditions for this offer are located at

www.ExperianIDWorks.com/restoration. You will also find self-help tips and information about identity

protection at this site.

We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you have
questions or concerns regarding this matter, please do not hesitate to contact me at (518) 785-8591 x3106.

Sincerely,

Scott M. Hoot
Assistant Superintendent for Business
North Colonie Central School District

* Offline members will be eligible to call for additional reports quarterly after enrolling

** Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American
International Group, Inc. (AIG). The description herein is a summary and intended for informational purposes
only and does not include all terms, conditions and exclusions of the policies described. Please refer to the actual
policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions



Information about Identity Theft Prevention

We recommend that you regularly review statements from your accounts and pericdically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number, that is not
accurate. Ifyou see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and
promptly report any suspicious activity or suspected identity theft to the proper law enforcement authorities, including
local law enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC”). You may contact
the FTC or your state's regulatory authority to obtain additional information about avoiding identity theft.

Federal Trade Commission, Consumer Response Center,600 Pennsylvania Avenue, NW, Washington, DC
20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

You may want to order copies of your credit reports and check for any bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for
your records in case of future problems with your records. If you are a California resident, we suggest that you visit the
web site of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
privacy.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors on
notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud
alert stays on your credit report for at least 9o days. You may have an extended alert placed on your credit report if you
have already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert stays on
your credit report for 7 years. You can place a fraud alert on your credit report by calling the toll-free fraud number of
any of the three national credit reporting agencies listed below.

Equifax: 1-888-766-0008, www.equifax.com
Experian: 1-888-397-3742, www.experian.com
TransUnion: 1-800-680-7289, fraud.transunion.com

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file, so
that no new credit can be opened in your name without the use of a PIN number that is issued to you when you initiate
afreeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your
consent. Ifyou place a credit freeze, potential creditors and other third parties will not be able to get access to your
credit report unless you temporarily lift the freeze, Therefore, using a credit freeze may delay your ability to obtain
credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws vary from state to
state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state, generally $5 to $20 per
action at each credit reporting company. Uniike a fraud alert, you must separately place a credit freeze on your credit
Jfile at each credit reporting company. Since the instructions for how to establish a credit freeze differ from state to
state, please contact the three major credit reporting companies as specified below to find out more information:

Equifax: P.0. Box 105788, Atlanta, GA 30348, www.equifax.com
Experian: P.O. Box 9554, Allen, TX 75013, www.experian.com
TransUnion LLC:  P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
credit reporting agencies listed above.





