RANSOM
RMH H3e¥in
HEALTH

1301 S. Main Street

RECEIVED

Ottawa, KS 66067 0CT 19 2018
October 12, 2018 DEPT, OF CONSUMER
AFFAIRS

South Carolina Department of Consumer Affairs
PO Box 5757
Columbia, SC 29250-5246

RE:  Security Breach Notification
To Whom It May Concern:

I serve as the Director and Chief Privacy Officer at Ransom Memorial Hospital in
Ottawa, Kansas.

We are contacting you regarding a recent data security incident. On September
24, 2018, computer forensics revealed that nine employee email accounts were subject to
unauthorized access. This resulted from phishing attacks from employee email accounts
on May 31, 2018 and June 11, 2018. As a result of this incident, 16,366 records were
subjected to unauthorized access, including one South Carolina resident. This includes
some combination of personal health information, social security numbers, bank account
numbers, credit card numbers, driver’s license numbers, biometric data, and passport
information may have also been exposed.

Please be assured that we have taken every step necessary to address the incident
and worked with data privacy experts and other professionals. Ransom Memorial
promptly notified the affected individuals in writing on or about October 12, 2018, In
addition, Ransom Memorial has offered all affected persons credit monitoring for one
year at Ransom Memorial’s expense. Ransom Health has also implemented new security
policies, adopted new security measures and encryption technology and additional
security training procedures. A copy of the notification letter is attached hereto. Ransom
Memorial is taking steps to comply with all applicable notification obligations.

Please contact me should you have any questions.

Sincerely,
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™,
Judy Hintzman
Director and Privacy Officer
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Addresg

October 12,2018

We are Contacting Yyou fegarding 5 fecent dagg Security inciden;. On Septemper 24, 2018, computer forensicg
revealed tha; nine ¢Mployee emaj| accounts were Subject to Unauthorizeg access, This fesulted frop, phishing altacks
from €mployee emajj accounts gp May 31, 2018 and June I, 2018 Asa Tesult of this incident, 16,366 records were
Subjected 1o Unauthor;zeq access, Thig includes Some Combination of persongj health information, social security
NUmbers, bank account Numbers, credit carg Numbers, driver’s license Numbers, biometric #a, ang Passpor;
information may have ajg, been CXposed. A 4 result, yoyr Personaj ini‘ormation May have beep Potentiajy eXposed

Whae Did we Do ¢ Protecy Your informntion?

Please pe assured that yye have laken every step Necessary ¢o address the incident, and that we are commiteq
to fully Protecting 5y of the information that yoy have Entrusteqd ¢ Us. Ransom Memoriy) Health worked wih, datg
Privacy €Xperts an other Professiongs 0 further Protect you, Privacy, We are concerneq about bogp our vajyeg
Work force ang Palients tha, We serve, are dedicated ¢ SErving oy Patients wj,, depend on Ransom Memoria) Health
for the;r Care and haye been victims of this Attack, we have already taken Steps to fiy the issye and Strengthen oy
SYslems, ang wii}lcontinue to do sq throughout this response Process ang beyond. Ransom Memoria) Health pys
Ollowip :

undertaken the f¢ £ Measureg ¢, further protect yoyr information

Changed the accoung Passwords ang Usernames fo, all affecteq accounts;
Retaineg forensic IT assistance ¢, conduet detailed audit tg determine the extent of any Unauthorjzeg
access;
Retaineq Oltside cybersecurity Counse;
HIPA A trarning for ajj empioyees;
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I Mplementey Additiong,| Sec’urity for WoricStation Security and Accesg Controls for al EMployees; and
Retained , forensic firmto perform ap additiong] Security audi to impiement new Security Procedures,

In > and g help prote
TransUnion’s nrys rueidentity Credj Monrtormg Service, This product helps detecy possible Misuse of you, Personga|

im‘ormation and proviges You with Superjop identity Protection Supporg focused on immedigee identiﬁcation and
resolution of identity thefi.

<t your identity, we are offering a compiimentary one-yeqy membership in





