
 

[ADD LOGO OF APPLICABLE FACILITY]  

<<DATE>> 

 

<<FirstName>> <<MiddleName>> <<LastName>> <<Suffix>> 

<<Address1>> 

<<Address2>> 

<<City>>, <<State>> <<Zip>> 

 

 

Re: Notice of Potential Data Breach  

Dear <<FirstName>> <<MiddleName>> <<LastName>> <<Suffix>>: 

We take the privacy and security of your data very seriously.  For this reason, we are notifying you of a data security 
incident that may have involved some of your personal information.  

What happened? What are we doing? On July 30, 2020, we discovered that our information system had been 

compromised by an unauthorized outside party(s). Upon discovery, we immediately responded to this incident. Passwords 

were promptly changed, and the unauthorized access was blocked. National cyber experts were engaged to investigate, 

mitigate, and evaluate our systems. 

What information was involved? During the investigation, we learned that certain specific files may have been 

potentially copied by an outside party sometime during the week. The files may or may not have contained some or all 

of the following type of information: your name, address, social security number, insurance, birth certificate, other 

demographic information, and other intake and referral information, etc. that is commonly needed in order to assess for 

services / placement of the type conducted by us. Individual files would have varied. We have since obtained assurances 

that copies of any such files were destroyed, but we are notifying you of this incident in an abundance of caution. We 

have not received any evidence of financial harm to you (or any of our other clients), and do not anticipate any such harm. 

What you can do? As a precaution, you may wish to take certain steps to protect yourself. We are offering one (1) year 

of free credit monitoring and $1 million in identity theft insurance through Experian IdentityWorks - to give you peace of 

mind. The instructions for enrollment are on the next page of this Letter.   Enrollment must be completed by the 

activation date of December 23  2020 to be effective.  Other steps you may wish to take are also included.   

For more information about this incident, you can call 1-866-410-0428, toll-free, 9:00 am and 6:30 pm Eastern Time, 

Monday through Friday (excluding major U.S. holidays). We are fully committed to protecting personal information and 

sincerely apologize for any concern this incident may have caused. 

Sincerely, 

John Short 

 
 
 
 
 
 
 
 

ELN-3838-0920 







your State Attorney General.) 

POLICE REPORT: You have a right to a police report about this incident (if any exists). If you’re an identity theft victim, 

you have the right to file a police report and obtain a copy of it. 

ORDER YOUR FREE ANNUAL CREDIT REPORTS. Visit www.annualcreditreport.com or call 877-322-8228 to obtain 

one free copy of your credit report annually. Periodically review a copy of your credit report for discrepancies and identify 

any accounts you did not open or inquiries you did not authorize. (For Colorado, Maine, Maryland, Massachusetts, New 

Jersey, Puerto Rico, and Vermont residents: You may obtain additional copies of your credit report, free of charge. You 

must contact each of the three credit reporting agencies noted above directly to obtain such additional reports.) 

OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM FTC / STATE ATTORNEY GENERAL. Go 

to http://www.experian.com/credit-advice/topic-fraud-and-identity-theft.html. Federal Trade Commission also provides 

information at www.ftc.gov/idtheft FTC hotline is 877-438-4338; TTY: 1-866-653-4261 or write to FTC, 600 Pennsylvania 

Ave., NW, Washington, D.C. 20580. Your State Attorney General also may provide information. (For MA residents: You 

may contact the Attorney General’s Consumer Advocacy & Response Division at 1-617-727-8400. For MD residents: You 

may contact Maryland Office of the Attorney General, Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 

21202, www.oag.state.md.us, 1-888-743-0023. For NC residents: You may contact NC Office of the Attorney General, 

Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov, 1-877-566-7226. 

FAIR CREDIT REPORTING ACT: You also have rights under the federal Fair Credit Reporting Act, which promotes 

the accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published a 

list of the primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act. 

pdf), and that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list includes the 

following FCRA rights: (1) To receive a copy of your credit report, which must contain all the information in your file at the 

time of your request; (2) To receive a free copy of your credit report, at your request, once every 12 months from each of 

the nationwide credit reporting companies – Equifax, Experian, and TransUnion; (3) To receive a free credit report if  a 

company takes adverse action against you (e.g. denying your application for credit, insurance, or employment), and you 

ask for your report within 60 days of receiving notice of the action. The notice will give you the name, address, and phone 

number of the credit reporting company. You are also entitled to one free report a year if you’re unemployed and plan to 

look for a job within 60 days; if you are on welfare; or if your report is inaccurate because of fraud, including identity theft; 

(4) To ask for a credit score; (5) To dispute incomplete or inaccurate information; (6) To obtain corrections to your report 

or delete inaccurate, incomplete, or unverifiable information; (7) Consumer reporting agencies may not report outdated 

negative information; (8) To restrict access to your file and to require consent from you for reports to be provided to 

employer; (9) To limit “prescreened” offers of credit and insurance you receive based on information in your credit report; 

and (10) To seek damages from violators. Note - Identity theft victims and active duty military personnel have additional 

rights. 

 

 




