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Going The Distance

Reiturn Mail Processing
PO Box 999
Suwanee, GA 30024

January 21, 2022
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ﬁ% 123 ANY ST
ANYTOWN, US 12345-6789
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Dear Sample A. Sample:

Snider Tire, Inc. recognizes the importance of protecting the information we maintain. We are writing to notify you
that we identified and addressed an incident that may have involved some of your personal information. This notice
explains the incident, measures we have taken, and additional steps you may consider taking in response.

We concluded an investigation into a ransomware incident involving unauthorized access to certain computer
systems on our network. Upon discovering the incident, we immediately took steps to secure our systems, began an
investigation, and a cybersecurity firm was engaged to assist. The investigation determined that an unauthorized
person accessed our systems on July 21, 2021 and acquired a limited number of files from certain servers, We
completed a thorough review of these files and on December 20, 2021 determined that the files contained your name
and [Extral] [Extra2].

We wanted to let you know this happened and assure you we take it very seriously. We are offering you a
complimentary one-year membership of Experian’s® IdentityWorks®™ Credit 3B identity monitoring services. This
product includes Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.

For more information on identity theft prevention, including instructions on how to activate your complimentary
one-year membership, as well as information on additional steps you can take in response to this incident, please
see the additional information provided in this letter.

To help prevent a similar incident in the future, we are implementing several additional enhancements to our existing
security measures, including measures designed to prevent a recurrence of such an attack and to further protect the
privacy of our employees. We deployed new tools to monitor activity on our network to protect the business and
safeguard personal information. We also implemented additional internal controls and safeguards, implemented
multi-factor authentication, and provided additional training to our system users,

We will continue to diligently ensure your data is protected. We trust that the services we are offering to you
demonstrate our continued commitment to your security and satisfaction. Should you have any further questions
or concerns regarding this matter, please contact our dedicated help line at (855) 797-1889 (toll-free), Monday
through Friday, 9 AM to 1t PM Eastern Time and Saturday through Sunday from 11 AM to 8 PM Eastern Time.

Sincerely,

-k

Marty H. Herndon
President/CEO

Snider Tire, Inc.














