Useful resources on disinformation available online

1. General

https://euvsdisinfo.eu/

On tools:
https://euvsdisinfo.eu/reading-list/online-resources/

2. Videos

A short video for the EU citizens produced by EEAS Strategic Communication:
https://www.facebook.com/EuropeanExternal ActionService/videos/367454930497563/

EPRS: Disinformation and democracy
https://www.youtube.com/watch?v=-KH1uj1ZB3A&feature=youtu.be
Available in all EU languages. Translations via the settings button on the video:
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Europcom (CoR) Disinformation and elections
https://www.youtube.com/watch?v=2qWWXgRLaoc (EN)

What is the best way to keep your Facebook/Instagram/Twitter clean?

Look at these tips - from EEAS/EUvsDisinfo
https://www.facebook.com/EuropeanExternal ActionService/videos/367454930497563/
DE/EN/FR Can be downloaded here:
https://www.dropbox.com/sh/obisv7zxt61veny/ AACUY q8-FCE7Ntn5zwpGBkOva?dl=0

3. CoR opinions:

Opinion on "Tackling online disinformation: a European Approach”, rapporteur: Olgierd
Geblewicz (PL/EPP) — text available in all EU languages:

https://cor.europa.eu/en/our-work/Pages/OpinionTimeline.aspx?opld=CDR-3908-2018

4. EPRS background documents and studies

How to spot when news is fake:

https://www.europarl.europa.eu/RegData/etudes/ ATAG/2017/599386/EPRS ATA(2017)5993
86_EN.pdf

Disinformation, ‘fake news' and the EU's response:
https://epthinktank.eu/2018/04/24/online-disinformation-and-the-eus-response/
Understanding disinformation and fake news:
http://www.europarl.europa.eu/RegData/etudes/ATAG/2017/599408/EPRS ATA(2017)5994
08_EN.pdf

Computational propaganda techniques:
http://www.europarl.europa.eu/RegData/etudes/ATAG/2018/628284/EPRS ATA(2018)6282

84 EN.pdf
Foreign influence operations in the EU:
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http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/625123/EPRS BRI1(2018)625123
EN.pdf

Regulating disinformation with artificial intelligence:

http://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS STU(2019)624
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Disinformation and propaganda — impact on the functioning of the rule of law in the EU and

its Member States:

http://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2019)608
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5. Fact-checkers

Per country list here: https://rm.coe.int/information-disorder-toward-an-interdisciplinary-
framework-for-researc/168076277c (from page 86)

6. External online resources

Lie detectors For schools (EN, FR, DE) https://lie-detectors.org/ collects many sources about media
literacy, mainly targeting teachers and pupils.

Bad news game - an educational game that lets spread fake news online to learn about common
techniques. Developed by the Dutch organisation DROG in cooperation with the University of
Cambridge

EN:https://getbadnews.com/#play SV:https://badnewsgame.se/#intro
NL: www.slechtnieuws.nl.

Also available in several other EU and non-EU languages: Bosnian, Croatian, Czech, German, Greek,
Polish, Romanian (+ Moldovan version), Slovenian, and Serbian.

Debunking handbook

A short guide to debunking misinformation, boiling the research down into a short (4 pages), simple
summary, intended as a guide for communicators who encounter misinformation; written by
researchers in climate communication and cognitive science.

EN/HR/NL/FR/DE/HU/IT/PL/ES/SV https://www.skepticalscience.com/Debunking-
Handbook-now-freely-available-download.html

7. PowerPoint presentations from the CIVEX commission meeting
held on 1 April 2019:

1) Action Plan against Disinformation

2) Implementation of Action Plan against Disinformation

3) Inoculation theory and misinformation

4) Bekampfung von Desinformaiton — Hoax — Fake News
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