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ApplyArchiveRule
T—HATN— L BEEEREITHEEOBERICIT—HA T - EBERHICERLET.
DOTANDIEX

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URITVIJTARNTZX—Z
UOIARNTR URINSA—REEALEL A,

U ITARRT
DOTARNEIUT®D IJSON EXDT—REZFANETT,
analyzerArn
T+ 24 % —®0 Amazon )Y —AF— L (ARN),
. 75
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzer/. {1,255}

Y= I~ 4 W

clientToken
9Z2A4AFNN=02,
2A 7 XF5
WA WWZ

ruleName

BARATZIL—IOAEH,
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. xF5

RETOFIR : ZFPRIE 1T, AR 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

Y= I~ 4 W

L AR AN

HTTP/1.1 200

L AR AER
FOYAVKBILBE. H—ERRED HTTP AX D HTTP 200 L ARV AZEL £ 7.

17—
IRXTOTI72AVICHBOIZ—IC2VWTR, "HEBEIZ—) Z22RLTSEZL,
AccessDeniedException

COTIIAVERITIBDTIBRT IV EAERI S EREA,

HTTP A7 —X A— R: 403
InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— K : 500

ResourceNotFoundException
BELEVDY—ANE2DPYEREATLL,

HTTP AT —X2A0— R: 404
ThrottlingException

AOY MU THBREBIZ—,

HTTP A7 —2AJ— R:429
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ValidationException
BELHIATZ —,

HTTP 27 —&Z— K : 400
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CancelPolicyGeneration
BERENERVS—EREF T EILLET,

VIOTARNDEX

PUT /policy/generation/jobId HTTP/1.1

URIVZITARNNZX—=&
UOIARTR. RO URINSA—REEALET,

jobld

JobIdStartPolicyGenerationZ NFEEICK > TIRENET, GetGeneratedPolicy& Bt
BAULTERENLERD S —2HWBL ALY, CancelPolicyGeneration& St L TR —4ERK
EREFYEILLEYTEET, Jobld

MAZE: (F L)

VO LTARNKRT A
UOTANCUSIAREXA BYEL A,

L AR ADREX

HTTP/1.1 200

L AR AEER
FO2AaVHFEWLEHE. Y—ERRZEO HTTP A Z#H D HTTP 200 L ARV AZRLF T,
I5—

IRXTOTI72AVICHBOIZ—IC2V0WTR, "HEBEIZ—) Z22RLTSEZL,
AccessDeniedException

COTIVIIAVERTIBDTABRT VEAERNI G EE A
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HTTP A7 —XAJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ— R : 500
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400

TDRDSRER
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\
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o

AWS ONV RZAVAVR—TIAA
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
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CheckAccessNotGranted

BEENETIVEANRID—CE2>THATATVEREVAESH ZHRIBLET,

VOTANDEX

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}

URI U O TAR/SS X —A
DOTARTRURINZGX—Z2Z2FEALELA.

O TARNKS 4
VDOTANEUTO JSON ERXDTF—RZ2ZFTANET,

access

BEENERIS =L 2 TRNEENBZIRETRERAEVTIEAHFAZELTIORAATS T
Noe 72320 KFIEEENTVSIHES, IAM Access Analyzer l&, RUZ—HROEZED D
V—AILH UL TP HBLKEE1D2OT VAV ERTIBDLEOOTIOECAZFIVILET, U
V—ADHNIBEENTVSES., IAM Access Analyzer 79 tAZFI v OLT, i<
LE120UY—-AICKLTT O3 aRTLET, 7o23aEVY—AOEAENfEBEEIT
W231E4E. |IAM Access Analyzer l&, BEESNEVY—ADDPBELEE 1 DICHWLTEEENE
To2a>rvodbB<eEE 1 22RTIBDTIRAZFIVILET,

XA 7 : Access 77TV NDEF
BHIXN— &PBIE0EETY, BASIK 1EETY,
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WA EW

policyDocument

RU—OATVELTERATSD JSONRI—RFIXDK,
B =25

DA L
policyType

RISZ—DBA47 . IDRIVZ—E, IAM T U NICT 7 AFAZ2NHE5LET, IDKRY
—=IZk, IAMO—=L, I—%—, FIL—TTOEBRIS—AVTAVRII—HNEELE
ER

JY—=ARVD =, AWS VY —RICHWIBTIELAHFAZMNELET, UY—ARUZ—IC
F. IAMO—J)LOEER)>—& Amazon S3NT Y NONTY KRV —HFEEFIRET,

B xF5|
B%h7x{E : IDENTITY_POLICY | RESOURCE_POLICY

Y= R = 4 W

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}
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LARAER

ToarvHEHmTdE, Y—EAF HTTP 200 L AR AZRLET,

B—EAASHUTOTF—2A JSON EXTRENE T,
message
BEENLETIVEANFTFAENATVRIAESHERTIXY E—T,

B xF5

reasons

EROHERDFA,

#: ReasonSummary 72T N OE

result

TOEANHFAENTVRIAESHDTF IV IDER. FRH DIFEPASS, EEESNZRY
=BT OERARFT IV NTREENET IV EAFAZHALELRA. BRY OBEFAIL.
BEEChERVS—RBTIOERAATZIONOT IO EAHAO—BE LRI INTEZHTIZEE
AHYWEY,

B =7

B/ {E : PASS | FAIL

17—
IRTOTIZAVICHBOIZ—C2VWTRK, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTO2AVERITIBDTIBRT IV EAERI B REA,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— R : 500
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InvalidParameterException
BEEENENFX—ZHENDTT,

HTTP AT7—X2AJ— R : 400
ThrottlingException

AOY MUY THROBBIZ—,

HTTP AT —XAJ— R:429

UnprocessableEntityException
BEENEI T ATA4Z2NEBTEEREATLLE,

HTTP AF—& 20— K:422

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— K : 400

LTOERESRLTSEZL,

SHEBD AWS SDKs DVIFIA T DO API Z2FEAITZFEOFMICOVWTE., UTZ5RL T

"

o
0k

o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
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CheckNoNewAccess

BEORID—EHBRLT, BHENER)D—ICHLULTHLWT IOEANFATE DA ESH %
FIVvIOLET,

SRRV —OFIR, HLVWTFIORAICHRTEINARLARIS—FIVIDOREERITHEICOV
Tk, 1AM Access Analyzer DHA B LRV —F IV OB TIVRD M) ZSRLTLSEEZ L,
GitHubZ DU RS NURDOS AR > —(F, existingPolicyDocument J 9 TAKRNTX—2AIC
EBETEHOHDOENDTT,

VIOTARNDEX

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URIV O TARNNTZX—&

UOTIARTE URINSX—2EEALELA.

DO ITANRT A
UOTANELTO JSON BROF—2EZSHFANET,

existingPolicyDocument

BEORVS—OIAFTVELTHERATS JSON RIS —RFIXUN,
B =5

DA L

newPolicyDocument

BHENLEARID—OOATVELTHERATS JSONRUS—RFIXT K,

B =25
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DA L
policyType

EBITZIRIS—DRA4T . IDRVZ—RIAMTUINIWCT O AERZFELET, ID
RIY—CE, IAMO=), A—%—, FJIL—TOEBRIV—&AVTAVRID—HNFEEN

£9,

DY —ARD—E, AWS VY —RICRTB T IV AERZRNELET, UY—ARD > —IC
. IAMO—J)LOEBERIS—E Amazon S3ANT Y RONTY KRRV —AEENET, IDR
) =X )Y —AR) D —BEO—BWBEAD, FLEEEAR) S —X Amazon S3 /AT Y MR

)—BEDRBEDANEEETEET,
. 75
B%h7%{E : IDENTITY_POLICY | RESOURCE_POLICY

MAZE: (F L

L AR ADREX

HTTP/1.1 200
Content-type: application/json

"message": "string",
"reasons": [

{

description": "string",
"statementId": "string",
"statementIndex": number

}

]I

"result": "string"

LARAER

ToavHRHmTdE, Y—ERAF HTTP 200 LARY AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

LARY ADHEX
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message
BHENLRID—HFFHLOWTFT IO ERAZHATINESHERTXY -2,

B =5

reasons
HROBHOIA,

#: ReasonSummary 72T 9 N DOE

result

BT O AOHERER. BRY "RV DIFEPASS, EMENLARIS—TRERHFLLWTIEA
FHFATEhEREA. TOFBEFAIL, BEMEN LRV —CL2THLWT VAN FATE DA
BEMEABYET,

B =25

B/ {E : PASS | FAIL

17—
IXRTOTI7AVICHBOIZ—IC2V0WTR, "HEBIZ—) Z22RLULTSEZL,
AccessDeniedException

COTIIAVERITIBDTIBRT IV EAERI B EREA,

HTTP A7 —2 A0~ R: 403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —XAJ— K : 500

InvalidParameterException
BEENENTX—REEUNTT,

HTTP A7 —X2AJ— R : 400
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ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

UnprocessableEntityException
BESNEIVTATARRRETEEREATLLE,

HTTP AT —XAJ— R:422

ValidationException
BELHIATZ —,

HTTP AF—& 21— K : 400
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess
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CheckNoPublicAccess

DY —=ZARV—H, BEENEVY—ABRATANONT VY IOT IO EARHRTEZ LN ESH &
FIVvIOLEY,

VIOTARNDEX

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URIUITARNNTGA—=R

UOTIANTE URINSA—2EEALEL A,

VO LTARNRTA

YUY IANEAT®O JSON BROF—RERFANET,

policyDocument

NTIYOFTOAREFHETS JSON RIS —RFIXTVRN,
. XF5

A L

resourceType

NTVYOTOEAZTFETEIVY—ADEAT, HlzxlE, Amazon S3NTY RADODNT VYD
TFOEVAEFIVIOTDICE., UY—ARXALTAWS: :S3: :BucketlZ ZIBIRTEEXT,

BWBEELTHR—RENTVEVIY—ZARATDOHEE. IAM Access Analyzer lF T —%
BUET,

8 xF5

B8 : AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::0OpenSearchService: :Domain |

CheckNoPublicAccess APl /N—2 3> 2019-11-01 17
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AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key
| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint

| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue
AWS: : IAM: :AssumeRolePolicyDocument

WA EW

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

}
]I

"result": "string"

LARAER

TOYAVFEBTRE, H—E AR HTTP 200 L ARV AEEL £ 7,

H—EANSUTOF—24 JSON FRTEREhET,

message
BEENERUS—HFUY—ZADNTUY ST L AEZTT BN ESHERTAY £—T,

. 75|

reasons

BEENEZVY—ARV—=HFVI—RAZALATONTIYIOT O RAZHFATHEHDU A,
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#: ReasonSummary #7219 N DB

result

BEENEVY—AZATANONT VY OTOEARAEFIVILERER, BRN OBEPASS,
RS —RBEEENEVY—RARATAONTVYOTOECAZHFALERA. BRN 05
BFAIL, RUY—REEENEVUY—AZATAONT VY IOT O AZHATIEEN HYE
9,

B XF5

B/ {E : PASS | FAIL

17—
IXRTOTI7AVICHBOIZ—IC2V0WTR, "HEBIZ—) Z22RLTSEZL,
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PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}
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{
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}
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PUT /analyzer HTTP/1.1
Content-type: application/json

{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" : {

"contains": [ "string" 1],

eq":
"exists": boolean,
||mn: [ "String" ]

[ "string" 1],

}
},
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {
"string" : "string"

o
"type": "string"
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}
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PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}
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+ AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 42


https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APIUZ77L>2A

GetAccessPreview
EEENETFSAY—OF IR LE1I—ICHIT2BEHREMELET .

VIOTARNDEBX

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URIVVITARNTX=Z
UOTIARNTR, RO URINSA—REEALET,

accessPreviewld

TFOtEA7LEI—0OI1=—7 ID,
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Y= R = 4 W
analyzerArn
TFOVATLEI—QERIZERENLETFHFZ54H—0 ARN,

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

WAZE: L

JOTANRKRTA
DOTANCUSTIAREX A BV ER Ao

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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"configurations": {
"string" : { ... }

},

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

}

LARYAER
FOYAVHERBTBE, Y—E AR HTTP 200 L ARV ZAEBRLET,
$—EAN SUTOF—RH JSON KR TEENET,

accessPreview

TOEATLELI-ICEIRBERESC T T U,

A: AccessPreview #7219 K

ITZ7—
IRXTOTIZAVICHBOIZ—C2VWTR, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTI2AVERITIBDTOBRT IV EAERI B REA,

HTTP AF—5 21— K:403

InternalServerException
W%B-Ij-_/\‘_]:?—o

HTTP A7 —XAJ— K : 500

ResourceNotFoundException

BEELEVY—-AANROAVEREATL L,
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HTTP A7 —X A— R: 404
ThrottlingException

AOY RN THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400

TDRDSRER

SHEAND AWSSDK D 1 DTZ DO API Z2FERAI2HEOFMICOVWTE, UTZ2ZRLTKEE
\

<
o

AWS ONV RZAVAVR—TIAA
+ AWS SDK for .NET

* AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
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GetAnalyzedResource
SHENLVY—AICETHIEREMBLET,

JOTANDEX

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URIVITARNNZA—=Z
UIIARNTE, RO URINSA—REEALET,

analyzerArn
BHRZWMEITDTFTZ14—D ARN,

Pattern: [A:]*:[A:]*: [~ ]*: [~ ]1*:[~:]*:analyzer/.{1, 255}

WA EW

resourceArn
BHRERMBETSDY—AD ARN,
Pattern: arn:[A:]*: [~ ]*: [~ ]*: [~ ]*: 0 *

MAZE: [F V)

O TANKT |
DOTANCVIVIARNEIAN B EEA,

L AR ADIEX

HTTP/1.1 200
Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
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"createdAt": "string",

"error": "string",

"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",

"resourceType":
"sharedVia": [ "string" ],

"status": "string",
"updatedAt": "string"

"string",

LARAER

TOYIAVHRBTHE, Y—E AW HTTP 200 L ARV AEEL £ 7,
H—E AN SUTOF—24 JSON FRXTRENET,

resource

IAM Access Analyzer AnalyzedResource A’ )YV —RZHHL L& EICKREL ZERESTH
721K,

#: AnalyzedResource 7 T K

I5—
IRTOTIZAVICHBOIZ—IC2VWTR, "THEBIZ—) 22RBLTSEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B EEA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— R : 500

ResourceNotFoundException

BEELEVY—AANROAVEREATL L,
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HTTP A7 —X A— R: 404
ThrottlingException

AOY RN THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400

TDRDSRER

SZEEBEDAWSSDK TN API ZFEHA T2 HEDFMICOVWTIEE, UTZSBLTSEEL,

AWS ONV RZAVAVR—TIAA
AWS SDK for .NET

* AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource
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GetAnalyzer
BEENETFSAY—CETBHREMELET.

VOTARNDEX

GET /analyzer/analyzerName HTTP/1.1

URIUITARNTGA=Z
UOIARTR, ROURINSA—REEALET,

analyzerName

BEBLETFZAY—0RH,
REOHIER : F/PEWF1T9, ZFZFARWE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

DA L

O TARNKS A
DOTARNIVIOIAREIA BV ER A

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"analyzer": {

"arn": "string",

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",

GetAnalyzer
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"statusReason": {
"code": "string"

3,
ntagsn: {

"string" : "string"
1,
Il.t::,Ee

": "string"

LARYAER

ToavhHRHmsadE, Y—ERAF HTTP 200 LARY AZRLET,
H—EALSUTOTF—2A JSON EXTERENET,

analyzer
AnalyzerSummary 7 7S A H—ICBT2BEHRESTATOIUN,

#: AnalyzerSummary #7219 k

TZ—
IRTOTIZIAVICHBOIS—ICO2WTR, "THEBIZ—, 22RBLTEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B EEA,

HTTP A7 —XAJ—R:403
InternalServerException

REH—N—ITF—,

HTTP A7 —XAJ— K : 500

ResourceNotFoundException
EELEVY—ANFROAVEREBATLL,

HTTP 27 —2 20— K: 404
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ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— K : 400

TDDSRER

SHEAND ANWSSDK D 1 DTZ O API Z2FERAIT2HEOCFMICOVWTE, UATZ2ZRLTKEE
\

<
o

AWS ONV RZAVAVR—TIAA
+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule
F—HA7L—=)ICET2EEEMELET,

F—HATL—LOERCERATES 7 4 LR—F—CDWTE, IAM I—F—H 1 KD TIAM
Access Analyzer D 7 41 LA —F—, Z2ZRBL T EE L\,

VOTANDEX

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URIVZITARNNZX—&
UOIARTR, ROURINSA—2EEALET,

analyzerName

L= ZBBITET A HF—DAEF,
RETOFR : ZFPERIEFE1TT, ZRARIEE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

= I~ 4 W

ruleName
WMETRIL—ILOEH,
REOFR : ZFPREF 1T, BARE 255 TT,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

DAZE: L

VO ITARNKRT A
UOTANCUSIAREXA BYEL A,

L AR ADREX

HTTP/1.1 200
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Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}
LARAER

TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,
H—EAPSUTOT—2A JSON EXTRENE T,
archiveRule

T—HATL—ILNICETREBIEENET,

#: ArchiveRuleSummary # 7 T K

17—
IRXTOTIZAVICHBOIZ—IC2VWTR, "THEBIZ—) 28RBLTSEEL,
AccessDeniedException

COTIIIAVERITIDTOBT IV EAERI S EE A,

HTTP A7 —XAJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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HTTP A7 —XAJ— K : 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —X A— R: 404
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400

TDRDSRER

SHEAND AWSSDK D 1 DTZ D API Z2FERAIT2HEOFMICOVWTE, UTZ2ZRLTKEE
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+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK

ZTDHOSRER
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

EEESNLEFERICETIEHRENMBLET, GetFinding & GetFinding V2 [ €55 % IAM access-
analyzer:GetFinding Action RUZ—RAT—KM XV NOERTHEALET, 7U IV EESNT
TBHICHERNBETT, access-analyzer:GetFinding

VIOTARNDEX

GET /finding/id?analyzerArn=analyzerArn HTTP/1.1

URITVIJTARNTZX—Z
UOTIARNTR, RO URINSA—REFEALET,

analyzerArn
BREERLETFZ4H—0O ARN,

Pattern: [A:]*:[A:]*: [~ ]*: [~ ]1*:[~:]*:analyzer/. {1,255}

WA EW

HBIT2ERD ID,

Y= = 4

JOTANRKRTA
DOTANCUSTIAREX A SV EE A,

L AR ADIEX

HTTP/1.1 200
Content-type: application/json

{
"finding": {
"action": [ "string" ],

"analyzedAt": "string",

GetFinding APl /N\—2 32 2019-11-01 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIUZ77L>2A

"condition": {

"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string",

"updatedAt": "string"

LARAER
To2arvHFgmdde, Y—EARHTTP200 LAR AZRLE T,
H—EANSUTOTF—2H JSON XX TRENET,
finding
findingRZERZRROFEMEZEC AT I,

B: Finding 772 TV~

ITZ7—

IXTOTIZAVICHBOIZ—ICOVWTR, THEIZ—) 28RLTKEEL,
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AccessDeniedException
COTOVAVERTTDTHRBRT VAR B EEA,

HTTP A7 —X2AJ— R:403

InternalServerException
W%B-'j-_/\‘_li_o

HTTP A7 —XAJ— R : 500

ResourceNotFoundException
BEELEVDY—ANRE2DhYEREBATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THREBBIZ —,

HTTP AT —XA—R: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R : 400

TDHDSRER

SHEBAND AWSSDK D 1 DTZ D API Z2FERAITZHEOCFMIIOVWTE, UATZ2ZRLTKEE
\

<
]

AWS XV RZAAVRZR—TI(AA
AWS SDK for .NET

*+ AWS SDK for C++

« AWS Go /\—2 3> 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK
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- AWS Python i SDK
- AWS JLE— V3 fij SDK
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GetFindingRecommendation
BEENETHFSAY—OREBROLIX Y F—2 a3V ICHTHEHERELET,

JOTANDEX

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URIVITARNTGA=Z
UUIARNTE, RO URINSA—2EEALET,

analyzerArn
FBROLOXF—2a v OERICEREND T 549 —0O ARN,

INZ—=2 c [A]*c[Ae]*c [~ ]*: [~ ]*: [~:]*:analyzer/. {1,255}

Y= I~ 4 W

BRLIOAXDTF—>3>0—E0 ID,
REOFIR : ZFPREFE1TT. ZEARIK 2,048 TT,

WA EW

maxResults
LARATRENDEROEARI,

BER: KMER 1 T, HEAMER 1000 TI,

nextToken

BENEHEROR—DREICFERAEhD =02,

VO TARNKX

VDOTANCVDIOTAREKNABY) EHE A
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

LARAER
ToavHFRHsdE, Y—ERAFE HTTP 200 LARY AZRLET,
H—EANPSUTOT—2A JSON EXTRENET,
completedAt
BRLIOADF—2a20BENFTT LKA,

B:RALARERYT

error

BROLOAXDTF—23a > OBENRRL LEHICE T 2FAFR.

24 7" : RecommendationError 77 T 9 N

nextToken
BENEHREOR—DBEICERAEND N—0 2,

B =25
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recommendationType

BROLOAXADF—=232 0847,
. X735

B3’ {E : UnusedPermissionRecommendation

recommendedSteps

REBRIIHRBEIDZATYTOTIIL—T,

#: RecommendedStep A7 T MO E S

resourceArn

BROVY—AD ARN,
B: X753

INZ—2 carn:[A:]*:[A]* [N ]* [~ ]*: L
startedAt

BRLIOAXDTF—2 a2 0MBHYRBEE NI,

B:RALAREVT

status
HEBL OX O F—2a3a > oOmMEBORAT—2 A,
. xF5|

B%h7s{E : SUCCEEDED | FAILED | IN_PROGRESS

I5—
IRXNTOTIZAVICHBOIZ—CO2VW TR, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTFI2AVERITIBDTIBRT IV EAERF B REA,

HTTP A7 —2AJ— R:403
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InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ— K : 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —X A— R: 404
ThrottlingException

AOYRNUYTHROBBIZ—,

HTTP AF—& 20— K:429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— K : 400

LTOERESRLTSEZL,

SHEBD AWS SDKs DVIFIA T DO API Z2FEAITZFEOFMICOVWTE., UTZ5RL T

"

o
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o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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GetFindingV2

BFEShEHRICBEIZDIBHREZEBLET., GetFinding & GetFinding V2 Ik &5 5% IAM access-
analyzer:GetFinding Action RUY—AT—RM XV NOERTHEALET, 7O 32 EET
TBRICIFERNIBETT, access-analyzer:GetFinding

VIOTARDEX

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVIITARNZX—=&
UOTIARTR, RO URINSA—2EEALET,

analyzerArn
BREERLETFTFZ4H—0 ARN,

Pattern: [A:]*:[A:]*: [~ ]*: [~ ]1*:[~:]*:analyzer/. {1,255}

MAZEEW

MBTR2HERD ID,

DA L

maxResults

LARATRENDERODEAEK

nextToken

U]

BENIBRER—DFJETZIEHIEAT D N—D 2,

VO TARNEX

VDOTANCVIOTAREKNABY) T A
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IAM Access Analyzer APIUZ77L>2A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

LARAER
TO2avhAEMmddE, Y—ERRBFHTTP200 LAR AZIRLET,
H—EALSUTOTF—2A JSON ERXTRENET,
analyzedAt
BREZERLEVY—AR—ADORYS—F LR IAMI T A T4 A5 HEhiz A&,

B:RALARERVT

createdAt
FBRNSERE =B,

B:RALAREVT

error

Ii_o
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APIUZ77L>2A

. xF5

findingDetails

BRHEBRZHBAL, B ECEIRHAN AV RAEZRETZIO-HT A XEhl Xy -2,

#: FindingDetails Z#7< T2 KO &5
findingType

BRORAT AT IO RCATFSAHF—0HE, R4 7 ETT, ExternalAccessKfE
BOTOCATFZA4H—0FE, 47K, . . EEEICAKVYWET, UnusedIAMRole
UnusedIAMUserAccessKey UnusedIAMUserPassword UnusedPermission

B: XF3

B {E : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission

HET2HERD ID,

B =25

nextToken
BENEHROR—DHEICFERAEND =02,
. xF5

resource

BREERLEVY—A,

B xF5

resourceOwnerAccount

)Y —A&ZFETD AWS 7HU> KN ID,

B =23

resourceType

BRTREENLEVY—-ADRAT,

8. =25

LARYAER
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B%h7s{E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

status
EHE%%@X?_QXO
B xF5

B %h75{E& : ACTIVE | ARCHIVED | RESOLVED
updatedAt

RRAIEHE B,

B:RALARERVT

I7—
IRTOTIZAVICHBOIZ—CO2VWTR, "THBIZ—) 28RLTSEEL,
AccessDeniedException

COTIIAVERITIBDTOBRT IV EAERI B KREA,

HTTP AF—5Z1— K:403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —X2AJ— R : 500

ResourceNotFoundException
BELEVDY—ANE2hYEREBATLL,

HTTP AT —2AJ— R: 404
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ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— K : 400

TDDSRER

SHEAND ANWSSDK D 1 DTZ O API Z2FERAIT2HEOCFMICOVWTE, UATZ2ZRLTKEE
\

<
o

AWS ONV RZAVAVR—TIAA
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+ AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK
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« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK

ZOOSRER API N—23 > 2019-11-01 67


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
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IAM Access Analyzer APIUZ77L>2A

GetGeneratedPolicy

StartPolicyGenerationZfA L TERENLR) S —ZWMBLET,

VIOTARNDEX

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URIVITARNTA=Z
UOIARTR, RO URINSA—2EEALET,

includeResourcePlaceholders

ERLUEVEMLARIL, RUS—HOVY—=ZALRILOHDILEYR—NTDTOa>nl)
V—AARN AO7L—ARIE—%2FEAL TR —Z2ERTEINESHEIBETEEXT,
EEAE, RUD—OVY—RA+E023a>TR, ORDYICBEDTL—AFRILA—%2ZTES
CENTEET, "Resource":"arn:aws:s3:::${BucketName}" "*"

includeServicelevelTemplate

ERLUEVWEHERLANIL, Y—EALRILRIS —ZEHTINESHZIBETERT,

IAM Access Analyzer ldiam:servicelastaccessed, COHY—EALXRILT>7TL—~MDOE
RREICREFEAEN Y —EAZRNTIEHICFERAENET,

jobld

JobIdchiFARL —23VIC& 2 TRENE

¥, StartPolicyGenerationGetGeneratedPolicy& AL TERE iR 2 —&EHE
L 7%V), CancelPolicyGeneration& AL TRV —4EREBERZF YL LEYTESE
j-o JobId

DA L

JOTARNKRTA

VDOTANCVDIOTAREKNABY) T A
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APIUT77L2A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"
},

"jobId": "string",
"startedOn": "string",

"status": "string"

LARYAER

TO2AVHFEUNTRDE, Y—EAGFEHTTP 200 LAR AZRLET,

LARY ADHEX
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H—EALSUTOTF—2A JSON EXTERENET,

generatedPolicyResult

GeneratedPolicyResultERE iR —LBEETDFHEMESTAT DI UN,
24 7" : GeneratedPolicyResult #7149 ~

jobDetails
GeneratedPolicyDetails®EREnNiR U —ICEAITRFMESC AT DI ION,

#l: JobDetails #7719 ~

I5—
IRTOTIZAVICHBOIZ—C2VWTR, "THEBEIZ—) 28RLTSEEL,
AccessDeniedException

COFI2AVERITIBDTIBRT IV EAERI B KRB A,

HTTP AF—5Z1— K:403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —XAJ— R : 500
ThrottlingException

AQY NUZTHIRBBIZ—,

HTTP 27 —2 20— K: 429

ValidationException
BREEBIALS —,

HTTP 27 —2 21— K : 400

TOMOSRER

EEZEEENDAWSSDK D 1 DTCD API ZERATZHZEOFHEMCODVTIEK., ATE2SBLTLKEE
Wo

Io5— API /N\—2 3> 2019-11-01 70
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AWS NV RTAVAVRZR—TIAA
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IAM Access Analyzer

APIUT77L2A

ListAccessPreviewFindings

BEENLETIVERATLEI - LK >TERENETIVEATLEI—HBROVANEZERBLET,

JOTANDEX

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URIVOITARNNTGAX—2%
DOTARTR, KO URINSGA—REFEALET,

accessPreviewld

TOEA7LE1I—OI1Z—7 1D,

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Y= = 4

JHIARNKS 4
DOTARNEIUT®D IJSON EXDTF—RZZFTANETT,

analyzerArn
TFORADERICERENLET 54 —0O ARN,

ListAccessPreviewFindings
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IAM Access Analyzer

APIUT77L2A

. xF5

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

WA EW

filter
BENEBRZ71AIWLRIITREE,
R A 7" Criterion 772 T U KNI Y TADXFHITT,
HA WWNZ

maxResults
LARATRE NDEROZAE,
AT B
HAE WWZ

nextToken
BENEBERER—DDEITDLEOICFERAENDIN—T2,
247 XFF

Y= WARY-4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

findings": [
{
"action": [ "string" 1],
"changeType": "string",
"condition": {
"string" : "string"

}I

LARY ADHEX
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APIUT77L2A

"createdAt": "string",

"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",

"isPublic": boolean,

"principal": {

"string" : "string"

iy
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

LARYAER

ToO2aAVHFEMTdE, T—EAGFEHTITP200 LAR AZRLET,

H—EAPSUTOT—2A JSON EXTRENE T,

findings

BEENLETAINE—FRHEIC—BIBDTIEATLEI-RBROURAN,

#I- AccessPreviewFinding 72 T 9 NDE S

nextToken

RRER—ZDEIDLEHICEAETND -T2 FREhEL L,

B =25

LARYAER
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APIUZ77L>2A

I5—

IRTOTIZAVICHBOIZ—C2VWTR, "THEBEIZ—) 28RBLTSEEL,

AccessDeniedException
COTOVIAVERTITDTHRBT VAR B EEA,

HTTP A7 —XA—R:403

ConflictException
A7V KBIALTZ—,

HTTP A7 —2AJ— R:409

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ—R : 500

ResourceNotFoundException
BELEVY—ANFRI2AYELBATL L,

HTTP A7 —XAJ—R:404
ThrottlingException

AOY MUV THIREBIZ—,

HTTP AT —XA—R: 429

ValidationException
BEEBIATL S —,

HTTP A7 —2Z0—K : 400

DD SRER

N

SHEBND AWSSDK D 1 DTZ O API ZHERAIZFEOFHFMIOVWTE., UATZSRLTKEE

\

<
o

« AWS NV RTIAVAVR—TIARA
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IAM Access Analyzer

APIVT77L>RA

AWS SDK for .NET

AWS SDK for C++

AWS Go /N\—> 32 2 B SDK
AWS Java V2 A SDK

AWS V3 H JavaScript SDK
AWS PHP V3 FISDK

AWS Python fi SDK

AWS )L E— V3 A SDK

ZTDHOSRER
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IAM Access Analyzer APIUZ77L>2A

ListAccessPreviews
EEENETFSAY—OF I EAT7LEI—OUANERELET,

JVOTANDEX

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVZITARNNZX—=&
UOIARTR, ROURINSA—2EEALET,

analyzerArn
FOEA7LEI—QERICERENET 545 —0 ARN,

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzer/. {1,255}

Y= R = 4 W

maxResults

LARATRENDERODFEAE

nextToken

BENEHERER—DHDEIBEHICERAEhDI =T,

VO TARNKX

VDOTIANCVIOTARENA BV EE A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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IAM Access Analyzer

APIUT77L2A

"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"
}
LARAER

ToO2avHFRMIRE, H—ERRF HTTP 200 LAR AZRLE T,

H—EAPSUTOT—2A JSON EXTRENE T,

accessPreviews

TFHFZ2A4—RACRBEhETIRATLEI-DUARK,

#: AccessPreviewSummary 7T 9 N DE S

nextToken

BRER—DDEITZLEDICEATNDI NI FBRENEL L,

B =25

ITZ7—

FTRTOTIIVICHBEBOIS—ICO2V\WTR., ™HEIS—, #2BLTLEETL,

AccessDeniedException

COTIIIAVERTIBDTABRT IVEAERNI G EE A

HTTP A7 —X2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o

LARYAER

APl N—23 2 2019-11-01 78



IAM Access Analyzer

APIUT77L2A

HTTP A7 —XAJ— K : 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —X A— R: 404
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400

TDRDSRER

SHEAND AWSSDK D 1 DTZ D API Z2FERAIT2HEOFMICOVWTE, UTZ2ZRLTKEE

\

<
o

AWS ONV RZAVAVR—TIAA
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« AWS Go /N\—> 32 2 B SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
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IAM Access Analyzer APIUZ77L>2A

ListAnalyzedResources

BEENIEABT O EATFZAH L 2>ToMME N, BEENEZATOVY—AD)ANER
BLET, cOTI>a2Rk, READTIEATFZAH—TREYR—bEhTLVEREA,

VOTANDEX

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URIVOITARNNTGX—%
JOTARNTHURINSXA—2EEBLEE A,
JOTARNRKRTA

VOTARNEIUT® JSON EXDT—REZ T ANKT,

analyzerArn

DHENLEDIV—ADIANZEREBIDZTFTZ4H—D ARN,

. xF5|

Pattern: [A:]*:[A:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}
%= = 4
maxResults

LARATRENDERDREAE,

AT B
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WA VWA

nextToken
BENEZERER—DDEITDEHICEAT DI N—D2,
A7 XEF

MHAE WWZ

resourceType

I) \J—7\0)'5"f7°o
B: XF5

B%h75{E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

0,y - AN AV 4
L AR ADHEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
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LARAER
TOYAVHARIMTBE, H—ERE HTTP 200 LARY AZRLET,
H—EANSUTOF—2H JSON KX TEEhET,

analyzedResources

BHENLZII—ADI) AR,

#: AnalyzedResourceSummary 7 19 N O E 5|

nextToken

BRER—IDEITZILEDICEATNDI NI FBRENEL L,

. xF5|

17—

IXRTOTI72AVICHBOIZ—IC2VWTR, "HEBEIZ—) Z22RLTKEZL,

AccessDeniedException
COTOVIAVERTITDTIBRT VARG EEA,

HTTP 27 —%A0— K: 403

InternalServerException
W%B-Ij-_/\‘_li_o

HTTP A7 —XAJ— R : 500

ResourceNotFoundException
BEELEVY—ANFRDI2ANEHEATLI,

HTTP A7 —X A— R: 404
ThrottlingException

AOY NUZTHIREBIZ—,

HTTP A7 —%A0— K: 429

LARYAER
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ValidationException
BELHIATZ —,

HTTP 27 —&Z— K : 400

TDRDSRER
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« AWS )LE— V3 A SDK
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IAM Access Analyzer APIUZ77L>2A

ListAnalyzers

TFZAH—DJARNZREBLET,

VOTANDEX

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URITDIITARNNT X=X
JOTARNTR., RO URINTGXA—2=Z2EHLET,
maxResults

LARATRENDERDEAE

nextToken

BENERRER—DHETBEHICERAEND A=Y,
type
THSAHF—DRA T,

B Rh75{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

VO TARNEX

VDOTANCDIOTARENABY) EE A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzers": [
{
"arn": "string",
"configuration": { ... },
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"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
I
"tags": {
"string" : "string"

}I

type": "string"

}
1,

"nextToken": "string"

LARAER
TOAVHABEWTdE, Y—ERRBGRHTTP200 L AR AZIRLET,
H—EALSUTOTF—2H JSON ERXTRENET,
analyzers
WMELETFZ4Y%—,

#: AnalyzerSummary 772 T 9 NDELF

nextToken
BROR—DDEZEAENDIN—O N RENEL

. x=F5

17—
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AccessDeniedException
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ValidationException
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HTTP A7 —2AJ—K : 400
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ListArchiveRules

BEENLETF A Y —RACERENLET—HATIL—ILOVANZERBLET,

VOTANDEX

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken

HTTP/1.1

URIVITARNTZA=Z
UOIARNTR, RO URINSA—REFEALET,

analyzerName

IL=ILEWMBITDT7F+FZAMF—DZH,
RETOEIR : FIPRIE1TT, RARWE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

WA FEWV

maxResults

VDOTARTRENDERDEAREK,

nextToken

BENIEBRER—DPJEIZIEHICEAT DI N—T 2,

VIO TARMEKX

VDOTARNCDIIAREXABY) KB A,

L AR AN

HTTP/1.1 200
Content-type: application/json

{

ListArchiveRules
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
L AR AER

TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,

H—EAPSUTOT—2A JSON EXTRENE T,

archiveRules
BELETFZAY—RIERENET—HA4ATIL=ILDIURAKN,

#: ArchiveRuleSummary 7 T NOE 5

nextToken

RBRER—ZDENITDLEHICERAETND NI FRENIL L,

B x=F7

17—
INXNTCOTIAVICHBOIZ—ICD2VWTE, BT —, #22BLTLEETL,
AccessDeniedException
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HTTP A7 —XAJ— R:403

InternalServerException
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HTTP A7 —XAJ— R : 500
ThrottlingException
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HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400
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IAM Access Analyzer APIUZ77L>2A

ListFindings

BEENETF A —CE>TERENERROVARNERBLET, ListFindings &
ListFindings V2 & £5 5 % IAM access-analyzer:ListFindings Action RU > —2R&
T—RMXRNOERTFERAENE T, 773 ZRTIBICEFERNISBETT, access-
analyzer:ListFindings

EROUANERETBLHCEATED 74 LZ—F—C2LTR, IAM I—H—H( KD TIAM
Access Analyzer D 7 41 LA —F— ZZRBL T EE L\,

VOTARNDEBX

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URIUOITARNTXA—A&
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JOTARNKRTA

VOTARNEIUT® JSON EXDT—REZ T ANKT,
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analyzerArn
HEREZWBIDTFTFZ14H%—D ARN,

. xF5|
Pattern: [A:]*:[A:]*: [~ ]*:[~:]1*:[~:]*:analyzer/.{1, 255}

MAEEW

filter
BREERZBELTRIT 71 I)IL2—,
XA 7 Criterion 772 T O NI Y TADOXFEHTT,

Y= WARY-4

maxResults
LARATRENDEROFZFKE,
AT B

%= WIRY-4

nextToken
BENEHRER—DPEITBZEHICEAETNEZIN—D >,
AT XFEF

0= WIAY-4

sort
BRENEHFROY—KNERF,
XA 7 : SortCriteria 77 T U K

WA VWWN R

LARADEX

HTTP/1.1 200
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Content-type: application/json

"findings": [
{
"action": [ "string" ],
"analyzedAt": "string",
"condition": {
"string" : "string"
I
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,
"type": "string"

]I

"status": "string",
"updatedAt": "string"

]I

"nextToken": "string"

LARYAER

ToO2aVHFEMedE, T—EAFEHTTP 200 LAR AZRLET,

H—EAPSUTOT—2A JSON EXTRENE T,

LARYAER
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findings

TFTFZAY—nsmBEh, BEEEThLET7AIINE—FRHEC—BIZBEROVAN (FETZH

B)o

#: FindingSummary #7219 N DEF

nextToken

RRER—ZDENIDLEHICEAETND N—TFRENEL L,

B x=F5

I5—

IXTOTIIVICHBOIZS—ICDVWTIE.,

AccessDeniedException

COTI2IAVERTIDTOBT IV EAERI B XA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— R : 500

ResourceNotFoundException
BELEVDY—ANE2DPYEREATLL,

HTTP AT —XA0— R: 404
ThrottlingException

AOY MU THBREBIZ—,

HTTP A7 —2AJ— R:429

ValidationException
BREEBIALS —,

HTTP A7 —X2AJ— R : 400

"HBIZ—, 22RBLTEETWL,
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ListFindingsV2

BEENETF A —CE>TERENERROVARNERBLET, ListFindings &
ListFindings V2 & £5 5 % IAM access-analyzer:ListFindings Action RU > —2R&
T—RMXRNOERTFERAENE T, 773 ZRTIBICEFERNISBETT, access-
analyzer:ListFindings

EROUANERETBLHCEATED 74 LZ—F—C2LTR, IAM I—H—H( KD TIAM
Access Analyzer D 7 41 LA —F— ZZRBL T EE L\,

VOTARNDEBX

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URIUOITARNTXA—A&
USTARTR URINSX—2EHERALER A,
JOTARNKRTA

VOTARNEIUT® JSON EXDT—REZ T ANKT,
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analyzerArn
HEREZWBIDTFTFZ14H%—D ARN,

. xF5|
Pattern: [A:]*:[A:]*: [~ ]*:[~:]1*:[~:]*:analyzer/.{1, 255}

MAEEW

filter
BREERZBELTRIT 71 I)IL2—,
XA 7 Criterion 772 T O NI Y TADOXFEHTT,

Y= WARY-4

maxResults
LARATRENDEROFZFKE,
AT B

%= WIRY-4

nextToken
BENEHRER—DPEITBZEHICEAETNEZIN—D >,
AT XFEF

0= WIAY-4

sort
V—KNICEAEThZEE,
XA 7 : SortCriteria 77 T U K

WA VWWN R

LARADEX

HTTP/1.1 200
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Content-type: application/json

{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}

LARYAER
FOLaVHRYTHE, Y—E AR HTTP 200 LARY REBLE T,

H—EANPSUTOT—2A JSON EXTRENE T,

findings
T4 —hrsBBEch, BEShET7AIILEZ—FKGIC—HITIHERODIVAN (BFETSH
AN
lﬂ)o

#: FindingSummaryV2 7> T2 N DE 3

nextToken
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B =25

I5—
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AccessDeniedException
COTOVIAVERTITDTHBRT VARG ELEA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— R : 500

ResourceNotFoundException
BEELEVY—-AANROAVEREATL L,

HTTP AT7—XA— R: 404
ThrottlingException

A0y MUV THIREBIZ—,

HTTP AF—& A0— K: 429

ValidationException
BELHIATZ—,

HTTP A7 —X2AJ— R : 400

TOHDSRER

SEBDO AWS SDK TZ D APl ZEAIT R HEMCFHMICOVTE, UTZZRBLTKEZL,

AWS XV RZAUAVRZR—TI(AA
AWS SDK for .NET

 AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK
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« AWS JLE— V3 A SDK
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ListPolicyGenerations
BE7 ACERENEIRTORY S — 4R E—ERRLET.

VOTARNDEX

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTR., RO URINGAXA—RZFEALET,
maxResults

LARATRENDERDEAE,

BMER: HNMEF 1 TY,

nextToken

BENEERER—DDE|ITHEHICERENDIN—D2,
principalArn

RS —ZERTD IAMIVFAF 1 (1—F—FrE0—I) O ARN, ChefAETS
& ListGeneratedPolicies, BEDTV I NILODEROAZZEC LD ICHERET1ILZRY)
VO TEEXET,

Pattern: arn:[A:]*:iam::[*:]*:(role]|user)/.{1,576}

O TANKT A
VDOTANCVDIOTAREKNABY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
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"nextToken": "string",
"policyGenerations": [
{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",

"startedOn": "string",
"status": "string"
}
]
}
LARAER

TOAVHABWTdE, Y—ERRBRHTTP200 L AR RAZIRLET,
H—EAPSUTOT—2A JSON EXTRENET,
nextToken

BENEBERER—DDEITDLEOICFERAENDIN—D2,

. x#F5

policyGenerations

PolicyGenerationERE iR —ICEITBHEMEESLA T T U N,

#: PolicyGeneration A7 I 9 NDOE S

I5—
IRXTOTIZAVICHBOIZ—C2VWTR, "THBEIZ—) 28RBLTSEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B REA,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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HTTP A7 —XAJ— R : 500
ThrottlingException

AOY RN THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ—K : 400
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ListTagsForResource

BEENEZVY—ACEAEATVERZTOVARNZEBLET,

VOTARNDEBX

GET /tags/resourceArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTRE, RO URINTXA—2ZEALET,
resourceArn

RTZWMETHIVY—AD ARN,

WA L

JOTARNKRTA

VDOTIANCDIOTARENANBY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"tags": {
"string" : "string"

}

LARAER

TO2AVHEUNTDE, Y—EAGFEHTTP 200 LAR AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,
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tags
BEEhEVY—-RAICHEHAEhDZY,

B XFIEOIYETY

17—
IRXNTOTIZAVICHBOIZ—C2VWTR, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTIIAVERITIBDTIBRT IV EAERI B EREA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-Ij-_/\‘_lﬁ_o

HTTP A7 —XAJ—R : 500

ResourceNotFoundException
EE]LEUY—ANFROAVEREBATLL,

HTTP AT —X2A0— R: 404
ThrottlingException

AQY NUZTHIRBBIZ—,

HTTP A7 —2AJ— R:429

ValidationException
BEEBIATLS —,

HTTP A7 —X2AJ— R : 400

TDHOSREER
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Wo
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AWS NV RTAVAVRZR—TIAA

AWS SDK for .NET

AWS SDK for C++

AWS Go /N\—> 32 2 B SDK
AWS Java V2 A SDK

AWS V3 H JavaScript SDK
AWS PHP V3 FISDK

AWS Python fi SDK

AWS )L E— V3 A SDK
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StartPolicyGeneration
RIS—ERVITANEBRBLET,
JOTANDEX

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [
{

"allRegions": boolean,
"cloudTrailArn": "string",
"regions": [ "string" 1]

}

]
},
"policyGenerationDetails": {

"principalArn": "string"
}

URIV O ITARNNTX—&

UOTIARTR URINSX—2EEALELA.
DOITANRKT A

DOTANIUTO ISON EXOF—22Z T ANET,

clientToken

VOTARDOBEFEEDOLEHIZEI HTEZ2-BOREF (KXFeINFEXR), BEFM &, API
VOTARN1ELERGRETIZDEZRIALET, A—DERTR., TOVIITAREEICTE
7932, AUIZATMN—02ZBERALTEAURICBHATISE, TORMBLEVIT
ANDERABEN, ThULOKEEHEEA,

StartPolicyGeneration APl /N—2 32 2019-11-01 106



IAM Access Analyzer APIUZ77L>2A

V24T RMN=02ZEBELB WSS, SDKICK > TEHBNIZERENET, AWS

RAT: XE5|

Y- WA

cloudTrailDetails

CloudTrailDetails R —Z 4R TR EDICoHMLEVEMZEESDATO TV N, Trail

XA 7 : CloudTrailDetails # 7 T 9

Y= WA~

policyGenerationDetails

RIVD—ZERTDIAMIVT AT 4 (A——FLEFO-)L) D ARN FEEIRET,

#: PolicyGenerationDetails 77 T 9

WA EV

L AR AN

HTTP/1.1 200
Content-type: application/json

{

"jobId": "string"
}
LARAEZR

ToO2aVHFRMIRE, H—ERRF HTTP200 LAR AZRLET,
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jobld
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L7V), CancelPolicyGeneration& AL TRU —4ERERZF YL LEYTESE

j-o JobId
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AccessDeniedException

COTI2IVERTIDTOBRT IV EAERI S EEA,

HTTP A7 —2AJ— R:403

ConflictException
a7V MEIATZ—,

HTTP 27 —2Z0— K: 409

InternalServerException
W%B-lj-_/\‘_la_o

HTTP A7 —XAJ—R : 500

ServiceQuotaExceededException
H—ERAVA—KNI—-NIZ—,

HTTP A7 —X A— R: 402
ThrottlingException

AOY MU THBREBIZ—.

HTTP A7 —2AJ— R:429

ValidationException
BREEBIATLZS —,

HTTP A7 —X2AJ— R : 400
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StartResourceScan
EEENEUY—ACBATATVRRUS—DRF Y U2 I<ICEBLETS,

VIOTARNDEX

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URIUOTARNNTZ X=X

JDOTARTR URINZGX—2ZFEALELE A,

VO LTARNKT 4

UOTIANEAT D JSON FROF—2EZFANET,

analyzerArn

EEEhEUY—ACBRAEhZ RIS —OAF Y ICEATEDTFZ4H—0 ARN,

2. XF5
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

WA EW

resourceArn
AF¥2F2)J—AD ARN,
B X735
Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]*: . *

WA EW

StartResourceScan
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resourceOwnerAccount

JY—RAZMBETD AWS THIKID. AWS BEAEDUY—ATR, FIBTHVVNEY
V—AERENIZTHI AT,

RAT: XE5|

%= WA

L AR ADEX

HTTP/1.1 200

LARAER

TOIAaUNFRBLESE., Y—EARZEO HTTP AXZHF D HTTP 200 L AR AZRLET,

I5—
ITRTOTIVAVICHBOIZ—IC2VWTR, "™HEIZ—1 Z2RLUTKEZL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERF B REA,

HTTP A7 —XAJ—R:403

InternalServerException
AEHF—N—I5—,
HTTP A7 —X2AJ—R : 500
ResourceNotFoundException
EELEVY—ZANRO2AVEREATLIL,
HTTP A7 —XAJ—R:404

ThrottlingException

AOY NUZTHIREBIZ—,
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TagResource
BEEhEUY—RICXTEBMLET,

VOTANDEX

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI VO ITARNTX—2
VDOTARTR, ROURINZAXA—2ZFEALET,
resourceArn

S2JzZEMTS!)Y—AD ARN,

A W

U TANKS A

JOTARNEUT®D JSON EXDT—RZZITANKT,

tags
Y —RAICEMTDERT,
B yFHEOIYEY

== 4
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HTTP/1.1 200

TagResource
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LARAER

TOIaUNFRBUERE., Y—ERIRZEO HTTP A3 %32 HTTP 200 L AR AZIRLE T,

I5—

IXTOTIZAVICHBOIZ—ICOVTR, THEBEIZ—, 28RLTKEE,

AccessDeniedException

COTIIIVERTIDTOBRT IV EAERI B T A,

HTTP 27— & Z1— K: 403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —XAJ—R : 500

ResourceNotFoundException
BELEVDY—ANE2DhYEREATLL,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THIBREBIZ—,

HTTP AT —XAJ— R:429

ValidationException
BELBIATZ —,

HTTP A7 —X2AJ— R : 400
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UntagResource
EEENEVY—ZANSRTEHIKRLET,

VOTARNDEX

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URIUOTARNNTZX—2Z
DOTARTR, RO URINZAXA—2ZFEALET,
resourceArn

2T ZHIBRT S ') Y —AD ARN,

WA E W
tagKeys

EBMIZRTDF—,

MAZE: (F L)

DO TARNKT A
UOIANCUOTARNEXA &Y EE A,

L AR AN

HTTP/1.1 200

LARYAER

TOYavHARILIEBE, Y—EAREO HTTP AX &R D HTTP 200 L AR A EEBL £ T,
17—

IXTOTIZAVICHBOIZ—ICOVWTR, THEIZ—) 28RLTKEEL,
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AccessDeniedException
COTOVAVERTTDTHRBRT VAR B EEA,

HTTP A7 —X2AJ— R:403

InternalServerException
W%B-'j-_/\‘_li_o

HTTP A7 —XAJ— R : 500

ResourceNotFoundException
BEELEVDY—ANRE2DhYEREBATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THREBBIZ —,

HTTP AT —XA—R: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R : 400
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UpdateArchiveRule
BELET—NA7L—LOKGEBEEHLET,

JOTANDEX

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URITVVITARNTZX=Z
UOTANTE, RO URINSA—2EBEALET,

analyzerName

T—HATIN=IINEEHITDTFZAHF—DREH.
REOHIR : &Z/PRIF1 T, ZRARIEE 255 TT,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

Y= I~ 4 W

ruleName
EFITRIL—ILDOEFE,
RETOFIR : {ZFPRIEF1 T, AR 255 T,

INZ—2: [A-Za-z][A-Za-2z0-9_.-1*
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DA L

U TARNKT 1
VOTARNEUT® JSON EXDT—RZEZITFTANKT,
clientToken
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247 XF5|

HAE WWZ

filter

EFTBRIN—INIIRYTFITRTAINE— 74N EZ—IC—HTBIIL—IOXNEFENET,
XA 7" Criterion A7 T O NI Y TAOXFEHTT,

DA L

L AR ADEX

HTTP/1.1 200

LARAER
TO2IaVNFBEMLEEE, Y—ERARZEO HTTP &KX &#FD HTTP 200 L ARV AZRLE T,
I5—
ITRXTOTIVAVICHBOIZ—IC2VWTR, "™HEIZ—1 Z22RLTKEZL,
AccessDeniedException

COFTI2AVERITIBDTIBRT IV EAERI B REA,

HTTP 27 —%Z10— K: 403

InternalServerException
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HTTP A7 —XAJ— K : 500

ResourceNotFoundException
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HTTP AT —X A— R: 404
ThrottlingException
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HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,
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TDRDSRER

SHEAND AWSSDK D 1 DTZ D API Z2FERAIT2HEOFMICOVWTE, UTZ2ZRLTKEE

\

<
o

AWS ONV RZAVAVR—TIAA
+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go /N\—> 32 2 B SDK

« AWS Java V2 A SDK

« AWS V3 A JavaScript SDK

« AWS PHP V3 FISDK

« AWS Python A SDK

« AWS )LE— V3 A SDK

ZTDHOSRER

APl N—2 32 2019-11-01 121


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APIUT77L2A

UpdateFindings
KEENERRORAT—ZAEEHLET,

VOTANDEX

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URIV I ARNTZX—%Z

UOTARTE URISSXA—REERLER A

VO TARNKT A
UOTARNEUTO JSON BRDTF—REZFANET .

analyzerArn

EHITREREERLETFS A4 —0O ARN,

B: XF3

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}
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clientToken
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247 XF5
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UpdateFindings
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ids
BEHITRHERO D,
247 XFFIOES

MHA: WL Z

resourceArn
BRTRESNEZJY—AD ARN,
. 75
INZ—2 carn:[A:]*: [ * [N ]* [~ ]*s L

Y= WIRY-4

status
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BRERET—HATBADERICEETHEAICHEALET, ACTIVEP— N7 En-ER%
TOTATBERIIEETDIHEICEALET,

2. x=F5
B/ & : ACTIVE | ARCHIVED

DA L

L AR ADEX

HTTP/1.1 200

LARAER
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I7—
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AccessDeniedException
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HTTP A7 —X2AJ— R:403

InternalServerException
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HTTP A7 —XAJ— R : 500

ResourceNotFoundException
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HTTP AT —XAJ—R:404
ThrottlingException
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HTTP AT —XA—R: 429

ValidationException
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HTTP A7 —XAJ— R : 400
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ValidatePolicy
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VOTANDEX

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URIUOITARNNTA—2A&
JOTARTR., RO URINTGXA—2=Z2EHALET,
maxResults

LARATRENDERODFEAE,

nextToken
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locale
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policyDocument

RUD—OAVTVELTHEATS JSONRUS—RFIXTU K,
2. =75
RAZE: &L

policyType

BREETZDRI—DRAT . IDRIZ—EEIAM T INIICT O AERZRFELET, ID
ARUD—IZE, IAMO=)L, 1—YH—, FI—T0EBRI—EATFTA VRV —HFEEN
x£9,
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. AMO—=J)LOEFER)Z—E Amazon S3NNTY RONTY RRUS—HFEENET, IDR
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2. 75
B8 : IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY

DA L

validatePolicyResourceType
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SANTYNCTRYFITRIVY—ARI—ERIATBICE, RUS—RBRIEVY—ARA T %&i&
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. xF5

BM%ME : AWS::S3::Bucket | AWS::S3::AccessPoint |

AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |

AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path: [
{ ...}
1,
"span": {
Ilmll: {
"column": number,
"line": number,
"offset": number
I
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
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IAM Access Analyzer APIV77L>2A

57— 57

IAM Access Analyzer API ICIE, EXRETEBRT IV AVNEATIEBOTF—FEANEEFIATVE
T, cOtEI>a> TR, EF—FBICODVTHLLLHALET,

(® Note
TREBEAORERDIEFERIEENERA. TTVT—2 3V RBEDIRFZREY
INETREDYN XA

LTOTF—28 (B4 7)) HFFR—REATVET,

« Access

* AccessPreview

» AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary
* CloudTrailDetails

* CloudTrailProperties

 Configuration
» Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

+ EbsSnapshotConfiguration

» EcrRepositoryConfiguration

+ EfsFileSystemConfiguration
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APIUT77LYA

ExternalAccessDetails
Finding
FindingDetails

FindingSource

FindingSourceDetail

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration

RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError
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APIUT77LYA

RecommendedStep

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration
SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access

RUS—CRUTFIVITRTIEARAEESE TR T I3V ENY—RACETHEEN %N
TVET,

ok

actions

TOEAHFAOTOIAVDOIARN, IAIMARUS —TFT 023> ELTHERATESXESIE,
FIVvOSTBTIOIAVOIUANTHERATEET,

247 XFF OB
BAXN— &/PBIE 0EBETT, HZAIE 1007HETY,

WA VWWZR

resources

FORRETDOIY—ADOURN, IAM KU —T Amazon Y —RAZ—L (ARN) & L THEF
TEBDXFHIE, FIVITBRIVIY—AOVANTHERATEXRT, DML RA—RE, VY—A
ID #3EETS ARN O BHTOXERTEET,

247 XFFHOES
BAXN— &PBIE 0EBETY, HZAEKIE 1005 HETY,
REOHR: &/PRIEF 0TI, ZFAKRE 2048 TT,

WA VWWZE

ULTOERESEL T EZE L,
SEEED AWS SDKs DU TNATI O APl 2EATHHEOHMIOV TR, UTFESBLTL
EE W,

« AWS SDK for C++
» AWS SDK for Java V2
 AWS SDK for Ruby V3
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APIUZ77L>2A

AccessPreview
FOERATLEI-ICRIZBEHRISENET,
A7V
analyzerArn
TOERATLEI—OERICERENLETFZ4%—0 ARN,
. 75|
Pattern: [A:]*: [~ ]*:[A:]*:[~:]*:[~:]*:analyzexr/. {1,255}

WAZEEW

configurations
RBRENEVY—ABHEOJY—AARN DI Y 7,
& 4 7" Configuration 772 T U KNI Y TADOXFHTT,

DA L

createdAt
TOEATLEI—HNFEREThI-BE,
B RALAZRVT

DA L

TORA7LEI—DI1Z—7 ID,

B =5

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Y= I~ 4 W

status

TORATLELI—-ODARAT—2 A,

AccessPreview
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e Creating-7I7 A7 LE1—OERNEITHTT,
« Completed-7IVtEATLEI—NRETLELE, VDY—ANODART IV LAOERET L
E1-T&XY,
* Failed-7V A7 LEI—OHERICEBLUEL I,

. 75
B7%{E : COMPLETED | CREATING | FAILED

DA LY

statusReason
TOEA7LELI—DBREODAT—RAICBEITZHMIRRENET,

EEAE, TOEATLEI—OERICEABR TR E, FailedAT—RANBRENRET, DX
B, 2WICET2AMNSEEL,., BIEDY-ABENRETHDARENIHY KT,

R4 7 : AccessPreviewStatusReason 77> T N

A VW R

TOHOSHERER
CD APl ZSEEBDO AWS SDK THEATZHZEDHMICOVWTIEE, UTESBLTLSEEL,

« AWS SDK for C++
« AWS Java V2 A SDK
- AWS )LE— V3 A SDK
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AccessPreviewFinding

TORBATLELI-CR > TERENET VAT LELI—HER,

D o

changeType

TOEATLE1I—NFERE IAM Access Analyzer THRBIE N EBIEOT7 VAL OLLEICET
POAVTHFAMNERMHLET,

* New-c DHEREFFHLKBAEChETIVEAICEHTZIENTT,
« Unchanged-7LE1—DHERRE, ZEThBEVEFOHLRTT,
« Changed-7LE1—HRERF., AT—RANEILEBRFORERTT,

FEZE, T7LEI—AT—H A Resolved & TActiveBEEAT—R A, BELHRT
bOhlE, ActiveBIFNRREIBRRE N EEREEDHERTHIZEANDHM Y ETF, Changed

Resolved
. 75
B%h7x{E : CHANGED | NEW | UNCHANGED

DA L

createdAt

TOEATLEI—RRANERE Wiz B,
B RALARRYT

DA L

TOERATLEI—HREDID, COIDE., PTO0CRATLEI—HROVANAOERZ—EIC
BEITBEDT, Access Analyzer DREHLR ID L IFBERB VY EE A,

B: X753

DAZE: L
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resourceOwnerAccount

JY—REFETDAWS THIV K ID. AWSEEAEDIY—RATIE, FRETHT NED
V—ANERENLETHO T,
B: xF5
M WV
resourceType
BENSTIORLATEDVI—ADZRAT,
. xF5|

BRh75{E : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: : Stream

WA EV

status

BROTLELI—ARAT—R A, HERNIBHENEBOERODAT—RARFRRIOEBYTT,
ez, "TJ7LE1I—AFT—XR A, Resolved & TActiveBEiFEAT—R A, ZEUCHERT
b, ActiveBIF OB REIRRENIEREEDHRTHBI N AVYET, Changed
Resolved

B x=F5
B %h75{E& : ACTIVE | ARCHIVED | RESOLVED

DA L

action

DRENLERIZ—AT =R X RDSE, ABOT VI NILARTEREF>TWVWET Y
>3az,

247 XFFHOES
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WA WWA

condition

DIRREB 2RI —AT—M X NORBHTY,
B XFIEOIYESY

0% WIRY-4

error
Ia_o
AT SLFF

WA WWA
existingFindingld

IAM Access Analyzer ADERDBEZD ID. BIFORRIZOAREBEIATVET,
24T XFH

0% WARY-4

existingFindingStatus
BROBEDODAT—2R, BEOBERICZOARTENET,
2. =75
B%h7%x{E : ACTIVE | ARCHIVED | RESOLVED

A VWA

isPublic

AERBREEBLERVS—HVI—ZAANONT VY OTOERAZHFALTWRIAESHERL
£9,

8- J—)LE

Y= WIRY-4

principal

RZARY=2ADOVY—RICTIOEATERANRT I N,

arsoy APl /X—2 32 2019-11-01 140



IAM Access Analyzer APIUZ77L>2A

B XFIEOIYESY

A VW R

resource

ATV NWATOEATED )Y —R, ChBTIVEATLELI—-ICBHETDHIY—AT
ER

247 XF5|

A VW R

sources

BEEROBEHRR. Cchid, BREZEFRLET VAN EORISICHFAEThD A ERLE
T Amazon SANTY NODERDEHICAHETNET,

#: FindingSource #7219 N DOELF

A VWWA

DD S REF

SHEBDAWSSDK D 1 D2TZ DO API ZEATZHFEOFMICOVWTIRR, UTZFHLTEE
\

N

<
o

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 A SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewFinding

IAM Access Analyzer APIUZ77L>2A

AccessPreviewStatusReason

TOERBATLELI-—OREDAT—RALCLEITBFMAIRTENET, LEaE. TOEARTL
E1-—0ERICKRTSZE, FailedAT—RANBENE T, CcOXRHMEE, BT 2NEBRIS
BED, BREIALEVY —ABEN BN THEICENRRTHR NN HYET,

A7
code
TOERATLELI-OREDAT—RAOERI—R,
B 75
B/ 4E : INTERNAL_ERROR | INVALID_CONFIGURATION

WA EW

LToERESHLTSEETL,
EEZEEEDAWSSDK D 1 DTCD API ZEATZHZEOFHMCIOVWTIEE., ATE2SRBLTLKEE
Wo

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 H SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewStatusReason
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AccessPreviewSummary
TORATLELI-CHIZEROBMEN EENET,
D A
analyzerArn
TORATLEI—QOERICERENLETFZ4%—0 ARN,
. 75
Pattern: [A:]*:[A:]*: [~ ]*:[~:]1*:[~:]*:analyzer/.{1, 255}

WA EW

createdAt
TOEA7LEI—NERENIBE,
B RALAEZVT

DA L

TOEA7LELI—OI1Z—7 ID,
. x5
Pattern: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Y= R = 4 W

status

TOEAT7LEI—DARAT—R A,

« Creating-7V7 A7 LE1—OERNEITHTT,

- Completed-7VtEA7LEI—HFETL., VIY—ANOABT I ELAOHERN T LE1—&
nxd,

« Failed-Z7V A7 LE1I—DOERICKBHLEL =,

B =25
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B8 : COMPLETED | CREATING | FAILED

M FV

statusReason

TFOEATLEI—DBREDAT—RAICHITAFHMAIRTENET, EEXE, FOEATL
E1—0ERICEHTSE, FailedAT—RANBRENET, COLMIE., 2ICETHHI
NEBEELS, RETIMEVY —ABBRNENTHDICENERATHDAEMENF HVY) ET,

24 7" : AccessPreviewStatusReason 77 T U ~

0% WA

TORDSRER

CD APl ZSEEBE D AWS SDK THEAT D HEDFHMICOVTE, UATZZRBLTLSEZL,

/| AR

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 F SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewSummary
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewSummary

IAM Access Analyzer APIUZ77L>2A

AclGrantee

ChesDRATOVTNAZFERAL T, EBTEZBZRATEEORTELTEELET, BIT5E
DRAT 1 2EFEETEEXT, FHICOVTR., #2838 L TL & LPutBucketAcl,

A7

/A Important

COF—AREHAGTHI LY, EARLBEENDEEZRROXY/N—DS50 1 L
FEEETEET,

EEShIER. OERI-YIDTY. AWSTHUV K
247 XF5

HAE WWNZ

uri
ERBEZEHRDTIN—TIHEREZENETDEHICEAETINET,
AT XFF

HAE WWNZ

TOHOSRER

SHEBND AWSSDK D 1 DTZ DO API ZHEAIZFELCOVTHLLLE., UATZZRLTKEE
\

<
o

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 H SDK
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketAcl.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AclGrantee

IAM Access Analyzer

APIUZ77L>2A

AnalyzedResource
SHENLZVY—RICETBHMIEENET,
A7
analyzedAt

UY =N 54 E hiz B,

B RALARRT

MAZE: [F V)

createdAt
BENMERES - HE,
B RALAREZVT

MAZE: (F L

isPublic

RREEBRLERIVS—DVY—ZANONT VY IOTIOEAZFAILTVDAESHZERLE

9,
B 7 —)L{E

Y= =4

resourceArn
oHENL)Y—AD ARN,
B XF5
Pattern: arn: [A:]*:[A:]*: [N ]*: [N ]*: %

7= I~ 4 W

resourceOwnerAccount
)Y —A%ZFRETS AWS THI> N ID,

B =25

AnalyzedResource
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WA IEWV

resourceType

PHENEVY—ADERALT,
B =25

B%h75{E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

WA 1F W
updatedAt

ERNSEFENI-BE,
B: R LART

DA L

actions
BREERLERIVD—ICEK2TART I ININEREZHFAIENET VI,
RAT7  XFHOE S

HAE WWNZ

error
Ii_)( v "Z_:/“o
XA T XFF|

%= WA 4

sharedVia

BREERULETIVEANEDELS ICHEE B I ZERLET., Chld AmazonS3INNT Y RO
BREERODESHICADENET,
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247 XFF OB

A VW R

status
DHENTZVY AL SERENEBROBEODAT—R A,
2. 75
BX7%{E : ACTIVE | ARCHIVED | RESOLVED

WA VWWZE

TOMHOSRER
CD APl ZSEEBDO AWS SDK THEAT D HZEDFHFMICOVWTIEE, UTZSBLTLEEL,

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 H SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalyzedResource

IAM Access Analyzer

APIUZ77L>2A

AnalyzedResourceSummary
DHENIZ)Y—AD ARN FEEILET,
A7V
resourceArn

HHE NI Y —ZO ARN,

2. =25

Pattern: arn: [A:1*: [~ ]*: [~ ]*: [~ )%

MAEEW

resourceOwnerAccount
Y —AZMBETS AWS 7HJ> KN ID,
. xF5

PAZE: L

resourceType
DMENLZVY—ADRAT,

. xF5

B/ {E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

*

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

Y= I~ 4 W

AnalyzedResourceSummary
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LUTOERESRLTSEZL,

EEABD AWSSDK D 1 DT D APl ZHEAI R HFEDFMIC OV TIRR, UTZ2SRLTSLEE

o

< i

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 A SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalyzedResourceSummary
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzedResourceSummary
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalyzedResourceSummary

IAM Access Analyzer APIUZ77L>2A

AnalyzerConfiguration
AWS BRIE =R T NI RORBERO T I EATF S/ Y —OBRICHET B BHEN SENET,

A7

/A Important

COF—RBFRAGTHILYD, EAELREENDEERROXI/N—DS550 1 D
HEEETEET.

unusedAccess

BBERLEETAIONOKRERT VAT F A —OREZEELET. AWSHHRTIERA
TFZAY—RBUVWABIEREYR-—RNLTVERA,

X4 7" : UnusedAccessConfiguration 772 T 9

HAE WWNZ

TOHDOSRER

SHEBND AWSSDK D 1 DTZ DO API ZHEAISZFELCODVTHLLLE., UATZZRLTKEE
\

<
o

« AWS SDK for C++
« AWS Java V2 A SDK
« AWS JLE— V3 H SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalyzerConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzerConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalyzerConfiguration

IAM Access Analyzer APIUZ77L>2A

AnalyzerSummary
TFHFZ7AY—CHRTRR/BAEENRET,
A7V
arn
TFZ4H%—0 ARN,
. 75
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}
HAEW
createdAt
TFHoAF—HFERENERADORALAR T,
B RALARZVT
WA E W
name
TFZA ¥ —nEH,
#: xF5
REOFIR : &/PRIF 1T, ZFARE 255 TT,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*
WA W
status

THFZA—DAT—B R, Active7 F 74—, YR—KREATVWBRUY—-RAZLEE
ICERL, ILLVERZERLET, 7FF 14 —EDisabled, AWS Identity and Access
Management Access Analyzer A S DEETE R 7V AZHIKRIT B REDI—HF—T o3>
[C & V) AWS Organizations, 774 F—HFFHLVEROEKZFLTDETT, AT—XA
l&. Creating7 A4 ¥ —DERNFETHFTHY) ., Failed7F T4 —DERNFKBLIZEE
T9,
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. xF5

B%h75{E : ACTIVE | CREATING | DISABLED | FAILED
WA 1E L

type
T4 —02147, THo7AF—RAICERLEEEAYV—VICHRBLET,

. 75
B%h7x{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS
WA 1EL

configuration
TFIAY—HBANBT O RCART A4 —B50h, KREROT VAT FSAH—BOL RIEE
LET,

& 4 7" : AnalyzerConfiguration 77 T 9 ~

ECOFATSIONIHAGKTT, COATZITIOMNDODXN—FE 1 2ETEELLEEBT
gFXY,

Y- WA~

lastResourceAnalyzed
TFoAF—FRESHLEDY =R,
24T XFH

0= WA 4

lastResourceAnalyzedAt
REICOMENLEDY AN DHEnI-B K,
B BALARYT

HAE WLWZ
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statusReason

statusReasonlcld, 7FZAHF—DOBREOAT—RAICBEIRHMIRTRENETT, L&A

E, 7oA —OERICEAR TR E, FailedAT—R2ANRENET, X4 7H THE, ©
TFTFo2A4H—05HE., COXBE, BEBOXN=—TFTHIONIBERY—ERIZV V&N
O—)LOERICEEN $BDENRETHR AN HYET. AWS

R A7 : StatusReason A7 T U K~

0% WARY-4

tags
TFHoA4¥—IEBmEhiz27,
B xFIEOIYEY

WA WA

TDRDSRER

SHEBAND AWSSDK D 1 DTZ O API Z2FERAITZFEOFMIIOVWTE, UATZ2ZRLTKEE
\

<
]

« AWS SDK for C++
« AWS Java V2 Al SDK
« AWS JLE— V3 F SDK
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IAM Access Analyzer

APIUZ77L>2A

ArchiveRuleSummary
T—=HAA47NL—ILICETRBERIEENET,
AT 2Y
createdAt

T—hA7 L= ERE B,

B RALARARYT

WA EV

filter
T—HATIL—ILOERICERAEND 7 1ILE—,
R4 7 Criterion 772 TV MY Y 7AOXFHTT,
WA L

ruleName
T—hAT L= D&,
. X775
REOFIR : ZPREFE1TT, ZRARE 255 TT,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

W L EW
updatedAt

T—hATIN=INFBREICEHFENI-EL,
B RALAREZT
Y= R = 4 W

LTOEREZRLTSEZ L,

SREBEDAWSSDK D 1 DT API ZFEATEHZEICOVTEHLLLE, ATZSRBLTLKESE

W

ArchiveRuleSummary
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