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.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. R—JOBRTEICHD [Next] GRAN) ZBIRLET,

5. [Configure rotation] (A—7—> 3 ZEBETD)R—IJ T, BEHZEFIICLTHEET, [Next]
ZERLET,

6. [Review] (LE1—)R—=2T, —IL v NOFMEHEIRL., [Store] (RTF) ZIBIRLE T,
ATV 2: A—REEFHITS
=LY N&EH{BRoleToRetrieveSecretAtRuntime TE D LSICTDICIE. O— RA 1AM

O—L%BIEZSH2BENrHYET, FMICOVTE. TAMO—ILADL ) EZ (AWS API), %
BRBLTIEE,

RIZ. Secrets Manager 12t g5 9> 7)) 1—RZEHAL T, Secrets Manager #5>—2UL Y k~
EREITRHLSICI—REEHLET,

7L I1—RERSICE
1. Secrets Manager 12 Y — )L (https://console.aws.amazon.com/secretsmanager/) ZBE £,
2. [Secrets] (—2V LY MNR=TT, BaDOT—IL Y NEBIRLET,

3. MU7LO—RIZTICRAIO-LALET, 7OJSIVIJEEZERL, J-RAIRYNE
]E—bijo

ATV 2. I—REEH TS 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager I—H—H4a4K
T7Ur5r—>3>T, N\—ROA—R&EhE>—IL Yy hZHIBRL, O—RAZIRY hNZB YT E
T, A—REFBLEEL>TR., AZRY FOFIZEBRAXAYVY ROFUCHLZEMTRHENHY K
9o

N—RIO—REhi>—JLY hNEERLT, F7UT—>3a A BERBY CBEIZCEZTAN
LTLSEEL,

ATYVT 3 —0OLYNEEHTS

BEBEOATYSIE, N—RIO—R&EhEI—ILY NEXRMESHE, EHITHETT, >—YL VY K

DRITTZSEL, >— LY NORYELPEFOFIEZHIAELET. fIZE. REO>—TL Y

NEEMZLT, HILL—ILYRNEERTIHBEN HBDEEN HYVET,

=LY RNEFLULWMETEHITSICE

1. Secrets Manager ® >V —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &
EP

2. [Secrets] (Z—PLYMT, >—OJL Y N2EBRLET,

3. [Secretdetails] (>>—2 L v NOFEM) R—TARoOO—IILAZ I L., [Rotation configuration]
(A—7T—2 3> E&E) £2> 3> 0 [Editrotation] (O—F—> 3 OfRE) ZiBIRLET,

4. —OL VY hZEHL., [Save] R7F) ZBRLET,

RIS, LW —SL Y NEBRALT, 77U5—2 3V ABESY LBETINESHTARL
=7,

RDATY T

O—RASN—RI—RENEI—IL Y FZRIRL IR, RICBRFINEVWKOHODOEBZFTE
ERD

« Java BKV Python 77V —>3a > T¢N\—RIO—R&EhES—ILYRNERDFBIC
[&. Amazon CodeGuru Reviewer ZHB&H L £,

« I—HLYREFYYIIFTBCET, NTA—NXVAEALEY. OANEYETDCENTE
9, FHICOVTRE., ">—IJLYRNEHETS, 2SRBLTLSEETL,

c BHROU—23a s hsToOEATEI—ILYRNIDOVWTE., LATU>—%2RETDEDHICS—
LY RNELZUT—2320F32Z2RHFLTLSEETV, FHICOVWTRE., "TU—arv@ET
=LY RNELTVT—KTD, BSBLTLSEETV,
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s COFI—KUTILTE., >—OJL Y NMEZEUETHTIEAFH
—IRoleToRetrleveSecretAtRuntlme0)&’ciﬁ'%bil/72_o —JLYRNCBEITRIXEZT—X
OEBX—ILY R ND—EBORTEE, KYZ<OERZO—-IILICHETSICIE, the section
called “F UV EAFARI) L —0H” #BB LTI LEEV,

c CODFI—KUTILTE, >—OLYKRkDIUY—=AR
:/—RoleToRetrleveSecretAtRuntlme’éﬁﬁﬁ LT T IOEAFAZNIFELEL L, ERZN
B33 F0M0OAEICOVTIE, Tthe sectioncalled “F UV AHAR) S —2T AT TA4AT 4
CT7R2YFI3" Z5RBLTLEEV,

N—RI—RENEF—EIXR—AFIEHRZ ICBE AWS Secrets
Manager

O—RRICEXDTF—ER—AFZRERN H 255, REERZ Secrets Manager ICBEL T,
I<ICA—T—hIBEeZ2HBHOLET, RELIFEHRZ Secrets Manager ICBEBTSH & T, O—
REREZACRIMBEHRARZAD EVSEENIfBRENET, BEES, 5%, B LOO—RE
Secrets Manager #* 5 BERIAMEHREME TSNS TT, —IL v hEEEEEDE, NAT—KR
FEHFEeh, BREON—RI—REhLENAT—RIBUHEBDLSICWMYEENET,

Amazon RDS, Amazon Redshift, & &' Amazon DocumentDB F—ZXXK—ANFE, ZOR—
DFIEZFEAL T/\N—RI— REN=FREEEHRE Secrets Manager ICBEIE D &N TEEXRT,
D RA T ORIABRPMND—IL Y MZDOWTIE, Tthe section called “/\— R I—R&Eh i
—OLYhOEEHMA ") Z#SRLTLLEEV,

F'aﬁilé‘?éﬁut._\ =LY MMOTIVEANBEBRI - —CERHIBENH)EXT, >—UL Y bH
TOEAERZEEITZLOHIC. 2 OO IAMO-)LZHEATHIEZHEBHLET,

c HHBO—OL Y NEEBITBHO—), FMICOVTIE, Tthe section called “Secrets Manager
EEEOT VAT Z28RBLTIKEEV, coO—-)LZ2FERALT—IL Y NEERL,
I:I_j___>3\/l/§3-o

« RoleToRetrieveSecretAtRuntimel MF1—KNUTI Tk, RTEHICRIABREFERATES
O—JIT3, I—REE, CcoO—-)lLz#EB>T—ILYRZEEBLET,

ATY T
« ATV 1: =LY NEERTD
« ATV 20— REEH TS
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« ATYV7 3 —0LYyhEO—T—232F2D

« RODAFYT

ATYT 1. =LY NEERT S
BUOATY 7., BBFO/\—RI—REN=FRELEHRZ. Secrets Manager T>—2L v ~Z3

E—922&TT, LATVD—Z2HRERICEMADEHIC, >—ILYRNEF—EZR—-AERALD—
JavILRELERT,

=LY hNEERTS

1. Secrets Manager ® 2V —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &
EE
2. [Store anewsecret] LW —IL Y NZEREFETD) ZBIRLET.

3. [Choose secrettype] (>—2VL Y NRATZ2BIRT D) R—IT, XROBEZITVET,

a. [Secrettype] (Z—PVL Y KRZAT) T, RETZIT—EIXR—AFTABEROZ A T2 BRL &
CB

« Amazon RDS F#—&~X—RA

« Amazon DocumentDB F*—&X~X—2XA

« Amazon Redshift *—XJ T T7/\J A,

s TOMORATDOI—OL Y MMIOWTE, "TN\—RIO—REhEI—IJLYhZEEH
A1 ZZRLTLEEL,

b. REEHRZEFEATIES. T—EIXR—AOHEFO/N—RI—REIhLFHAFEHRZADLE
E

c. [Secrets Manager] (B&&1{t¥—) T aws/secretsmanager ZiEIR T % &, Secrets Manager
ICAWS NR—I RF—NZR—IRF—ZHEALET, cOF—ZFEALTEIANEHE
ELERBA. MEBOHAZN—NZX—IRF—ZFHEATRIEETEXRT BIRE. B0
AWS PHIOURTHIVRDS—JLYRNICTIEATRIZEERE) DARIY—XXR—
PREF-—OEABREOFMIOVTRE, "BE, 2ZRLTSEZL,

d. [Database] (FF—ZNX—RX) T, F—EXR—AZERLET,

e. [RN]ZERLZET,

4. [Configure secret] (>>—7VL Y NZERET D) R—I T, XOBREZTVET,

a. DAURTVWI—ILY RNBEFHPAZADLET,

ATYVT 1. =LY NEERTS 20
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b. [Resource permissions] (') Y —ANTF V2 AFT) T, [Edit permissions] (7 ¥ 2 AR D
imEE) ZIBIR UL E9, RoleToRetrieveSecretAtRuntime>—oL Y NOBEBEHTT
BDROR)—=BEVFTT, [Save] ZEIRLFET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:role/RoleToRetrieveSecretAtRuntime"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. R—JOBRTEICHD [Next] GRAN) ZBIRLET,

5. URZ MU ® [Configure rotation] (A—7—2 I3V ZBRET D) R—I TR, $0&A0—7T—
2AVEATICLTHBEERT, BRTHAVICLET, [Next] ORN) ZEBIRLET,

6. [Review] (LE1—)R—=2T, —IL v NOFMEHEIRL., [Store] (RTF) ZIBIRLE T,
ATV 2: A—REEFHITS
—OLYRNERBITSICIE. O— RN IAMRoleToRetrieveSecretAtRuntimed— )L & 5| &

M<HUEAHYET, FAICOVTIR, TAMO—)L (AWSAP) A DY EZ, 23BLTLEE
Lo

RIZ. Secrets Manager 12t g5 9> 7)) 1—RZEHAL T, Secrets Manager #5>—2UL Y k~
EREITRHLSICI—REEHLET,

7L I1—RERSICE

1. Secrets Manager 12 Y — )L (https://console.aws.amazon.com/secretsmanager/) ZBE £,
2. [Secrets] (—V LY MNR=IT, BAOI—UL Y hNERBIRLET,

3. ML O—RIZTICA2O—-ILLFET, EFEZERL, J-RAZIXRY rZEIJE-LFT,

ATV 2. I—REEH TS 21
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F7)r—>3>7T, N—RI—RENLFEARHREHERL. J—RAZIRY RZ2BYFTFERT,
O—REFELF2TRE, AZRY NOFICEBPXY Y ROFTHL ZENT2HENF H KT,

N—RIO—RENEFABBRORDY IZZ—IL Y NEEALT, 77UT—2 3 FHGEY ICH
EIBEZTAMNLTLEZ L,

ATV 3 —oLy N NEO—FT—239%

BREODATY 7, =LYy bhOO—FT—232IIC&K2T/N—RIOD—RENEFIABRE LM
H232&ETT, O—F7—>aeER, >—OJL Y NE2EHNICEHRITZLEHO7O0LANDZETT,
=Ly hoO—F7—232&T75&, 2—ULYMEF—ER—AOEATRIBERFIEHE
F£9 ., Secrets Manager l&, BELEATZ1—I)ITEBNIC—YL Yy h2O—FT—23295%C
ENTEET,

O—7F—>3a>OREND—FHEL T, Lambda O—F—= 3 > A Secrets Manager & 7—2X
R=ADHEBFICT IV ELATED L ZBRBIDMENf HYET, BBIO—FT—3>&2FICTS
& . Secrets Manager (& Lambda O—7—> 3 #gEz 77— XRXR—AERFU VPC KL, TF—2&
R=ANDRY ND)—OF OEANTEDRSICLET, Lambda O—7—> 3 2 B#(E. Secrets
Manager Z PO HL T —IL Y REEHITDEETRTEITNERY £ A, Lambda b

5 Secrets Manager N\OFOHUNF AT ZARTZIOFrASBENBZVKSIZ, VPC (ZSecrets
Manager T RRA 2V N EERTHCEZHBMHOLET, AWS FIEICODWVW TR, "VPC TV KRR
AV R, BBBLTEZ,

O—F7—>3>Z28WCTBICE

1. Secrets Manager 12 Y — )L (https://console.aws.amazon.com/secretsmanager/) ZH& £ 7,

2. [Secrets] (>>—YL Y NR=DT, BAO>—UL Y NEBIRLET,

3. =LY NDFEMANR— T, [Rotation configuration] (A—F—> 3 & E) £ 3 > 0 [Edit
rotation] (A—F7—> 3> ORE) ZERLET,

4. [Edit rotation configuration] (A—7—> 3 VEREDHRE) XA TOTRY VAT, ROBREZT
WX7,

a. [Automatic rotation] (BBIO—F7—>32) ZBMELLE T,
b. [A—F7—>32OAT21—)LIT, UTCRALY—2TATD21—)ILZANLET,

c. —ULYRMERBELEELEILD—VL Y NZO—F7T—>329%IC1F. [Rotate
immediately when the secret is stored] (>*—7 L Y RARTFEEhZEEICTICO—FT—
>2a>9%)ZBRULET,
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d. O—F7—> 3BT, [Create a new Lambda function] (#TL L\ Lambda 8% d 4
) &23&IRL, FLLVEBEABOBT ZANDLE T, Secrets Manager &, BIB D EFEIC
MSecretsManagery ZEMUL T,

e. [A—FT—>3a2HEK T, B—I1—Y—]Z2BRLET,
f. [RF] 2BRLEXT,

=LY RN O—FT—23LECE2ERETHICE

1. Secrets Manager ® 2 —JL (https://console.aws.amazon.com/secretsmanager/) Z B & &
£

2. [Secrets] (Z—2LvY BN T, —ULY hNZEBIRLET,

3. [Secretdetails] (>—7 L Y MOF#M) R—2 T, TAARIO—JLL. [Retrieve secret value]
(—OLYPMDEZRETS) ZBIRLET,

=LY NOEHNIEEEhEEE, O—FT—23a ERBLECEILRYET, —OL Y
ROENFZEHLSHEVERE., LHHF2O0—F7T—>3a>0ONT7)L>21—F 424 CloudWatch
O—7—>3> BROO07 2BBITHIHEN HYET,

O—F7—>3>&hlk>—ILY N2EALT, P7UT—23 0 BHESYICEBETIAES D
TAKNLET,

ROATY T

O—RASN—RI—RENEI—IL Y FZRIRL IR, RICBRFINEVWKOHODOEBZFTE
ERD

« —OLYREFYYVIIAFTRBET, NT7A—XA%EMELEE, JANZHIRTBD N TE
£9, FMHICOVTE., ">—ILYNEEETS, 2SBLTLSEETL,

s AOO—FT—23 AT D1—-)Z2BIRTEET, FMICOWTIE, Tthe section called “0—
T—AVATTa1—=)) BSRBLTSESL,

« Java 8KV Python 77— 3a>AO/N—RID—REhiEI—ILYNZRDTBIC
. Amazon CodeGuru Reviewer ZH#H L £,
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DRRI—YF—O—FT—>32%Z:8ET S AWS Secrets Manager

COFI—RNUTILTR, F—EXR—ARiEHRZEC>—I/L Yy MWL T, KRKI—HY—0O—
T—/EI/E'“*@“éﬁlfthﬁb\fq—z}i@“o RRI1I—F—O—FT—> 3> &lF. Secrets Manager
FA1—H—0o70-2FEHKL., I—F—OFARHRERXKNTEHITZO0—T—>3 VEBETT,

COHERIE, >— '7I/JI\O)m—IFH’IE/J‘,léEKi%AL_ﬁb‘CL\ijo k., REI1I—Y—0n1 A
HFF—BER—ZANOBREOFIERZRIFL., E51ANEHENTVWBRLEHTT, FMAICOVT
l&. Tthe section called “RAT—H—", ESRL T EE L\,

RRI—Y—O—FT—232ERETDICRE, KD 220>—JLY NFBETT,

s O—7—2 3B EVRIEHRZRF 21 20 —IL Y K,
- EEEFRIBEREF D 2FHOI—IL Y K,

CcOI1—Y—ICk, FUO1—HY—0rO0—>2%2EKL, RIOI—HF—ONAT—REZZETS
ERABHYET, cOF1—KNUTILTIE, AmazonRDS TEEBEZEI—HY—HRHICZD>—oIL VY
NZERLET, AmazonRDS &, BEEENAD—ROO—FT—>3EEBLET, FHMICHO
WTIk., TMthesectioncalled ‘Y Z—2 RO—F7—>3 2", ZZRBLTLEE,

COFI—KNUTILOBRNOIBD T, BENBREZEYNTYITLET, O—FT—>3> 0t
HAECBEVEESED, c_G)?_‘L—I\U_’)LT“LiAmazonRDSMySQLi“' BAR—ADH| % EH
LEIT, EFXF2VT10OLD —BIR—=ARGA VNI ROAEZ—FY NTOAZHIETS
VPC RIZH V) ET, abﬁb\o)lil ANAVEI—ZHPSAUEZ—FY REBHTZIOF—ZR—A
ICERTDEER., COT—ER—AILEHRTEDN, 12—V MNMEHATO SSH ##HE A8E
ZVPCANHY—N—, BHAABRANEFEALET, cOFI—NUTITHERAITIHEAIETRANE
Amazon EC2 f VARV ATHY, COAVARVADEF 1T A TIN—T"TlR. HORATD
BHEEBELEEhTVETD,

FI-RMUTILZETLES, FA—KNUTLDLPSVY—REII—2TVTIREEHEBOLE
¥, AERETIHER lﬂ’;IL\'C< ZE W,

Secrets Manager DO—7—2 3> Tlk, AWS Lambda BB#ZEFERAL TZ—IL Y NETF—ER—
AZEHFHLUET, Lambda BHEFERATHIBEESOIANIDOVTR, "THE, 28BLTSEE,

Fai—KNUTI:

s PUOEAFHH

- HIREH

« AT Y7 1: Amazon RDS F—EXR—RAI1—H—%ZHERTD

RRKI1I—F—0O—F7—>3> 24
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c ATV 7 2. A—H—OFABEHRAO—IL Y NEEKTS
c ATV 3 O0—FT—>3Ehkd—9OLYRETARTS
c ATVT 4 DIY—R&2VDI)="TVTED

c ROATYT

T Ot AFH

COFI—RNUTIILOERZHELT, AWSTHUNOEBEERIVEERYET, &F
BERETRE, SATYTTELDO-NZFEATIONIRANTSIOTAARERYNET, Hlx
(&, Amazon RDS F—ZXR—ADERIZETF—EXR—AEEEH#ERZF > O—)LZFEAL. VPC &
EXFIVFTATIIN—TOREICKRY ND—VEBEEREZFE D O—ILZ2FALET, F1—KUT
LNOBEARATY T TCREUTATFOTATAZEATIENHERENET,

AEBRERETHAZHREITDHELOVWTRE, "TREET7I7EAOY MO—I, Z25RLUTLKESE
W,

Bl FR SR

COF1I—RUTILTE, UATFHFZELECEYNEXT,

B A: Amazon VPC
o BIR%ZM B: AmazonEC2 A VARV A

IR C: Amazon RDS F—RR—A &, BEEFREIERD Secrets Manager > —V L v ~
s BIRZMHD:O—N) AVEI—Z—HNEC2CA VARV AICEHRTEDLSICTS

BIIR %4 A: Amazon VPC

COATY 7T, Amazon RDS F—RAX—A& Amazon EC2 1 VAR A% BB TZ 3 VPC &
ERLET, BOATY 7T, IVE1I—Z2—%2FRALTA 22—y NEHTHKBICERL
TF—RIR—RAILERITDLED, VPCHASORNT T4V IV EHFTITRIHLEN HYET, chEITSE
HIZ, Amazon VPC A > B2 —XY NS —RJIA4 & VPCICTEYFL, I—hFT—=7I)LICIL—b
ZEML T, VPCOARBIZAAS RZ T AV INFA UV R—FXY NT—RNIIAICEBENDELSIC
LET,

VPC W, Secrets Manager T RARA4 > h& AmazonRDS T RARA 2 R E2ERLET. BDA
TYZ7TEHO—T—>3 &R ET S L. Secrets Manager i& VPC AIC Lambda O—F7—23 >
BHEERL T, T—ER—AILTIELATEDLSICLET, £, Lambda O—F7—> 3

T AFFH 25
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& Secrets Manager ZHH L T>—2IL Y NZ2EHL., Amazon RDS ZHTHL TF—XX—
AEGBEHRZERMBLET, VPCHICIY RRASA 2 MNZEERT S Z & T, Lambda B8EA S Secrets
Manager & Amazon RDS NOEFEVHULANAWS 1 V7 FARTZIVF v ZBNBVRSICLET, K
HDYIZ, VPCROIY RRA D NIIIL—TFT 12 TEhhET,

VPC Z/ER T % I Ik

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. [Create VPC (VPC OERK )] ZZEIRL E T,

3. [VPC OHER] RX—T T, [VPC B E] EBIRLET,

4, [BEIZTOBBHERK] T, [EBHEMK] IC SecretsManagerTutorial E A KL ET,
5

DNS #7232 Tlk. Enable DNS hostnames & Enable DNS resolution O % i&iR
LET,

6. [Create VPC ( VPC M1ER )] Zi&IRL £,

VPC WIZ Secrets Manager T R7RA4 > N EERT D IZ1E

1. Amazon VPC V=)D [TV RKRA N TT, [T RRA NOER] ZiBIRLET,

2. [Endpoint Settings] (L~ RiRA > NDEXE) ® [Name] (B 8I) =
SecretsManagerTutorialEndpoint EAHL F T,

3. [Services] (Y —E R) T secretsmanagexr EANLT, UARNETAIRUTL, AWS
I)—2 32T Secrets Manager T RRA 2 N ZBIRLE T, KERIB (N—2ZT7IE) TH
fE. com.amazonaws.us-east-1.secretsmanager ZERL ET,

4. [VPC] T, vpc**** (SecretsManagerTutorial) ZEIRL FT,

5. [Subnets] (17 %Y N) T, IXT D [Availability Zones] (FRAZEUT 14—V —2) &i&IR
L. 8FRASEUFT 14—V —>IZ[SubnetID] (7 %Y NID) ZEALET,

6. [IP addresstype] (IP 7 RLAXA7) T, IPv4 ZiBIRLE T,

7. [Security groups] (EF 21 UT A4 TIL—)T, F7A2)LMOEF1VT1TII—TZERLF
¥,

8. [Policy type] (R —D&EH) T. Full access ZERLET,
9. [TV RARANDER] ZBRLET,
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VPC WIZ AmazonRDS T RARA > N ZERT B ICIE

1. Amazon VPC V=)D [TV RKRA N TT, [T RRA NOER] ZiBIRLET,

2. [Endpoint Settings] (L~ R7R4 > M OERE) O [Name] (F8I) ([ RDSTutorialEndpoint & A
HALET,

3. [Services] (W—ERAR) T, xrds EASDLTUVARARNZTAIINEVTL, AWS U= 3
>~ TAmazonRDS TV RIRA U R EBIRLULET, KERZE (/N—2Z74F) THO
(&, com.amazonaws.us-east-1.rds ZERL X7,

4. [VPC] T, vpc**** (SecretsManagerTutorial) ZEIRL ET,

5. [Subnets] (17 %Y K) T, IXT D [Availability Zones] (FRAZEUT 14—V —2) &i&IR
L. 8FRASEUFT 14—V —2IZ[SubnetID] (W7 %Y NID) ZEALET,

6. [IP addresstype] (IP 7 RLAZA7) T, IPv4 ZIBIRLE T,

7. [Security groups] (EF 21 UT A4 TJIL—7)T, F7A2)ILMOEXx1VT1TII—TZERLF
CB

8. [Policy type] (R > — DO E$) T, Full access ZERLFET,
9. [TV RARANDER] ZBIRLET,

BIIE % B: Amazon EC2 /1 AZ > A

BOATY T TERT S Amazon RDS F—EXR—AF VPC ICH D=0, TNICTIOLEATSICE
BABRARNYBETT, BABFRARNEVPCHICHYETH, BOATYTT, X274 7
=72 BRL T, O—ANOAE1—3R—H" SSH THRAEBRANCEHETEDLSICLET,

BHARARNDEC2A VARV AZEKTBICE

1. Amazon EC2 112V —)L (https://console.aws.amazon.com/ec2/) ZBE £ F,
2. [Instances] (f > AR > A) &#i&R L, [Launch instance] (f AR ANDER) ZiBIRLET,

3. [Name andtags] (BEI& 2 YJ) @, [Name] (£HI) T. SecretsManagerTutorialInstance
EABLET,

4. [F7U5—232E0SAX—=2] T, F7#)L5® Amazon Linux 2 AMI (HMV) Kernel
5,10 ZFTDEREFEALET,

5. [MVARVAZRAT|T, F7#2IKD t2.micro ZBZTDEEFHLET,
6. [Key pair] (F—A7T) T [Create key pair] (F—RT DER) ZZRLET,

BIRSRAF 27
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[F—RTER]| A ATOTRY DAD [¥—RTFH]IC SecretsManagerTutorialKeyPair %
AHBL, EK] ZBIRLET,

F—RTEEBHNICATO—RENET,
7. [Network settings] (XY N —2U8&E) T. [Edit] (&%) ZBIRL ., XROBREZETLET,

a. VPCT, vpc-**** SecretsManagerTutorial ZERL ET,

b. [Auto-assign Public IP] (BEZIV) ZT/N7 Y U IP) T, Enable ZiBIRL F£7,

c. [Firewal](Z77AT0#—=)) 0 BREOEF1IUTATIN—7 ZBRLET,

d. [Common security groups] (BN EF 217 1T )L—7) T, default ZERLFT,
8. [Launchinstance (1 AR ADEH) ZEIRLET,

BIRESRMH C: Amazon RDS F—&2ZNX—RA &, BEEEFAIFEHRD Secrets Manager > —
LY b~

COATY 7T, Amazon RDS MySQL F—Z~X—AZ4ERM L. Amazon RDS " EE &I IER
ZECY—ULYNEERTADELSICRELET, RIC. Amazon RDS A"EEEZ —JL Y KD
A—7—23a>zZzEENICEERELET, HFHICODVWTR., "YF—2JRO—FT—232, Z5HBLT
<EEV,

TF—RIR—RAERO—RELT, BIOATY 7THERL EBABFRANEEBELE T, X

IZ. Amazon RDS &, F—EZR—AEA VARV AN MEICT IV EATERDLSICEFIVT4Y
IN—=TEBRELET, 1 VARVALLTRYFEnictwFa2 T4 I)IL—=7IC)L—I)L&2EML T,
O—ANLAVE1I—3—EA AR AICERTEDRELSICLET,

EEHDIAERE ST Secrets Manager > —2I L Y N ZFEA L T Amazon RDS F— 2R —AZEEK

ER "

1. Amazon RDS 1Y —JL T, [Databases] (7F—XX—RA) Zi&IRL F,

2. [Engineoptions] (L2 >FA7>a)&923>T, I RA47E LT MySQL ZBIRL £
T,

3. [Templates] (77 L—K)E9> 32T, Free tier ZEIRLET,

4. [BEIEI>3a>T, UTOFIEEZEEITLET,

a. [DB instance identifier] (DB 1 > A& > A# Al F) (CSecretsManagerTutorial & AAL
£9,
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b. TFAMEHFRE, T, " TYAX—FRHEHRZEEE I 5 AWS Secrets Manager, ZERL
9,
5. [Connect] (#&#%) 2> 3 > ® [Computer resource] (AE1—&2—1JY—X) T, [EC2
computer resource] ZEIRL ., [EC2 A1 AZX VA (EC2 A E1I—R 1Y —AICE#H) T
SecretsManagerTutorialInstance Zi#IRL £,

6. [T—EXR—ADERH] ZEBRLET,

HREZG4D:O—AN AVELI—Z—HFEC2CA VARV AILERTEDLSICTS

COARATY T TR, BIREZH B THERLEECCA VAR AZERLT, O—A)dE1I—&%—
NHEC2AVARVAILERTEDLDICLET, ChZEITS5ICEF. Amazon RDS 4 Prereq C IZ1E
mlteFaurs4 JI—7%2FELT, JVEI—F—OIPT7RLAN SSH ICEHRTED XS

ICTBIL—ILNZEEDET, COI—IICKY, O—AHILOAVELI—52— RED IP 7 RL ATHEA

Th?)lF, 12—V NEHATSSH ZEAL TRAABRANCERTEET,

O—AILIAELI—ZF—NDEC2A VARV AILELTEDLSICTBICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBE £ T,

2. EC2 A4 > AZ> A TSecretsManagerTutoriallnstance, E¥1UF 14 27 OEF1 VT 15—
7 T, ®EBIRUEIsg-*** (ec2-rds-X)o

3. [Inputrules] (4 > 7Y N)L—JL) T, [Editinbound rules] (4 /N> RIL—IL&{wmE) ZiRIRL
£7,

4. [Addrule] (JL—IL%ZEM) ZiBIRL ., XOBREETVET,

a. [Type] (R4 7) T, SSH ZBIRL ET,
b. [Source type] (VY —AXA7)TMy IP ZERLET,

AT Y 7 1: Amazon RDS F—AR—A1—H—%EKT S

F£9., =LY NCEORIABHRERETD I —HY—HNBREBEICEYNET, I—H—&ERTDIC
&, BEEEORIE®REMFEAL T Amazon RDS F—ZXR—AICOJA > LET, BRICTDLED

. COFI—RUTILTR, FT—ER—AANOREBT IV LAFAZHE DI —2ERXLFT,
ERARETE., ChiE—MBATREEVLEYD, RDERORAICKRS CEZ2HEHLET,

AT Y 7 1: Amazon RDS F—ZR—A1—H—%ZERT S 29
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T—EIR—AICERTDICE, MySQL VZA 7MY —ILZEALET, COF1—KNUTILT
&, GUIR—ZADOT7)4r—<3>, MySQL Workbench ZfEHA L £9., MySQL Workbench @ 1 >
ARN=IAZEIZOWTIE., "Download MySQL Workbenchy ZZBL T &\,

F—RANR—AIZEHET B ICIE,. MySQL Workbench THEGEBRZER L £9. FREICIE. Amazon
EC2 & Amazon RDS Oi 5 A S DEHRABETT,

MySQL Workbench TF— XX —ADFEHRERET D ICIF

1. MySQL Workbench T, [MySQL Connections] (MySQL ##z) O#ICH D (+) KRR &IV YD
LET,

2. [Setup New Connection] (BT L WERDERE) XA TATRY VAT, REXRITLET,

a. [Connection Name] (#:%) |-, SecretsManagerTutorial EASLLET,
b. [Connection method] (¥#t% %) T. Standard TCP/IP over SSH ZERL £,
c. [Parameters] (/\TX—R)RT T, R&EEFTLET,

i. [SSH Hostname] (SSH /KA KNR) IZ, AmazonEC2 A VARV ADO/NT VY U IP 7 R
LAZABLET,

AVAZVAZERTDE, AmazonEC2 Y —I)TIP 7 RLAZHERBTESE
9 SecretsManagerTutoriallnstance, [Public IPv4 DNS] ® R ICRRE iz IP 7 RL A
Z#1E—L %Y,

ii. [SSH Username] (SSH 1—H%—X%—A) I, ec2-usex EASILET,

ii. SSHKeyfile Tl&., BIOBIRFZHTEIO—RLEF—ARTI7AI
SecretsManagerTutorialKeyPair.pem Zi®#RL £ 9,

iv. [MySQL Hostname] (MySQL R A R®&) IZ, AmazonRDS T R:RA > R T RLA%Z A
HLET,

COIVRRAVRNTRLARK, F—ER—AS VARV A
[secretsmanagertutorialdb] Zi#IR¥% &, Amazon RDS 2V —JLICRRENE
Fo [Endpoint] (L RARARN) D TFICRREhLEZTRLAZIE—LET,

v. [Username] (1—H'—F—A)IC, admin EA DL ET,
d. [OK] Z8RLET,

AT Y 7 1: Amazon RDS F—ZR—A1—H—%ZERT S 30
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EEENAD—REZRBITSICE

1. AmazonRDS OV —I T, F—EZXR—AILBEBLET,

2. [Configuration] (23€) X 7 ® [Master Credentials ARN] (¥ A X —528EE#H ARN) T, [Manage in
Secrets Manager] (Secrets Manager®D & I8) Zi&#IRL £,

Secrets Manager AV —)LAHAEET,
3. =YLV NDOFHMAR— T, [Retrieve secret value] (>—2 L Y MEDOEE) ZBIRLE T,
4. INAT— R [Secretvalue] (Z—2 LY MB) I aVICRRENET,

T—ER—AA—HF—%2EHTBICE

1. MySQL Workbench T, ###t Zi#iR L % 9 SecretsManagerTutorial,
2. —ULYRLSHBLEEEBENATD—READLET,

3. MySQL Workbench®[Query] (VL)) D42 ROT, XROOAIX Y R (BABNAT—REED)
Z AN L. [Execute] (£1T) ZBIRL E T,

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'appuser'e'%';

[Output] (HA) 742 RIIC, ANV RAERTENLEZENRTENET,

ATY7 2. A—H—OFABHRAO—IUL Y M ZEKTS

KIZ, WEERL E1—Y—0RABEREREFETHDEOD, >—IL Y RNZERLET, chd,
#EEO—F7T—23209%>—YLYTY, BBIO— T—/E/EZ/kb\ﬁﬁl H— R &
BEITRLEHIC. 1 ABOI—F—ONADV—RZ2ZEETHERZEF £, BIOA—/N—1—H%—0
—OLvY hEEBERLET,

—

Secrets Manager M 1> Y — )L (https://console.aws.amazon.com/secretsmanager/) ZH & &
9o

[Store a new secret] (FTL W —UL Y NZER7FTD) ZBIRLE T,
3. [Choose secrettype] (>—VL Y NRATZBRTD)R—I T, ROBEZITVLET,

N

a. [Secrettype] (>>—2L Y XA 7°) T. [Credentials for Amazon RDS database] (Amazon
RDS 7_:_9/\‘_Z®anﬁri$ﬁ) ﬁl/ﬁ?o

AFY 7 2. - —ORIBERANDI—IL vy NEERTS 31
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b. [Credentials] (FREEEHR) T. 1—H—F—L appuser &, MySQL Workbench %& > THE
RLIETF—EZR—A1—H—mFICABLENAT—RZEAILET,

c. [Database] (F—&XX—RX) T. secretsmanagertutorialdb ZiERL £ 7,
d [RN\]1Z0VUYOL%ET,

4. [Configure secret] (>—2Y L Y NZERET D) R—I T, [Secretname] (>—IL Y h&) IC
SecretsManagerTutorialAppuser & A B L., [Next] (R) ZBIRL &I,

5. [Configure Routing] (A—7—> 3 2BRETD)R—I T, UTZETLET,

a. [Automatic rotation] (BBIO—7—>3>) Z#BAMILLE T,

b. [Rotation schedule] (A—7—>3 > AT > 1—)L) T, [Days] (BE) OAT S 1—)LZE&E
L &9 : [Duration] (&) ® 2 HE: 2h, [Rotate immediately] (§<ICO—7T—>3>293)
FBBRUEEFRICLTHBEERT,

c. [Rotation function] (A—7—=< 3 2/ B§#R) T [Create a rotation function] (A—7—>3 >
Bz ER) ZiEIRL ., [Function Name] (B8%#) |C tutorial-alternating-users-
rotation EAHBLE T,

d [A—7T—232HEK] TREBILI-—T—)Z&RL., [EBEFIABER—ILYRNT
rdslcluster... EVSBRID—IL Y hZBRLET, ChiClk, cOFai—KV
7 )l secretsmanagertutorial TR L LF—EXR—ADBaZET A
EENTVET (fl: Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial),

e. [AN1ZVUYOULZET,
6. [Review] (FEF2) R—Z T [Store] (]R1F) ZiBIRL £,

Secrets Manager > —2JL Y NOFHR—JICRYET, O—T—2aVBENDAT—RA
&, R—=DOLEIBTHEFETEE T, Secrets Manager l& CloudFormation ZfEf L T, Lambda
A—F7—> 32 BH% Lambda B ZXRTITBIRTO-LNBED) Y —AZERLET,
CloudFormation "# 792 &, NF—RBFO—FT—>3HFFEEHTVE—JLY N IZED
WET, T, RINOO—FT—23 2 EETTT,

ATY7 3 0O—TFT—>3arvEnk—IJLYhEeTANTS

S—=ULYRFO—T—232EhEOT, >—JLY MCAMEHLVEIABRIEEATVWSC
EETERTERT, >—ILY NAONRAT—RH, TOFAFHRS SEEENKRL I,

AFY T3 O—F—yavehiy—9L Y hEFARNTS 32
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S=OLYRASHLWNAD—RZRETZICE

1. Secrets Manager ® >V —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &
EE

2. [Secrets] (—2V LY b)) ZBIRL, >—2UL Y b SecretsManagerTutorialAppuser Zi&
RUET,

3. [Secret details] (—7 L Y kDFM) R—2 T, TAAXYO—J)LL. [Retrieve secret value]
(—OLY b NDEZREBTS) ZERLET,
4. [Key/value] (F—//N)1—)FT—TI)L T, password D —VL Y NOEZIE—LET,

ALTEMET ANTDICE

1. MySQL Workbench T, ###ZH2 ') Y U L SecretsManagerTutorial, E#HDimE ZiBIRL E
CB

2. [Manage Server Connections] (W —/N\N—#EHKZEE) XA F7OTJRY U AT, [Username] (1—
H—F—LA) IC appusex EA DL, [Close] (BAL %) ZEIRLE T,

3. MySQL Workbench ICE V). ##t 21 LU & 9 SecretsManagerTutorial,

4. [Open SSH Connection] (SSH ##:Z2B<) XA T7OJRY VAT, >—UJL Y R ASEEBLE
INAD— R % [Password] (/NAD—R) ICBEY T T, [OK|ZOUYOLET,

FEIBEHRHS BN THNIE,. MySQL Workbench TF—ZR—ADRAR—IHFHEET,
CES5F, =LY RMOO—FT—23UFRTLECEZRLTVET, —IL Y NHNOFRIHE
BAEHENET, chd, T—EIR—RAILERITDEOOEME/NAD—RERY KT,
ATYT 4 V=R O)—="TVTES

AMoO0—7—>3a> EBTHd2 07N 1——0O0—FT—23a> 280 EVEEE. VY—ADYD
)—>T v 7 ®AFY LT thesectioncalled > > J ) 1—H—0O—F—>3 2 ICEXRRET,

ThUADHER, BENBEREZEBL, 1 VF—XYNITIEATEBEC2A AR A%
HIRI B0, COFI—RNUTPILTERLEXODY —AREZORERGZHIBRLE T,

« Amazon RDS F—ZAXR—AA VAR A, FIEICDOWTIlK. "TAmazonRDS 1—H—HA4 R, ®
DB A VAR ADHIER, #ZRBLTLSEEL,

e AMmazonEC2 A VARV AR, FIBIZCDOWTIE., "TAmazonEC2 1—H'—HA R, O "4 AR
ADET  #SBLTLEEV, Amazon EC2

ATV T4 UI—REIT)—T VI E 33
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* Secrets Manager >—% L ¥ k SecretsManagerTutorialAppuser, FIEIC DWW T, Tthe
section called “>~—2 L Y NOHIER ) ESRBLTIEEL,

+ Secrets Manager T RARA > K, FIBIZDWTIE, AWS PrivateLink 4 R® TVPC T RAR A
U REHIBRTE, ESRBRLTLSEEL,

« VPC I RKRA N FIEICDOWVWTIE, AWS PrivateLink 754 R® "VPC DHIR, 258U T
=L,

ROATY T

s P7UT—230To—OLY NERBTRHECODVTHBELET,
s TOMOO—T—>23 AT 21—)LICDOWTEHBALET,

AWS Secrets Manager®> > J ) 1—%—0O—7—> 3 2 ZERE
CE)

COFI—RNUTILTRE, F—ER—ARiEHRZEEL>—VL Y NOE-I1—HY—0O—F—23>
ERETHDHEZEZFBELET, 2 JIN1—H—0O—F7—2 3k, Secrets Manager > —20 L v
NETF—BER—AOEAETI—H—ORMEEREEHFIAO0—T—3a VEETT, FHMAICOWVWT
l&. Tthe section called “> T )L 1—H%—"1 ZSBL TS EE L\,

FI-KNUTILZETLES, FA—KNUTLDLPSVY—REII—2TVTIREEHEBOLE
T, AERETRHREALBEVTIEEZ WL,

Secrets Manager DO—7—< 3> Tk, AWS Lambda B2 AL T —IL Y hEF—ER—
AZEHLET, Lambda BB EFEATRHENOIANIOVTR, "BE, 28RLTEEL,

EPN

« POEARHH

- AIREH

« AT Y7 1: Amazon RDS F—ZXR—RAI1—H—ZEKT S

« ATV 7 2. TF—BR—ARIA—H-—REHD—IL Y NEEKTS
c ATV 7 3 O—F7T—230ENENATV—RETARNT D

c ATVT7 4 DIY—R&2VDI)="TVTED

« ROATYT
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T 7' A

COFI—NUTIIOERZHELT, AWSTHINOEBEERIVEERYET, &F
BEARRETR., SATY 7 TELZO-NZERATIOARARNTZOTAARERBYNET, flx

(&, Amazon RDS F—ZXR—ADERIZETF—EXN—AEBEEH#REZF >O—)LZFEAL. VPC &
EFXFIVFTATIN—TORECRKERY NO—VEBEERZF DO EZFRALET, F1—KUT
LWDEATYTTRELTATFUOTATAZFERAITDENHRENET,

AEBBRETCHAAZCRETDHAECODVTR, "TREAEET7I7€AOYMO—-)L, Z25RLTLEE
W,

Bl R SR

COF1—RNUTIDOEIREMEE the section called “ZXRI—H—O—F—>3 2" T, B
OF1I—RMNIVTIINFETLULERRT, DY—ADQIOV)—="2TF YT REITLBEVTLSEEZYD, 20
Fi1—KUTIILDO#%E, Amazon RDS F—ERXR—RARE, F—EIR—ANOEEEFRIERZ ST Secrets
Manager >—27L VY N Z2EA LBRENBREN TEELE, TF—EIR—AI1—HY—0ORFEHRZ
EC2FBO—VLYRNEBVETHN, COFI—KNITPILTREOI—ILY hZ2FEALFE
Ao

T, BEEERGIBREEAL TTF—IXR—AICERT S -HOELEDN . MySQL Workbench (IZE&TE
EhET,

AT Y 7 1: Amazon RDS F—AXR—A1—Y—%EKT S

F9., D=L YRNCTORIBERERETDI—HY—IBEILRZYVET, I—H—%2ERTBIC

k., >— '7I/JI\Lﬁﬁéh'(b\%mﬂ%wifiﬁ’éﬁﬁﬁl/'CAmazonRDST AR—ZICOT A
JLET, BRICTRIEDHIC, COFI—RKUTILTR, F—ER—ANOREBT VL AFAZ2HF
D21—H—%ERLET, EARETE., ChEF—ROTEEVLEY, RDMERORAICRS L%
HEIHLET,

EEENAD—RZEREIZICE

1. Amazon RDS OV —JL T, F—ER—ALZBEBLET,

2. [Configuration] (8%E) & 7 ® [Master Credentials ARN] (¥ A X —5REEE#R ARN) T, [Manage in
Secrets Manager] (Secrets Manager® &) Z&IRL £,

Secrets Manager AV —)LAREET,
3. =YL Y RNDOEMNR—T T, [Retrieve secretvalue] (>—2 L v MEDOEE) £iBIRL E£T,

T AFFH 35
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4. )NAD—RI& [Secretvalue] (>>—2L Y ME) O3 VICRRENET,

F—ER—RAI—HY—%ZERTDI_E

1. MySQL Workbench T, ###i&H 2 ') Y U L SecretsManagerTutorial, EfHDMRE ZiBIRL F
CB

2. [Manage Server Connections] (V—/\N—#E#Z2 BEE) XA TOJKRY U AT, [Username] (1—
H—ZX—LA)IC admin EASL, [Close] (AL %) ZiBIRLE T,

. MySQL Workbench (ZRV) ., ##t ZiEIR L % I SecretsManagerTutorial,
4. =LY RHSEBLEEBENAT—RZADLET,
MySQL Workbench®[Query] (V7 IZJ) V42 RUT, XKOOAX >V R GBOB/NAT—RZEL)
Z AN L. [Execute] (£1T7) ZBIRL E T,

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'dbuser'@'%';

[Output] (HAB) D42 RTIC, OXY RARITENECENRTENETT,

ATYT 2. TF—=ER—RAA—H-FBABHND>—IL Y heEKT S

R, FERLIZEAR Y O ——ORAERERMNI D EHO—IL Y hEEKRL. BIO—T—
2arvEELEEO0—FT—23>&FICLUET, Secrets Manager k>—YL vy h&EO—F—>3
YULET, chld, NAD—RAFZT7OTIALICE > TEREND CEEZBERLET -HEZOFHLL
NATD—REZRBEZERGRHYEBTA, O—FT—>3a2%I<ICHKBTRE, O—F—3aHELL
BEENTVAIDLESHZHMTDDICERIEET,
1. Secrets Manager ® 12/ —)L (https://console.aws.amazon.com/secretsmanager/) Z B & &

9o

2. [Store anew secret] (LW —JL Y NERETS) ZBIRLET.
3. [Choose secrettype] (>—2VL Y NRATZBRTBD)R—IT, ROBEZITVLET,

a. [Secrettype] (>—2 L Y K&4 ) T, [Credentials for Amazon RDS database] (Amazon
RDS F*—XXR—ADOFIIER) 2BRLET,

b. [Credentials] (FREEEHR) T. 1—H—F— LA dbuser &. MySQL Workbench % £ > THER
LEF—ER—AI—YF—@AFICADLENAT—RZADLET,

c. [Database] (7*—ZX~X—RA) T, secretsmanagertutorialdb Z#ERL £ 7,

ATY T 2 F—ER—ZAD—HY—BIABERO>—UL Y NEERT S 36
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d [RN]ZTUY L&Y,

4. [Configure secret] (>>—2Y L Y NZERET D) R—I T, [Secretname] (—7TL Y hR) IZ
SecretsManagerTutorialDbuser & A B L., [Next] (R) Zi&IRL T,

5. [Configure Routing] (A—7—> 3> &ZBETD)R—I T, UTFEERITLET,

a. [Automatic rotation] (BBIO—7T—>32) ZAMILLE T,

b. [Rotation schedule] (A—7—>32 AT > 1—)L) T, [Days] (B) OAT > 1—)LZKE
L &£ 9 [Duration] (HifE) ® 2 HM™: 2h, [Rotate immediately] (¥ <ICO—F7—> 329 3)
FBIRULFKRICLTHEERT,

c. [Rotation function] (A—7—=, 3 > B§#) T [Create a rotation function] (A—7—= 3 2 B#
ZYERK) ZiEIRL . [Function Name] (B8%k%&) IC tutorial-single-user-rotation &
ABLET,

d [A—7T—23E <, [BE—1—Y—-]Z2BRLET,

e. [RN\1Z0VYOL%ET,

6. [Review] (fE&R) X— T [Store] (IR 1F) ZBIRL £ T,

Secrets Manager &> —2 L Y NOFEBER—JICEYVET, O—F7T—2Y3aVBREOARAT—XA
&, R—=2OLEIBTHEFETEE T, Secrets Manager l& CloudFormation ZfEf L T, Lambda
AO—7—> 3B Lambda B ZRTIHERTO-NBED) Y —RAZERLET,
CloudFormation "# 792 &, NF—RBGO—FT—>3HFFEEHTVE—JLY N IZED
WET, ch T, HRPUOO—TFT—>3RFETTY,

ATYv7 3 0O0—FT—>32ENENAT—REZTANTD
BHAOY—ULY NO—F—23aVFRET T2 L (ERBEEY). ¥—IL v MNCAMERIER

HBELODTVBRHESHEERTEETET, >—ILYMAONAT—RY, TORIABERERHLSEEET L
FL L,

=LY RASFHULLWNAD—RZIWBITSICE
1. Secrets Manager ® 2V — )L (https://console.aws.amazon.com/secretsmanager/) Z B & &

CI

2. [Secrets] (—2V LY K) &ZBRL, >—2UL Y N SecretsManagerTutorialDbuser %i®EiR
LET,

3. [Secret details] (Z>—2V L Y kD&M R—2 T, TAAXYO—JLL. [Retrieve secret value]
(=LY NDEZREBTS) ZERLET,

ATY73AO—FT—>3VENENAT—RE2TANTS 37
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4. [Key/value] (¥—//NV)1—) T—7I)LT, password D —UL Y hOfEZIE—LET,

RIEERETANTB IR

1. MySQL Workbench T, $###%&Z4H% )Y U L SecretsManagerTutorial, EHRNMmE ZiBIRL £
ER

2. [Manage Server Connections] (Y —/\N—##iZ2 EE) XA T OJRY VAT, [Username] (1—
H—F%—LA) IC dbuser EA DL, [Close] (AL %) ZEIRLE T,

MySQL Workbench ICERV), $##t %3#IR L & 9 SecretsManagerTutorialo

[Open SSH Connection] (SSH ##ZB<) XA T7OJRY VAT, —JL Y "NHASEELL
INAD— R#% [Password] (/NAT— R) (CBEY R F T, [OK]ZOUY O LET,

EII

AL IEEMA B THNIE, MySQL Workbench TTF—RXR—ADHREFIR—HFHEET,

ATYT 4 )Y—RE2DO)V—="TVTEB

BEaRESERZVEDIC, COFI—-—NIUTILTHERLES—IL Y NEHIBRLET, FIEICDOWV
Tk, Tthesectioncalled “>—2L v NDOHIER ) 25BLTIEEL,

BOFI—RNUTILTHERLEDVY—RED)—=2"F Y7 $ 32k, the section called “AT Y 7 4:
VDY) —=R% 0 )—=2TF Y792 #S5BLTLSESL,

RDATY T
s P77V —23>To—OLYNERBITDHFECODVWTHBLET, >—JL Y NEHEETS
ZSBLTLSEETL,

s TOMOO—FT—>32AT22—)LICDOVWTEHBLET, Mthe section called “O0—F7—> 3~
ATo1—=)") #ZRLTLEETL,

ATV T4 UI—REIT)—T VI E 38
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DFBAEET 7t A0 O—J)L AWS Secrets Manager

Secrets Manager l& AWS Identity and Access Management (IAM) ZEBAL T, >—2JL Y hADT
VL AZREBELET, IAMBERREEE 77RO MNO—- L Z2RMLUET, FBALE. VIIANER
TIBDTATUOTATAERIATDENDTT, Secrets Manager l&, NAT—R, FOEAF—,
BRUOBEXRRI (MFA) k=0 TOHY A4 470 AZERALT, I—Y—0OT7AF>0 T4
TAZRIAELET, " ANOHA A2 AWS) Z22RBLTLKEEV, 77RO MO-LE, >—
JLYRNBEDAWS VY —AT, ARENEZEAOKNARL -3V 2RTTEDRSICLE
¥, Secrets Manager &, RU>—ZFEALT, VDY—ARIZTFTIEATERI—H—, 8XRTZD
TFATFTATANENSOUY—AICHULTEITTESRDTIIVZEERLET, IAM TORY
=T O EAFAZZRLTLSEZ L,

Secrets Manager EEBED T Ut AT

Secrets Manager EXENOT 7 AFFAZF 59 % (ZIE. [Adding and removing IAM identity
permissions] IAM 7 A 72T AT A DTV AFADEMB LTHIBR) 20U Y oL, XRORI>—
ETRXYFLET,

» SecretsManagerReadWrite

* |AMFullAccess

IVRI—Y-ICREBEOTIVEAFHAZANELBEVCLZHE8OLET, ChetE5TR L,
A—H—GF>—ILY NeERB R EBETERTA, O—T—>3V2FMITREHICHELRT
7t A (IAMFullAccess) IC& V), IV RIA—Y—ICRBYTRBEVEERT IV EAHFANFEE
nE¥9,

=LY MAOT T EAFFH

IAM 7O EAHTRIS —EBRATHE, ¥—IL Y NCFIERATEDI—H—FLEHF—ER
EHBTEET. TOEARTORY Y~ HAEDT VYAV EEDUY—ATRITTEDN %
RUET, ROESICTEET,

» the section called “7 VL AFARI S —#FATVTATATEYFIS”
- the section called “7 I EAHARI S —&Z—OL Y NITEYF IS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda O—7—> 3 EBOT VAT

Secrets Manager k. AWS Lambda BE#ZzEAL T —IL Yy s Z20—F7—>3 2L FE

9, Lambda BAEICE. >—UL v h&, —IL Y NIZORBIABHRAIBENTVETF—EIR—R
FLERY—EANOT IV EAFANVETYT, O—T—>IAQOT IV LAFA 22RLUTKEE
Wo

EEILF—DF I EAFFA

Secrets Manager & AWS Key Management Service ( AWS KMS) ¥—Z#ERAL T—JL VY Kz
SIELET, (Z. ELVWTIEAFHT AWS Y R—2 RF¥— aws/secretsmanager A" BEIHIIC {3
EEhFET, Bl KMS ¥—%2 AT 5154, Secrets Manager ICEZDF—ICRT 2T I RAHFT
HNRBETYT, Ithe section called ‘KMS F—DT7 VA" ZZRBLTLEE L,

L7 —23a o7 0AEH

IAM T OEAFARIS—2FEATRE, >—JLY NEMO)—232ICLTUT—KTES
A—HY—FLEY—EREFBLE T, the sectioncalled L 77U —>3 > Oft” 28BLTLKE
=W,

TOVRAHFARIS —BTATUOTATAICTEYFITS

TOVAFARVS—REIAMTATFoT474: 1—— I—H—J)L—7, &LTO—ILICT
BRYFFTBDCENTEERT, PATUTATAR—ADORIS—T, PAFTATANTIOEAT
ED—ULYBNE, PATFUTATANEDS—ILY NTCRITTEDTIVAVEEBELEY,
MOV TR, TAdding and removing IAM identity permissions (IAM 7 2t AT OB 0 & Hl
BR) ZSBRL TS EEL,

BOY—EAOT7Vr—>a> ek l1—Y—%2%k I0O0-ILICHERENLGETEETT, filx
&, Amazon EC2 f VARV ATRAETNATVBR T 7UT—>3a ik, F—ERXR—-AILTIVEA
TRIMBENHDBENBYVET, EC2AVARAO7O77A4I)LIC IAM O—)LZERL ., ER
RV —2FEALT, F—ER—ADERBREEL>—VLY MOT7OERZO-IINICHEE
TRENTEET, FMICOVWTIE., MUsing an IAM role to grant permissions to applications
running on Amazon EC2 instances (IAMO—J)LZ A L TAmazon EC24 AR AL TEIET
BDT7TVT—2aVIl#ERERETS) ZSRBLTLKEE, TOM, Amazon Redshift, AWS
Lambda, Amazon ECS BZENDH—ERICEO—IIZTRYFITRDCENTEXT,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum-add-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
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Tl IAMBAOTAF o TATADAT ALK > TRAETNEI—H—ICT IV EAFTZRHET
BEETEFXRT, HlAE. Amazon Cognito FRLTHA AV TBENAIINTTVT5—>3>
I—4H—ICIAMO—-)ZBEER TR CENTEXRT., O—JILEE, O—ILOT I EAFAR)>—IC
HBDTOVLAFTEZFE D, —KHERIABERZT 7VICHELET, RIC, FTOERAFARD S —
ZEALT, >—JLY MMOTILAFAZO-NICRNETEER T, FHIEDVTE. Tidentity
providers and federationy (ID ZANA A ET I FL—>320) ZSRBLTLKEEL,

TATFUTATAR—AORI) D —ZFEALTUTZITSENTEET,

« BRO—ULYMOTIOCAREZTATFTATAICHFALET,

c LW —ILY NEERTERDI—H—&, FEERETATVWEVWS—JLYKNITIEATE
21— —%=HELET,

s IAMITN—=TIC2—TLY MAOT I EAFAZRFELET,

SEMICDOWTIE, Tthe sectioncalled “7 VAR —0HI") #SBLTLSEEL,

T Ot AFFRIRI S —% AWS Secrets Manager —2 L Y NICT
2YFED
JY—AR—ADRUS—T, Y—HLY NCFIEATEDI—H—t, I—F—HFTDI—2

LY NTRITTERTIIAVEEELET, VY—AR—AORIUZ—ZFEAL T, UTZIT5C
ENTEERT,

c B0 —ULY MOT I EAZEBOI Y —FEEO-LICHFTLET,
c AWSHDOTAIY MOIA—Y—FKLEO-NLNIZT I EAEZFELET,

the section called “7 7 AFFAIR ) —0H)” 25BL TS EE W,

AVY=NLTDY—AR—ADRI I —=2>—DOL Y NITRYFFBE, Secrets Manager & B
BfbtEe nic#RI > > > Zelkova & APl ValidateResourcePolicy ZfBAL T, ¥—2L Y kA
D7V EAFAZBEVEED IAM 77U NLIZRELBEVRSICLET, £, CLI Rzl
SDK A5 M BlockPublicPolicy /T X—&%Z &% PutResourcePolicy APl ZFFH L L &
CB

TORAHFARIS =2 —OLY NCTRYFITS —


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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/A Important

BlockPublicPolicy UV —ARVI—DRILENTX—RE, >—UL v NMIEEBEER
FesNTWBUY—RARIS—ICE2>TNT VY IOTOEANFATE DD EH<S LT,
)Y —AZRETDIDICKRIEET, chSDHEEFERTDILICMA T, UTORY
S—EEBRSAAXNT, NTVYIOTOERZHFATL TV BV EZHBREL TS EE L,

- AWS BETA 77U NI (IAMO=)BE)IZTRYFEIATVS IDR—ADKR) Z—
« AWSBIEDY—RICTEYFENIEIY—AR—ADRIZ— () F—7& &) AWS Key
Management Service AWS KMS

S—=ULY MM OERZEZEIZICEK, ZZRLTEEVW, —TJL Y MNDT It AR
AZF 21— Y —%KBEITS

=LY ROV Y—ARID—ZRT, BE, FLEEHIKRIZICE AV

1.

2. —JLYBMODUARNES, BOD>—ULYRNEBRRLET,

3. —ULYKNOHMER—ZO BB ZTO[VY—AFA I3 >T, [FUZ2RE] ZiER
LET,

4. [Code] (A—R) 714 —=I)LRT, ROVWThHADEBEREZITV, [Save] RETD)EZIVUYILE
9,
e DY—ARVI—ZTERYFEREREETDICE, RUZ—ZAHLET,
e RUI—ZHIBRTBICIE, [Code] (A—R) 74— REZIVUFTLZET,

AWS CLI

Secrets Manager ® 21>V — )L (https://console.aws.amazon.com/secretsmanager/) ZFE & &
9o

Example VY —ARUS—ZEETS

RIZ, =LY RNITRYFENEDY—AR—ANDKR) > —%EEBT5, get-resource-
policy HlEZRLET,

aws secretsmanager get-resource-policy \

--secret-id MyTestSecret
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
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Example DY —ARD S —ZHIRT S

RIZ, =LY RNITRYFENRTVWBUY—AR—ADOTR)>—%HIBRT S, delete-
resource-policy OHlERLET,

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example Y —RARD > —%EBINTS

XD put-resource-policy MBITEE, RUS—HNLEEBETIVERAES—IL Y MCEHLTVLE
WS e ZRAICHERLENS, =LY MIFFARDU—ZEMLTVET, ORI —F,
T77AUDSHHIFRAENETT, FMAICOVWTEE, TAWSCLII—H—H4 Ry @ TAWSCLI 77
AIHESDONTA=—E20OO—RKR, Z#SRBLTLEEV,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json DAZA :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS SDK

—OLYRNITEYFERTWARRID—ZEIETSHICIF. GetResourcePolicy ZEAL &
£
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-resource-policy.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/put-resource-policy.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
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—OLYRNITRYFENRTVWBRIS—ZHIBRT S, DeleteResourcePolicy ZFEAL
F7,

RV —"D—DL Y NIFTRYFITBICIE, PutResourcePolicy ZFRALET, KU —HT
TIELTRYFEATVBRFE, OV REZFORVD —ZHLVWRDD —CEE|MAET, RU>—
(&, JSON BEILTFARNELTTF—NY NTBDUENfFHVYVET, JSSONKRUZ—RFIX NG
EESRBRL T EEV, the section called “7 YV EAFARIZ—0f) #FRAL T, RU>—0ORER
ZRBLET,

HMIC DOV T, Tthe section called “AWS SDKs”y 2B L T &L,

AWS 0 BRI — AWS Secrets Manager

AWS BEERVI —F, ICK > TERBLRVOVEEBENDZAZ RTOVRIS—TF AWS, AWS
EEARUS—F., Z<O—BHUBI1I—AT—AICT AT E2RAETRELSICHZTFTETVSB 1=
., I—%—, =7, O=INICT IO EAHFAOE) U TERBTEEXT,

AWS BERUS—k, $XTHOAWS BRENFEATES L, BEOI—AT—RALHL THD
BIEOT 7L AR TERELBEVBEF HBCEIEBELTLK LTV, I—AT—ABICHART—
YE—IREYS—ZEHL T, YX—IRRUS—ERALEEZHBHLET,

AWS BRI —TERENTVRT IV EAFHTREETEE A, FAWSEERUS —TESR
ENETIOEAHTAWS ZEFHITHE, RUS—ATRYFERATVWRIXTOT U2 /NI ID
(A—Y—. JIL—=7. O-II)FEHENET, AWSH—ER R, HILLAWS FigBchi-&
E, FLRBABFEOY—EATHLVAPIARL =2 a2 FMERAARICAE 2 IZEEIC, AWS EERY
S EMID UM REGS BN ET,

FMICOVTR, T1—H—HARy O TAWS BEEBRUZ—IAM; ZZRBL T EEV,

AWS Y &x—2 RiR1) 2 — : SecretsManagerReadWrite

MR —I&,. Amazon AWS Secrets Manager. Amazon RedshiftRDS. Amazon DocumentDB
VY —AZRBIRTBDTIVEAFA, B8RP —IL Y NOBSILEEBSICERATD T I A
AZE88. AWSKMS \NDFHAMY)/BEAXT IV EAZRMLET, CORUZ—F, AWS
CloudFormation ZE Y RDEK. ICK2>TEEET NS AmazonS3/NT Y MASOO—FT—>3
T 7L —NDOEE AWS, AWS Lambda BN —¥ XK. Amazon EC2 NERZTS5T7 IR
FHERBELEIVPCse CNSOT IV EAFARK., DV —IIFREFOO—T—> 3 #eEeERA
LTO—7T—>32aRETRLEHICHETT,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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FLLWO—F—>a > BEH%zEERTSICE. AWS CloudFormation A XY 2 & AWS Lambda £1T
O—IL%Z2ERTEDTIOLAHFAEHSETT, IAMFullAccess BERD) S —RE|) Y TR ENTEE
3-0 rD_j___:/E\//\@TQtZELFEIJ E%Fﬁl}-c<7:ﬂé \I\O

T AFFA O

CORUS—E, UTFOFIERAFAFEERTOET,

« secretsmanager — 7°J < /N)LIC Secrets Manager D£T7 V23> NRITEFILET,

« cloudformation — 7' < /)N)LA AWS CloudFormation AZ Y I &R ERTED KD I
LET., chlx, O>V-—-IlzERALTO—FT—>3a>>28MMT227I NI AWS
CloudFormation ., AZY 2% LT Lambda O—F7—> 3 VR EERTEDRDIZTREHIC
PBETT, FMICDOVWTIE, Tthe section called “Secrets Manager A" AWS CloudFormation % fi£
HAd25%E 1 B5RBRLTLSEEL,

c ec2— U NILA Amazon EC2 #5BiRTEBLSICLETVPCs, chlk, OV —I)L%&F
BT27U NI, —0L Y MIRELTVRRIEHROTF—EXR—AVPCEREL (CcO—
F—2a R EERTEDLIDICTRDEDICHKETT,

e kms — 77U NIDABEESILARL -3 I AWSKMS F—&2FHTEDLDICLET, Ch
l&. Secrets Manager ">— UL Y NZRSILBERVESTEDLSICTILEHICHETY, il
ICDWTIE, Tthesectioncalled “>—2L Y NESILEES") 25RBL TS EEV,

« lambda-7"U> NI Lambda O—F7—> 3> BHO—EXRREFALET, ChlEk,. I
V=I&2ERTDTU NN, BEOO—F7T—2 3 VEREBIRTEDLSICTHIEHICHE
<7,

e Tds — U NNILA Amazon DI T AR—EA AR AZRRIRTEDLSICLETRDS, <
hig, A>V—IZ2ERBTDT I NILA Amazon RDSTSAZ—FlFA4 VAR A%ER
TEDEDICTADEDICHKHETT,

« redshift - 77U < /N)LIC Amazon Redshift TO U T AR —NDRERZHATLET., chik, O
V=) =ZFERTBDT) > /NLA Amazon Redshift 75 AR —ZBIRTERDELDICTHEHIC
PBETT,

« redshift-serverless — 7°\) 2=/ /Y)LA" Amazon Redshift Serverless DB HIZEE Z5ERTE
BL3ICLET, chlkx, OV—=INZERTS 71> /VLH Amazon Redshift Serverless &
BZEEZRBIRTEDLDICTIEDICHKHETT,

« docdb-elastic - 7"U></V)LIZ Amazon DocumentDB T® Elastic 7 5 AR — DR %]
LET, chix, V=l z2ERTD7U> /N, Amazon DocumentDB @ Elastic 72 A
B—HBIRTEDLIDICTRDLEDICHETT,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/IAMFullAccess.html
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RIS —ZERTTBICE,

tag-7UV2INIIC, PHADVRAORTHFHEN L)Y —AOBEBZHFALET,
serverlessrepo — 7'U >3 /N)LA" AWS CloudFormation ZE+ Y R ZEKTEDKSICL
T, ek, AVV—IEZFERTDTVI/NILAY Lambda O—F7—2 3 EREERKTE
BDERSICTRDEHICHETT, FMICOVTIE, Tthe section called “Secrets Manager #° AWS
CloudFormation ZEH 32 A%y #SRBLTLEE L,
S3—TUINILF ICK>TEEEND Amazon S3/NT Y RASHAT I VRN EMBTES
ES5ICULET AWS, cONT Y NIk Lambda O—7—> 3 VEBOT 7L —K AFEFENE
To cOFTVEAFAGE, AV—ILZ2ERATDITIUNIINTY NAOT7L—KNICE
JWVWT, Lambda O—7—2 3V EREERTEDELDICTIEHICHETT, FHMAICOVTIE,
"the section called “Secrets Manager A" AWS CloudFormation 2925 5% 2SR L T E
=L\,

" SecretsManagerReadWrite JSSONZRU ) — RFIAX KN, ZZRBL T

<EZL,

AWS Y ZX—2 RIRJZ—ICxX 9 % Secrets Manager O E 5

Secrets Manager ® AWS Y x—2 RARUS—OEMICBEATIHMERTLET,

xE B B

Version

cORVD—E, O 2024 £3 A 12 H
oV=I)L1—Y—

A" Amazon Redshift
S—9L Y NEER
¥ % & &I Amazon
Redshift Serverless
ZREEZERTE
A& SIZ, Amazon
Redshift Serverless N\
NERT I EAZFT
AIFDRSICEFHE
h&EL L,

SecretsManagerRead v5
Write — BEER1 2 —

NDEH

SecretsManagerRead < DRI —E, A 2023 £9 A 12 H v4

Write — BEER) > —
ANDEH

mazon DocumentD
B @ Elastic 72 A

RIS —OEH
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rE

SecretsManagerRead

Write — BEfER) = —
NDOEFH

3t A 4

X—ANDQERT V7t
AZFATRDRSIC
EfiehEL L,
nicky, 2>V —
JL1—%—{F Amazon
DocumentDB > —
LY NEHEKT D
& Z(Z Elastic 75
AX—ZBIRTEE
ER

ORI —E, A 2020 £ 6 A 24 H
mazon Redshift N\
NERT VA%
FUTDELSICEFH
ThElL L, ChiC
&V, V=)

1 —%—(& Amazon
Redshift >—2o L v
NEERTDEEIC
Amazon Redshift 2
TAZR—ZBIRT
BEXT, COEHT
&, Lambda A—7—
av@EBTr7
L—KNZ2®RETS IC
L2 TEEAWS & h
% Amazon S3 /N7 VY
RADFTHREY) T D
EAZFATHHL
W7 O AFTEE
mEhEL L,

Version

v3

RIS —OEH
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ZE . BA =ESy Version
SecretsManagerRead < ®ORUZ —E, T 2018 £ 5 A 3 H v2
Write - BEFRU>— VY= )L1—F—5K
NDEH Amazon RDS> —

LY NOERRE

ICRDSUZ AR —

ZERTEDLD

(Z. Amazon V5 A
X—ANDQERT IVt
AZFATRDRSIC
EFiehEL L,

SecretsManagerRead  Secrets Manager 2018 £ 04 A 4 H Al
Write — #t L LR U l&. Secrets Manager
> — ANDFTXTDFAE

VIEERAKRT VLA

T, AVV—-LESE

A2 ICHER

TOEAFAZ2NE

TRR) D —ZHEK

LEL I,

AWS Secrets Manager >— 2L Y RMADOT VAT ZEFED1—
Y—ZRETS

T7A)ILRNTR, IAMTAToTATAIZRE—OLY NMANOT O EAFANHYEERA, 2—7
LY RMADOT I LRAEERTSE., Secrets Manager &> —JL Y NCTRYFEaNZ)Y—AR—
ADRID—, BV IVIARMEZEEFELTVS IAM I—Y—FEE@G IAMO—ILIZTRY FEh
EIXRTOTATFUTATAR—AOR) D —ZFHELET, chZITD1®IZ, Secrets Manager
(&, IAM 1—H—7 4 R® [Determining whether a request is allowed or denied] (') 2 TA N DOFF A
FERIEREZRETD) ICEBRENTVRE0EHEULETOLAZERALED,

BEORI—HF1DODOVOITANIEAEN3EE. Secrets Manager FEEZFEALTT VLA
FHEHELERT,

=LY RNNOT IV EAFTZHE DIV —ZHETS 48


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
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1. RUS—AROAT— XY NMIHARHZE deny FEFhTWVWBRES., VDIVITANTOI>av e
\J_7\L:—;Z&l/$3'o

COBERNEZ deny IC&2T, DI XTORBANLEEEh, 7o2arAHA7OvoEhns
EED

2. BRI deny AW, AT—RM XY NMIBARKHE allow FBENATVRHEE, UIITARNT
2232e)Y-AIL—HLZET,

CORARKNE allow & 2T, UVIANADOTIZAVICAT—RM X MADOYY—ZANDT
TEANFEEIFTT,

FAFYTATAES—ILY RF2ODRBBTATIY NEHBBAR, —IL Y ROV
Y—ARUY—ETAFYFATALTRY FENERIS—OFAT allow FEENTL B
BABUET, BENTVEVEA, AWS BUIIANEEALET, HMCOVWTE, 20
AT AIY RT U EAS EBBRLTIEE L,

B.UVIIANTY2a2ENY—AL—HIZHARNE allow " BTN TVWBAT—MXU "%
WES

AWS BT 7 #)KRTUIVIARNEZERLET, ChEBERNEREFENET,

=LY RDIVY—AR—ADRI) S —ZRTTDICE
LTOVWThAZRITLET,

Secrets Manager ® 21>/Y — )L (https://console.aws.amazon.com/secretsmanager/) Z &
£¥9, >—UL Y NOFMR— 0 [Resource permissions] (VY —AICH T 2T U AFF
A) 29> 3> 7T, [Edit permissions] (7 7 L AFAIDOMHmE) 20V Y IOLET,

get-resource-policy ZHU'HTHESIE AWS CLI &, GetResourcePolicy %M U'H
ITHEFAWS SDK 2R L £,

TAFYTATFAR—AOKI S —2FEALIT I EATED 1I—F—aBET DR

« IAMARUD—ZaL—2—%ZFEALET, IAM Policy Simulator Z AL 2 IAMAR) 2 —0F
ZRESELTLEE L,
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BIOTHDI> KA S AWS Secrets Manager —2J L Y NCT O+
ATD

12OF7 AN —CRHOTHIRNO—OLY MANOTORA(VAARTHIRNTD
tR) ZFATRICE, U‘J ARV —ETATFUTATARI—OWATT IV EAZFHATTS
BEFHVET, Chid, >—ILYRNEBUTAIRNOTATUOTATALLT I ELAZHATS
CELRERYET,

Fh, >— VLY NOBBICEALTVE KMS ¥F—%27 A FUT AT A THEATED LS
ICTBRBENFHYVET, chlk, JARATHIRNTIEAIZ AWS YZ—2 RF¥— (aws/
secretsmanager) ZFRATERZVESHTT, KDYIZ, #ERLIZKMS F—ZFEAL T —IL VY

ERESEL, F—RII—BTNILTRYFIRIHBEN HVET, KMS F—DERICIEEEINH
HLET, >— VLY NOBEBIF—EZLTETSICIE, thesectioncalled ‘> —U LY NOEE 5
BLTLSEZL,

LTORYS—0OHFITIE. Account! I —oL Y NEBEES{LF—AHY). Account2 IC>—4L v K~
BANOT IO ARFANT DT AT TATANHDERELET,

ATFYT 1 UY—ARDS—% Account! D —OL Y NCTRYFTS

« ROKRVIZI—TIE, Account2 ApplicationRole® A" AccountAccountl®>—oL Y NIC
TOELATREZFHALET, CORV—ZFEATSHICE. the section called “F7 VA
AR =272 —OLYRITRYFIR" ) 22RLTLKEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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AT Y7 2: Account! D KMS F—DF—RII—ICAT—RMX NZEBMNTS

« ROF—FKRIVI—RAFT—RMXU NTIE, Account2 ApplicationRole® A
AccountAccountl ® KMS ¥—%{#H L T AccountAccountl M —OL Y N&2ESITD L
EHALET, CORT—MXUNEFERATSZICE., ThE KMS F—OF—RU—I(ZEML
F9, FHICOVWTR, F—RV—OEEZSRLTEEL,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

ATY 7 3 Account2 DT A FUTATANTATUOTATARI—BTRYFITS

« ROKRVIZI—TIE, Account2 ApplicationRole® A" Accountl D —OL Y NIZT O+
AL, AccountIl CEFETIESILF—EFAL T —UL Y NMEZBES TR L Z2FH
LET, CORV—EFEHATSICIE, the section called “T IO AHFARIS —=T AT
TATAILTRYFITR" ZZRLUTLKEE VY, >—TL Y MO ARN i&, Secrets Manager J
V=D —oL Y NEFEMAR—2 0 [Secret ARN] (—2L Y N ARN) THRRETEET, £k
&, describe-secret ZHVOHITEETEERT,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
1,
{

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"

VAATAIRNTORA 51


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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}
]
}

FUTLIAREASS—TILYRNITIEATS

AWS Identity and Access Management Roles Anywhere ZEAL T, OAZLTRITE D H—
N—, AT+, P7V5—23a>E07—00—RO—ENEEF1) T 1 FBiAERE IAMT
WMBTEXRT AWS, D—V0—RiEF., AWSF7FUIT—>a>TERATBIOERU IAM AR S —
EIAMO—-)LZFEALTAWS DY —RIZT7IVEATEET, IAM Roles Anywhere ZfER T3

&, Secrets Manager Z2FEAL T, OUY—AXT77VTr—>3a> 3 —N—BEDAWS F 7L =
AFNA AN STV EATEZRIARBREREDLVEETEET, FMIC DV TIEE, TIAM Roles
Anywhere 1—H—H4 R} ZFBL T EEV,

DT I AFAR S —0H AWS Secrets Manager

TOEAFARIS —F JSON BENLTFANTT, "JSON policy document structures (JSON 7R
)= RFIXDMNEE) ZZRLTKEEV,

VY=ARTATFUTATACTRYFIRTIRAFARI —F, BVWICERBICLISPTVE
T —ULYRNITIEARTREHIZRI—ICEHIERIIF. ROIIBEDHNHYET,

* Principal: 77t AFAZR{E5THI—H—, TIAMI—H%—FHA R, O "Specifying a
principaly (ZU NI DEE) Z5RLTILKEEV, RUS—ZTAFUTATAITEYFY
3EE. R —IZ Principal BEEREDELE A,

e Action: O—JLANRI{TTEB T V> 3>, Tthe section called “Secrets Manager D7 7> 32"
ZSRLTLEETY,

« Resource: A—IANTOEATED—YL Y KN, the section called “Secrets Manager ') ¥ — A"
ZSRLTLSEEZL,

DAL RA—RXZFE*) OEKIE, RUS—ZTE2YFII2ARICK>TELRYET,
« =LY RNITRYFEhERID—TR, * Ik, RUZ—D0O>—IL Y NCEBAEID
CEEEKRLET,

s FAFEVTFATALTRYFENERIS—TE, * . RUS—FTFTHAIVRAOTRTOY
Y—R (¥—FLY hEED) CEBRAThBCLEEKRLET,
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R)S—B—DOLYNITARYFFTBICIE, the sectioncalled “F7 7 EAFFA R —%S —2
LYRNCT7RYFT2 H#SBLTLSEET,

RIS —BTATFUOTATAILTRYFFTBICIE, the section called “F O AFA RIS —%T A
FOTATAICTRAY TR BSBLTLIEETL,

NEY D

« Bl BEO—OLY MEZRIBTRDLODT JVEAFHHA

c Bl lYD—OLY N EHHAEEITDT IV EAFHA

s Pl NYTFARDS—ILY MEQDTIN—T2BEISZ TV LAHA

« Bl: D4 RA—R

c Bl =LY NEERTDT IV LAFH

c Bl —OLY N EREEILIDLEHDEHEND AWSKMS ¥F—%2 BT
« Bl. 7O AFFAIE VPC

« Bl 2T #ERALTE—OLY RADOT IV EAZHETS

c Bl —OLYBRDRIC—BLTVWRRTEZRH OTATUVTATANDT I EAZFIRTS
« Pl —ERT VNI

Bl: BRIDS—TL Y NMEERBTREHOT I HAHT

=LY NEZMBIR TV EAFUZRETSRICE. RUS—&E—JLYNEERTAFTY
TATAICTRAYFTEET, FATHDRV—OBEERETDHECODVWTRK., "74F074
TAR=ANDR) S —BEROE) Y —AR—=ANKR) > —, ZZBLTLKEEV, RUS—&2TRYF
ITBHHEICDOVWTIE, thesectioncalled “ TPV EAFFARI S —Z—OJLYRNITEYFITR H&K
T the section called “F VL AHFARI S —&ZTATFUOTATAILTEYFITR" 25RBL T LEE
(A

RXDBIE, —OLY MMOTIOELAZHNTE2 ODNELBDHFEZRLTVET, ZRPADHIIE,
D—=OLYRNITRYFTEBRNY—AR—ADORII—TTF, cOfllFE, E—D—IL Y A
DTV ERZEBBO1I—H—FLEAO-NICHETIEEICRITDCENTEXRT, 2FEBOH
. IAIMOI1—Y—FELBEO—IICTRYFTERTATOTATAR—ANDRKRIS—TT, <D
Bk, IAIMIN—T LT O AHFAZRETRIHEIRITDIENTEXRT, NYFAPI O
TO—OLYNDOIIIN—TZ2RBIBLOOT IV EAFAZ[FETSICIE. Tthe section called “fi:
NYFADOS—OLY MEQDTIIN—T2BETBT IV EAFT 1 Z5RBLUTLSEEL,
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Example 1 DO =YL Y hNZ2FHEHAED (X—UL Y NCTRYFISB)

—=OLYRNIZKRORIS —B"BTRYFETDE, >—OLYMNOTIOLEAZEFATHENTESE
T, CORV—BFEATBICE., Tthe sectioncalled “F O EAHFA RIS —&—OL Y NZT
RYFIB ) BSBLTLSEETV,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

Example HARXN—NZ—J RF—(IDICTEYF) ZFEAL THESILENE—IL Y hEGAHiA
(8

=LY MNAARY—NYZ— RF—ZFEAL TESILENTVSDES, IDICRORID —
BT7RYFITBET, >—VLY NOHRKEY) ZHFUTEERT, CORV—FEATBICIE.
Mthe section called “7 OV AHFAR) S =T AT OTATAICTRAYFIS", BSRBLTLKESE
(AN

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
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}

Bl: B2 D—OLY NEHI;REEITHD T I EAFA
Example 1 2D —JL Y N Z2ZmAB2TERTD (FATFUTATAICTEYFITS)
RODRV =BT ATFUOTATAICTERYFTRDE, —OLYRMODTIOLAZHNTDENT

EEXT, CORUS—HFEHTAICIE., Tthesectioncalled “ 7O LEAFARIS —%2TAFoFT4
TAICTRYFTE) 25BLTLSEETL,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "SecretARN"
}
]
}

Bl: NYFROZ—ILY NEQDTIL—TZBMBITDT I EAHT
Example N\Y FROZ—IL Y NOTIN—TZHIBMBD (FTATUTATALTEYFTID)

RDR)S —BTAFOTATAILTRYFETRE, NYFAPIO-LO>—OLY NOTIL—T
EMBIRLEHOT IV EAFTENAFETEETERT, cORVI—k, NvFI-)LICMO—IL Y K
HFEBEENTWVWTE, SecretARNI, SecretARN2, SecretARN3 THREEhE>—IL Y NDAh%ZE
METEDLSICHTELTZHIRLET. FOHLAA/NYFAPI J-ILTHO—IL Y RE
JOTARNLEELTE, Secrets Manager FZNSZRLEB A, FMICOVWTRK., T, #23HBL
TL & \VBatchGetSecretValue, MR —ZFEATSICEE. Mthe section called “7 72 A
HFAR)D —ZTATOTATAINLTRAYFTE ) BSBRLTLSEE L,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"

]

Bl: D4 RA—R

TAILRA—REFEALT, RUS—OERICEOEY NEZEODENTEERT,

Example NARDINTDZ—ILY NITIRARTD (FATUOTATACTRY FIB)
RDOR)D—F, TestEnv#/1 THEDBHOINTOI—JL Y NEBBITRT I EAZHTA

LET, CORVS—BZFERATAICE, Tthesectioncalled “ 7O AHFRRIS —&BTAFoT4
TAICTRAYFTR 1 Z5RBLTLEEY,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"
}
}
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Example IXTD—TL Y ROXBZTF—=BZANOTICA(TATUTATALTRYFITD)

LT MRS —&, DescribeSecret &V List THED T IV AFHTA (ListSecrets HKX VY
ListSecretVersionIds) Z¥J5L & T, CcORU—ZFEAHTSICE. Tthe section called “7 &
CAFARIS —ZTATUOTATAILTRYTFITE", 28BLTLLEEV,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}
}

Example >— O LY NEN —BTD (TATFVTATAITRYFIS)

IRDR) > —&, Secrets Manager D — I LY REANDIXNTOT IV EAFAZRELET, <O
RV —=FERATSHICIE, Tthe sectioncalled “ PO EAFARD S —ZT AT TATAICTRY
FI5" ) #SRLTLSEEV,

—ULYRNBERETBICE. V=232, FHOVMNID, 2—OJLYRE, D14 RA—R

(?) ZHEHAEDE T —IL YD ARN ZEHL, B2OT X ALABNFIC—HEEET, Secrets
Manager i&, ARN D—ZpE L T—IL Y NBIC6 DDT VA LABRNFZZEMTSDEH, CODA
IRA—REZFALTCNSONFIC—HEEBRENTEET, "another_secret_name-*"
BXZFEAL LB E. Secrets Manager i, ERILE6 DOT VR ALADXFEN HBD—DUL Y NEW
T# <, "another_secret_name-<anything-here>alb2c3" ICE£E—HL T,

:/—'7 LY ~N®DARN®D 6 30)5>51'A72;I:7“—L191~0)3"\“‘C@*B"’E%iﬂﬂ‘c-‘é%7°~&> '74)L |<73—

AENE5I2ENTERT, T-Tb OI,‘/ hNzHIRRL TRIL BRI THER TS E, 6 DDX
FABRBEENZICEAADST, I—H— b‘ﬁiﬂlﬁ’]L%ﬁb\,\/ LY MADOT IV AFFA 23 (TH
BLECEBLTLSEZL,

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-alb2c3",

]
}
]
}

Bl: > —UL Y NEERT DT U LA

S—=OLYNEERTRT O EAHAZNETRICR. I—H—HFBIDIAMIL-T L7 ot
AFHARIS —ZTRYFIREE2HEBHHLET, "IAMI—H—TI—7, 28R T
W,

Example —2L Y NEERTD (FATUTATAITEYFEB)

RORID—E, >—OL YR EEBRLTES—OLYRNDODUARNERRITDTIOEAFAZNFELE
T CcORV—FFEATBICIE. Tthesectioncalled “ 7O EAFAR)S — BT ATFoT4T4
CT732YF9%, BSBLTLSEZL,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets”

1,

"Resource": "*"

}
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Bl. >—OLY NeRES{LTHDLEHODHEED AWSKMS ¥F—Z2EET S

/A Important

NARI—XZ—I RF—ZERITDICEF., F—RVI—FLEEF—FI2FEALTTIE
AZFIRIZDEZ2BEOLET, FHMI-OVTIE. T AWS Key Management Service 7

ROYN—=HA R, O " OFEHETI7LAI hO—J)L AWSKMS; ZZRBLTLSEZWL,

Example AWS Y X—2 RF¥—%ZIEER TS aws/secretsmanager (D ICT7 XY FT3 )

RORDD—E, >—OL Y NZEERFLIFEEHaws/secretsmanagerT5 6N AWS Yx—2
R*¥r—DFERAZETTZAEERLTVET, 2FY, >—IJL Y NEHAREI—IYXR—I RF—%
FALTHES{LITIHEN HV)FET, aws/secretsmanager F—HNEETZHEE. TOF—ID
EEHDIUENHVY) ET, Secrets Manager Tz AWS YRX— RF— ELTHRIZH.
ZEOXFHEEHETaws/secretsmanager. 2FEBNDAT—K XU ME, KMS #F—ZEE 4V
=LY NEERTBIVIIANZEBLET, hlk, Secrets Manager A Eh%&E AWS Y R—
JRF¥F—ELTHRTB1-HTTaws/secretsmanager,

U] \I

)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLikeIfExists": {
"secretsmanager:KmsKeyId": [
"*alias/aws/secretsmanager",
"*<key ID_of_the_AWS_managed_key>",

Bl: >—OLY NEBESILTDLEHDOHED AWSKMS ¥—2HEET S 59
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"Sid": "RequireKmsKeyIdParameterOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyId": "true"

}

}

Bl: 7Ot AFE VPC

VPC A 5 Secrets Manager IC7 VAT 2 MUENHBDEERE. TOERAFITRI S —ICZH4%ZE
%3 &ET, Secret Manager NIV TARNN VPC A SHRICEBENDIRSICTHENTESRE
T, FMICOVWTR., "VPCIVRARABEDOERYE, BRT "VPC IV RKRA by 28RLTL
EEV,

D AWS H—ERA SO —IL Y MAOTIEAVIIARNE VPC HASEFENTVWE L%
BELTLKEEY, T5LBVE, CORVZ—Cr2TTIEAFEREIET,

Example VPC I RARA 2V N ZBBITBDRSVIIANEZERTSD (Z—VLYRNITRYFITS)

BlZE, RORIVD—TlE, UIOTARM VPC I RKRA N vpce-1234a5678b9012¢ % BB
LTEBENTWVWBRBEICOHK, 11— —7H Secrets Manager ARL —2 3 &2RITTEET,
DR —=2FEATBICE. the section called “T IV EAFARI S —%Z—OL Y NITRYF
T2 #BRLTLEZ,

{

"Id": "example-policy-1",

"Version": "2012-10-17",

"Statement": [

{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
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"aws:sourceVpce": "vpce-1234a5678b9012c"

Example VPC ' SIEET A RSV IV ITARNEERTS (—VLYKNITRYFITHB)

RDRID =T, >—VL Y NZ2ERBLRVOEBETSZ AN RAFFAIENDDIEE, TN
RA vpc-12345678 H SEFEENTVWBRBEANDETT, £, CORIUS—Tk, VITARY
vpc-2b2b2b2b ASRVEBEIZNDHK, —IL Y NOBEILENEEANOT IO ERAEFERTS
ARL—=23VFFALET, 1 DOVPCTTFIIVT—23 0 2RTT2HEEF. COKSKRD
D—ZFRATEETN. EBMECE 2FB OB VPC Z2FERALET, CORUS—%F
BA93IClE, Tthesectioncalled “ 7O AFARIS —%—OLY NCTRYFI3", #5RL
TLEEL,

{
"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret",
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"
}
}
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}I

{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

Bl: 2T ZFERALT—OLY MOT I EAZFHTS

2TERALTE—OLY MMOTIVERAZHBEITDZENTEXRT, ZTZERALLET IV EAFHHA
OHEEEF, SEICKRLTVWRIRER, RUS—EEABEMIBE>TLVIRATRICALEERT, >—
JLY NCRBEDRINF®HDHBE. 1 20KFEELT, 2—JLY NIRRT EZTRYFLTIAS, 7
ATFTATALT IV EAHAZNETDENTERT,

Example RED RV ZH D2 —IJLY MOT I EARZHATED (TATVTATALTEYFY
2)

RORY)S—TlE, F—ServerName ", &E{BServerABC, QDR T &EDS—0OL v
RDescribeSecretlic L T ZHFALEXT, CORUT—2FERATBICIE. Tthe section called
TORAHFAR) S —TATUoTATAICTEYFTS ) B5BLTLSEZL,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"

}
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}

}
}

Bl: >—OLY NODERTIZ—HBLTWVWRRTZEDTAFUFATANDT
It A&EIBRETS

120FEELT, =LY REIAMTATUTATAORBICRTETREYFITBENTE
T, RIZ, FATFUOTATAORIN D —OLYRMDRTE—HULTWVWBRBEICARL—3 %
AATRTIOERAFARIY —Z2HHLET, TL2BFI1—MNUTILIEDO2VTE, "T2TICETVT
Y—OLYRNITOEATRIEHDT I EAFAZERT S 25RLTKEEL,

2T ZERALETVEAFAOHEE, SEICARL TVIREY, RUS—EENMFAMRICEZ>TV
BPRATRICUEET., FMHICOVTIEE. "TAWSD ABAC £lF ZZRLTLKEZL,

Example >—2JL Y NERUERTZHODO-—NANOT IO AZHATS (—ILYNITEYFT
?)

BLTORIS—F, &Y AccessProject "—oL vy heO—)ICHULTRILUEZZED2HEICD
& PHIN 123456789012 |Z GetSecretValue 25L& T, CcORI—FFRTSIC
l&. Tthesectioncalled “7 OV EAFAR)S —%&—OL Y NITRYFTS", BSRBLTILKEE
(A

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
}
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Bl —ERATVZ NI

—=OLYNITERYFENLEIVY—RARII—ICAWS Y—EZATD) N AFEENTVSE
&k, aws:SourceArn & & T aws:SourceAccount JO—NILZUF—E2FERTIEZHHOLE
To ARN ET7HT NDOER. BIDO AWS H—E AN S Secrets Manager IC) V TARNAREEE
D&, ZFREAVTFANIEENET., COFXRKOEKEDEIZRY, BRAEhZDAREMEDHDE
KB F)AZBBIDENTEERT,

)Y —=ZAARN ICUY—=ARII—THIAETAhTVEVWXENFrEENTVDRHES, TOUY—
A ARN % aws:SourceArn Z¥F—DEELTHEATI LR TEEEA, TORDYIC
aws:SourceAccount ZHF—ZFEAL T<LEEV, TOMOEHOFMIIOVTE, TIAM
requirements; (IAMODEH) 2SR L TS EE L\,

B—ERATVINILEEE, >—ILY NCTERYFENLERIS—TRTUINILELTER
THEREBAN, —HOAWS H—EATRTINABETT, Y—EANFZ—ILYRNITEYFIS
BENBHD)Y—ARID—OFMIIOVTR, Y—EADRFIXY RN ESRLTSLEETL,

Example ¥ —EZAAN Y —EATUINILEZFAL T —ILY NCT IV EATEDLSICTS
=LY BNETEYTF)

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"service-name.amazonaws.com"
]
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
.
"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
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#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
#awssecretsmanager-secretsmanager_SecretId
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#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
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#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_VersionId
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
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SKpF— e [Type] (R4 7°)
secretsma DOTARNADS—OLYRDTLYRU—BICKDT X =5
nager:Name DERZEZT7A)NRIVTILET,

secretsma Secrets Manager "> —2 L Y NZHIBRTDETEHERT &
nager:Rec 2EBBTTORARZT7AIINRITLET,

overyWind

owlnDays

secretsma RIF—BELTMEORTTCTIORARETAINZUTL X =25
nager:Res x£9,

ourceTag/tag-

key

secretsma =LY RNEESICO—7T—2323202ESHICE Bool
nager:Rot DVWT, POERZTANRERUILET,

atelmmediately

secretsma JOTARNAOO—FT—> 3> Lambda BIF® ARN (C ARN
nager:Rot KBDTOEARETAINZRIVILET,

ationLamb

daARN

secretsma )OTARNA®D SecretiDBICLDTOEAZ71I)LZ1J ARN
nager:Secretld YILET,

secretsma =LY NNERENETSA4RUU—232TT YD XZ5|
nager:Sec TRAEZT74IINEFIVTULET

retPrimar

yRegion

secretsma DOTANADOS—OLY NON—23>2 OBE—DE B XZF5|
nager:Versionld FTTFPIEARAZTAIINRIILET,

secretsma DOTANAON—=23AT—2OV)ANTTIORA XZF5|
nager:Ver B7A4INRIVITLET,

sionStage
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Ktk — ELE [Type] (Z A7)
secretsma =LY NIBEETSZIO—T—> 3 Lambda BB%®  ARN
nagerrresource/ ARNICKRBDTIOEARZ71INEZVILET,

AllowRotatio

nLambdaArn

BlockPublicPolicy &4 Z2FHAL L —IL Y NADLEBBETIEAD
ZOv Y

T 223 PutResourcePolicy ZFF A T2 FA T TAT14R)>—T

ik, BlockPublicPolicy: true Z2FAT2 L E2BBOLET. COFRMKFRE, RUS—NILEH
RV EAERTLTVEWNEE, I—F—HUY—RRUS—0hES—ILY NCFRYFTE
BEEZERLET,

Secrets Manager l&. Zelkova O BE#wmZEAL T, LEETILADLEHDOIY—AR) > —%
DL ET, Zelkova DEFMICOVTIE, AWSEF21UFT4 7070 " NEEHGRAWS ZFEHAL
TARBREBEF1 )T 1 ZREITDHEL BSRBLTLKEZV,

XOPlE, BlockPublicPolicy MERAAZEZERLTVWET,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

IP 7 RL A%H

Secrets Manager N\OT7 VL AZHATELFEBTBIRVZ—AT—M XU RNT, IPT7 RLAZH
DEEFFERLWE aws:Sourcelp ZHF—ZEETH L ER. FENMNDBETT, 2, tEXY S
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DJ—ODIPT7RLAGBEAASOUITANIAWS 7O a > a&HRTZDRV—2S—IL Y N
ICT7E2YFITRE, REXYVRNIT—IASVIITIARNZFTET IAMI—H—ELTOUIIAN
FHAFER Y ICHELET, L, Lambda BETO—T—> 30 Z2BMITRHEERE, 10
H—EAN 1T —ICRDO2>T—ILYNITIVLEATEDRRSICTDE, TOBEEKEE AWS-AE]
7 RLAZ/EAH S Secrets Manager ARL —2 a2 ZFHVOPHELET, PFTRLAOD 7 AILEZ—HH
BRIV —ICE>THEEINEVIIANMNIEKRBLET,

£, VDIOIARMY AmazonVPC I RARA 2 RASEFEENTWVWSIES, aws:sourcelP %
HF—RERENSMBETLET, FEODVPC IV RRANIRTDVITARNZHIRT D ICIE. the
section called “VPC T RARA > hNOEH #ERALET,

VPC I RARA NDFEMH

BEDVPCELEEVPCIVRRAVRDPSOVIIANIRTZDT IV EAEZHFTXRLIFIESTS

IZl&, aws:SourceVpc ZFAL T, BEENEVPCASOIUIIANCKTZITIOELAZHIRT
%75, aws:SourceVpce ZEAL T, BEENIZVPCIY RRAVKASOUVIIANIHTS

TOEAZHRLET, Ithe section called “fl: 7V EZAFFAI & VPC'y ZZRL TS EE L,

« aws:SourceVpc ik, BELEVPCASOUIIANITIOEAZFHRLET,

« aws:SourceVpce &, BEULEVPCIVRRAKMDSOUIITANIT IO AZHIRLE
¥,

cNSOEBF—Z—DULY NRUD—AT—M X NTHERL. Secrets Manager >~ — %

LY MADOT I EAZHFTELRBIEETSDE, I—HF—ICRD2>T—ILY MDOTIEAL
Secrets Manager ZEAL TVWAH—EANOT IV ERAZ, EREFICEBLTILES ZENHYE
9, VPCHODIY RRA 2V NTEITTED AWS O —ERAEF, —HBOXKRTT, >—IL YD
DIARNZEVPCEEGFVPC IV RRAVNIHIRTDE, H—ERIZRETATVEVT—ER
» 5 M Secrets Manager N\OFVUHLIFXHKLET,

"VPC IV RARAU b, ZBRLTLKEE L,

VPC IV RARA > MDY 90
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To—2OL Y NEERE XVEE AWS Secrets Manager

=LY RE, NADT—R, - —FX—LPNAD—REEQ—EDOFIER. OAuth h—7
V., T, BELE N T Secrets Manager ICREENZDTOMO—IL Y MERICTS
CENTEET,

N =R

» AWS Secrets Manager F—ZX—AY—JL Y NZHEHRTS

» AWS Secrets Manager ~—%2 L ¥ k® JSON #i&

+ AWS Secrets Manager —%2L v NZEHEKRT S

» AWS Secrets Manager >—2J L Y NDEZEH TS

» Secrets Manager T/NATJ—RZ4EKT S

s =LY RNZEUBON=2321CO0=-ILN\NYDTFB

« AWS Secrets Manager >—2L Y NOBSILXF—%2ZETS

» AWS Secrets Manager —2L Y NOZEE

s TY—UL VY hZHRETSD AWS Secrets Manager

+ AWS Secrets Manager —%2 L v NZHIBRT S

» AWS Secrets Manager >—2L Y h&EBxT93

+ AWS Secrets Manager —2 L Y NI T T D

AWS Secrets Manager ¥ — X —RAT—JL Y NZ/EHT S

Amazon . Amazon AuroraRDS. Amazon Redshift, & % (& Amazon DocumentDB TI1—H'—% 4k
BULES., ROATY TIZHE> TENREEHR%E Secrets Manager ICRFTEET, AWSCLI i
FOVThAZEALTS—IL Y FSDKsZ®RETDHEER., >—IL Y hZELVWISONEE T
BETDIHENHYET, AVV—ILEFERALTTF—EIR—RAI—IL Y NERETD L. Secrets
Manager IC& > THEBMIZIEEL WISONBE TERENET,

® Tip
Amazon RDS# & TF Amazon Redshift EEBE &1 —HY —OFRIBHRICIE, YNF—I R —D
LYK Z2FEATDCEZ2HE8OLET, NEX—IPRI—IJLY NIEBY—ERAEZBL THE
RL, NEZF—2 RO—7—>32 #ERATEEXET,

F—RIR—AT—ULY NEERTS 91
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D) -3 ICLTVT—hENATVEY —ATF—ER—ADT—EIR—AFARHBERFT S
E.V=TLYMNIRY—ATF—ER—AQEHRBERNEENET, TOR, >—JL Y ELT
VT—K32&, LTVARY—AT—OL Y hOOE—ERY), AUERBEBRIEEAET., U—
DA EHRBEBROS—IJLY NCF—MEXRTZEMNTEXT,

=LY NEERTBICIE, SecretsManagerReadWrite IC&k 2 TIHEENET VEAHAN HE
TTAWS XR—DJ RRDZ—,

Secrets Manager &, >—2L Y NOEKEIC CloudTral O I NUEERLET, FHMICOWVT
l&. Tthe section called “TO% 5289 % AWS CloudTrail 7y ZZBL T EE L\,

>—=OLY bheERTRICE A>Y-I)

1. T Secrets Manager 12V — )L Z R & & 9 https://console.aws.amazon.com/secretsmanager/.
2. LW —OLY NZRE] ZBIRLET,
3. [Choose secrettype] (>—2VL Y NRATZ2BIRT D) R—IT, XROBEZITVET,

a. [—ULYRERAT|T, REITZDT—EIR—AFARFBROZATZRRLET,

« Amazon RDS F—&~X—X (Aurora Z2€¥)
« Amazon DocumentDB F—Z X —2A
« Amazon Redshift *—2X2J T TF7/\V A
b. REIEHRZEFEATIES., T—EIXR—ADRIABERZADLET,
c. BEH{t*+¥— T. Secrets Manager AWS KMS key A">— UL Y NMEZIEEILT D HIZE
A9% 2 BRLET, FHICOVTR, "o—0L vy hESLEES) 2RLTLKEE
Wo
%< MFE ., Secrets Manager IZ AWS Y Zx—T R¥— ZFEHT D L E L, aws/
secretsmanager ZEIRL EJ, cOF—ZFALTEIAMIRELEE A
BOASS—ULYNITIOERATRIUEN HBDBEEAWS THIU M, B
DKMSF—ZFALTO—FT—>3a>LEYF—RUS—2EBRAL LY TIEEE,
JARDSHAZN—NZ—IRF—ZERTZH, :ILLF—ZEMZERL TEK
LET. NARI—IZ—3 RE—OEAHSOBMIOVTE. "HE, 238BLT
<&V,

MBI E O: the section called “KMS F—D T V2 AHF JOAATHIOURNTIOEAD
SMICOWTIE. Tthesectioncalled “VOAT WO KT OEA) #5BLTLKEE
(AT
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d.

e.

[Database] (7*—XNX—RX) T, F—ENXR—AZERLET,
AN 20Uy OL&ET,

4. [Configure secret] (>—7VL Y RZERET D) R—I T, XOBREZTVET,

a.

e.

HHYPFTV—TILY NBERAZANLET, >—TJL Y REICRF, 1~512 XFOH
BFre | +=@- NFEFERATERT,

(A7 av)[Tags] (B Eoa>T, 29> —0UL Y NMCEBMULET, ZTFITEHE
ICDWTIE, Tthesectioncalled“>—2L Y NCRTFITTE7) 2S5BL TS EEL, #
PEHREBE LTV EVED, ZTICREFELBEVTLSEETL,

(7F7° 3 ~) [Resource permissions] (Y —AICHT BT IV AFA) TUY—ARIZ —
#—20L v NIEBIT 2 ICIE, [Edit permissions] (77 AT OHmE) 2oV Yy ILE
To FMICOWVWTE. Tthe section called “7 O EAFARIS—&—OULYNITRY
FI3" BSRLTLEE,

(A723)o—=OLYRNOLTIT—KNT, =LY RZERO ICLTVT—KT B
iZEAWS V=32, =LYy OL7TVT—hF 28RULET, >—ILYNOLTS
Jr—>avid, COBRKBTRERITIDRCLE, BIURPTETERTIBDEETEET, &
MIZOWTRE, "TD—23a BT —OLYyhZLTVT—K9%, Z5RBLTLEE,
[Next] ORN\) ZZBIRL E T,

5. (#7223 ) [Configure rotation] (A—7—> 32 ZRETD)R—IT, 2—IJLYNOBEH
O—F7—>3> &8 TEET, O—7—2320%2F7CLTHVT, ETHICTD L
ETEET, FLKE., ">—70JLvyboO—TFT—232, Z2RULUTLKEZV, [Next] (XN)
ZERLET,

6. [Review](LE1—)R—=2T, —IL v NOFMEEIRL., [Store] (fRTF) ZBIRLE T,

Secrets Manager &> —2JL Y ROUARNIRYET, HILLW>—IL Y RFRRENBZWVIES
&, EFARZEZRBIRLET,

AWS CLI

ANV RIINICOAR Y RZANT D E, ONV RBENFT7ORAEhIZY, I—FT14)FT4Hh 57
NORNTGA=BRIZTOARENEZ) TR VAV HY) ET, the section called “AWS CLI ZfEA L
T AWS Secrets Manager D —JL Y NZERETDBOVARVZEFB TR ZSRLTSEEL,

AWS CLI
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Example JSSON 7 7 A LR DOFRABEHA 5> —UL Y M ZEKT S

XD create-secret OFlE, 774 IINAORIE/RSA S—IL Y NEERLET, FMEICOV
T, "A—H—HA RO T"TJ7A4IHLSE50O AWSCLI/NTA—2OO—RKR AWSCLI 4 #258BL
TLEEEL,

Secrets Manager "> —2JL Y NZO—T7T—>32TEDRSICTBICEK, HFISONE—HTBC
EEBRIBDMVENBYVET—TL Y DO JSON #EiE,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json O AA:

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"

}

AWS SDK

OVWTFnAZEERALTS—IL Y NEERTSICIE AWS SDKs, CreateSecret7 o< a>%EH
LET, FHMIZDVTIE. Tthe section called “AWS SDKs” ;) ZZRBL TLEE L\,

AWS Secrets Manager ~—2 L Y k® JSON #i&

Secrets Manager >>—7L Y Nk, FEDOTFANELRINA TV ZREFTEEXT, Secrets
Manager D> —2 LY NTEBBO—T—>3&FICTR5HE, TOO—IL Y MFELW
JSON BETHBIMENHYET, O—F7—> 3> H, Secrets Manager k> —2UL Y NADOEHRE
FEAL THRIABERY —AICERL, TIICHARIABEHREEMLET, JSON F—H TR, KXF&
PEHNXBIENET,

OAVV—=ILEFEALTTF—ER—A>—UL Y N2RET D&, Secrets Manager NBEIWIZS —5
LYy NZIELV JSONBETHERLET,

AWS SDK 94
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T—BER—=A—JLY NBEDT—JLY NIF—EEORTZEMLT, BOU—2320L 7
VAT —BER—ADEGRBREEHDEN TERT,

(N =Ry

Amazon RDS Db2 &—4J L v hEI&

Amazon RDS MariaDB ~—2 L v N&i&

Amazon RDS & Amazon Aurora MySQL @< —2J L Y hgi&
Amazon RDS Oracle —2 L v Ngi&

Amazon RDS & Amazon Aurora PostgreSQL @< —2 L v NEiE
Amazon RDS Microsoft SQLServer ~>—2J L v M @&
Amazon DocumentDB > —2J L v Ngi&

Amazon Redshift D —20 L v NEi&

Amazon Redshift Serverless >~>—7 L ¥ M@i&

Amazon ElastiCache >~>—2 L v N&E&E

Active Directory —2J L ¥ M gi&

Amazon RDS Db2 ~—2 L v MNMB&

Amazon RDSDb2 1 VARV AMFE, 1—H—RBESPONAT—REZETERZVLED, BEE
DFIERZRND—IL Y NTRETIHREN HVYVET,

{
"engine": "db2",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS MariaDB >~—2 L v Ngi&

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",

Amazon RDS Db2 >—7U L v MNEi&
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"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 3306>

ZEA T B (C(Fthe section called ‘AR T —H—", BEBEFREFA—/N—I1——0RiEHRZET

<—%2L Y Mmasterarnil 28H £,

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS & Amazon Aurora MySQL @>—2J L v MNMgi&

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>
}

ZEA T B I(C(Fthe section called ‘AT —H—", BEBEFRLEFA—N—-I1——0FRiEHRZET

<—%2L Y Mmasterarnll 28H £,

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS & Amazon Aurora MySQL > —2 L v MNM&&
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}

Amazon RDS Oracle &—2 L v MN&i&

{

"engine": "oracle",

"host": '"<required: instance host name/resolvable DNS name>",

"username": '<required: username>",

"password": '"<required: password>",

"dbname": "<required: database name>",

"port": <optional: TCP port number. If not specified, defaults to 1521>
}

ZERAT % IC(Fthe section called ‘RN 1 —H—", BEBEXRLFA—/N—"1—H—0RiEHREEL
2 —49 LY hmasterarnlc Z2ZEH £,

{
"engine": "oracle",
"host": '"<required: instance host name/resolvable DNS name>",
"username": '"<required: username>",
"password": '<required: password>",
"dbname": '"<required: database name>",
"port": <optional: TCP port number. If not specified, defaults to 1521>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS & Amazon Aurora PostgreSQL > —2J L Y NE&

{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>
}

ZERAT % IC(Ethe section called ‘RN 1 —H—", BEBEXRLFA—/N—"1—H—0RiEHREED
2 —%9 LY hmasterarnic Z2EH £,

Amazon RDS Oracle —2 L v N@i& 97
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"engine": "postgres",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS Microsoft SQLServer >~>—2 L v NEE

{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>
}

ZERAT % IZ(Ethe section called ‘R 1 —H—", BEEFRLEFA—/N—I1—H—0RiEHRESD

<—%2L Y Mmasterarnll 28H £,

{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon DocumentDB >~ —2 L v N&i&

{
"engine": "mongo",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

Amazon RDS Microsoft SQLServer —%27 L v Ngi&
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"port": <TCP port number. If not specified, defaults to 27017>,
"ssl": <true[false. If not specified, defaults to false>

ZERAT % IZ(Ethe section called ‘RN —H—", BEEFRLEFA—/N—I1—H—0RiEHRESL
2—%2L Y hmasterarnic 28H %7,

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"masterarn": "<the ARN of the elevated secret>",
"ssl": <true|[false. If not specified, defaults to false>
}

Amazon Redshift D —2J L v N@i&

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>
}

ZERAT % IC(Fthe section called ‘RN 1 —H—", BEEXRLFA—/N—"1—H—0RiEHEED
2—2L Y Mmasterarnlc Z2€H £,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"
}
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I—¥—%( K

Amazon Redshift Serverless ~—2 L v Ngi&

{
"engine": "redshift",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>
}

ZERAT % IZ(Ethe section called ‘R 1 —H—", BEEFRLEFA—/N—-I1—H—0RiEHESD

<—%2L Y Mmasterarnil 28H £,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon ElastiCache &—2 L v MN&i&

{

"password": "<password>",

"username": '"<username>"

"user_arn": "ARN of the Amazon EC2 user"
}

HMECOVWTIE., "TAmazon I—H—HA R, O "1—H—O)NAD—ROEBBO—FT—>3 2, %

SBLTLEE, ElastiCache

Active Directory >—2J L v Ng&

AWS Directory Service &> —2 L v N& L T Active Directory FREHEHRZREL £9, FMIC
DWW Tk, AWS Directory Service BB 4 K MDAmazon EC2 Linux 4 > A& > A% Managed AD

Amazon Redshift Serverless ¥ —2 L v NgE&E
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html

AWS Secrets Manager I—H%—Ha4 K
Active Directory > — AL AICHEE TS, ZSRLTLKEEV, O—ALABRXSMVEEICE.
ROBIOF—BAVBETT, D—LLABRXAMVEEZEALBZVEEE, O—F7T—> 32 BEHO
T7L—RO—RTHATNATVDLSIC, REZERZEEAL T —ILY NAOF—DOERIZE
ETEET,

Active Directory >>—2 L v NZ0O—7—>329%IZ&F, Active Directory A—7—>3> 5727
L—h ZEATEET,

Active Directory FRREEHR>— U L v MEE

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

S—=OLYRNEO—T—>3233BE. RXAFALIKNJIDZEOERT,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

}

S—OLYRNEF—BTE2BCI—ULY NEHIEDETERATRIEERRE., F—27—IL Y K
ARNSs,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [

"<ARN of child keytab secret 1>,

"<ARN of child keytab secret 2>,

"<ARN of child keytab secret 3>,

1,
"lastModifiedDateTime": "2021-07-19 17:06:58"

Active Directory —2 L v Ngi& 01


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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Active Directory DF¥—27>—U L v NE&

F—RT 774 ) &2EHAL T Amazon EC2 ® Active Directory 7 A NEFRIT B HEICOVT
l&. "Amazon Linux 2 T® SQL Server 2017 ZfH L %= Active Directory FEEN 77 04 £ FRIE 4
ZSRLTLEEY,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

AWS Secrets Manager >—27 L Y NE/ERT S

APl *—, TOEARN=D>, F—ER—AATRBEVZEAER. $LTZOMHOI—IL Y E
Secrets Manager ([ZfR7F T % IZ &, ;A<D¥JII,EL_ f£WE ¥, Amazon ElastiCache >—2L Y kD5
B O0—FT—23228WT3ICR. >—ILYRNEEREETNBISONBE ILRETIHENHY)
9,

=LY NEERTDICIE, SecretsManagerReadWrite IC& 2 THEE N ET IV EAHFAN HE
THTAWS XR—I RRUST—,

Secrets Manager &, >—2L Y NOERKEIC CloudTral O I MU EZERLET, FHMICOWVT
l&. Tthe section called “TO% 5289 % AWS CloudTrail ”; 2B L T EE L\,

=LY hNeERTRICE AV —I)

1. T Secrets Manager 12V — )L %Z R & & 9 https://console.aws.amazon.com/secretsmanager/o
2. LW —OLY NZREF] ZERLET,
3. [Choose secrettype] (>—2VL Y NRATZBRTD)R—I T, ROBEZITVLET,

—=ULY RNEERTS 102


https://aws.amazon.com/blogs/database/deploying-and-configuring-active-directory-authentication-with-sql-server-2017-on-amazon-linux-2/
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager d1—H¥—HA R

a. [Secrettype] (>>—2P L Y K& A7) T, [Othertype of secret] fEOEEN —UL Y N %
BRLULET,

b. F—EEONRT T, JSSONF—EEDORTIZZ—ILYRNEANTRIA, TL—2TFA
N7 ZBRULTEBEOERNTI—ILYRNEADLET, >—IL Y MMIRFHEAK 65536
INARETRETERT, B

APl ¥F—F—EEORT :

ClientID:my_client_id

ClientSecret :wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
AL HRF—EEORT:

Username : saanvis

Passwoxd : EXAMPLE-PASSWORD
OAuth k=927 L—=2FFAN

AKIAI44QH8DHBEXAMPLE

T R ELAE XX

FXOTZAR—KF—

—---BEGIN PRIVATE KEY ---
EXAMPLE
——-- END PRIVATE KEY ----

c. EES{t*¥— T. Secrets Manager AWS KMS key A" — UL v NMEZIEFTILT D EHICHE
A9% Z2BRLUET, FHICOVTR., "T—JL Y RBESILEES) Z2RLTLKESE
(A

—=ULY RNEERTS 103
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%< MFE ., Secrets Manager IZ AWS Y X—T R¥— ZFHTD L E L, aws/
secretsmanager ZEIRL EJ, cOF—ZFALTEIAMNIRELER A

B ASS—ILY NCT UV EATRRENHBHBEAWS THIV N, TG IHE
ODKMSF—zZFRALTO—F7T—>3> LY F—RU—ZERALELY 258G,
JARDESHARY—IZ—I RF—ZERTDH, HLLF—ZEMERIRL TEK
LETFT. DAY —XZ—I RF—OEARSOFMIOVTE, "BE, 283RLT
<EEW,

MBI E O: the section called “KMS F—DT7 V2 AHF JOAATHIORNTIOEAD
SMICOWTIE, Tthesectioncalled “VOAT WO KNTOwA ) #5BLTLKEE
(AT

d [KN\1&Z22VyOL%ET,
4. [Configure secret] (—7VL Y NZERET D) R—I T, XOBREZTVET,

a. DAURTVI—IL Y RNBEFHPAZADLET, >—JLYRBICR., 1~512 XFDK
BFre | +=@- NFEFERATERT,

b. (F7<3a2)[Tags](ZF) 0> 3a>T, 2T%&2>—OL Y RMNIEBMLET, 2T ITHEE
ICDWTIE, Tthesectioncalled“>—2L Y NCRTFITTE7) 2SBLTIEEL, #
PEHREBEELENATVEVED, FTICRELBEVTLSEETL,

c. (A7 3aZ)[Resource permissions] (JYV—AICHTD T I LAFH) TUY—AKRIZ —
#—2OL v NIEBIT 2 ICE, [Edit permissions] (77 AT OHmE) 2oV Yy ILE
To FHMICOWVWTE. Tthe section called “7 O EAFARIS—&—JULYRNITRY
FI3" BSRLTLEE,

d (723N T—ILYROLTVS—KNT, >—OLYRNZRHOICLTIUT—KTSB
CEAWS U—>3>, —OL Yy RhOL7US—K 2 BIRLET, >—2L YL
Ja—>3aik, COBRBTETITREE, BILR2>TETCETIREETEET, 55
MCOVWTE, TU—23 T —OLYyRNZ2L7UT—Rd%, 25BLTLSEEL,

e. [Next] ORN\) ZZEIRLFT,

5. (#7223 Z)[Configure rotation] (A—7—> 32 ZRET D) R—IT, 2—IJLYNOEH
O—F7—>3> &M TEET, O—7—23202F7CLTHVT, ETHICTD L
ETEET, FLKE., ">—0JLvyboO—TFT—232, Z8RLUTLKEZV, [Next] (XN)
ZERLET,

6. [Review](LE1—)R—=T, —IL v NOFMEEIRL., [Store] (1RTF) ZBIRLE T,

=LY NEERTD 104
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Secrets Manager &> —2JL Y ROUARNIRYET, HILLW>—IL Y NFRRENBZWVWES
&, EFARZERBIRLET,

AWS CLI

AR RDINICOAN > RZANTDE, AN REBENFN 7 OAEhiEY), I—F14 VT4 Hh 5]
NURNGA=BIZTOEAEhIZY TR IVRAINHY ET, the section called “AWS CLI ZfFEA L
T AWS Secrets Manager > —JL Y hZRETIEOVAVZBERTSD ZSRLTSEZ L,

Example >—2JL Y NEZEKTS

T, 2200 F—EEORTEEDI—9L Y NEERT S, create-secret OFlELET,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example JSON 7 7 1 LA DRIEBRI S — UL Y NZERT S

RD create-secret OFlE, 774 IINAOEERLS S5>—IL Y NEERLET, FEMICDOV
Tk, T1—HY—HAR, D" T774)IH50D AWSCLI /NTAXA—EDOO—KR AWSCLI ; 28 HBL
TLEEL,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json O RNE:

{
"username": "diegor",
"password": "EXAMPLE-PASSWORD"
}
AWS SDK

OVWTFnAZEEARALTS—IL Y NEERTSICIE AWS SDKs, CreateSecret7 o> 3> %EH
LET, FMZDOVTIK, Tthe section called “AWS SDKs”; ZZRBL TLEE L\,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html

AWS Secrets Manager d1—H¥—HA R

AWS Secrets Manager >—2 L Y NDEZEHFHITS

S—OLYNDOEZEFHFIAHICK, I>VY—J)L, CLI, ¥E SDK ZFEATEET, >—YL Y K~

BEZEH TS E. Secrets Manager &, AT— 29 FAXR)L AWSCURRENT FZE D —IL Y NOFH
LWN=2a> & ERLET. AR AWSPREVIOUS DRIV EFHWN—2a VIl EkBIEHBET I+

ATEET, MEDTRIILZEMTDEETEERT, FMICOVTIRE., "Secrets Manager ©/\—
oa_—_oT #2RLTLEEL,

=LY MEZEFITAICE (AV—I)

1. Secrets Manager ® >V — )L (https://console.aws.amazon.com/secretsmanager/) Z B & &
9,

2. —=ULYKRDUARNDES, BAO>—OL Y NZEBRLET,

3. Y—ULYNOHEMR—ZOBMEIZTO[Z—ILY NOEEYZIT, [—YLYRD
EZ2MBT] ZBRL., WE] ZBRLET,

AWS CLI
>—0OLY MEZEH TSI (AWS CLI)

ARV RINICOAN D RZANTDE, ANV REBENF7PORAEhEY, I—F1UFT4
ASANY RNTA=RICT IO ARENIENTDVAIFHYET, the section called “AWS
CLI ZfE/H L T AWS Secrets Manager D —9JL Y NZRETDIBOVRVZRB TR, 25
BLTLSEZL,

XD put-secret-value &, F—EFBORT 2225 —ILYRNOFLWN—2a %
ERLET,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

XD put-secret-value &, DARARLAARAT—D2VI0IRIMFEOFHFLWN—=23 0 ZERL
£¥, HLLWIN—T 310k, MyLabel & AWSCURRENT DS ARILANHFShET,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/put-secret-value.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/put-secret-value.html
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--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

10 22 1 B EOF#HSEE T PutSecretValue £74I& UpdateSecret ZHUOHI CEFE TS
CENHRENET, PutSecretValue £ IF UpdateSecret ZHUHL T —UL Y MNMEZEE
¥19%&. Secrets Manager &>— VLY hOFwHLWN—23 2 ZER L E T, Secrets Manager
. ZRILOBVWN=232H 100 2BADEHIBRLETH ., 24 BEMNRNICHERENLEN—23 Y
FHIBRLEE A, 10 0IC 1 BILEDSEETS—OL Y NMEZEH T2 &, Secrets Manager A HllBR
LEBIVESZSIN—2arfMEgEhn, >—OLY RN—23200#4—RIELET,

=LY MEEREFHTBICIE, UpdateSecret 7O 3> E ik PutSecretValue 79> 3>
EEALET, FMICDOVWTIE, Tthe section called “AWS SDKs”; 2ZBL TL<IE&E L,

Secrets Manager T/NXAT—RZEKT S

Secrets Manager Z 9% — A% /N X —2 &, Secrets Manager T/NAT—RZ4HRKL, TD/N
AD—REZF—EIR—AEFLEFIY—EATERTSZIETT, cNZTDICE. XOFE=ZEFEALE
9,

« AWS CloudFormation— "; 22 8B L T & WAWS CloudFormations

« AWSCLI- "), #88BL T<E&get-random-password,

« AWSSDKs M) #8B L T< & WeetRandomPassword,

=Ly NeRaoN—=->32CO0-INYITSB

EERALTO—OLYRNN=23VIITRYFENLESRILEBETSH LT, >—UL Y MEUE
DODN—2 I VICRT CENTEET AWS CLI, Secrets Manager > —2JL Y hON—T 32 &R
BEIDHECOVTI, Ty 288 L T & Wthe section called “~—2oL Y KN—2 327,

RDupdate-secret-version-stageffl Tld., AWSCURRENT AF— 290 IR)ILE—DL Y
NOUBION—=23a 2 ICBE8L, 2—JL Y hZ2REION—23aVICRLET, UeIoN—>23> 0
ID Z#FR T BICI&. Secrets Manager 1>V —)L T ZfFA T H1list-secret-version-idsh'.
N—>3a>EaRRLET,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-random-password.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secret-version-ids.html

AWS Secrets Manager d1—H¥—HA R

cDHITIE, AWSCURRENT FARILOFFWE/N—2 32/ (1F alb2c3d4-5678-90ab-cdef-
EXAMPLE11111T, AWSPREVIOUS SR OFWE/N—2 3 2 F a1b2c3d4-5678-90ab-cdef-
EXAMPLE22222T9, cDHITIE, AWSCURRENT ZXRIILZ/N—232 11111 H' 5 2222 ICH
BLE9d, AWSCURRENT FRIILE/N—2 a2 5HIBREhD 8, & AWSPREVIOUS FAXIJL
ZTNO/N—2 3> (11111) update-secret-version-stagelC BB ICBEBH L £9., TORER.
AWSCURRENT & AWSPREVIOUS O/N—2 3 A ADY JEhET,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

AWS Secrets Manager >— 7L Y NORES{tLF—Z2ZETS

Secrets Manager I& AWSKMS ., F—&F—2F—(C&LD I RO—TJHESLEFEALT, &> —
LY NMEZRELET, >—JLYRIEL, FATRIKMSF—ZERTEERY, AWSNER—D
KR — aws/secretsmanager ZERA T2 H, HAZN—NRX—I RF—ZFATEET, FEAED
T—ATIE, aws/secretsmanager DFERAZHEHLET., FARESERELEEA, BIO 5> —
DLYRNITOEARATRIHENHBDBESEAWS THIOU N, EFLEFMEOKMSF—ZFHAL TO—
T—>arvlLky, F—RU—Z2EBALELYITZESR., Z2FALET HAZV—EBF+—, &
E/5E 0: the section called ‘KMS F— DT VL AFA" HAZN—NZ—T R¥F—OFEARSOFH
CoLTH, TRE, EBBLTIEEL,

=LY NOBESIF—ZBETEET, fIRE, BIOT7HO N PST—OLYRIITD
AL, TOI—ULY MNFBEAWSVZR—I RF— Z2FEALTESLENhTVSESGaws/
secretsmanager, ICYIWERADENTEXRT WAXV—EEF—,

® Tip
EO—T7T—>2309258 hAZY—EE+X—, AWS KMS QEH— —TF—23a %
FRTZCEZHEHLET, FMICODVWTIEK, AWSKMS "F—O—F7—>3>, &5
BLTLSEEL,

E5{t*¥—%ZE TS L., Secrets Manager l& AWSCURRENT, AWSPENDING, & & T
AWSPREVIOUSO/N—2 32 Z#H L VWF—THBESILLET, >—JLy A5OYITFTI b
EhBEVWEKSIZ, Secrets Manager FEEED I X TON—2 32 ZLEOF—THESILLE

=LY NOBESHEF—ZEETS 108


https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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o DFEVAWSCURRENT, BIDF—FLEFHLVWF—ZFEHAL T, AWSPENDING, . KT
AWSPREVIOUS/N—2 3> ZBETEE T, BIOF—ICX T Bkms:Decrypt 7 7 EAFAN & ViF
&, BE{t¥F—%2ZETDE, Secrets Manager E>—2IL Y NN—2 32 %#EE5LTBREILTS
CcEETEFERA. COBE. BEON—D a2 EEBEESLENEEA,

L VWEEBS{tF+ —AWSCURRENT T AEBTERLDICTAICIEF. HiLLWF—E2FHLTI—IL Y
ROFHLWN—>3a 2 &#ERLET, RIC, AWSCURRENTS—OL Y NN—23a &2 EST3ICE,
FLOWF—ICHTHITIOELAFAN BDETT,

e OES{t*—%23ET7 VT 17{t3% &, AWSCURRENT, AWSPENDING, AWSPREVIOUS A% M
=LY RNN—23aBSTERKBYET, TV ELAZRETIVLEOHBDMOTRILFE
=LY NN—=23a N HBIEE. the section called “AWS CLI” ZFEAL THL VESILF—T
TON—23EBERTDIHBENHBYVET,

=LY hOBEAF—ZZEEITRICE (O>VY-I)

1. T Secrets Manager 1>V — )L %Z B & & ¥ https://console.aws.amazon.com/secretsmanager/,

2. >—OJLYRMDURRDES, BHDZ—OL Y NEERLET,

3. =ULYBMDFHER—DO[>Z—ILYNOFMREI>3TT, (77232 ZBRL T (B
SLF—DREE] 2ZEBRLE T,

AWS CLI

=LY NOBESILF—2ZEL AR TUAOBS{tF—2ETIVT171LTD

& . AWSCURRENT, AWSPENDING, AWSPREVIOUS A0 —UL v NN—DaaESTELEL
BYVET, TV RRAZRBIZIVEOHBMOTRILGFES—ILY NN—=23 0 FHBHE. the
section called “AWS CLI” ZHL TH LU VWES{LF—TETON—2a oV Z2BERITHIBEN HY F
CP

S—ILY NOBELF—EEETSICIE (AWS CLI)

1. R®update-secretfflTlk, —IL Y NMEORES{LIZERAE NS KMSF—%Z2FHL F
T KMS F—F>—UL Y hERUU—2aVICFEETDIHEN BYET,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE
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https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret.html
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2. (A723V)HAARBLIRILOFNVIES =LY NN=232HFHDHE. HILLEF—ZFEAL
TENSZBRESHKTRICRE. TON—2a2ZBEHITIVEN BYET,

OXRVRIINICOAR VY REAANTDE, ONV RBENATORAEShEY, I—FT14UT4H
SOANY RNTGA=BIZTOEZAENIE TR VAN HY) ET, the section called “AWS CLI
ZEH L T AWS Secrets Manager D> —29 LY N ERETIEOVAVEERTS” 258U
TLEEV,

a. Y—OLYRMN=232nEZRELEXT.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

S—ULYNMEZBEBOTHERT,
b. TOETHLWN—I3 2 ZERLET,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

AWS Secrets Manager >—2L Y NOZE

=LY NOEREICISUT, TOZ—ILY NOERBICZTOXEZT—RZZEETEXT, 1D
B—ERALI>TEHRENLED—TL Y MIOWTR, O —ERZEALTEHFEZEO—T—
SAVIRRENHIBENBYNET,

=LY RhEBELTVWRI1I—HY—ZHBETRICE, >—ILYRNBEERLET, o —EX
ICK>TEBEND—ILYRNIR., TOH—ERODHNT7L 714 IRELTRETFSNET,

F/zl&k. T AWS CLI describe-secret ZHOH L., 7 1 —J)L R 2% L £3F0wningService, ##

MIZOVWTR, 'Y= RI—TL Y by ZBRLTLSEZV,

EEBITR—UJLYBNIDO2VWTE., BHA, VDY—AR—AORD I —, BELF—, 8LTRT %
EETEXT, T, BStEhk>—IL Y NMEZEETAHEETERTN, A—F7—>3>
ZHEAL (HIAERZEC — VLY MEZEM IR CENHREINET, O—T—232IC&k?
T. Secrets Manager > —2JL Y h&, F—ER—AFXEZRT—EAOFAEBROMAHNEFHE h
£9, chiZ&W>—OLY MNBEBNICRABE DS, 94T —OLY NMERVIL
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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AbLEEE, BLBMBRABHREZNETERT, FMAILCOVTRE, >—7JLYyhh0O—FT—
>3, 2ZRLTLKEE,

Secrets Manager &, >—2L Y RNEZETSE CloudTral AT I MU EERLET, FHMMIC DOV
Tlk. Tthe section called “TOJ 9 S AWS CloudTrail 7y Z#8BL TS EE LV,

EEIRI—IJLYRNEEHIACEF AV

1. Secrets Manager ® >V —)L (hitps://console.aws.amazon.com/secretsmanager/) Z B & &
EE

2. —UJLYROUARAES, BAO>—JL Y hZEBRLET,

3. —ULYNOFER—DT, ROVWThHLOBREZETLET,

=LY RDEBEXR ARN BEETERVCELIDFELTLSEEL,

- FHBAZEEH TSI, [Secrets details] (—2 L v NDOFF#M) £ 3> T [Actions] (7 ¥
>3 >) %3&IR L., [Edit description] (FREADMRE) ZiBIRL £,

c BEtF¥F—Z2EHITBICIE., Tthesectioncalled“>—IL Y NOBESILF—2ZET D"
BSRBRLTLSEETL,

s BRUBRBEHIBILWE, [T 2T TRV ZHEE] 238RLUE T, the section called “ —2
LYRNCRITNFFTE #SRBLTLSEETL,

e J—ULYNMNEEEFHIBICIE, Tthesectioncalled “>—IL Y NMEODEH", #5BL T
<EEL,

e J—ULYNOHFAZEFHITAICE. BE] 27T, [FUZHE] ZBIRLE T, the
section called “F UV AHFAR) S —%—D LY NCTFRYFIT2" 2SRBLTILKES
Wo

s =LY RNOO—FT—232EHITDICE, [O—FT—>ar]| &I [O0—F7—>3v%
mE) ZBRLET, >— Ly h0O—F7—232 Z28RLTLSEE,

s =LY RNEMOU—=2aVIILTVT—23 0B, "TD—a BT —oL Y s
ZL7VT—KT%, ZSRBLTLEET,

s I—=UOLYRNILZTUNNHBEER., LTVHOBESF—2ZETEET, [LTVT—
2av)BTT, LTVAOZOAREREBIRL, [7923 ] XZ21—7T, [ESk¥—%
fmEE] ZiBIRL £, the sectioncalled “>—U L v NEEFILEET ZSRBLTLSEEV,

c =LY RNEROYH—ERIZL>TEBETNDISIZEETDICEK, TOY—EATI—7
LY NeBERTIBENHYVET, NZ—IJRI—IJL YN EBSBLTLSEEL,
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AWS CLI

Example >—2JL Y NOHBZEH TS

R®D update-secret OHITEE., >—IL Y NOBRBEANfEFENET,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

10 22 1 B EDHSEE T PutSecretValue £/ (& UpdateSecret ZRUHT Z & IFE TS
CENHMRBENET, PutSecretValue £/ Ik UpdateSecret ZHUOHL TS —VL Y MNMEZE
¥19%&. Secrets Manager &> — 2L Y NOFLWN—23 20 ZEKL FT . Secrets Manager
. FRLOBVWN=23 20K 100 ZBAD EHIBRLETY, 24 BEMRICEREhLEN—23 Y
FHIBRLEBA. 10 DI 1 BN LEDEETI—IL Y MEEEFHT5 &, Secrets Manager A" Bl BR
LCEBELWESZSIN=—23UMEREh, >—OLYRMN—232004—XRICELET,

=LY NZEFHMIBICIE, UpdateSecret 77U 32K ReplicateSecretToRegions
TooarveaERALET, FMICOVWTI, Tthe section called “AWS SDKs”y Z28BL TS K&
Wo

T>—UL Y hNZ#®RET S AWS Secrets Manager

TANEZBELTY—IL Y NE2BETDE, Secrets Manager IE>—2IL v h&, BB, 2T+ —.

BRTZTEOF—TV—RZBELET, 71 EZBLTRERTDE. AXFEPIXFEREREN

T, AR—=A, [, _, =, #BEOBEHRNFRIEREI N, BFEXFOXMNERENETT, 712

LU THRETSE, Secrets Manager FBRENFHZ oML TEBIOEFEICERLET, BFEEF. K
XNENSPINFE, XFLSHF. FLERBF/IXFENSARRNDEEICI > TXYShET, &

ZE, BE., RHB, BREEZTDF—EMET, creds, Database, BLY 892 #RETHHREKE

credsDatabase#892 ZANTHELET,

Secrets Manager (&, —2L Y hE—BXRRITDEE(Z CloudTral AV I NUEERLET, ¥
M DOWTIE, Tthe section called “THOY 583 %5 AWS CloudTrail "3 ZZB LT EE L,

BRRIZXDT7 AN EZZERATERT,
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=L

D—UOLYRBORBICI—BLET, ARXFEPMNFEKBIEhET, LE&AEF, BH: Data
(&, databaseSecret T% MyData T%7%\) DatabaseSecret EWSBE O —IL Y %
BRLULET,

B

SHI:I

S—=OLY B OFEBAAOEZFI—HBLET, ANFENXFREERENFERA. LEXE,
My Description i, >— VLY NZARDHATRELET,

* My Description

1]
)

* my description

* My basic description

* Description of my secret
L& >TEBEIET

BEEAWS, OABTH—EAICK>TEEEIhDZ—UL Y N CyberArk ZBRELET
HashiCorp.,

FRELTUWBY—ER

EBY—EAODTL7AYIAORBII—HLET, AKNFENMFREEREhEEA. Hi
ZE, my-ser ik, 7L 714 YU Amy-serv 8L my-service EF OV —EANEETS
—UOLYRE—BLET, FMHICOVWTRE, "YF—TIRI—IJLY N, ZBRLTILKEE

(A

L7 VTr—h:

T7ZA4XV—=OLY M, LTVAZ—=OLY BN, EERELTIVT—RENBVWI—IL Y NE
JANBIITTEERT,
20%—

BRTF—ORBRIC—BLET, AXNFEPXFRERBENET, LEAF, ZFTF—: Prod &,
2% Production #L T Prodl fE 0> —OL Y hEIRLETH, XY prod £/=l& 1 Prod
FTEO—OL Y NEBRLERA

2 &
RTEOEBIC—HLET, AXNFENMNNFREBIEINET, LEXEF, XTE: Prod 2T

Production LT Prodl fE N> —UL Y hEBRULETH, XU fE prod £/2l&k 1 Prod =
BO22—ULYRNEBRLEEA

=LY NERETD 113
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Secrets Manager B —23 > OH—EATHY, BEREFE, BEREALEV-—23202—JLY MDD
HEIRLET,

AWS CLI
Example 7HDO> NCH B> —IL Y RNE—ERRTD

BLTF® list-secrets fllk. 7HIORMRHICHZDZ—ILYRNOD—EZHBLET,

aws secretsmanager list-secrets

Example 7HI NIHBD—ILYNO—BZTAIINRITTS

XD list-secrets OFlE, ZHADRNAICHY, BRI Test FEENTVWBRS—IL Y hND—
BEREBELET, BUIICKD T AIINRIITR, ANFZEPLENRKBIENET,

aws secretsmanager list-secrets \
--filter Key="name",Values="Test"

Example fli® AWS OH —EAICE > TEBENATVWEI—IL Y NEBRETD

RD list-secrets OPITIE, Y—ERAIZLL > TEEBENTVWSRS—ILYNO—EZHELE
T, U—EARF ID TEELET, FMAICOVTR., "YF—TIRI—IJL Y b, Z25BLTLKES
(AN

aws secretsmanager list-secrets --filter Key="owning-service",6Values="<service ID
prefix>"

AWS SDK

AWS SDKs DWIFnArZFERALT—IL Y NERETDICIEFE. EFEALEIListSecrets, &
M DWTIE., Tthe section called “AWS SDKs”, #ZBL T &\,

AWS Secrets Manager > —2 L Y NZHIBRT S

=LY NIREELMEN HBH, AWS Secrets Manager EERIMWIZS—IL Y NOHIBR%E
2L ET, Secrets Manager Ik, >— VL Y hZI<IZEFHIBRL £ A, Secrets Manager &,
=LY REISICTIOEATEEICL, RET7 BEEOEIHHPEANf BBL ERICHIBREND KRS
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ATD1—-)ERELET. VAV RUOERPEN R TITDET, URIICHIBRL =2 —OL Y N%
BIBIRZENTERT, HIRRRELTIN—ILES—ILY MCHLULTRBZERELEEA,

T4V =LY hMEO ) =232 ICLT7TUT—RENTVWBRRE, 774XV —JL Y N
ZHIRRID LR TEREA. BRAICLTVAZHBRLTAS, 754U =LY RZHIRRL K
T, L7UNZHIBKRTDE, T<ICHIBRENE T,

=LY RODN—2a EEEHIRTDICERFTEEFLA, RDYIZ, AWSCLIFiIE 2#EH
LT N=23aUh8ITXNTORT—IUTIRILZHIBRLET AWS SDK, —hicktb), FD/N—
TaAVRIEHBET—UE N, Secrets Manager /XY 9T 50 RTN—=2 3 ZBHNICHIBRT
EBLRDICHEYET,

T7VT—=2a € EEI—IOLY hEFERLTVWRAESHDASHEVESKE, BB A RDA
C2—OLYRNITIOEALKRS ELIZEEIZESE TS Amazon CloudWatch 72— AZERTE X
T FHMICOVWTE., THIRNFEE TS AWS Secrets Manager > —2J LY RADT IR %
T2V T9%, #5RLTLSEEL,

—UL Y NEHIBRT BICIE, secretsmanager:ListSecrets &
secretsmanager:DeleteSecret D7 VL AFANMBETT,

Secrets Manager &, >—2L Y NZ2HIBRTS & CloudTral AT MU EAERLET, FHMMIC DU
Tlk. Tthe section called “TOJ 589 % AWS CloudTrail 7y Z#8BL TS EE LV,

>—OLY hZHIRTAIZE (A>VY—I)

1. T Secrets Manager 12V — )L Z R & & 7 https://console.aws.amazon.com/secretsmanager/o

2. >—OJLYRMDURAKNT, HIRTD>—IL Y NEEBRLET,

3. [Secrets details] (Z—2 L v NOFM) 0> 32T, [Actions] (70> 32) Z#EIRL, [Delete
secret] (>—2 L Y NDOHIR) ZBIRLET,

4. [Disable secret and schedule deletion] (>>—2 L Y NOEMWLEBIBRO AT 1—)L) 47O
JRY D AD, [Waiting period] ((FHHEAR) IC. KGN ICHIBRTZDETOSEBEBEANLE
9. Secrets Manager |& DeletionDate EWS 71 —J)LRZT7ZYFL., BREOBHNEHZ
. BIBHBEE L TEELEERZMA LD ERERELET,

5. [Schedule deletion] (BIBRZ AT 1—I)LF%) ZBIRLET,

HIBREHAD>—UL Y NERTTDICE

1. T Secrets Manager 12V —JL%Z R & ¥ 9 https://console.aws.amazon.com/secretsmanager/o
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2. [Secrets] (>>—%2Y L Y K) R—2 T, [Preferences] (¢ E)
(&
ZERLET,

3. [REIHATOJRY VAT, [HIRFEN—IL Y hEKRT] ZBRL, [RfF] Z8RL K
ER

L7VAh—0OL Y NZHIBRT S
1. T Secrets Manager 12V — )L &R & & 9 https://console.aws.amazon.com/secretsmanager/o
2. 724XV —OL Y hEBRLET,

3. [Replicate Secret] (Z—2YL Y NOL V=23 ) w023, LT7VAOT—OL Y K
ZEBIRLET,

4. [Actions] (72> 3>) XZ1—5H5 [Delete Replica] (L 7' A DHIRR) #BIRL £ T,

AWS CLI
Example >—72 L ¥ kO Ik

XD delete-secret OBPITE., >—IL Y NOHIBRZEITVWET, DeletionDate L ARV AT 1 —
L ROBFERZrestore-secret®¥ T, ZFALTO—IL Y NEERXTEET, O —
SAVIZLTUAFMERENTVWSE S —UL Y NZ2HIRTREEE. FTTOLTJH%Z remove-
regions-from-replication THIBRL TAH' S, delete-secret ZHUTHLF T,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example >—2 L Y NEESICHIBRT S

XD delete-secret MHITEE, EIRBHBEAELTI—IL Y NZESICHIBRLET, COBED
—OLYBNEIERXTTEEZFEA,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery
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Example L7V A —0L Y NZHIRTS

XD remove-regions-from-replication OHITIE, eu-west-3 ICHBLTUNT—UL Y NE
HIBRLTVET, =23 LTV ANERENTWVWBETSAI VI —OL Y NZHIBRT S I
&, FFTOLTUHEHIBRLTHS delete-secret ZHVOPHLET,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS SDK

=LY NEHIBRTBICIE, DeleteSecret ANV RZEFHLET, > —YVL Yy hoN—=23a>
ZHIBRT B2k, UpdateSecretVersionStage AN REFALET, L7V HZHIBRTSIC
l&. StopReplicationToReplica AN REFALET, 5L <k, Tthe section called “AWS
SDKs"y ZZBRL T EE W,

AWS Secrets Manager >—2L Y h&ExT3

Secrets Manager I&, HIRAFFEENTVES—UL Y NEIFHEREHEL, I—H—RGFhIlE#E
TOBEATHDEWTELRLLBZYET, EIHPENIBES &, Secrets Manager &> —JL Y &%
2(ZHIBRU £ F ., Secrets Manager ">—2JL Y NZHIBRT B E, BERnTd ek TEELRA, IR
BN TIDHEIIC, 2— LY RNZERLTBET7 VEATRICTDCENTEET, chick
V), AT 1=)lEhi-xZ£BIBRZF ¥ > t)LT5 DeletionDate 7 1 —JL RAHIBRENE T,

A2V=ILT—OLY REZDXRTF—RZE LT BHICE. secretsmanager:ListSecrets &
secretsmanager:RestoreSecret D7 VL AFANfHETT,

Secrets Manager l&, —2JL Y hZEBRXITHEZIC CloudTrail OF T MU ZERL T T, sEMIC
DWW T, Tthe section called “TO7 5289 5 AWS CloudTrail 71 2B L TSEEL,

=LYy heERIBICE AV

1. T Secrets Manager 12V — )L Z R & & 9 https://console.aws.amazon.com/secretsmanager/.
2. >—OLYBMDVART, Bnd25>—ULYNZERLZET,

HIBRL =2 —OL Y RO —DOLY ROUARNIKRTENBZVWEE ., [Preferences] (5R7E)
@
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ZEBRULET, RE|XATOJRY VAT, [HIRFEN—IL Y hERTF] ZFRL, [R
7] Z2&8IRLET,

3. [Secret details] (>>—2 L v M OF#H) R— T, [Cancel deletion] (HIBRD* ¥ > +)L) Z&IRL
£7,

4. [Cancel secret deletion] (>—2L Y NOHBIBROF ¥ > E)L) X4 F7OTRY VAT, [Cancel
deletion] (HIBRDF ¥ > )L) ZiBIRL E£ 7,

AWS CLI
Example LARTICHIBRL = — UL Y N E2ERXTTS

IRD restore-secret OPFEITIE, AT 1—)LICKYLFIICHIRE N> —OL Y N EEXTLE
9,

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

HIRREL TN =i —OL Yy hEERTSICIE., RestoreSecret AN RZETLE
T, HMICDVTIE. Tthe section called “AWS SDKs”; Z#ZBL T &L\,

AWS Secrets Manager >— 2L Y NMZZITFFTB

Secrets Manager l&. 2T ZERENDF—EFT2ACDEHSERENDITIRILELTEREL

9., RTEFERATRE. BEVOAWS THIVRTO—ILY NEZFOMD )Y —AZBHEIZE
B, BRR, 71NRIVITEES, 2— VLY RNIRIFTTEHE, IXTOUY—RICEE{LE
himBRUZEAIDCE, FRICODVTR., "ZIRTORARNTZIT A A1 KRIDA4 hR—

N—ZZBLTEET,

—OLYRNILTRYFENTVWRRTZFIVITBREILKY, —ILYRMNODTIEAREH
AEERFIEETEET, FMICODVWTIWE., Tthe section called “fil: 2T #FEALT—2IL Y AD
TOvAZFHTD ) 25RBLTIEEL,

>V —I)L. AWSCLI, SDKTRRIT—OIL YN NERDHFRENTEET, £, AWS O
Resource Groups W —I)LZ RT3 &, FTICESVWTVY —RAEZREEBEBEIDZIHAXLAID Y —
LNEERTEET, BEDRITZHEI—IL Y N ZERERTSHICE. Tthe section called “>— 7
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LYy NZH®ETD ) #SBLTLKES L, Secrets Manager &, RIR—ANOIARNED &Y R—
RLUTLWEEA,

RLUT, —ILY hOBEBEBHRERTICREFELBEVTIEE L,

BT+ —BEBZRFTOFERICOVTE., AWS DNV I 7L AHA RO "2/ G0
H—EAVA—5%, Z2ZRLUTIKEEV, ZTTR, AXNFENMXENEBEIhET,

Secrets Manager Tk, —JL Y NORTFIFR R T#HBRZ1TS5 &, CloudTrail DAY I N —
HERENET, FHMICOWTIEE, Tthe section called “THOJ 528 3% AWS CloudTrail 7y 58
LTLKEEL,

—OLYRDRITZEZEETDICE (A>V—I)

1. Secrets Manager ® >/ Y — )L (https://console.aws.amazon.com/secretsmanager/) &2 & &
£

2. >—=OLYRDUARDLS, BaDO>—IL Y NZRBIRLET,

3. P=ULYRNOFHMANR—DDO[RI]| 2T T, [BTEHmE] ZBRLET., 2TF—0OEFE(E
. RXZFENMXFREREhET, &y FTF—RB—DEFTHILENFHYVET,

AWS CLI
Example —2L Y NZRTEBINT S

RD tag-resource MHlF, BB ZFEALTRIZTRYFIBHEERLTVERT,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example —2 L Y NZEBORT ZEMT S

XD tag-resource MBITEE, F—EEBORT2@AT—ILY NITERYFENET,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'
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Example >—2JL Y "RHSXTZHIKRTS

R®D untag-resource NPT, >—IJL Y RIS 2@ODRITNEIRENETET, T &IC,
F—ELEOAmANEIBRENET,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

AWS SDK

=LY RNDRTEZETBICIE, TagResource £ I& UntagResource ZEALET, L
<&, Tthe section called “AWS SDKs”; #ZBL T &L\,
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|)—< 3 > BT — AWS Secrets Manager 7L Y hZL 7
DT—hKk9%

=LY RMNEEBO IZLTUIT—NAWS V=232 LT, ThsOU—23a Il N2 TS
Dy—araYR—NL, V=23 07 0AEBRLAT O —OBEHREFB LI ENTEEXT,
BTURERBBEE., LT7VA—OLYRNZAZRT7OVICEEEE, L7VT—>3 > HICER
ICERETE FT, Secrets Manager &, I8ELEU—23a 24T, 2T, VY—RAKRVI—, o—
LY RNODEFLEE, BHSLEhiE—ILY R F—EXBROEXRTF—R2ZL TV —KMLET,

BRENE—OJLYBRMDODARNR, V=232 z2BRVWTTS5A4IVS—OLYRNERLUTT, AT
CZnHlZERLET,

« 724XV —UL VY K
arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- L7URI—TL VY B
arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-alb2c3

L7)AS—0L Y NOBSEHRICOVWTIE., AWS Secrets Manager DEIEESBL T EE L,

D) =232 ICLTVT—RhENATVEY —ATF—ER—ADT—ER—AFARHRERFT S
E.V=TLYMNIRY—ATF—ER—ADERBERNEENET, TOR, >—IL Y ELT
VT—K32&, LTVARY—RAT—OL Y hOOE—ERY), AUEREBRIEEAET., U—
TaAVERBBRO—IVLY NIF—MERTZEMNTEERT,

754XV —ULY NOAO—FT—2 30 Z2HRET S E, Secrets Manager 774XV )—23 >
T—oLvybhoO—F7—232FTL, HILLO—ILY NMENBETEZINTOLTUND—
LY MCRBENE T, IXNTOLFVAT =Ly hoO—F7T—>23a 0 2@RICEETIHLERG
HYEEA,

=LY NE, BRIBEIXNTOAWS V=23 TLTVT—RTEET, =L, AWS
GovCloud (US) X*HE AWS U—2 3> R ENHRIR1)—> 32 T Secrets Manager Z A3 %35
. —ULYRELTVARINSOERZEAWS V=23 NTOKIBETEERT, BMWAD —
2a>nI—ILY NEEEREAWS V=23 ICL7TUS—RLEEY, BB U—23ahSERA
)=23a =LYy hELTUT—RNLEYTRERTEEE A,

S=OLYhERIOV—=23VICLTUT—RNTRICR. TOU—23a v EBNCTRIHEN HYE
T FHMICOVTR, TAWS U—T 3> nERE, 2ZRLTEZL,
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—=OLY RFRTFENTVWS!)—23 2 T Secrets Manager T RARA4 > NZ2HUPET & T,
L7VT—REFICERD)—23>ToO—ILYNEFERATEES,  IRRAMNODUAD
I DWTIE, Tthe section called “Secrets Manager T RARA > K"y #SBLTLSEEVW, L7V
T—>aveEFEALTD—70-ROMEEHZOLEEZICE. " TOTAFAZUH/VD (DR)
T—FT0F ¥ AWS, . "N=hLOTTRTOUANQEK, 25BLTIEEL,

Secrets Manager Ik, —2L Y hZL7VUT—KFBEEIC CloudTral AT MU ZEKL F
T, FHMICDOWVWTI., Tthe section called “TOYJ 5 #& T % AWS CloudTrail ’; Z8BL T EE
(A

=LYy EMEOU—23 LTI T—RTBICE (AV-I)

1. Secrets Manager 122V — )L (https://console.aws.amazon.com/secretsmanager/) ZBE & £,

2. —UJLYROUARAES, BAO>—OL Y hZEBRLET,

3. P—ULYRNOEHER—DO[LTIVT—232]R7TT, ROVWThHAZETLET,
=LY RHFLTVT—RhENBVWEHEEWE, [Replicate secret] (Z—2L v NZEL 7TV
T—MN &Y IOLERT,

S—=OLYRNFLTVT—RENTVWBESE. [Replicate secret] (Z—2VL Y h&EL 71
T—KM)t02 32T, [AddRegions] (U—>3a>zEmM Z2J)YOL& T,
[Add replica regions] (L 7’V AU =232 0EM XA TFATRY VAT, ROBEZITVLE
EE

B

a. [AWS Region] AWS U—232) T, >—9JLYRNOLTUT—REERBD -3 @
RUET,

b. (F7Z3Z)[Encryption key] (B&{tF¥—) T, >—IL Y NOBES{LIZERATS KMS F¥—
ZEBRLET, COF—E&, L7VAO) =23V ICEFETHIHENHYYET,

c. (FA72aY)pn =3 zEMTSICE, [AdDd more regions] (V—>a > ZEM) 22
Dy OLET,

[Replicate] (L 7"V 7T —hK) ZZBIRLET,

Q

=LY NOFMR—JICREY) ET, [Replicate Secret] (>—2JL Y hNELTVT—KN) &S
2 37T, [Replication Status] (L7 VT —2 3 AT —RA) FEAEFIhO -3 EZRTL
S
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AWS CLI

Example >—2JL Y NEEB2U—23a2ICLTUT—KhT B

R, —DL Y h&Eeu-west-3ICLTUT—RT %, replicate-secret-to-regions Mfl%z
AUET, L7UAE., AWS YXR—2 R+ — aws/secretsmanager THES{LENE T,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example >—2L Y NEERKLTLTIUIT—KTS

ROBITIE, —OL Yy NEEKRL, eu-west-3 ICLTVT—KLET, L7TUBDIE, AWS ¥XR—
< R¥F — aws/secretsmanager THES{tENE T,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3

AWS SDK

=LYy RhELZIVS—RNTBICIE, ReplicateSecretToRegions AN REFHL TS EE
Wo EFEMIC DWW TIX, Tthe section called “AWS SDKs”; Z#ZBL TS &L,

AWS Secrets Manager TL 77U AT —OL Y NZ2AZRF7OY
=LY RNIHEBETES

L7VAS—OLY N&E, BIOTZARIDPSLTVT—RENDS—IULYRNTT, AWS L) —

232, 77ARVEFBUY—ILY MEEXRTF—RZEFEEETTH, BlO KMS F—THESLTE
F9, L7UND—UL YN, BESIEF—ZRE, 774XV —VLYMERBICEFHFITSC

ERTEEXERA, LTVAS—VULYRNERKRTDE, 754XV —OLYRDSLTUAS—Y
Ly hAIliEn, L7UAS—OLY M ARR7OVO—OL Y NCBEYES, 754XV
—=OLYRNIMAEZERK, AZR7O0—OLY NILFTUT—2avangzt i,

T7ZARV—=OLY NIERTERLS B2 HE, XBEXNRYV1—-232&LT, LTUAS—
JLYRNZARARYRTOAVOA VARV AILERER R ENTEERT, £, L7VUHoO—
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/replicate-secret-to-regions.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
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F-YAVERMCTBBAR. LTUNERRY KTOYOY—ILY NCREE BB ENTE
7,

L7VHZERTIHEER. AXRTOVS—ILY N2FEATREOHIC, XIS TEITTU
T—2avEEHMLET,

Secrets Manager Tl&, >—2JL Y hZ27OF—hT% & CloudTral AT NUZEKLET, 5
I DOWVWTIE, Tthe section called “THOY' 5289 5 AWS CloudTrail ”, 8B L T EE W,

LZ7UA>—OLY NEFEKRITDICE (A Y—I)

1. ROGFH S Secrets Manager [CAY 4 > L E T (https://console.aws.amazon.com/
secretsmanager/)o

2. L7VAo)—->32>IEBEHLET,

3. [Secrets] (>—VLYRMNAR=DT, LT7UAS—OILY MEBRLET,

4. L7V AS—UL Y NOFEMAR—2 T, [Promote to standalone secret] (AX > RF7O>—2
Ly NCEEEES) ZBIRLET,

5. [Promote replica to standalone secret] (L7 U HD AR RFPOV—UL Y RADOERK) XA
TOJRYOAT, V=232 &AHLTH S, [Promote replica] (L7 hEFIKES L D) &
RLUET,

AWS CLI
Example L7V A —IL Y RNETSAIVICEBEES

XD stop-replication-to-replica @fllF. L7VAHZ—ILY RASTZAIVADI Y
ZHIBRLET, cOLTUAS—ULYRNGE. L7TVAHDODI—2320TTS534IV—OLY NCR
HBENET, stop-replication-to-replicald, LZ7VAV—=2a> AN SHUTEITHEND

VET,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

AWS SDK

L7UAZERAR R7O—ILY NCEEEESICIE, StopReplicationToReplica AN
ReFALET, COONRELTZVAS—OLY N3 A SHUOHEITHRENHYET, 55
MMICDOWTIE, Tthe section called “AWS SDKs”; #ZBL T &L\,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/stop-replication-to-replica.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/stop-replication-to-replica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
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AWS Secrets Manager L 7’Uo —> 3> @it

—2L Y MN& ReplicateSecretToRegionsZ AL TL 77U T—KTD L

£, CreateSecret, ZFEALTERENEEEZICLTVT—RNTBDEETEXT, I—H—H
=LY RNELTUT—RTERBRVRSIZTRIHEEWE. AddReplicaRegions/N\TX—RZET
ToO2ar B33 zbe@gbLET, PUOEAFARI S —T ConditionAT—K XU &
FALT, L7VAV—23arzBMLBVT O3 0REHFATEERT, FATEDIERHEAT—
RXRIZDOVWTEE, RORDD—PlZzSRBL T EETL,

Example L7V —> 3> a0 LE

RORDD—FlE, L7VA)—=23 2 zEBMLEVIRTOT I3V EFAT2HEERLTY
£9, chiZky), 1—H—(F ReplicateSecretToRegions& MEFZEBL T—UL v hZL
TV —RTEBLBZY EFCreateSecret,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"

Example BED -3 ICO&L 7V Tr—23a FazR~E59%
RORID—lE, ROIXTCZ2HFT TSI HEERLTVET,

- L7UT—>3riLTI—OL Y NEKKT S
s KEBRVPDWFHOI—2320HIILTVT—232F23—ULY hEeERTS
« —ULYRNEXREBROAFHIOU—23VIZOXKLTIT—RTD

{
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {

"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"
]
}
}
}
]

AWS Secrets Manager L7’V —>3a>o NS 7)1 —F742
o

L7UT—2av A RBTBERELT, ROLSBEOHFBYET,
BRLEV—23a2ICAULBROS—JLY N'H S

COBBEZBRTZDICE. LT7VAV—23VIHPEELERNOS—IJLY N2 LEELET,
L7Vr—232z28HT0. [L7UT—2322BRT ZATATRY VAT [LEE1ZIUY
JLET,

KMS £F—ICL7 VT —>322ZlkEe B2 00T I AFANZW

Secrets Manager l&. L7V AV =232 ICH5FHLVKMS F—Z2FAL TBRES(LTSEIIC. &£
TO—ULYRZEESLET, 77ZA4XV)—23 0 0OES{F—ICH TS kms:Decrypt 77U+
AFANFBEWVEE, COIT—HNFRELET, aws/secretsmanager A D KMS F—TL 7"V
T—hEhi—OL Yy bZBSLTSICIE., F—IC kms:GenerateDataKey & kms:Encrypt
HFRETT, the section called “KMS F—DT7 VAT ZZRBL T EE L,
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KMS £—HEMICKZ>TVAH, ROLUEREA

T4V ) =230 OBESF N EWLELGFHIBRE W TVWSIESE, Secrets Manager &2 —72
LYRNZLTVT—KRTEXREBA, COIT—R. BEILF—ZZELLBETE,. BMLELE

HIBRE N BBt F—TREBLENEARAZLATGRINIFTVEN=—23 00 —OL Y MCHBBE
ICRETDENHVYET, Secrets Manager A'BEHLZEITS HEICDODVWTIEE., Mthe section called
“—JL Y NEFILEET ) ZSRBLTILKEE Y, COBBEEBE T SICIE, Secrets Manager &
BEORS{AF—THRELTEIESIC—ILYRNN—2a> z2BERTEET, HFMICOVWTE,
'—OLY hOBESILF—2ZLETE, £2SBLTLKEETV, TOETL VS —23a > z28BHET
LET,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

L7Ug—>3a>zas0)—23arradeshTunzny

=23 ZBMIIRFECODVTE, TAWSTHIOREBUT 7L AHA R, © T AWS
=232 nEE, 2ZRBLTSEEL,
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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rs—oOL vy NEEE T % AWS Secrets Manager

Secrets Manager &, >—2L Y NZEERBITZELEIC CloudTral AV I MU ZERLET, FHMC
2WTIk, Tthe section called “TOY 5289 % AWS CloudTrail 7y ZZBL T EE L\,

>—=OLY MNMER., ATZFERALTERIETEET,

+ Java Z{F L T Secrets Manager D> —2V L v NMEZEET S

Python Z A L T Secrets Manager D—2 L v NMEZEE TS

NET Z#EfH L T Secrets Manager D—2 L v NMEZEE TS

« Go ZffA L T Secrets Manager D—2 L v NMEZEET S

« AWS Lambda B8¥{ AWS Secrets Manager >>—2JL Y hZFEHA TS

« Amazon Elastic Kubernetes Service T AWS Secrets Manager >—%2J L Y NZ{FEHA T3
» AWS Secrets Manager T—> I b

« C++ Z{FHL T Secrets Manager D—V L v NMEZEE TS AWS SDK

« &AL T Secrets Manager > —U L v MEZEE T % JavaScript AWS SDK
+ Kotlin Zf£fH L T Secrets Manager D>—7 L v NMEZEE T 5 AWS SDK

- ZfEHL T Secrets Manager >—J L v MEZEE TS PHP AWS SDK

+ Ruby Z L T Secrets Manager D> —V L v MNMEZEE T AWS SDK

+ Rust Zff L T Secrets Manager D —2J L v NMEZEE TS AWS SDK

« ZEALTEO—UL Y MMEZEIETS AWS CLI

« AWS OV —-)IZFALTS—YLY MEZEEBTD

+ T>— AWS Secrets Manager 7L v N%Z 9% AWS Batch

« )Y —2AT AWS Secrets ManagerAWS CloudFormation ~—2 L Y NZHE TS
+ GitHub £ 3 7 T AWS Secrets Manager >—2 L Y NZFERT 3

» AWS Secrets Manager T AWS loT Greengrass >>—2 L Y KNZFEHTS

o NTX—RAKNTHT AWS Secrets Manager >—2 L Y NEFRHT 3

Java ZfEfH L T Secrets Manager ®>—2 L Y MEZHE TS

TF7Vr—>3> 7Tk, &0 SDK BatchGetSecretValueT GetSecretValuex il ZHUO'H
LT—9LYRZEBTEET, AWSSDKs =L, >—9OL Y NMEROITATRNEIOF v v
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J1EFRALTHF YV 19BEz2BEBHOLET, 2—ILYRNZEFYYVI 19D ET, BREN
mEL, JARNZHEBTEET,

=LY NORIHEHREFERAL TF—2ZXR—AIC#EL TSI, Secrets Manager @ SQL
Connection RZA/N—ZFRALET, chiCky, EXRIDBC RZAN—NFVvTEhET, &
. VAT NOF Yy 1% FERAT S8, Secrets Manager APls 2N 9 1A ~ & BlliE
TE&ZET,

Nev o

« DZATMIOF v v 1T Java ZFEAL T Secrets Manager D — 2L v NMEZEIET S

« AWS Secrets Manager —7 L ¥ NOFRRIIEHRZEFEAL TIDBC ZFEAL T SAL F—EX—A
CEHT S

« Java AWS SDK Zfff L T Secrets Manager > —2 L v MEZHET S

D5AT > MNIOF ¥ v 17T Java ZEF L T Secrets Manager < —
LY MEZEIRT D

=LY NEEBTBEEIC, Secrets Manager M Java R—ANF ¥ v 1]V R—F N&fE
ALT, MRERATZIEDICF YV I1TEIENTEET, Fyvachiktd—IL Y NOEBSB
l&. Secrets Manager /'S DEIfS & V) £ HIETT, Secrets Manager APl Z O H T ICIETARNAD
N3, FYyVI12FEATHIEIANZHBTEET, 2— LY NZERBIBDINTOHEIC
2VWTE., "T—JLYhZEETS) 28RBLTSEEV,

FvvY1RUT—F LRU(BEREEDATVEV) THBED, $rY21TY—ILY RNER
ETBUENELLBAR., BEBEEDATVEVWS —IL Y RABEENET, FTAILRT
B, 1TBECECFTYS1ITI—ILY NBEHENET, FvY21TI—ILY I EFHEH
BEEERETEBLHTEL, ¥—FILY NOBBIL 7Y VB THEEZEMT A EETES
¥,

FYVIIASBIBRENDE, FY VI ARFHR=DIOL I avz@ElLERA, FrYv2 10
RECK, FYYII0EMLEEETNTVELA, FY VI 12RETIORFYYI12EAT
2EHTHY, EFXF1VT14%Z28LT2EOTEEFIVFTAIERZHTDEHDTEHY)FEA
FYVIIRDTATALAZESIKTSDRE, EF21 VT 1 Z2RBILTHIHEN HBDBEEEF. FIEDA >
B—TIAARAEHRRXAYVY REFALTLSEEL,

COOAVR—RV N EFERATDICRE. ATHABETT,
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- Java 8 LA EDBARIRE, Oracle DU T 7H 4 K "Java SE Downloads, (Java SEQX U O—
R)yZSBRL TS EEL,

« AWS SDK 1.xforJava, 70> T NTlk. AWS SDK forJava DHEIFD/NN—2 3> aERATE
£9, FMICOVWTIE, " SDKforJava 1.x 8 & T 2.x side-by-sideDEH 1 Z2SBL T EE
Wo

V—RA—RZXIO—RTBIZE,. T4 O "Secrets Manager Java X—ANF ¥ v 19054
ToRIAVKR—F 2~y 228U T EE VY GitHub,

OVAR—ZFRNE27O02 T MNIBMTSICIE,. Maven pomxml 77 4 I)LIZ, XROKEFEEERESD
F£9, Maven OFFMIC DOV TIE, Apache Maven 7O IV KRNI I 7H A M® "Getting Started
Guidey (AFIHA R) Z8BL T EEV,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

DB EFT:

+ secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

A OVWTE, "T7OEAFHAICETZ VT 7L AL Z5RLUTSEEL,

D77L>2A
» SecretCache

» SecretCacheConfiguration

* SecretCacheHook

Example >—2 L Y NZHETS

RDA—REIE, >—UL Y NXFINERMB TS Lambda BHEZRLTVET, ChIFEH/N\VR
Z—OABTOFYYZIADA VARV ACORAR T Z 0T 1 ALS 128, Lambda BB ZBEE
HOHLTE, API Gtk THRUTHEhRE A,
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
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package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;

SecretCache

Secrets Manager S5 UV TARENE—DOLYRDA 2 XEDF ¥ Y1, the section
called “getSecretString” & = [& the section called “getSecretBinary” ZEAL T, ¥+ v 1
A5 —OLY NERBLET, Frv10REK. IV ARNZ YR T the section called
“SecretCacheConfiguration” #7 IV N ZE T ETRETEET,

HMEBIZDOWTIE, Tthe sectioncalled “Java E VAT MlOF+v v 17, #8BLTLKE
=L

AVARNTZOZ
public SecretCache()

SecretCache A7 2 IO RNDF7 I RNIVANT VR,
public SecretCache(AWSSecretsManagerClientBuilder builder)

REE i AWSSecretsManagerClientBuilder &AW THER & iz Secrets Manager 7 5
ATRNZERALT, HILLF YY1 ZBELET, COOVARNTIRZFERALT, BED
)—=2a I RRANEFERTHHE, Secrets Manager V5 AT R EHAZNA XL
9,
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClientBuilder.html
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public SecretCache(AWSSecretsManager client)

RfftE iz AWSSecretsManagerClient ZEAL T, LW —JL Y RFr v 1%48
LLET, COOAVARTIRZFERALT, BEDU—TJ3AVRIVRRAVNEFERTIE
&, Secrets Manager 754 7> NEHARIAALET,

public SecretCache(SecretCacheConfiguration config)

RB#tE i the section called “SecretCacheConfiquration” ZAL T, HLL
—UOLYRFYYVIIZEEBELET,

ik

getSecretString

public String getSecretString(final String secretld)

Secrets Manager A 5 XFH>—UL Y hZBEBLET. RYIEWR String.
getSecretBinary

public ByteBuffer getSecretBinary(final String secretlId)

Secrets Manager # 5/NA4F+U>—0L Y hEBBLET., RYIER ByteBuffer,
refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

Fyvl1xBENICERLET, I HRECTICEFHANTTUEEEWE true BIRL, 5T
BVWEEE false ZRLE T,

close

public void close()
Frv1EBTLET,
SecretCacheConfiguration

FrYvI1EThdI—ILYRNOBRRF Y Y 1HA XXREMHR (TTL) &K ED. the section called
“SecretCache” DF ¥ Y AREA T3,
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClient.html
https://docs.oracle.com/javase/7/docs/api/java/lang/String.html?is-external=true
https://docs.oracle.com/javase/7/docs/api/java/nio/ByteBuffer.html
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AVARZ IR

public SecretCacheConfiguration

SecretCacheConfiguration #72 IO KNOF7 A NAVARNT I A,
7k

getClient

public AWSSecretsManager getClient()

FrvaNfT—UL Y NZ2EB TS AWSSecretsManagerClient ZIRLE T,

setClient

public void setClient(AWSSecretsManager client)

\I
N
At
Xa
it
il
o
.

FrvapNfs—oL Y NEEEB TS AWSSecretsManagerClient 2547

getCacheHook
public SecretCacheHook getCacheHook()

FY VI AEHICESETDEHICFERE NS the section called “SecretCacheHook” 1 &2 —7 T A
AZIRLET,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

FY VI AEHICESETDEHICFERE N the section called “SecretCacheHook” 1 2 —7 T A
AZERELET,

getMaxCachetf 1 X

public int getMaxCacheSize()

BAFYYZI1HAAZRLET, F7FI)LNE 1,024 BO>—UL Y RNTT,
setMaxCachet 1 X

public void setMaxCacheSize(int maxCacheSize)
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClient.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClient.html
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BRAFYYIIAHYAAXZRELET. T7FIIME 1,024 O —JL Y RTT,

getCacheltemTTL
public long getCacheItemTTL()

FYVIIETNEEAO TILZIUBBENTERLET, Fvv21chicd—JL Y R COTIL
ZBADE, ¥Fv¥ Yk AWSSecretsManagerClient ASHFLWI—IL Yy NOIE—%ZHE
LET, 72 MNE 1 BB (ZUREN) T,

TILORICS—JLY RAVITARNENDE, FYv2 232 —IL Y hZEABMNICEHRL X
¥, ABMERNIKRRLIEBE, Frv213F0WI—JLY M ERLET,

setCacheltemTTL
public void setCacheltemTTL(long cacheItemTTL)
FAYIIThEEBEENOTILZIUREBENTRELES, Fyvi1chk>—JLY MO

TTILZBADE, Fv¥ Y21l AWSSecretsManagerClient ASHFHLW—IL Y hOOE—%
MEBLET, F7FIINE 1 BB (SVREN) TT,

getVersionStage
public String getVersionStage()

Fryv2193>—ULYMON—T32&BUET, FHICDOWVWTE., §Secret versions, (>—
LY MN=232)Z2ZRLTLKEEV, F72)LME "AWSCURRENT" T,

setVersionStage
public void setVersionStage(String versionStage)

FyvI 1935 —ILYRON—2a3 R ELET, FMICOVWTIEE., "Secret versions
=LY RMNN=230) &2SRBLTLKEESV, 72 )L ME "AWSCURRENT" T,

SecretCacheConfiguration withClient
public SecretCacheConfiguration withClient(AWSSecretsManager client)

=LY NEEB TS AWSSecretsManagerClient ZRELE T, HILLVREEF >EHEh
7= SecretCacheConfiguration 77 TV M &IERL E T,
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SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

AVAEVF YYD ACERTDEDICERAEND A VEZ—T I/ AZRELET, HFLLREZR
DE#HE iz SecretCacheConfiguration #7729 N ZERLE T,

SecretCacheConfiguration withMaxCachet 4 X
public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

BAF YYD IHAAEZRELET., HLLVREZF DOEHE iz SecretCacheConfiguration
A7SIORNZEBRLET,

SecretCacheConfiguration withCacheltemTTL
public SecretCacheConfiguration withCacheItemTTL(long cacheltemTTL)

FYVIIETNEBEAEDTILZIUMNBNTRELET, Fryv>1dhiz>—JL Y RHKC
DOTTILZBADE, ¥Fv Y2 1lF AWSSecretsManagerClient ASH LW —IL Y kD
OAFE—ZBEBLET, 74N 1 RE (SUVEN) TT, ILLREZF >EHE N
SecretCacheConfiguration 77 I 9 NZERLE T,

SecretCacheConfiguration withVersionStage
public SecretCacheConfiguration withVersionStage(String versionStage)

Frv219B—ULYRNON—23 ERELET, FMIICOVWTIE, Secret
versionsy (—P LY RMN—232)Z22RBLULTLKEETV, HILLREZE >EME N
SecretCacheConfiguration #7 I 9 NZERLE T,

SecretCacheHook

the section called “SecretCache” ICE#HiL T, F¥ V2 1ICREFETATVWSES—TJL Y NCELTT
D23AVEETIDAR—TIA A,

put
Object put(final Object o)

FYVIAIRETEIATDSI VRN EEBLET,
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FYVIIALRETEZIATSIVNZRLET,

get

Object get(final Object cachedObject)
FYVIAENEATDIORNDSATOIVNEREESEET,
FYVIANSEBIATOIVRNERLET

AWS Secrets Manager >—2 L v NORRRHEHZEHAL T JDBC £FEAL
T SQL F—AR—AICEHKT S

Java 77U r—<, 3> Tl&k, Secrets Manager SQL Connection RS 4

N—%ERL T, Secrets Manager ICREE N TV R RIAEREEAL T

MySQLPostgreSQL, Oracle, MSSQLServer, Db2, & &7 Redshift F—XX—RAICEHRTEE
To ERTAN—EFAR—AIDBC RZAN=ZFYTLTLVWBLD, JDBC ﬂ?U‘H:'.lﬂE{EFH LT
TF—RER—RAITIEARTDENTEET, L, BEAODI—HY—F—LENAD—REE
FRDYIZ, >—OL YO IDZEELET. RZA4/N—F. Secrets Manager EHUHLTY—
LY NMEZEBLTAS, >—JL Y NADOREIMBEREERBEREZFAL TF—IXR—AICESR
LET, oo RZAN—RBJava DIFZA T NIF v 215477 ) 2 FERL TRIERE
FyYyv19dLED, TOEDEFTIE Secrets Manager ZHVPHIHEBREH W EHA. T7 1)
RT, 1 BECE, SR —JL Y MO—FT—>32EhhEEEL, FYYZIHNEHESH
F9, FYYII1ERETSICIE. the section called “SecretCacheConfiguration” 25 B L T &
(A

V—AO—R@EF A5HT2O0— RTEXTGitHub,
Secrets Manager SQL ##: RS A N—&FHTDICIE, U THFBETT,

s F7UT—=23UN Java8 R TH DI HMEN HYET,

S—OLYRFROVTIATHRIVLEN HYET,

- HiFEND ISONBEDT—EIXR—AT—TL Y, >—JLYNOERZEFETSIC
l&. Secrets Manager 1>V —IL T, ¥—2YL Y NZ&RSRL T [Retrieve secret value] ZiEIRL
£9, £EE. T % AWS CLIFFUFH L & 9 get-secret-value,

« AmazonRDS YN Z—I R —TL Y Ky CORATDI—IL Y NTR, BREBITDIEE
ICIVRRAVNER—NZEETDIHEN HUET,

« Amazon Redshift YZx—J R —JL YK, ZORATDI—UL Y NTlk, EHEWITS
EEILIVRRAVNER—NZEETIHENFHYVET,
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TF—=RIR—=ANMO) =23 L7 IVT—RENTVWBREES, AloU—>23>ol7)hAF—2
R—AICEHRTDICIE, BEROERBEICV—2a>0IRRANER—RNEZEELET, U—
DaAVEREBBRIE., BINOF—MEORT, SSMNTAXA—=—BZBARTNTAXA—=Z, EIIEI—REXT
=LY RNIHMTEET,

RSAN—ZT7OPTONIEMNTSICE, Maven EJLRTZ 7 A4 )L pom.xml T, RO RZA/\—
NIRFEEZEMLET, FMIZ DOV T, Maven Central Repository @ web H 4 M@ "Secrets
Manager SQL Connection Library, (Secrets Manager SQL &> 4 72 1)) #5BL TS EE L,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>

CORTFAN—TRT7FI)IOREERZ7ONAA—FI—%ZFEALET, Amazon EKS TR
TAN—ZRTITRE, Y—EATAHVNO-LOKDLYIZ, ETH0O/— ROFIEHRN TE
NBAEMENFHYVET, chIiICHTBICE. com.amazonaws:aws-java-sdk-sts O/N—2 3
>~ 1% Gradle ¥7zld Maven 7O T VRN 7 7 A NI BFEFRE L TEMLET,

secretsmanager.properties 7 7 4 JLIC AWS PrivateLink DNS T R7R4/ > N URL &1J—
DAVERETDRICE :

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

T4V —=23 0 F—/N—F4 RFBICIF. AWS_SECRET_IDBC_REGION IREFEZHEFRET
%, secretsmanager.properties 77 A ILICRDEEZMAE T,

drivers.region = region

DB

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

M OVWTR, "TOEAFHAICETRZ VI 7L AL Z8RLTLSEEL,

IR
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« IVRRAVNER—PNZEELTERERITS

o cp0 FERET—IEFRL TERZEEITD

« 3p0 ERT—INEFRALT, IVRRAVMNER—NEEELTERERITD

F—EIR—A\NNEGZEITS

ROBITE, >—OL Y NADOFRRHREEEFREEAL TTF—EIXR—ANDERZEITDH
ZEERLTVWET, ERHAEILTHE, IDBCHVELZFEALTTF—EIR—AILTILEATSR L
HFTEET, FHMICOVTWE., Java RFAX MDDV ITT7H 4 Mo TJDBC Basics, (JDBC DEZX)
ZSRLTLSEEL,

MySQL

// Load the JDBC driver

Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver

Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newlns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
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String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver

Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

IVRRANER-—NEEEL TEZHITS

ROBNE, >—IL Yy NADOFRAIEHREZEAL T, BELEIY RRAV RER—RTTF—ER—-A
NDEGEBIUTZIHFEZRLTVET,

Amazon RDS Y Z—2 R —TL Y MIE, F—EZR—ADIV RKRA VI RBRVPR—KNEEEN
TVWEHA, AMazon RDS AEEB TR —UL Y ROYAZ—RIEHREFAL TF—E2R—AIC
EHEIT3ICEFE., - RTYARAZ—RIEREEELET,

o) =23 L7 T—hhEnd2—0LY R, V=230 F—BFR—ANOEROL AT
S—BEUETEFTITN, V—AT—IL Y NNOEGEBREZRELELEA, EL7VAHR., V—A
=LY hOOAE—TT, V=23 ERBHRZS —IJLY NIRETDICEK, U—>23a>oIr
RARA 2 NER—NEBROF—/MEORTZEMLET,
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BEHEAHEILTRHE, IDBCHUOPEHLZFALTTF—EIR—AILTIEARATRIENTEET, FMIC
D2VT, Java RFIAXRNDOTITTH A MO TJIDBC Basicss (JDBC DEXR) #SHBL T
Wo

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

c3p0 FEHR TN EZFERAL TERERILTS

ROFIE, RSAN—ZFEALTI—IL Y MY SRIABRS LVCELEBERENEITS
c3p0.properties 77 AN TEHT I ZBITEIHEERLTVET, user & jdbcUrl IC
F. >—OJLYRNRIDEAALTER I EZRELET., TOR, 7-IIHrSERZEREBL. 1O
T—RIR—AEHELTHERATEHENTEET, FMHICOVTE, Java RFIX KOOI I TH
4 N® TJDBC Basics. (JDBC DEK) #SHBL T &L,

c3p0 MEEMIZ DL\ TIE, Machinery For Change @ I 7H 4 KD Tc3p0y ZZBL T EE L,

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
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c3p0.jdbcUrl=secretId
Oracle

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId

Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

c3p0 T 7 — L ZEAL T, IV RKRAVMNER—NEEREL TERZEYTS

ROBIE, RZAN—ZFEALT, BELEIRRANER—NZEFEDII—IL Y NHORRIE
{EEB T Sc3p0.properties 77 AN EFEAL TERKE TN ZMIUTDHEERLTVET, T
D&, T—IHSERZRBL, MOTF—EIR—RABHELTERTRIENTEET, FMICOV
Tk, Java RF2AXRNDDTITTH A ~D TJIDBC Basics, (JDBC DEZX) #SHEL TS EE L\,

Amazon RDS Y Z—I R —J LY KNIk, F—ER—ADI RKRAV NBRPR—KNEFEFO
TVWEHA, AmMazonRDS A EE T2 —IL Y ROYAZ—FIEHREZFEAL TF—E2XR—AIC
BHT2ICE, O—RTYVAZ—BAEREZEELET,

) =3 LTI —hEndS—OLY RE, V=230 F—EZR—ANOELHEOL AT
—BEWETEEXTITN., V—ARI—IL Y FNUADOEGEERZREFLEBA. EL7VUAHE., V—A
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=LYy hOOAE—TT, V=232 EGEEHREZS—IJLY NCRETRICE, U—2320IY

RRA NER—MNEBOF—MEORT ZEMLE T,

MySQL
c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL
c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle
c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer
c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2
c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com: 50000

Redshift
c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439
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Java AWS SDK % {# L T Secrets Manager D> —2J L v MEZEIB TS

T7U5—>3> Tk, £E0 SDK BatchGetSecretValueT GetSecretValueX i=ld #FHU'H
LT—OLYMNERMBTEEXRT, AWSSDKs =L, >—VL Y NMEBRIZATNIOF v Y
J1RFALTF YV 1T ELZHEOLET, 2— VLY REFYYSI1TBET, BEN
mEL., JANEZHIBTEET,

« T—ENR—AD
s MDRATDI—UL Y MZIDWTIE, Secrets Manager @ Java X—ANF ¥ ¥ > 11 HR—

FhEFERTDH,

GetSecretValue

WALEHRZ>— UL Y MZRIFETBHEE . Secrets Manager SQL ##t R 5 4
=LY NORIEBHRZAVTTF—ER—AICERZLEFT,

Fholk Z2FEHAL T SDK Z2EEMNUH L EFIBatchGetSecretValue,

BLTOI—RAlE. GetSecretValue DERAAFZERLTVET,

MHEZFFT:secretsmanager:GetSecretValue

import
import
import
import
import

software

software.
software.
software.
software.

.amazon.

amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;

services.
services.
services.
services.

secretsmanager.SecretsManagerClient;
secretsmanager.model.GetSecretValueRequest;
secretsmanager.model.GetSecretValueResponse;
secretsmanager.model.SecretsManagerException;

* Before running this Java V2 code example, set up your development

* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:

* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html

*/

public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Java AWS SDK

146


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/model/BatchGetSecretValueResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/model/GetSecretValueResult.html

AWS Secrets Manager d1—H¥—HA R

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);
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Python % L T Secrets Manager D> —2 L v NMEZESE TS

T7)r—23a> Tk, £&0 SDK BatchGetSecretValueT GetSecretValueFE ik Z#HU'H
LT—ILYNERBTEET, AWSSDKs =L, >—IL Y NMERIZAT NMIOF vV
J1ZFERALTF YV 19REEZHBOLET, >—IJLYNEXFYYS1TBHIET, BEN
mEL, JANEZHIBTEET,

heEY D
« DFAT > MNMIOF v ¥ 1T Python & L T Secrets Manager D>—2JL Y NMEZERBT D

« Python AWS SDK % {#f L T Secrets Manager D>—2 L v NMEZEET S
« Python AWS SDK % {# L T Secrets Manager D> —2L Y NMED/NY FEEEBET S

DZ5A4AT > MMIIOF v v 17T Python & A L T Secrets Manager ®
>—=ULvY MEZEIBTD

=LY NERETSHEEIZ, Secrets Manager ® Python R—ADF v v 1 JR—F2N%E
FALT, SREATIEDICFYYIITRIENTEET, Fyvvaieshhktd—IL Y NOW
8(&. Secrets Manager ' S DEUE & V) £ HIE T, Secrets Manager APl Z O H T ICIF AN
PHABIES, FYVI1EFERAIBZEIANZHIBTEER T, >—JLYRNZMBIZDIXNTORE
20T, T2—JLYhZEETS1 Z2ZRLTSEZL,

*vvYIRUI—E LRU (BEBREEDNTVEY) THBED, Fvv21TI—ILY NEH
ETHIHXENELLBAR, BEREFDATOWEVS—IL Y NAREEhET, F7AILRT
F. 1 BECECF T Y 1TY—ILY MFEFEhET, Fvv31TI—ILY N EHEN
PHEEERETEDLHTAL, Y~ YL Y NOBBIL 7Y V& U THEEEBNTA L TES
¥,

FYYVIIASBIEHRENDE, FYVIARFAR=DIOAL V> avzdElLERA, FYVv2 10
ERICEKE, FYVII10EMELEEEFNTVELA, F¥ V21 2EEITZORFF YV 152ERAT
2EHTHY, EFXF1VT 14 Z8LTDEOTEEFIVTAIIERZHTDEHTEHYFEA
FY VI IRNDTATLZESLTDRYE, EF1 ) T4 28LTHIHNEN HDIEEE. FTEDA >
B—TIAARAEHRXAYVY REFEALTLSEE L,

COAVR—RVNE2ERTRICE. UTHIBETT,

« Python 3.6 JAf%&,
+ botocore 1.12 LAF&, TAWS SDK for Pythony & & T "Botocore; ZZBL TS IEE LY,

Python 148


https://aws.amazon.com/sdk-for-python/
https://botocore.amazonaws.com/v1/documentation/api/latest/index.html

AWS Secrets Manager d1—H¥—HA R

setuptools_scm 3.2 BAFg, https://pypi.org/project/setuptools-scm/ ZZ B L T & LY,

V—AA—RZADO—RTBICIE, "1 ® "Secrets Manager @ Python X—ANF ¥ v > 17
FATRAVR—F 2 by Z2RU T EE W GitHub,

AVAR—FVNEAVAR=IILTBICE. ROOAN RZFEALET,

$ pip install aws-secretsmanager-caching

MHEIRFFT:

secretsmanager:DescribeSecret

secretsmanager:GetSecretValue

ARICOWVWTR, "7OEAFAICEIZ V7 7L AL ZBRLTKEZ L,

DV77L2A

SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example —2 L vy h&EWETS

ROBIE, mysecret EWSBRRDI—ILYRMDODI—IL Y MEZEEBITDHEZRLTVE
ED

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

Secrets Manager # SEE N> —IL Y MDA XEDF ¥ v 1, the section called
“get_secret_string” & =& the section called “get_secret_binary” AL T, ¥¥v < 1h
5—JLY R Z2REBLET, FYvZ108ER. OV ANT U XT the section called
“SecretCacheConfig” #7P I VN E BT ETRETEE T,

SEMEBIZDOVWTIE, Tthe section called “Python E V54T MMloF v+ v 17, #58BLTL
EEW,

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

FERATERDXYY RRRXDODEBY T,

» get_secret_string

» get_secret_binary

get_secret_string
S—=ULY MNXFIEZE/LET,

VOTANDEX

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

NTA—=5Z
« secret_id (string) - [#H] >—V LY NOBETE I=lF ARN,

« version_stage (string) - B33 —OL Yy hON—T3 2, FHIOVTR, T2—7
LYy hN=23>, 28BLTL<EEV, F74J)LMFAWSCURRENT ") TT,

RYWE

string
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get_secret_binary
=LY RNAFVEZRELET,
VOTANDEX

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

N X—27
- secret_id (string) - [%ZE]>—2JL Y NOBBELIF ARN,

- version_stage (string) - BB I2>—IL Yy hON—232, FHlICOVWTRE, "T2—7
Ly N—=232, Z8RBLTLKEETV, 77 )L MMEAWSCURRENT 3 T9,

RYWE

base64 TIL 11— RENE-XZF5

SecretCacheConfig

FrYVvI1EThdT—ILYRNOBRRF Y Y 1HA XAXREMHR (TTL) &R ED. the section called
“SecretCache” DF ¥ Y 1REA T3>,

NTAX—A
max_cache_size (int)

BAFvYZ A4 X, F7FIIKME 1024 AN —TL Y KT,

exception_retry_delay_base (int)

BIANRELTHS, VITARNZBRITIZDETHRIZIPE, 777 /LME 1T,

exception_retry_growth_factor (int)pur

RBULEVIIANOBRATHOSRKBZAEIDLHICERATIENRE. T7FILKNE 2
T3,

exception_retry_delay_max (int)

KBUEVIIANEORKRESKEER ). 72 N& 3600 TT,
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default_version_stage (str)

Fyyv195T—OLYRON=23, FHBICOVWTIRE, TSecretversionsy (—2L Y ~
N=232)2BRLTLKEEV, F74)LKE 'AWSCURRENT' TY,

secret_refresh_interval (int)

Fryvazghid—ILY MEROEFBHOSEBDE, T7 4L NE 3600 TT,

secret_cache_hook (SecretCacheHook)

SecretCacheHook IRV ZAMNELE, 7 #J)LMNMEWE. NoneTT,

SecretCacheHook

the section called “SecretCache” ICE#HiL T, FY V2 1ICREFEETATVWSES—TJL Y NCHLTT
9230 BERTITBDAR—TIARA,

FEHATERDAVY RFRDEBYTT,
. put
. get

put

FYVIAIRETEIATDSI VRN EEBLET,
JOTARNDEX

response = hook.put(
obj='secret_object'

)

INTA—&
- obj (object) - [BA] —I LY RNELERFI—ILY NEECATIIVUN,
RYE

VAR AN

get
FYVIAETNEATSIIORNDASATDIUONERESEET,
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VOIANDEX

response = hook.get(
obj='secret_object'
)
NZAX—27
- obj (object) - [BA] =TI LY NELERFI—ILY NEEECATIIVUN,
RYE

F7TON

@InjectSecretString

COFIAL—%EF. 1BBE2HFBDOS|HRELT, >—UL Y M IDXF5I& the section called
“SecretCache” ZHEBELET, cOFIL—REBFI—IL Y NXFIEZERLET, —IL VY K~
ICXZFHNEENTVWIRLENHYET,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

COFIAL—Z2EF, 1FEBEL 2FBO5I1HELT, >—2L Y N ID XFFHI & the section called
“SecretCache” ZX%EBELET, BYDO5IEIE., SYTEnEEBRONTX—2E2—IL Y NAD
JSON F—IZXvEILET, >—IL Y MZIJSONBEOXFEINEETNTVRHENHYE
9,

CNDISONZELI—ILY NDOBEEF, XOELDICHEYET,

{

"username": "saanvi",
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"password": "EXAMPLE-PASSWORD"
}

ROPITIE, >—IL Y RHS username B &Y password M JSON EZHHT B HEERL TV
S

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

Python AWS SDK % f# L T Secrets Manager D> —2 L v NMEZEEBT
%

T7)r—23a> Tk, FE0O SDK BatchGetSecretValueT GetSecretValueE ik #HU'H
LT>—OLYRNERBTEEXYT, AWSSDKs L, =LY NMBEREOIZAT > RNEIOF v Y
J1ZFERALTF YV 19B L a2BEaHOLET, O—IJLYNZEFYYI1THET, BEN
mElL, JARNZHIRTEET,

Python 7 7' —> 3> Mi5& k. Secrets Manager M Python K—ANF ¥ v 11 KR—F
~EFERTSN. get_secret_value EilF batch_get_secret_value Z2HAL T SDK Z[E
BEHEUCHLET,

LTFTOO—RHlE. GetSecretValue OERAAZERLTVET,

MBI FFA:secretsmanager:GetSecretValue

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):

Python AWS SDK 154


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager/client/get_secret_value.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager/client/batch_get_secret_value.html

AWS Secrets Manager d1—H¥—HA R

Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.

This function assumes the stack mentioned in the source code README has been
successfully deployed.

This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise

Python AWS SDK %Z f#f L T Secrets Manager D>—2 L Y NMED/NY F
ZMEITS

RO I— RBlIE, Secrets Manager D> —2JL Y NOEZ/NY FEBITSHEEZRLTVET,
PHEIREFT:

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValue 8925 &>—JUL Y ND PO AR,
s 740 Z—%FERATDEHEE, secretsmanager:ListSecrets EH%ETT,

TOEAFARIS—OFIZDVTIE, Tthe section called “fl: )NY FRDO—IL Y MEDT )L —
TJTEMBIDTIVLAHN ) 25RBLTLSEEL,
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/A Important
BMELESELTVRTIL—T7AOMERNS—IL Y N2BBTH2EOOT IO AHFAZER
93 VPCERIS—%FZEL TWBIHES, BatchGetSecretValue E—2L v MNMEZEIR
9., IZ7—NREhET,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_name}"
logger.info(msg)
return msg
except Exception as e:
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logger.error(f"An unknown error occurred:\n{str(e)}.")
raise

NET Z#H L T Secrets Manager D>—2J L Y MEZEE TS

T7Ur—23> Tk, £20 SDK BatchGetSecretValueT GetSecretValueE =ik #HU'H
LT>—OLY NEEBTEET, AWSSDKs =L, —IL Y MERISAT NMIOF v Y
J1EFERALTHF YV 19B2e2H8HLET, >—JLYNEFYYVS1TBHIET, BEN
mEL., JARNEZHIBTEE T,

NeEY

« DFATVMNIOF v v 1T NET ZfEAL T Secrets Manager D> —J L Y MEZEIET S

« NET AWS SDK % {#f L T Secrets Manager D>—Y L Y NMEZRET S

94T MNMIOF v v 2T NET ZEH L T Secrets Manager MO —
LY MEZEET S

=LY NERBTBEEIC, Secrets Manager ® NETR—ANDF YY1 JVR—F NEE
ALT, HRERTRIEDICF YV I1TRIENTEET, Fyviachitd—IL Y NOESB
l&. Secrets Manager #* S DEIS & V) £ EETT, Secrets Manager APl ZF O HT ICIETARARAD
N3, FYVI1EFEATHIETANZHBTEERT, 2—JLYNZEEBITRINTOHEIK
2VWTR., T—JLYhZEETS) 28RLTKEEV,

FvvY1RUY—E LRU (BEREEDNTVEV) THBHEH, Fvv21TI—ILY NEH
ETHMLENEULBAR. BEBEEDNTOVEVS—IL Y RABEEhET, F74ILRT
. 1 BECLICFrYyI1TI—ILY NMEHEhET, FvvY21TI—FLY N EHEN
PEEERETEDLEFTAL, Y—ILY hOBBIL 7Y Ve THEEBMT D LEETES
¥,

FYVIIASBABHRENDE, FYVIARAR—DIAL I a0 EBELELA, FYVv2 10
FEEIZEF, FYYVIINEMEEEENRTVERA, F¥Y V2 1%2FEEITHIORF YV 1%2EHT
2EHTHY, EFXF1VT A4 Z8LTDEOTEEFIVTAIIERZHETDEHTEHYFEAS
FAYYVIIRNDOTATLAZESILTZDHE, X1 VT Z2BILTHIHEN HDESE, FTEDAS
B—TIAAEWMRAYY REFRALTIEZTY,
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COOAVR—FRVNEFERATDICRE. ATHABETT,

« NET Framework 4.6.2 A £, F /I .NET Standard 2.0 LAt . Microsoft NETDOI7HA KD
FNETOADO—R, #25RBLTLSEETL,

« AWS SDK for .NET, the section called “AWS SDKs” 2B L T &L\,

V—AO—RZZDVO—RTBICE,. "ONETAFYYZI1I9TAT b 25RBLUTLKEE
L\ GitHub,

FrYVvI1EZFERTRICE, EFFVYVI1ZAAZALLTA S, GetSecretString £z
l& GetSecretBinary ZFALTEZ O — YL Y NZMBITBIXEN HYET, EHRL TEHET
PE,. Frv AT —ULvybhOFryvaicshtdE—&ERLUET,

FrvANVT—DRAFIBRICE
- ROVThAZETLET,
- 7OTIOMNFALYIRNITRO NETCLION>Y RZEITLET,
dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

e .csproj Z7AINCRONY =) T 7L AZBMLULETD,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

MBI FFT:

+ secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

AHRICOWTR, "T7OEAFAICEIZ V7 T7LY AL ZZRLTLKSEZ L,

D77L>2A

» SecretsManagerCache

» SecretCacheConfiguration
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* |SecretCacheHook

Example >—2JL Y NEEETS

RDA—REIE, EVWSBRIOZ—ILY NEEETAIXY Y RERLTVWEIMySecret,
using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}

Example B%1HAR (TTL) ¥+ v > 1 EHHBZRET S

ROI—RBlE, EVSETO—UL Y NZEEE UMySecret, TTLEXY Y 1OEHEEZ 24
REICERETSHEERLTVET,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration
SecretCacheConfiguration

new

NET EOZAT MMOFYYS 2
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{

CacheItemTTL = 86400000
};
private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

Secrets Manager S5V TARENE—DJLYRDA XEDF YY1, the section
called “GetSecretString” & #= & the section called “GetSecretBinary” Z#RAL T, ¥Fvv> 1
PET—OLYRNZBBLET., FY v 10RERK. I ARNT Y XT the section called
“SecretCacheConfiguration” #7 IV N EE T ETRETEET,

HMEBIZOWTIE., Tthesectioncalled “NET £EO9ZA4A 7 hNElOF v 17, #BSBLTLKE
=L\

A2ARNZ IR
public SecretsManagerCache()

SecretsManagerCache Z72 TV NOF7 2RIV ATV R,

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

RBifte i Z2FEHL TERE 1z Secrets Manager 754 7> RaFEALTHLLVWFyv> 1%
BE L ¥ AmazonSecretsManagerCliente DIV ARNZ U X %Z#EHAL T, Secrets Manager ¥
FAT R ENDARAEIIAALET (BEQ)—23AVFERIVRRANEFERTEBLE),

NZAX—27
secretsManager

< —% L ¥ NAmazonSecretsManagerClientZ 89 3 ,
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public SecretsManagerCache(SecretCacheConfiguration config)

Bt E 1 /- the section called “SecretCacheConfiguration” ZEHA L T, LW —2L v K
FrYvP1ZRELEIT, COAVARNTIRZFERALTHF YYD IEZRELEY (Frvy>a
T352—ULY NOBPEFHEEL L),

NFZX—27
config

Fry v ANREREBNEENTLVS the section called “SecretCacheConfiguration”s

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

R E = AmazonSecretsManagerClient& Z A L THERK E t1lz Secrets Manager 724 7~
REFERALTHLVF v v 212 BEL F T the section called “SecretCacheConfiguration”s < ®
OAVARNZ R %FERAL T Secrets Manager 7547 R EHARXIAAL (BEN—23 >
FERIVRRANEFERTRHE), FY Y2 1Z2BRELET (Fryv> 1952 —ILY K~
DEPEFRER L),

NZAX—27
secretsManager

< —2 L Y MAmazonSecretsManagerClientZ B89 % ,

config

Fvy v ANREBBNEENTLVS the section called “SecretCacheConfiguration”s

Bk

GetSecretString

public async Task<String> GetSecretString(String secretlId)
Secrets Manager A 5 XFH>—OL Y NZ2BBLET,

NFZX—=&

secretld

MBTH>—UL Y bOARN REEFAEH,
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GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretlId)
Secrets Manager #5/XA4FU>—0JL Y hZEBLEXT,

NZX—&

secretld

BBTH>—UL Y bOARN REEFHEH,

RefreshNowAsync

public async Task<bool> RefreshNowAsync(String secretId)

Secrets Manager 5O —2JL Y NMEZVUIJITARNL, EENfGNEF YYD 1ZEHLET. B
BEOFY+Yv21IRNIABVEEE. HILLEFY Y 1TIORNUERERLET. EMICKIIL 15
&k, true ZRLE T,

NTAX—52

secretld

METH>—ULY MO ARN iz EHEHl,

GetCachedSecret

public SecretCacheItem GetCachedSecret(string secretlId)
BEESNES—OJLYMOFYYIITIVRNIAFY YD ILFETREHER, TOFTYZITIUN
DZRLET, TNUADEZ S, Secrets Manager 5 —JL Y NZERBL, #HILLFrvI o
IN)ZERLET,

NZX—=&

secretld

WMETH>—ULY NOARN £ HEH,
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SecretCacheConfiguration

Frv1EThd>—IJLYRNOBERF YY1 H A XAREMER (TTL) K ED. the section called
“SecretsManagerCache” OF v+ v A{/EF T a2,

ZONT 4
CacheltemTTL
public uint CacheItemTTL { get; set; }

FryvI1BEAOTIL(ZUREN), 774/ NE 3600000 U (1 BE) TF. RKAER
4294967295 ms T, #49.7 HTY,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

BAF Y YA A4K, FT7AIKNE 1,024 O —IL Y hTTF, RAMER 65,535 T,
VersionStage

public string VersionStage { get; set; }

Fyyv19B5T—OLYRON—=232, FHBICOVWTIRE, TSecretversionsy (—2L Y ~
N=232)#ZRUTLEEV, F7 )L ME "AWSCURRENT" TT,

74T > b
public IAmazonSecretsManager Client { get; set; }

> —%2 L Y MAmazonSecretsManagerClientZBl 9% . null MFE., F+v>1EFHLWITA
TUOREAVARALET, F7FI)INE null T,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”,

ISecretCacheHook

the section called “SecretsManagerCache” IC##tL T, F¥ v 1ICRFENTVWBZ—IL Y K~
EXLTT IV BRTIDAR—TIAA,
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FE

7Y N

object Put(object o);

FYVIIIRFETHIATDSI VN EEBLET,
FYYIIALRETDIATSIIONERLET,

Get

object Get(object cachedObject);
FYVIATNEATZIVORDSHTIOTI VRN EREESEET,
FYYIANSEKIATDIVRNERLET

NET AWS SDK % {# L T Secrets Manager D> —2 L v NMEZEIB TS

T7)r—23a> Tk, £E0 SDK BatchGetSecretValueT GetSecretValueE izl ZH U H
LT—OLY NEZEBTEET, AWSSDKs =L, >—JL Y NMERIZA T NMIOF vV
J1EFRALTHF YV 1B E2BE8OLET, >—VULYRNEFYYVSI1TBHET, BEN
mElL. QANZHIBTEE T,

NET 777U —> 3> niHEk, Secrets Manager ® NETRX—ADF v Y11V KR—F U K%
FRT BN, GetSecretValue £7l& BatchGetSecretValue Z#fFAL T SDK 2 EERVOEHL
x99,

LTFOOd— RHIE, GetSecretValue OEAAZERLTVET,

MHEZFFT:secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.

/// </summary>
public class GetSecretValue
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{

/17
/17
/17
/17
/17

<summary>

The main method initializes the necessary values and then calls
the GetSecretAsync and DecodeString methods to get the decoded
secret value for the secret named in secretName.

</summary>

public static async Task Main()

{

/17
/17
/17
/17
/17
/17

/// <param name="secretName'">The name of the secret value to retrieve.</param>

/17
/17

string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);

if (response is not null)

{

secret = DecodeString(response);

if (!string.IsNullOrEmpty(secret))
{

Console.WriteLine($"The decoded secret value is: {secret}.");
}

else

{

Console.WritelLine("No secret value was returned.");

<summary>

Retrieves the secret value given the name of the secret to
retrieve.

</summary>

<param name='"client">The client object used to retrieve the secret
value for the given secret name.</param>

<returns>The GetSecretValueReponse object returned by
GetSecretValueAsync.</returns>

public static async Task<GetSecretValueResponse> GetSecretAsync(

IAmazonSecretsManager client,
string secretName)

GetSecretValueRequest request = new GetSecretValueRequest()

.NET AWS SDK
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{

SecretId = secretName,

VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if

unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}
return response;
}
/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)
{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{
var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
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string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));
return decodedBinarySecret;

}

else

{

return string.Empty;

}

Go =M L T Secrets Manager D>—2 L Y NMEZHEB TS

T7U5—>3> Tk, £E0 SDK BatchGetSecretValueT GetSecretValueE i-ld # U H
LT—OLYMNZERMIBTEEXRT, AWSSDKs %L, >—JL Y NEBBFRIZAT NIOF v v
J1RFEALTF YYD 1T EZBEOLET, 22— LY RhZEFYYSI1TBET, BEN
mMEL, JARNZHBTEE,

NeEY

c Go EVTATMIDF vy v 1% FEAL T Secrets Manager D —JL Y NMEZEIET S

« Go AWS SDK % f#f L T Secrets Manager >—YL v NMEZREBT S

Go&UZA4AT > MNMIOF+ v 1%ERAL T Secrets Manager D> —%
LYy NMEZERIBT B

=LY NERBITDEEIC, Secrets Manager ® GO R—ANF ¥ v 1 JVR—F NEFEH
LT, NROFEADEDICF YV I1TRDENTEET, Fvyviaieshitd—JL Y NOERE
l&. Secrets Manager #* S DEIS &K V) £ F/IETT, Secrets Manager APl ZHE T H T ICIETA RN
NBLEH, FYyVvI12FEATHIETIANZHBTERT, 2— VLY NZEBITRIINTOEEIC
20WTR., "—0JL Yy hZEETS) 25RBLTLSEZL,

FrvI IR —F LRU (BEREEHONTOWEW) THBID, FvvS1TI—IL Y NER
BTBHENEULBAR. BEBEFONTVWEVWS —IL Y NAREENET, F72)LRT
. 1BECECFTYS1TI—ILY NBEHENET, $vY21T—ILY " EFHEH
BHEEERETEBLFTEL, Y—ILY NOBBIL 7Y Ve B TREEEMT D LETES
¥,
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FYVIIASBIBRENDE, FYVIARFHR=DIOL I avz@ElLERA, FrYY2 10
RECK, FYYII0EMLEEETNTVERA, FY VI 12RETIORFYYI1%2ERAT
2EHTHY, EFXF1VT14Z28LTD2EOTEEFIVFTAILERZHTDEHDTEHRYFEA
FYVIIRDTATALAZESIKTSDRE, EF21VTF12RIETHIHEN HBDBEEEF. FIEDA >
B—TIAARAEHRRXYVY REFALTLSEZL,

COOAVR—RVNEFERATDICRE. ATHABETT,

« AWS SDK for Go. the section called “AWS SDKs” #ZB L T &L,

V—AO—RZHADO—RTBICE. "1 ® "Secrets Manager Go ¥+ v 21074 T My &
ZHR L T EE V) GitHub,

Go DEARRBERETSICE., Go7OJZIVIERNIVITHA D "Golang Getting
Starteds (Go ERBNFEARRK) ZZRL T<EZ L\,

MBI EFT:

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

A OVWTE, "T7OEAFHAICETRZ VT 7L AL Z5RLTLSEE L,

D77L>2A

- type Cache

« X4 7 CacheConfig
« %A 7" CacheHook

Example >—2JL Y NEEETS

ROIA—RBIFE, >—UL Y NZ2EIET S Lambda BB#HZRL TVET,

package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

)
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var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

Secrets Manager # 5V TARENLE—DJLY NDA 2 XEUF ¥ v 1, the section called
“GetSecretString” & = & the section called “GetSecretBinary” ZEAL T, £+ v > 1Hh5>—7
Ly hEEELET,

RIS, FYYVVIDREREDHZRLET,

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

FHMEBICOWTIE, Tthesectioncalled “2ZA4 7> MNIOF vy 1%2FEATS) 28R TL
e\,
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FE

New
func New(optFns ...func(*Cache)) (*Cache, error)

New (F#EEA T2 a>EZFERALTI—IL YR F YYD 12BELET,. ThUAOBEET 7 2
IRDFERAEhET, FILWEYS 3 HS SecretsManager V754 7> M a#IHLLET, 27

7 # )l MME CacheConfig IC#I#{LLE T, LRUF YY1 &2 TFT7FILMNOBRAY A ATHHILL E
CB

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString l&. IEEEhE—ILYRNIDOY—YL Y NXFIEEFYYIHNSEBLE
T — UL Y RXFHZRL, ARL—23 KRB UEBERIZT—2ZRLET,

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage &, EEEh i —JLYRNID EN—DIVAT—I OT—IL Y RX

FHEZF YV INSEMBLET, >—IL Y NXFIHZRL, ARL—23HFRBMUIZEE
IZ—%#BRLET,

GetSecretBinary
func (c *Cache) GetSecretBinary(secretlId string) ([]byte, error) {

GetSecretBinary l&. IEEENLE—ILYRNIDOI—ILY NNAFVEZFY Y IHSEE
LET, >—ILYRMNAFVZERL, ARL—23 N KRBMUEBERFEIZ—Z2RLET,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage &, EEE N —JLYRNIDEN—DI VAT O—UL Y N
NAFVEEFYYZINSWMBLEST, P—ILYRMNNAFUREBL, ARL—23a 0 FKRELE
BAERIS—%2RLET,
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& A 7" CacheConfig

FrYvI1EhBI—IJLYRNOBRRFYYIAHA X, FTIAILMN—2I VAT, BKLVE
WHEARR (TTL) & ED, Cache OF ¥ Y AREA T3>,

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

X A 7" CacheHook

Cache ICEHEL T, FY Y2 1R TFEATVWSRS—JLYRNCRLTT O3V ARTIRDA
9_7I4Xo

PP

7Y K

Put(data interface{}) interface{}
FYVIIIRETDIATDIONEERBLET,
Get

Get(data interface{}) interface{}

FAYVIAETNEATSIORNDASATD IO NERETEET,
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Go AWS SDK %= L T Secrets Manager D> —2L Y NMEZEB TS

T7)r—23a> Tk, £E0 SDK BatchGetSecretValueT GetSecretValueE izl ZHU'H
LT>—OL Y NERBTEEYT, AWSSDKs &L, >—OL Y NMBEREOIZAT > RNEIOF v Y
J1ZEFERALTF YV 19B L E2BEOLET, 2—IJLYRNEXFYYII1THET, BEN
mEL, JARNZHIRTEET,

Go 77 Ur—23a>mizElk. Secrets Manager ® Go XR—ANF ¥ v 1 1VR—F 2 N&fE
HAd3h. GetSecretValue £/l BatchGetSecretValue ZEAL T SDK 2 EEFUHL =
9,

RDOBIT, Secrets Manager —2L Y NDEZRETZHEZRLET,

PEZFFA:secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
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SecretId: aws.String(secretName),

VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see

// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Exrror())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

AWS Lambda B§# T AWS Secrets Manager >—2 L v N2
K

AWS Parameters and Secrets Lambda Extension Zf£fd% &, SDK Z#EAE 9'(C Lambda BT
AWS Secrets Manager >— 2L Y hZ2BBLTF YY1 TEXRT, Frvaichik>—oLvY
NDOEEIE, Secrets Manager #'S5 DEB &LV EJ/IETT,, Secrets Manager APl ZFO0MH 9 (C &
OAARSDABDESH, FYYv21%2FEATHIETANEZHIRETEE T, COILRMEETIE, Secrets
Manager ®>—2 L ¥ b & Parameter Store D/NT X—X OljH ZEE T&E £¥9 ., Parameter Store
IZ2WTEk. TAWS Systems Manager 1—%—7 4 R4 ® "Parameter Store integration with
Lambda extensions (Parameter Store & Lambda #LREREDIKES) ZSBL T &L,

Lambda #E5R#EEE (L. Lambda A D #EEICEMT D A /N_F27OLATYT, FHMAICOVWTE.

MLambda BREH A K1 O "Lambda #LR#EEE) ZZRL K EEW, AV TFHFAX—J TOHER
BREOFERICOWT., "OVTFAX—IJHT Lambda LAV —EHREEEZBEEE 2, 25
BLTLKEEV, Lambda I&. Amazon CloudWatch Logs ZEH L T, HLREREEDEITIEHRZ B L
EEICOVICRBRLET, 72 BNTR, HREEFR/IDROIEHZ ICEEHE L £ CloudWatch,
FHzEOYICERRTBHICE, REZL PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL % debug
RELET,
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INGXA—BES—ILYRDAVAFEIF YY1 %BHITHEHIC, HaRMEEEE. O—AHJ HTTP
T RARA >N (localhost R— K 2773) & Lambda BIBIZ AL ET. CHOR—NERETSIC

(&. BIEZH PARAMETERS _SECRETS_EXTENSION_HTTP_PORT Z:REL £ 9,

Lambda &, BABANBEBEE TIRBERITLARILICHETZEBOA AR AZA VAR ALLE
To BIVARVARTEEN, BRETF—XOMBOO—HILF vy v 1 REFENE T, Lambda
AVABRALRBRITOFMCOWVWTIE, "Lambda FAEEH A Ry O TLambda BH 0 EEEIT
BOEE, 22RLTLEETL,

ARM OILRMEEZBMNT 3 (ZE, Lambda B8 D axm64 7—F TV F v 2 FR T2 HBEN HY F
To FHMAICOVWTIE, "Lambda BEREREZEHA R, ® TLambda sty K7—FT0F ¥, 25RL
TLEEV, COHREEERK, *XOU—3a>TARMEZYR—KNULTWVWET: TN T149 0
(LVINA), RERZ (FANAF), BN (FTAILZR), BRIN(TZ207ILK), BB (Fa—-Dv
E)., KERZ (N—2ZF48F), BN (O R, BN (ARA ), PEZTND T4V 9 (RR),
KEEE (ALIY). PITFNS 74959 (FVHAR=N). PSTRYT 199 (N FS5NK—K),
BEROTIOTNT4v 0 (2 RI—),

JLRMEEE AWS VS AT NZEFERALET, AWS OUTSA T RDREQFHMIZOVWTIE, SDK
BELROY—=IDTT7LUVATARD "88EV77LVAL Z8RLTLEEVY, AWS Lambda B8
A VPC TERITENTVWBHEEIE, HLREAEES Secrets Manager E U T EN TEDKRSIC
VPC IV RRAVNZERTRIUVENHYET, FHICOVWTR., "VPCIVRRAU by 2581
LTLKEEL,

BT

« Lambda ETO—JLICE. >—2UL Y MIX T Bsecretsmanager:GetSecretValue7 7t A
HFUNMBETT,

« —=ULY RN TREKHAZRN—NZ—I RF—TESILEIATVEIES AWS YRX—I R
*— aws/secretsmanager, R{TO—JLICIE KMS ¥ —0kms:Decrypt 7V EAHFTEMSET
CP

Parameters AWS and Secrets Lambda Extension Z R 9 % (&

1. Parameters AWS and Secrets Lambda Extension & W3 ZBIMOAWS L 4 v —7%& BEZ B in
LET, FIEICOWTIE., TLambda FROY/N—HA R, ® "TEHBANOL A V—0EM,
ZSBLTLKEESV, ZFEALTL AV — AWSCLI ZEINT 2581k, HLREEED ARN A
MBETT, ARNDOURANIDOWTI, TAWS Systems Manager 1—%—7j4 K, ® TAWS
Parameters and Secrets Lambda Extension ® ARN ZZBL T<E&E ),
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2. —=OLYBNCITOEATERD TV EAFA%Z Lambda ZTO—)LIENELET,

« 2—2ULY KD secretsmanager:GetSecretValue 77 AFFH, the section called
Bl BRIO—OLY MEZEETALODT IVEAFT #25RBLTSEEV,

« (FAT2aAU)I—=ULY M TRHREBKHAAZI—TZ—I RF—THESLENT
W3HEE AWS Y Z—2 R¥— aws/secretsmanager, ETO—JLICIE KMS F—
DOkms:Decrypt7 VEAFHEMSETT,

« Lambda O— /)L TEMR—ADT 7t AHl{H (ABAC) 2 EATHE., THO MDD —D
LY MOT IO AZEHHHI<FIETEET, FMICDOWVWTE. Tthe section called “fi:
BTEFEALTE—OLY MOT IO EAZHBET S & KT Tthe section called “fi:
=LY RNDRITIC—BLUTVBRRITEEODTATUVTATANOT IV EAZFIRT
2, BBBLTLEEL,

3. Lambda REZHEFEAL TF YV IZRELXT,

4. FERF YV IAIHNSI—ULY RNERMBIBICEK, EFTUVITAMMYSA—IZ X-
AWS-Parameters-Secrets-Token ZEMT B HENHYVET, h—U %
AWS_SESSION_TOKEN ICEEL & T CABEERITFOITNTOREKICKL T Lambda (L& 2T
REEhFET, COAVH—ZFERTRHE, FTHL LA Lambda RERICHD MDA Y)
£9,

RO Python DBITRE, AVEA—ZEBMTSDHEZERLTVET,

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. Lambda E#EADN—OL Y RZEREBITBICE. ROHTTPGET UJVIANOVWThAZFER
LET,

« secretId MFE., >—VL Y NEBEBITAICEF., >—ILYRNARN TR EBHZFEALE
9,

GET: /secretsmanager/get?secretlId=secretId

« AT—=VTGRILTUEIOS—OL Y MEFERBRBEOD/N—23a 2 2HEBTSIC
l&. secretId MFE, —UL Y NDARN ELIEBFEFERAL,. versionStage N5
a. ATV IRILEFERALET,

GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS
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» DTHENZ—IL Y NN—Y a2V EMBIBICR, secretld DFE, >—IL Y b
ARN £ IxZai%2FEHAL. versionIld ®BE. N—>3> D #FEALET,

GET: /secretsmanager/get?secretlId=secretId&versionld=versionId

Example >—2 L v NZH{ET % (Python)

XD Python OBFITIE, json.loads ZEALT—IL Y NEBBL, TOREREMNISDA
EERLTVET,

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)

secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

AWS Parameters and Secrets Lambda Extension ¥R1EZ ¥
RORBLEW THRMEEZRETEET,

REZHEFEATSHEICOVTIEE, "TLambda BREH A K1 ® "Using Lambda environment
variables (Lambda IRIFEZHBOER) 2SR L T EE V),

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED
NTA—BRED—DLYRNZEFYYS 21D true ICERELET, Fyv>a1L0HBVEEE
false ICERELET, 7 F I M true T,
PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE
FYv1FB—DLYNENTA—FZOFERARE. 0 ~ 1000 DEICTIHENHV)E

T, EZ0ICTDE, FrvIioJdRRIThbhEE A, SSM_PARAMETER_STORE_TTL &
SECRETS_MANAGER_TTL OFAN 0 DIBE. COZEHIIEREINET, F74J)ME 1000 T
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PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

O—AJ) HTTP ¥ —N—0OR—b, F7FI)INF, 2773 TT,
PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL

ILREEEN R T HOTEE DL AR)L: debug. info, warn, error, £ none, debug IZ
BETRDE, FYYZIRENRTENET, 74 BMEF info TT,

PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS

YLER#EBE D Parameter Store & 1= & Secrets Manager N\O U O T ANICER TS HTTP V547
VRNOBRKESER, ChFIZATURIEDRETT, T7FI)ILNE 3 TT,
SECRETS_MANAGER_TIMEOUT_MILLIS

Secrets Manager \O UV TARNDRALTIN (ZVUREN), EZ0ICTDE. RALTIbH
BRELEFEA, F7FILKNE0TT,

SECRETS_MANAGER_TTL
FYYIIROI—ILY RO TTIL (BEN), EZ0ICTDE, FY v TJFITHOATEEA,

B A{ElE 300 ¥ TF, PARAMETERS_SECRETS_CACHE_SIZE A" 0 M54, COLEHIFEHRET N
x99, F7FI)IMNE300¥TT,

SSM_PARAMETER_STORE_TIMEOUT_MILLIS

Parameter Store N\OUJTARNDRA LTI (ZUBEN), EZ0ICTRE, ZALTIbH
FRELEEA, *7FIBNE0TT,

SSM_PARAMETER_STORE_TTL
FYVIIRADONTA—2DO TTIL (BEN), EZ0ICTRE, FYYI TR ITOAEREA, &

K{ElF 300 ¥ T9., PARAMETERS_SECRETS_CACHE_SIZE A" 0 MiBE. COZEHFERETIhE
T, T7AIILNE3008TT,

Amazon Elastic Kubernetes Service ¢ AWS Secrets Manager > —

JLYMNZEFERTS

Secrets Manager 5N —2 L Y N% Amazon EKS7RY RIZX I RENET7AIILELTR
T~TBIZIE. Kubernetes AWS Secrets Store CSIRZ A /N\— D> —OL v NEFREZTONAZ—
(ASCP) ZfEFAT& £ 9, ASCP l&. Amazon EC2./— R%ZJL—7". AWS Fargate node JIL—7"%
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%4179 % Amazon Elastic Kubernetes Service (Amazon EKS) 1.17 A TREHR—REhTOWEHE
ho ZEHA TS EASCP, Secrets Manager Ic>—J LY NZEREFSRTEE L., Amazon TE1T
ThTVWADO—I0—REZBUTO—ILY NZERBTEEXRTEKS, >—IL Y NI JSONEXD
F—LEORTHIEREENTVZEEAE, Amazon NIV RN TBF—ELEORT ZBIRTEE
FEKS, ASCP [FJMESPath#XZ#ERAL T, >—JL Y MNADOF—CEEORTZIITJLET,
l&. Parameter Store /\Z X—2 ASCPTEREEL T,

TZAXR—K Amazon EKSYV S AR —Z2FERATREER. VT AX—VPCH H S I Secrets
Manager T RRA 2 "NFH B & 2R L £ T, Secrets Store CSIRT 4 /N—F, T KRR
14> NZ2fEAL T Secrets Manager ZHUOHLET, TLIY RRASA UV MNEERTDHEICOWVWT
&, VPC ") Z8BLTLKEEVWPC IV REAU K,

>—2L Y NIC Secrets Manager BEEIO0—7—> 3> ZFEAT%5HEE. Secrets Store CSIRZ A
N—OO—7T—> 3 FABEEEFAL T, Secrets Manager ' SH&EH O —IL Y NZEEBLT
WBREZRATEXRT, FHICO VTR, "YU bhEhid TV EREE ik Kubernetes
=LY NOBEEO—FT—>32 ) 2ZRBLTLKEEL,

ReEY D

s ATV 1. PO AFHZERETS

« ATV 7 2. A2 AM—)LLUTERET S ASCP

c ATV IXIVKNTBI—VLYNERBETD

« AT Y7 4: Amazon EKSRY RICZ—IJLYRZET7PAINELTIRIRNTD

« RSN —F142T

» SecretProviderClass

ATYVT 1T O EAFIHERET S

l& Amazon 7R Y R ID EKS ASCPZEIBL., IAMO—)ERBELET., TOIAMO—IL® IAMKR)
=TT O EAFAZRELE T, FIAMO—I)LZ5|EASCPE TS &, ARBLEZ—IVLYRNCT
DEATEXRT, DI TFE, IAMO—JLICEENFZEVRY, >—JLYNCTIVEATER
BAo

RY RICBEE[ITsS U -3 EIAMO—)LZREASCPT2 100 HSOFBVOEHLA
Kubernetes IC& 2 TAOY N TENhTVWBHBE, ATY 7 2ICRFT&LS(Chelm install, %
FRALTAOY NI IO A—REEETEEXT,
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Amazon 7R Y RIZ Secrets Manager EKS O — VLY RADT UV EAZHFATBICIE

1. RYRHFTIOELATEIUEN B —UL Y M secretsmanager:GetSecretValue& 7
D AHFERFETET Ut Asecretsmanager:DescribeSecretfFAIAR U —&EKL F
o RUZ—OFICDOVWTIE, Tthe section called “Bl: % D —OL Y NEHRIEEZTDTY
LAFA ) ZZRLTLEEV,

2. ZAX—® IAM OpenlD Connect (OIDC) Z7ANA A —Z £ LEERL TOLW R VWEESE, ERL
T FMAICOVTE, "Amazon I—H—FHA R, O "5 AZ—0 IAMOIDC7 O/N1 X —
ZERT D1 ZSRLUTLKEEV, EKS

3. IAMY—ER7AHT b0 O-)LZEKL, RU—2TFTRYFLET. FHICOVTIE,
"Amazon 1—%'—HA R, O "H—EAT7HO MO IAMO—=)LZ/ER TS Z5RLTLE
=V, EKS

4. TZA4AXR—hK Amazon EKSYVZ AR —ZHEATRHEERE. 75 AX—VPCH &% I AWS STS
IVRRAVRDNHBDEZRBELET, TV RRAMNOEROFEMIZOVWTE, T 1—
HF—HA R, O "A122—TIT4AVPCL R7RA 2 BAWS Identity and Access Management
1 ZBSRLTLEZ L,

ATYVT 2. A4A2AN—)LUTEHRET S ASCP

ASCP (&, secrets-store-csi-provider-aws J7RZ N @ GitHub TEATEE T, URZ MUICKE
=LY RNEERBROITVRNTDEOOH > TILYAML7 ZAILEEENTVWET,

AVARN=IAIEZ, FIPSTY RRAV N EFERTBDASCPLS I ZRETEE T, ; TV RKRAY
RODARNIZDOWVWTIE, Tthe section called “Secrets Manager T RiRA 2 K" Z5BLTLKIEE
Wo

Helm ASCPZ2ERL T ZA AN —ILTBICIE

1. VRDPKNUNFRFOF¥r—RZ2BLTVWREE2BRETSICE. #FALET. helm repo
update.

2. Secrets Store CSIRZ A /N—Fv—RZEBMLET,

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. UZ2T7&A2VARN=ILET, AOAY KNV TZFRETRICEK. XOT7ZTZEMLET, --
set-json 'k8sThrottlingParams={"qps": "<number of queries per second>",
"burst": "<number of queries per second>"}'
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helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4, ASCPFv¥—hZEMULET,

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. 92742 ARN=)LUET, FIPSTVRRAVNZFERATRICE, ROT7ZTZEBMLF
9, --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

JRD NUYAMLT ZEALT 242 ARN—ILTBICE

« ROIOXVRZEZFEALFT,

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

ATFYVT 3ANIRNTBDI—OLY R NERBETS

Amazon DASCPY I RET7T7AINATFLLED 7 74 J)LEKSE L THBIT B, the section
called “SecretProviderClass"YAML7 7 A L ZER L ET, Ik, NTRNFTBZ—IL YL
E.XIRNTBT77 M4 BHNSecretProviderClass—ERRENET, (k. 28T Amazon
EKSARY REBLUBRZEMICHERE T SSecretProviderClassAEN H V) £,

RDOPFIE, SecretProviderClassZEALTINI U RNTBI—OL Y NERRRTDHZE
&, Amazon EKS RY RICX I RENET7AINICBRIZF TR FEZRLTVWET,

Bl
e Bl:>—OL Yy NERBBIFEEF TYDUMT% ARN
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c Bl —OLYRDPSF—EEBORTZENTINTD

e FIRILFV—232—0LYRNODT7IANA—N-—D—DIVEERTD

e PRV TBRTIIANA—N—2—DLY NZEBRTD

Bl: >—oLYy NeRBEIEEEF TYNT>MTS ARN

ROBIE, Amazon IZ3 2D 77 AN %EXJ> hNSecretProviderClassd Z#RLTVET
EKS,

1. T2 TEEENI>—TL Y MARN,
2. BAICTEEENEY—DL Y B
3.—UJLY NODBEDN—3>

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecrets4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

Bl: >—OLYRDPSF—ELEDODRTZEITRNTS

RXOBIE, Amazon IC3 DD 7 7A4 )N &N MSecretProviderClass9% ZRLTVWET
EKS.,

1. 22 THEEENET—2YL Y MARN,

2.@AL>—2L Y NHSEBL = username F—/{EOXRT

3.@ALY—ULY MDY SEEBL Iz password F—/HEDRT
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apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

Bl IWNFV=2322—=JLYRNOTIANF—N-V—J322ERTS

BROFELEBERLEGTA TARUANVRERCATAMZRMEIZLHIC, A HIU—D3
A8 —OJLYRNEREBIZLEOOBE 7 T MIILAF—/N—HEASCPEHR—KLTVET,

RIC, BEO)—2av LTIV T—RhEhi2—29L Y N% SecretProviderClass C &k V) EUS
T2l RLET, COBITIE., (F ASCPus-east-1& OEAENSS—IL Y RERBLELSE
L&EJus-east-2, WTFhHAOD -3 UARAEOBERZRE T 4xx T —&IRL B E. ASCPI
EE550—JLYRMNEXNTNLERBA, >— VLY RN APSEEICEEE NS &us-east-1,
FETN—UL Y NMEZASCPYN I RLET, 2—ULY NN ASEEICHBENED 2 £ us-
east-1, ASEEICEHBENEE us-east-2, ETNI—UL Y NMEZEASCPY I NLE
¥,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"
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Bl: DRI BDTIANF-—N=2—DL Y hZ2ZBIRT D

R, 7TANA—N—BIINTRNTBT—UL Y N& SecretProviderClass ICKWIEET
262 RUET, 7IANA—N—>2—DLYNELTVUARERYET, COHITIEK, (& ASCP
TREEENE2O20—VL YR EREBLESELETobjectName, FRIALDEEARE T A 4xx
I5—%#BLEBFE, ASCPREESDI—ILYRENDIURLERA, >—OJL Y RD S
EEICEHSBSEND Lus-east-1, BEDO>—IUL Y NMEZASCPY VU MLET, >—JL YN
FASERICEHBENEDL > M us-east-1. PSEEICEBENIZESus-east-2. ¥
ND—oL Y MEZASCPY I RNLET, Amazon ICX I hENET 74 IILOBRBIEKSIE T

I MyMountedSecret,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:111122223333:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:111122223333:secret:MyFailoverSecret-d4e5f6"

AT Y 7 4: Amazon EKS7/RY RIZZ—OL Y RNET7AINELTNY I
ER

ROFEE, Y2777 4) ExampleSecretProviderClassyaml & .yaml ZBL T —2L Y K
ZYAML7 7AW ELTY DV M T B EZRL TWE T ExampleDeployment,

Amazon 22 —2JL Y NEND NTBIZIE EKS

1. X R SecretProviderClassZfAL T, &/ARY RICEAL EJkubectl apply -f
ExampleSecretProviderClass.yaml,

2. OXRVR Z2FEALTRY R2F704 LETkubectl apply -f
ExampleDeployment.yaml,
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass.yaml
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3. B77A4)NZASCPY T KMLET,

NZTNDa1—F12T
Ry RFTOALERRTDE, BEALDIS—EXRTTEET,
IVTFFOIS—XvE—SERTRTRICR

1. ROOXRT, RYRBOVANZEHEBLET, 74N NOBEEMEZFERAL TVEVEES
. -n <NAMESPACE> ZFERAL T &\,

kubectl get pods

2. RY RZERERTZICE., XOOAX> RT, <PODID> &, BIOATY T THIELERY ROKRY
RIDEFEALET, 74 MNOBRZEEZFERAL TWEVWESE, -n <NAMESPACE> % f
ALTLSEZL,

kubectl describe pod/<PODID>

NIZ—%ZRRTSICIE ASCP

«  JONAA—OJ THMBEREHIETDICIE. XROIIX > RT, <PODID> -csi-secrets-store-
provideraws RY R® ID ZFEAL £,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/<PODID>

SecretProviderClass

ZEAL TYAML, Amazon (N> K925 —20 L Y REKSZEFIRASCPLET, HlIICODVWTIE,
Mthe section called “>— 2V L Y NEBRIELIE TYI TS ARN ) Z25BLTLSEEL,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: <NAME>
spec:
provider: aws
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parameters:
region:
failoverRegion:
pathTranslation:
objects:

parameters Ik, A TFONT RNV T ANOFHNIEENET,
region

(#A723)o—JLYRNAWS =232 O, cO74—)LREFEALBEVEE, B/—R
DERNP S -3 ASCPERELET . CORETIEE, NIVURNUIITANIA—N—AY
RAEMEND IO, KEORY REEAIDIVZAZ—TI—JaAVEBEIREEZHEHD
LET,

£1EET S & failoverRegion, ASCP EWiAZDU—>3> A5 —UL Y NEEEL LD
ELET, WTFNHPOU—Ta2AHARAOBEBRET 4axx TZ7—&IRL EHE. ASCPRE
550 —JLYRNENTVRLERBA, D—TJLY MY PSEEICEEE NS Eregion,
FEND—UL Y NMEZASCPY I RNLET, >—JL YR ASERICREEhEL S
Hregion, N SEEICHBEhiFEE&failoverRegion, FETN>—UL Y NMEZASCPY ™
hMUERT,

failoverRegion

(A7>a )07 1—=)LREEHDE, [F ASCP reqgionBRU D7 1 —)L RTER
chik)—>23a s —0LYRNERBLESELET, WThHhOoU—23a 2 AFEEED
BEZRETAx IZ—2RLEFE,. ASCPRIRELES5ND—ILYRNENTNLERA,
=LY RN ASEFEICHEBEND Eregion, FTNDI—IL Y NMEEASCPY T K
LET. P2—IJLY RN ASEEICEEBENED 2 N region, PSEEICEEE NI-E
&failoverRegion., EZN>—UL Y NMEZASCPNVURLET, D7 1 =)L ROERH
CO2WTk, "ILFU—2a3>—0LYRNDT7IANA—N=—DV—2IVE2EHTH, 25
BLTLSEZL,

pathTranslation

(A7 3>)Amazon D7 7 A ILBIC Linux DAT Y 1 () BEDNARY Y XFEKSHEE
NBEEICHEATE 1 DOBMNF, ASCP Ik, NARYYNXFZEELN I RENLET7T7A)
ZHEHTEEREA. KDY, ASCPENARYN XFZROXFICEEMAET, DT 1—
IRZFEALAZVES, BEXFICET A —AO7 () FEAETIhET, HlAE, My/Path/

Secret & My_Path_Secret ELTINJ RENET,

SecretProviderClass 185



AWS Secrets Manager d1—H¥—HA R

NFOEBRZH<SICEK., XFF False ZA DL TLEEL,

objects

NOKNTBS—ULY NOYAMLEE ZELXFH, YAML BEITOXFHERLZEGE/NA1T () X
FEFERIZDCEEHHOLET,

objectName

ARNZ—2OL Y NOBEERLEE 7N, ZEATSHEFARN, ZERTEE
JobjectType. D7 1 —J)LRIF, ZEELBZVRY, Amazon EKS RY RO —75
LYRDT7Z7AIBIZHEY) EJobjectAlias, ZFEATRHEAARN, OU—23a 2 F 71—
IR E—BITBARNKBENH ') FJregion, failoverRegion ZEHd &, D7 1—)L
RiEF7 54X 1) D objectName (27 V) £,

objectType

(Z Secrets Manager ZfEH L % WG SARNIF 4ETFobjectName, secretsmanager £z
l& ssmparameter ®VIFNAICKEY)ET,

objectAlias

(A7232)Amazon EKSRRY RO —ILYNDT7AIE, COT71—)LRZEEL
VSR, objectName A7 7 A IILBELTRRENET,

objectVersion

(FA7>anN—oLyboN—=>232IDNN—23>IDE, >—OJLYNEEETHET
ICEFHOSLBAEUD LD, ChF#HEREhFRA. F7FIIKNTR., EFN—2a3HNFEA
ThFxJ, failoverRegion Z8Hd &, D71 —I)LREFTZA4Y D objectVersion
ICEWERT,

objectVersionLabel

(A72aNN=23a>0IAVTFTAF7 )N NE&EHFH/N—2 3> TF AWSCURRENT,
MBI OWTIE, TMthesectioncalled “>—2L Y hNN\—=232", 28RBLTLKEE

W, failoverRegion Z8®% &, CO7 1 —J)LREFTZA4~NX 1D objectVersionLabel
ICEV)EXRT,

jmesPath

(FA7>32)Amazon ICXI 2 RNTBT7A4IAND—UL Y NAOF—NDN Y TEKS,
D7 14— )L REFEATBICEK, >—TL Y MEN JISONEXTHBDUENf HIET, <D
74— REFHTZHEEF. Y7 71—)LR path 8KV objectAlias #EHDHELN
HVET,
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INA

S—ULY MED OF—EBORTISONASDF—, 714 —=)LRICNATUHFEENT
WBiEER., —ES|ARTCIAT—7UL&EY, ffl: path: '"hyphenated-path"’

objectAlias

Amazon EKSRY RIZN DV RENBT7AI)NE, 71— RICENATUHFEEFATVS
BEek., —ESAMTIAT—7LET, ffl: objectAlias: '"hyphenated-alias"'

failoverObiject

(A7) D71 =)L REEETDE, ASCPRTZAIXUTEEENES—IL Y
NobjectName& failoverObjectobjectNameH# 7 7 4« =)L RTHEEE N —UL Y
NOBBEZEBLEISELET, RANDBELZET FM4xx TZ—%RL 2HE. ASCPRE
550—0JLYRNEXTMLERA, 2—JLYRNTTA4R) ASEREICERBEND
LobjectName, EZEFN>—UL Y NMEZASCPYOKNLET, =LY RHFTFa4X
) ASIEEBICERBENEN, 2N objectName, 7 I M)A —/N— A SEEICERBE NS
SobjectName, FEND>—IUL Y NMEZASCPYN U RLET, COT71—)LRZEHDH
Bk, 714—J)L R objectAlias EEHBIUENfHYVET., cOT7 41— I)LROFEABICDOV
T, "YOURNTBTIANA—N=2—0L Y hZiBIRTSD ) 2SRBLUTLKEEL,

BE. CO7A—)ILRET7IANF—N=2—0LY M LTVATRBEVEEICEALE
T, L7VAHEZEEITZIEOHICOVWTE, "IILFU—2322—0LY DT IAI)F—
N=DU—232%ERTD) 2SRLTSEEL,

objectName
ARN 7IANA—N—2—DOL Y MNOBEIERRLEE 7)., ZFEATBIZEEARN, O —
DAV TA4=IIR E—HTBHARNLEN H') £FfailoverRegion,

objectVersion
(FA7>aN>—OLYybhON—=232 IDTFA4XY objectVersion E—BHLTW3

BENFBNVET, N—232 DR, >—ILY PN E2ZEEITRICICEFHROXENELD
2O, ChREREhFELEA, T7AILRTRE, BN HERENRET,

objectVersionLabel
(A72a2)yN=232>OITAVTFATF74INNEEHN—-23>2 TT

AWSCURRENT, S##C DWW Tk, Tthesectioncalled “>—2L Y N\N—23 2", &#3
LTV,
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AWS Secrets Manager T—> I 2 bk

AWS Secrets Manager T—= I 2 MNi&, . Amazon Elastic Container Service, Amazon Elastic
Kubernetes Service AWS Lambda., Amazon Elastic Compute Cloud 7% & DIRE £ KT Secrets
Manager 5N —I LY NOEEBZEZEENTZLEDICFERTEZ IS4 T NMIOHTTPHY —E
AT, Secrets Manager T—2J I KNk, P7UT5—2 3oy v 2 1hsEES—ILY N
ZHEBETEDLDIC, XEURNT—YJLYPNZMBLTFYYZI1TEET, DFEI, Secrets
Manager Z R OHITRDOYVIZ, PFTVIT—23  ICMBEBERS—YL Y M localhost A SEUETE &
9, Secrets Manager T—> I > M & Secrets Manager XL TO &AW I TARNETS C
ENTEERT, >—IJLYNZEEITHELERFTEXREA,

Secrets Manager T—> I MNE, RETEEL = AWS REIE#HR % A L T Secrets Manager % ¥
OHUET, Secrets Manager T—>2 T2 MNE, B—N—RIOUIJIARNT7#—2 1) — (SSRF) I
WIEREEREHL, >— ULy bEF21UT1Z@BALEEET, Secrets Manager T— I K%&
METDICIE., BHREORAE, BEMHRER (TTL) . O—AILKRARNHTTPR—K, F¥yv>2 144 X%
HELETD,

Secrets Manager T—2 IV RNBEA U XEUF Yy Y2 1%2ERATH -8, Secrets Manager T—> T
hFBEBITRHIEVEY NENETET, Secrets Manager T— TV Nk, Fyviehnicd—
LY NMEZEBWICEHLET. EFMTILEE. OBMHERS TN =& IC Secrets Manager T—
SIVRESY—ULYRERMAESELELEEILTONET, F7FINOEFEE (TTL) &
300 T, --configdAN > RS A 5|5%&EM L T Secrets Manager T—2 I NIERETZ 7 A
ILET Z#ERALUTEETEET, Secrets Manager T—J IV NCRF Y Y2 10EMELEEE N
FHA. fIZE. F+Y1TNIVOEVHRIINDEIC—IL Y NFO—FT—23>2 L5
4. Secrets Manager T— IV NEFHWVWI—IL Y MEZRT CENBYET,

Secrets Manager T—2 IV MiE, OLARVAERUEATI—IL Y MEZIRLE
JGetSecretValue, >—YL VY MEREF Y Y IHNTHES{LENELA,

V—AOA—RZZVDO—RFTBIZE, "1 Ohttps:/github.com/aws/aws-secretsmanager-
agent "1 ZZRL T & L GitHub,

N =R

« AT Y7 1:Secrets Manager T— I NNAF ) ZEBETD

« AT Y7 2:Secrets Manager T—J IV RNZEA VAR =T

« AT Y7 3:Secrets Manager T—2J I RNZEFALTO—IL Y NERIETS

A

« Secrets Manager T—2J I NZERETD
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https://github.com/aws/aws-secretsmanager-agent
https://github.com/aws/aws-secretsmanager-agent
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- OJRR
s EF1UTAICEHTREREE

AT Y 7 1:Secrets Manager T— I RNAF ) RBETS

Secrets Manager T—2 I MNAFVZRA T4 7T ICBETDICIE, BED BERY —)L & Rust
V=IHFBETT, FkiF. ThEYR—RNITBRIATALCKLTIOAANMILTBR L
£, Rust 7OARAZFEALTOVOARAOANANTBEETEET,

RPM-based systems

1. AL2023 X ED RPMAR—ANDY AT ATR, BEY—-ILIJIN—T2FALTHRY —Ilz21>
ARN—ILTEFXRTY,

sudo yum -y groupinstall "Development Tools"

2.Rust RFIXVKRD "Rust D4 AR—)L1 DERICH>TLEZL,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
. "$HOME/.cargo/env"

3.RD"build AN RZFERA LTI I M 2BELET,

cargo build --release
EKITABET 7ML ICH'V) FJtarget/release/aws-secrets-manager-agent,

Debian-based systems

1. Ubuntu 7% £ M Debian R— AN AT ATWR, EIROMKEBENYT—22FEHAL TFEROY
N="—= A A=) TEET,

sudo apt install build-essential

2.Rust RFIXVHRD "Rust D4 AR—=)L1 OERICH>TLEZL,

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
. "$HOME/.cargo/env"
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3.RD"build AN RZFERALTI—2J I N EBELET,

cargo build --release

ERITAEE7 7ML IZH V) FJtarget/release/aws-secrets-manager-agent.

Windows

Windows EIZH#E£ T 3 (ZIE. Microsoft Windows RF 1 X h® "Windows for Rust T dev IRiE
BEYRNTY TS, OFBEICHEVET,

Cross-compile natively

Ubuntu 2 &, mingw-we4 /NY T — A RARAEER T4 AN E1—232 TR, 1714712
JOAONAITEET,

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

# Install the rust build targets
rustup target add x86_64-pc-windows-gnu

# Cross compile the agent for Windows
cargo build --release --target x86_64-pc-windows-gnu

EIAET7AIEF ICH ') F9target/x86_64-pc-windows-gnu/release/aws-
secrets-manager-agent.exe,

Cross compile with Rust cross

DORAVNANY =D ATATERATATICEATERVEEE, Rust VOA7’ O T
IORNEFERATEET, FHMICDOVTIE, hitps:/github.com/cross-rs/ "cross 1 ZZBL T &
Wo

/A Important
EIRRRIZE 32GB DT 1 RVBEZHEHLET,

# Install and start docker
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https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup
https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup
https://github.com/cross-rs/cross
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sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu

AT Y7 2:Secrets Manager T—> I RNEAARN=I)ILTSB
AVE1I—TFA2T0RATICEIVT, Secrets Manager T— IV REA 2V ARN—=ILTDLEHD
W DADATZa>sHFHI)ET,
Amazon EKS, Amazon EC2, and Amazon ECS

Secrets Manager T—J I R ZA AR —ILTBICEF

1. DRSS RNYTEMEATWSinstall AV U NEFEALET,

ARV NEREBBEICT O ALBSSRFN—0 &% L, 774 ICRELE
9 /var/run/awssmatoken, N—I &k, A1V AN=ILATVT NHFERT
%awssmatokenreaderJ I —7IC &k > TEHEABMSNhET,

2. T7VT—=23 N N=02 7 7AINEHRmIBNDEIDICTBICE, FTVIT—23a 0 HF=E
TENBZI1—H—FHJ> % awssmatokenreader I —T7 (L BIMTRDHAENHVET,
BIZIE, XD usermod AN RZFEAL T, M—U2 7 7ML ZHZH DT O AFTZT
TVT—23 Il ETEET, <APP_USER> &, 77U —2 3> FRTEnD 1—H—
ID T9,

sudo usermod -aG awssmatokenreader <APP_USER>

Docker

Docker 295 &, Secrets Manager T—> I RNEH A RA—AFTFELTT TV —
AVE—RBIIRTTEET, TOE, 77U —2 3 2(F Secrets Manager Agent /12t 9 %
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O—AIHTTPY—=N—H"5>—0L Y NERIBTEET, Docker DFFMIC DLV TIE, Docker K
FAXKN BSBLTLSEZL,

Docker T Secrets Manager T—2 I NAOY A RA—OATFEZERTBICE

1.

2.
3.

Secrets Manager T—> T MY« RA—22 5 F O Dockerfile ZHEKL £TF. ROFIT
(. Secrets Manager T—> T2 ~/)NAF+ 1) ZFERL T Docker AV TFZERLE T,

# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

DSAT 2 N7 7V —> 3> 0 Dockerfile ZfERKL £,

Docker Compose 7 7 A JL&ZER L TRADITFHEEXRITL, AIURY KDO—04
VEB—TIAAZFERALTVWA L ZHBLET, <nld. Secrets Manager Agent #°
localhost 1 B2 —7 T A ADAHASOV IV ITARNZEZTFTANBVWEDHICHETT, RO
fllk, network_mode¥F—#H'secrets-manager-agentdAVTFTNDXRY RD—UBZHIZEH
[Cclient-applicationd>TF&EZF7XRYFL, BURY ND—DOA4R—T I/ A%&H
BETE3LSI29F % Docker Compose 77 A )L ERLTVET,

/A Important

Secrets Manager T— I NEFERTSICE. 77U —2 3> 0 AWS FRiHE#R
ESSRFN—U 2 ZO—RIBUENFHYVET,. UTZSRL T EE L,

« TAmazon Elastic Kubernetes Service 1—H'—HA R, O "7 ANOEE

« TAmazon Elastic Container Service RO Y /N\—H A R, ® "TAmazon ECSZ A
1AMAO—)L 4

AF Y 7 2:Secrets Manager T—J I REAVAR—ILTS 192


https://docs.docker.com
https://docs.docker.com
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version: '3'
services:
client-application:
container_name: client-application
build:
context: .
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context: .
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. secrets-manager-agent /N4 3 1) % Dockerfiles & Docker Compose 77 1 LZETL D
ERAUFALYVRMVIEOAE—-LFT,

5. R®Mdocker-compose N> REFEHL T, & iz Dockerfiles ICEDTVWTOAVTT %
BELULTERITLETD,

docker-compose up --build

6. V54F7>NIAVTF T, Secrets Manager T— T R EFERAL T —YL Y NZERET
EDRSICHRVELE, FHMICOVWTIE, Tthe section called “A 7 ¥ 7 3: Secrets Manager
T—21x 2 hZ2ERALTO—OL Y NZEIETS) Z5RL TS EEL,

AWS Lambda

Secrets Manager T— I M, AWS Lambda #EsR#ERE E L TNY T —D{LTE XS, R
(2, Lambda B L 4 v—& L TENML, Lambda BA#A S Secrets Manager T— I K%
HOHLT—YL Y NZREBTEXT,

ROFEERF, EVSBRO—ILY NZEBIDHEEZRLTVWET, MyTest secrets-
manager-agent-extension.sh TH > 7L A7 N &AL Thttps://github.com/aws/aws-
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https://docs.docker.com/reference/cli/docker/compose/
https://docs.aws.amazon.com/lambda/latest/dg/packaging-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/adding-layers.html
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secretsmanager-agent, Secrets Manager T—= I > K% Lambda #LiR#EEE L TA A RN—/L
LET,

(® Note

B> F IRV )T K&, Python 3.12 X Node.js 20 % &€ @ Amazon Linux 2023 X —2X
NDZVEALICEENTVS curl OV RZFEALE T, Python 3.11 X° Node.js 18
BE®D Amazon Linux 2 ICEIDLK S RAM LAREZEATSHAE. £9 Lambda O
TFAX—=Dcurllc ZA4 AR =TI RBENHVY)ET, FIBICDOWTIE, re:Post
® "Lambda T Amazon Linux 2 AMIXL T A TINAFUNY TS RERTDHE
AWS | ZSBLTLSEEL,

Secrets Manager T—>2 I N Z/NNY T —21 9 % Lambda HLREEEZER T B IC I

1. —9L Y NZHE8http://localhost:2773/secretsmanager/get?
secretId=MyTest9 % ®ICU T ZEITT S Python Lambda BIZkZER L &
¥, Lambda ILREBEDQH L EBROBEICHST D, P7UTr—>3>0—RICE
ATADY VZXFRELTLKEEV,

2. SecretsManager IT— I RI—RN\YT—=20II—K A5, XROOAI RERITLT
Lambda #L5RMEBEZE T AR L E T,

AWS_ACCOUNT_ID=<AWS_ACCOUNT_ID>
LAMBDA_ARN=<LAMBDA_ARN>

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’™ script into the “extensions’
folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-
agent-extension.sh ./extensions

# Zip the extension shell script and the binary
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zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -t
'.LayerVersionArn')

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

3. Lambda #HZeMHTHL T, >—JL Y MFELKEBENATVWR L ZHRBLET,

AT Y7 3:Secrets Manager T—> I hNEFEALT—IL Y NZEE
K

I—I0NEFEATSICIE,. O—AHJ) Secrets Manager T— T NI RARA 2 N EFTH
L. >—2JLY FMARNOBBIELEEZEIIUNTA—RELTEDET, F7F I NTIE, Secrets
Manager T—2 T2 MNEF>—2L Y NAWSCURRENTO/N—2 3> ZBBLET, BloN—23a>%
BB 95T, versionStageFild ZFREL ¥JversionId,

Secrets Manager T— I RN ZRBEITBDLEHIC, FEUVIITAMD—ZFHELTSSRFA—T A Y
A—BEHDBENHV) ET: X-Aws-Parameters-Secrets-Token, Secrets Manager T—> T
V@, COANYVE—BRFLBEVI IO TARNPEMBESSRFN—V 2 ZHF DUV ITARNEERLE
To SSRFAYRA—ZIE THARIAATEXRITEREZ77 1),

Secrets Manager T—2 T2 MME AWS SDK, F7 # )L NOFIIBER7ONAZ—F T —> %ZFH
5 Rust ) ZHERALET, NS OIAMBEREEIR®D ID ICKk 2T, Secrets Manager T—> T~
No—OLYRNZRBITRDLEODOTIOEAFANREYNET,

B ET:

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

A OVWTR, "T7OEAFHAICETRZ VT 7L AL Z8RLTLSEEL,
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/A Important
>—2L Y NMEAD Secrets Manager T— IV N INEhd e, AVEI—FT4 VTR
BRESSRFRN—D TV EATERDITNTOIL—H—I&, Secrets Manager T—> T b
FYVIANSI—VLYBNITIEATEERT, FMICOVTIE, Tthe section called “tz
FADTAICBHTREESTE ) ZZRLTLKEEL,

curl

RO curl DFIE, Secrets Manager T— I MASS—UL Y RZBBT2HEEZRLTVE
T cOBITRE. A1 VARN=ILATVTNCE>THREFEND SSRF 77 AMIICEETS ICMFF
LTWETD,

curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'http://localhost:2773/secretsmanager/get?secretId=<YOUR_SECRET_ID>}"'; \
echo

Python

XD Python O HliE, Secrets Manager T— IV KA S —UL Y NZERIBTSHEZETRLT
WET, COBITRE., A1 VARN=IATVTNIE>TREEND SSRF 77 AILICEETS IZ
WMELTVET,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=<YOUR_SECRET_ID>}"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()
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try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

=L

Secrets Manager T—> I N ZRET D

Secrets Manager T—J IV MNOREZZEETDICE. TOMLEREZ7 7ML E2ERL TH S, ZHT
HLUET./aws-secrets-manager-agent --config config.toml,

RD) AN, Secrets Manager T—2 IV MCRUTRETESD A7 a v ERLTVET,
+ log_level — Secrets Manager Agent D OJ THEE N2 FHMOL R)L:
DEBUG, INFO, WARN, ERROR, F/z (& NONE, 7 #JL k& TTINFO,

* http_port — 1024 ~ 65535 QEEOO—HIILHTTPH—/N—DR—K, F7 ) NE 2773 TT,

e region- OV TANIFERATE AWS V=232, D=3 BEENTVEVES, Secrets
Manager T—2 I RME A8 —23 20 ZRELETSDK, FMIZDVWTE, T for AWS SDK
Rust 7ROY/N—FHA R, O "REERET 7N -3 2EET D, 28RBLTILKEE
Wo

- tt_seconds-F ¥ VAT NEBEEOMTTILEMND , &HEIFE 1~3600 T, 77 FJ)LNE 300 T
To FYVIIAHALA AN 0DBE. CORERFEAEAELA

« cache size-F Y VY I1ICREFETEDS—ILYRNOHEARE. 0~1000 DEFHTT, OlEF+ v
ANV ERERLET, 74 NE 1000 T,

- ssrf_headers — Secrets Manager T—2 I MA'SSRFR—U 2 ZF IV IVTBIAVA—FDOUR
Ko 7 # ) MlE TX-Aws-Parameters-Secrets-Tokeny . "X-Vault-Token, T39,
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- ssrf_env_variables — Secrets Manager T—2 I RASSRFN—0 2 ZF IV VT BIREEH
BOVAN, REZRIZE., OLSICN—DV2FLEEN—=—O2T 7ML NDSRBEZEDHDC
ENTEETAWS_TOKEN=file:///var/run/awssmatoken, 77 # )L M IEAWS_TOKEN,
AWS_SESSION_TOKEN ", T9,

o path_prefix—- VO LT ARNNFNAR—ADOVITARDESH ZHMT A EHICERAETINBDURITL
7'( v QXO 5_“7 7-'-)[/'\‘; r/V1/J -(“3-0

« max_conn — Secrets Manager T—2 L2 RAFFATBDHTTPOZA T2 M S DEHGOHKR K,
gFEF 1~1000 T, F7#4J) N800 T,

07 & &

Secrets Manager T—2 I KNE, T5—Z20—ANTT774) (ICEE&EL £ 1logs/
secrets_manager_agent.loge 77U —> 32 A Secrets Manager T—> 12 hZ2HUHL
=LY NZRBTRE, TRSORVCEHLEO—AILAOTICRTENE T, CloudTrail A7
ICRERTREhEEA,

Secrets Manager T— I RNk, 774N 10MB IZIETH EHLWAOT 774 ZERKL .
ATHERARS 20O 774 ERELET,

0% l& Secrets Manager, CloudTrail, £k (ZF#EEE NFH A CloudWatch, Secrets Manager
TIOR8 —OLYRNZEBIDVIIANE., ThsoOJICRkRR"EnER A, Secrets
Manager T—2 L2 N7 Secrets Manager ZHUOHL T —JL Y N ZEREBETD E. TOFTH
L 21— —I—2 12 MXFEF CloudTrail T ICEE&E NhE Jaws-secrets-manager-
agent,

TOYRBERETEETREZ 7 1)L,
tF1VTFAICHITRERER

I—-SIVRTP—FTIO0FvOHE, BERXAVE, I— I MNIVRRANESSRFRh—2
T ORATEREMTHY, BEFKRANELMEKTT, Secrets Manager T—2 I MOFEFER X
A2k, BUEFI)F 1k Z#IFT DD, Secrets Manager D ERFEERA T ATRESR R X A
DE—HBITIMENHYET, HlAIE. Amazon TlE, Secrets Manager Agent D{SFEEC2 R X 1 >
k. Amazon DO— ) ZFERATZHBEORIBEHRO RX A EFUICHKY £ETEC2,

Secrets Manager OFREBERA 77V r—avicAQvoEsEnizI—>2IMNJ)1—->a>%FE
EFALTVWEVEFIVUTABROSVWT7UT—>3> Tk, SEEEO AWSSDKsV U 1—
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TAVEREFYYSIVUI-TIaVOERAERNIILENGYET. FMICOLVTR, T2 —
JLY hERETR, ZBRLTIEEL,

C++ ZfEH L T Secrets Manager > —2L v NMEZEUE T S
AWS SDK

C++ P7Ur—>a>miBElk. GetSecretValueE -ld #FHAL T SDKZEEEFVHL
J BatchGetSecretValue,

XDOPIT, Secrets Manager >—VL Y NODEZEBIZDEEZRLET,

PHEZFF:secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/*)
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();
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%A L T Secrets Manager D> —2 L v MEZEIBE TS
JavaScript AWS SDK

JavaScript 777U —> 3> MBEE. getSecretValuek kit Z2FHAL T SDKEEENUHL
F I batchGetSecretValue,

RDBIT, Secrets Manager >— VLY NOEZRBIZHEERLET,

PEZFFA:secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "e@aws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1),
);
console.log(response);
// A
//  '$metadata’: {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: 0
// Y

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx"',

//  CreatedDate: 2023-08-08T19:29:51.294Z,

// Name: 'binary-secret-3873048',

// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/71,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
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// VersionStages: [ 'AWSCURRENT' ]
// 3

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;
}
};

Kotlin 2/ L T Secrets Manager D> —2L v NMEZEUSE T S
AWS SDK

Kotin 777U —> 3> mMiBElk. GetSecretValueE ik ZFEAL T SDKZEEEFUHL E
9 BatchGetSecretValue,

R DOFIT, Secrets Manager >—2J L Y NOEZRBIZHEERLET,

HEZFF:secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
secretId = secretName

}

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

%ZfEMA L T Secrets Manager D>—%2 L v NMEZEE TS PHP
AWS SDK

PHP 77 U4 —>3a>mig4alk. GetSecretValueE ik ZEHAL T SDKEEENCHELE
dBatchGetSecretValue,
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RDOBIT, Secrets Manager >— VLY NDEZRETH 2 HEZRLET,

PEZFFA:secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1);

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;
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// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

Ruby Zf#F L T Secrets Manager D> —2 L Y NMEZEE TS
AWS SDK

Ruby 77U —>3a>mBEk,. get_secret_valueFEkk ZFEHL T SDKZEEFTHL F
Fbatch_get_secret_value,

IXDPIT, Secrets Manager >—VL Y NOEZRBITZDEEZRLET,

PEZFFA:secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/
require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
end
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Rust Z A L T Secrets Manager D>—2 L Y NMEZEEBTS
AWS SDK

Rust 77U —>3a>mig4alk. GetSecretValueE ik #FHA L T SDKEZEEEFRVPELE
9 BatchGetSecretValue,

RDOBIT, Secrets Manager >—2V LY NOEZRBIZHEERLET,

MWEFF:secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

ZHEALTS—OL Y MEZESET S AWS CLI
PHEZFFA:secretsmanager:GetSecretValue
Example >—2J LY NOBES{tEniz—OL Y NMEZEIBTS

XD get-secret-value OFITRF, REDCS—UL Y MENBBENET,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example BIO>—0 L v NMEZEET S

XD get-secret-value OFITR, FIO>—UL Y MENMEIBENET,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

BEALTNYFTO—OLYNOITIN—T%2E1E 95 AWS CLI

MHEIREFT:
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* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValue 892 &>—IL Y MO 7V EAFT,
« 71 R2—%FERATBHEEE, secretsmanager:ListSecrets EX4ETT,

TORAHFARIS—OFIZDWVWTIE., Tthe section called “fl: /NY FHRO—OL Y MEDT )L —
TEMETDITIOAHA ) 25RBLTSEEL,

/A Important
BBI2T7IN—"THAOEYOD—OLY N2eBB T TV AHFT%2IERTSVPCERY
—NHBIFEE. BatchGetSecretValueld>—oL v MNMEZERET, I5—%&RLE
9,

Example BHIBEICRREhES—IL Y NTIL—TD>—OL Y NMEZEET S

XM batch-get-secret-value OHITIE, 320> —IL Y hOZ—IL Y MEZEEIBLET,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example 74 ) Z—TBRLEZ—IL Y NTIL—TD>—OL Y NMEZEEBT S

XD batch-get-secret-value MHITIEE., "Testy EVSBRBORIAFWES—DIL Y D
>—JLY NMEZEBLET,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

AWS YV —)laERALT>—IL Y NMEZEEBT S
—=OLYy hZEBITAICE (AYV=I)

1. T Secrets Manager 12V — )L Z R & & 9 https://console.aws.amazon.com/secretsmanager/o
2. —OLYMDODUART, BTS2 —IULYNZERLZET,
3. Z—VLYhNEIEYVZIDT, [—VLY MEOERE ZBIRLET,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/batch-get-secret-value.html
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Secrets Manager IZ>—2 L Y NOBREND/N—2 32 (AWSCURRENT) A"RRENET, —7
LY hOMO/N—2 32 (AWSPREVIOUS R HARLTRIFNEN—232BE)Z2RTTBIC
(. the section called “AWS CLI” ZfER L £ ¥,

T — AWS Secrets Manager 7L Y N & {#H 9% AWS Batch

AWS Batch l&, TNYFAE1I—FT A0 J—O0O—REZERTIDDICKRILIEEFT AWS U5
IR, BEMATSE AWS Batch, #HFT—2 % AWS Secrets Manager —%2 L v NZ®REFEL
CATERTSRIDET, DATIIBET—IEBATEET, FMICOV T, "Secrets
Manager 2 AL - ZT— X NIEEL 2SRBL TS EE L,

1)) — AT AWS Secrets ManagerAWS CloudFormation —%
Ly h2EEBTS

Tl AWS CloudFormation, B/® AWS CloudFormation Y —ATEA T2 —IL v NE2EBE

TEET, BB FUATRE, T 2—ILYMNEFZ—DFy—NERLENAT—REMFED

'C:/—QI/“J NZERL., RIC, —OL Y RDS, ILLWF—EXR—ADRIAEFHRELTHEAT
BP1—H—FK—LENAD—RZEBLET, TZ—ILYRNZEHNTRIHZEICODVTEE, AWS
CIoudFormatlon ) 228 L <& VWAWS CloudFormations

AWS CloudFormation 7> 7L —RNADO>—IL Y NEIREBITSICE. BHUT77LORX Z2ERAL
£, ARVIUERERTDE, BNSRICK>T>—YL v MED AWS CloudFormation 1) Y —2A
C7INEhdd, =LY MEBRZE/N—RIO—F12TFTBHBEHNELA, KDVYIC, >—
LY NEBBIELIEARN TERUET, FA4FIVvIUT7LARK, FEOVY—R7AON
TAHRD—IL Y MCHUEATEERT, VY—AXEXF—2X (AWS: :CloudFormation: :Init
B E) WC:?E»%? LY BNIHULTE, FA4FIVvIOUTT7LORAEERTRDRCERFTEERA,
chiZ&ky), =LY NENFDVY—=IICRRZENTLESHTT,

=OLYRMIRTREAFIVIVTFLYAODNE—2%, RICRLET,

{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

>—2LvY KND
=LY RNBEERFS—ILYNARN, AWST7HIRNDI—OLY NZTOEATSIC
&, >—9V9LYNBEFEATEET, BIOAWS 7HIO RO —OL Y NCTOEATSIC
. >—2LYhDOARN ZFERHALE T,

AWS Batch 206
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json-key (7> 3a>)

BEEZREBTAIRTOF—BZEELET, ZEEELEVESjson-key, EZ—JL Y NTFRA
k£ 4k AWS CloudFormation ZEBL £¥. cOEI AV NCRIOOVXE ;) 2B L
TEFREA,

version-stage (77> 3 2)

FERTZIVITVON—232 =LY MRy —l&, AT—2200SR)ILAO—FT—>3
VRMBHRICEERETETEN—a D EEBHIBLEHICERAENET, version-stage Z2FEATS
BElE. version-id ZIBETH L FETEEXFHE A, version-stage /(& version-id,
ZIRELBWES, 77 2L KNTE AWSCURRENT EWS IRV OFVIZN—2 3 VABEE L
TP, cOEIAVMNIFRIAVXF () ZEHD LR TEFEE A,

version-id (7> 3 >)

FALEVWS—OLY hON—23 2 0BEEEBFZIEELE T, version-id ZEEEL Z5E
(&, version-stage ZEELAZVTLSEE V), version-stage £/l version-id ZEE
LBEWEE, RICFT 7 #I)L N TIE AWSCURRENT E VWS N=2 3 BB ENET, cOEIT X
MNIROAVXF () ZEHBD LR TEXREA,

FHICOVTR, "= JLYRMIFR—D7v—OI—JLYRZEETRLEHD, FA4FZIVvIL
J7LAZERT2) 2ZRLTSEE L,

(® Note

BEREN)ELTINYIRATZ Y 1 %2EALTENSRBEERLEZVTLSEEZV, FIhs
NS B % R AWS CloudFormation TERZWESH, UY—AICEEN RELET,

GitHub = 3 7 T AWS Secrets Manager ¥—2L Y hZ2EH T3

GitHub 37T —oL Yy hEFEATSICIE. GitHub 79> a>aEFEALT A5 —YL Y NE
B8 L AWS Secrets Manager . GitHub 7—J 7O— TN AV ENLEREZHE L TEMTESE
T GitHub 7O a2 OFEMICOVWTE., " RFI1XU M, OGitHub "7023aIC2\WT, %
ZRLUTLEEL, GitHub

GitHub REICZ—IL Y NZEBMTD E, GitHub 23 7RO IXNTOARATY I T—UL Y
NEFERATEXT, GitHub "7o0>3a>otF1) T 458k, OHAFACHR>T, READ
S—OLY RN ERENZOEBERT,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions
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—=ULY MEDXFH & HhEZRBEBEE L TRETEERT, Ko, XF5H JSON DiFE
(&. JSON Z##ML T JSON F—EEDRT CEICRBEREREIT D EETEXRT, 2—7
Ly MEANA TV DBERXFIICERENET,

=LY RNDSERETSNEREBZHREZRRITDICE. FNYTJOT2BMCLET, FHMAICOVT
l&. "Docs TOFNYIJOTOEMYL, Z25RBL TSV, GitHub

—=OLY MY SERENLREZEREFEATSICE. Docs ® "RIFEH, 2ZRBLTSEEWL,
GitHub

Bl fR SR A

To2avaEFERATSICK., £ AWS REEHRZHREL . configure-aws-credentials
7\7' Y7 RFAL T GitHUb REAWS U—23> 0 %5 E?%MEZ‘)‘ HY)EF, Configure AWS
Credentials Action For GitHub Actions to Assume role directly using GltHub OIDC providers ®FJEIC
HOTLKEEV, chiZkY, BUNHEOEVRIIERZEATE, BMOT Y2 AF—% Secrets
Manager DAZBICRFTDIHBENf BB ET,

To2avAEERFAIAMO—-LICE. ATOT I EAHANFBETT,

« B892 —UL Y NICXT S GetSecretValue

s INTDI—YUL Y MNIXT D ListSecrets

s (FA723aN—OL YR THES{LKMSkey ENTWVWBHEEE, Decrypt® HAZN—
IE=\=_O

BHEICOVWTH, TRELTIEAIYAO—L) EBRLTIEEL,
e J7 3%

TOIAVEFERATZICE, ROBNEZERAIDATY 7T 20—V 70—-ICEMLET,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId2
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false
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https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://github.com/aws-actions/configure-aws-credentials
https://github.com/aws-actions/configure-aws-credentials
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NTA—=&

secret-ids
—2L Y NARN, BHl, BEI7L 71 Y902,

REZHBERETAICEK., ETREZHBEZADL, TORICO—IVLYRNIDEAUNEIE
ICABDULET, HlZIE, ENV_VAR_1, secretId x> —2L Y N secretId /S ENV_VAR_1
EVWSBROREZEHEERLET. REZHBICE. AXFOEFE, HF. BLETUHA—RA
A7 zEATEET,

TL74YORZFEATRICR. SXNFULEZANL, TORITARVRAVERTET, flx
(. dev* FHEAIA dev THEDIXNTODI—ILYRNI—HLET, MBTEDZ - —7
LY NOBEKREIE 100 TF, BREBEZREL., TLT7 AV TANEHOI—IL Y hE—HTS
BE, TUOYaVEEABMLET,

name-transformation

TF7AIRTR, CORTYTREI—IVLY RBPSEREEHEBEZERL. AXFOEF, ¥
F,TOR=—AATORENEENDEDICEHBRL, BFETHESHEVELSICLET, BRIONXFE
IZiE, TINZFEFEHATSDD. TNFOANFE NI NFEEZElowercaseLBEVKRSICATY
TEBRETEERTnone, 7 4 MBI, uppercaseTT,

parse-json-secrets

(723 FT7 2 NTR, REZBENFD—IL Y MEA® JSON XFFLEICHREETIE
T JSON DEF—EEORT DREZHtrueZER T BICIE., parse-json-secretslCi&E
LET,

"nameJ X "Name, & & JSON THERAE D F—NAXNFELEIXFEXRTREE. 7
SAVENEELTHETRHEITEELTLEEY, CNFAI. parse-json-secrets %
false ICEREL., JSONZ—2UL v MNMEZEBIEBETLE T,

REZHOHE

TOAVICE>THERENLERREZROZFIEE. ThSHFEBIZI—ILYRMERALUTT, R
BZEHOBEBEHRE—ILYRNKYEBLVWED, 723 I —ILY NEBEZZBRL TN
SOEH#ZR/LETEISICLET, A, MNFRAXFIZEBREIhET, >—UL Y hD JSON
EBRNTRHE,. REZHBICKS—ILYRNBE JSONF—ZBOMENEENET, XL, T
IMYSECRET_KEYNAME, NN FZEBULBEVWKRSIZ TOI AV EZRETEERT,
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2ODRBEBNBUBHTHRDRZBE, TUVVIVREAMLET, CNFE. REERICERATS
BREIAVTAELTHEETIHBENHWET,

BRIANBRETDAREMEN HDHEDH)

e T, EVSEHOT—UL Y NMySecretE "mysecret; EVSBFNDT—IL Y NFELESE
TMYSECRET, VS HABIOREZICEVYET,

« TSecret_keynames EVSBEND—UL Y K& Tkeynames EVWSBBIOF—Z#FD
MSecret; EVWSBBID JSON e niz>—oL Y NE, B EE "TSECRET_KEYNAME, &
WS EFORBEZRICENET,

ROBIICRTEDIZ, TAVTFRAZRBELTREZRBERETEET, Chicky), EVSEHE]
DEBH VERE E TENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZOITAITA

« ZANI AT A% Eparse-json-secrets: trueLTAALL, TORICHONED—D
LYRNIDZEAATDE, TO2IAVEBNENEZISON F—LRUBFHZREZHICHTE
j-o E%‘&%EH:/—7|/‘V F%W?ﬁhﬁﬁ'/uo

=LY MIAMEISONAEETATVEWES, 7O023a2EF 1 DOREEHREMERL.
S—ULYRNBERUEBHMZNTET,

« ZANI AT A%k Eparse-json-secrets: falseLTAHBL, TORICHAINES—D
LYRNIDZAKNTRDE, POV VRREZERICIAVTAZEELEDN 2EADOKRSICERZ
HFHET,

ROBIFE, ZAOIT AT AZRLTVWET,
,secret?
£l

Example 1 B81& ARN T —JL Y hE2HB TS

ROBITIE, BEiE ARN THEBIEh3>—IL Y NOREBEZEHEERLTVET,
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- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ERE N -BIELTHK

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValueb
SECRET2: secretValue7

Example2 7L 74 Y VATHEDS—IL Y N EIXTHETS

ROBITE, BRI beta THEDINTOI—JLY NOREZEHEZEKXLTVET,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta’

EREN-BIEBELTH

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
BETA_NEWSECRET: secretValue3

Example 3>—2L Y NA® JSON Z T3 %

ROBITE, >—TL Y NA®D JSON Z T L TRIBEHRZEKL TVET,
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Q—H—H1 K

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret?2
parse-json-secrets: true

—2L YN test/secret 2k, XO>—OL Y NENBYET,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

=LY b secret2ZlF, XO—UL Y NMENBHYET,

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERE NEIREZTH

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: '"key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 REZHABICRF N NFEFEHTS

ROBITRE, MFZOEMTRREHRZEXLE T,

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName

B
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name-transformation: lowercase
ERE N EREDH

examplesecretname: secretValue

AWS Secrets Manager T AWS loT Greengrass >—7 L Y N Z{E
H3%

AWS loT Greengrass I&. 777V ROBEZO—NILT/NA AICIRTDYIRNIITFTTT, chl
&V, FNAARBHRBRICEVWTF—22WNES LML T, O—DILAR NCEHBNICRISL
A—ALZRY RD)—UTEWCREICBETAENTEEXT,

AWS loT Greengrass Tlk, NAD—RP =020 BEDT—IL Y NZ2N—ROA—F12TF%
c &<, Greengrass T/NA AN SH—EART 7V r—> 3> TERIAITEE T, AWS Secrets
Manager AL T, >—JLYRNZITTVRAICEZLICRELTCERBID LN TEEFT, AWS
loT Greengrass &, Secrets Manager Z Greengrass A7 7/NA ALK T D, ARIZE LT
Lambda BB TREO—HIL—OL Y NZEFEALTH—ERRT7UT—232e®YBY T3 L
NFTEET,

> —2L Y N%& Greengrass JIL—7RICHEE T Bk, Secrets Manager >—29L Y N&2SRT 3
IN=TVYV—R2HEBLET, cOZ—ILYRNIY—RIF, BENFTShEZARN ZFERAL TS
SOR—=OLYRNZESRBLET, P2—ILYRNIY—AZER, BE, BRUOFERTSHHEICDOW
T, TAWSIoT FROYN=—HA R, O To—OL Y RNIY—AZFERATS, Z5RLTLKES

(A

>—2L Y ~h%& AWS loT Greengrass 7 IC77 04 F5IZl&. TAWS loT Greengrass lc>—%
LY hZ2T7049%1 ZSRBLTLEET,

INTX—RANTFTRHT AWS Secrets Manager >—2 L v N &£
CE)

AWS Systems Manager N7 X—Z2ARNT I}, BRET—XEBED—IJLY NEEBEDOLODRLRME
BRHANL—DZRBELET, NAT—R, F—EXR—-AXZFH, BLTFZA L AO—REED

T—RENTA—RBELTRETDCENTEXT, EEL, NFX—BZRANTRRTFEND D —
LY NOBBO—FT—>3a>H—EAZREHLTVEREA. KDYIZ, NFX—F2ARNTZFERAL
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https://docs.aws.amazon.com/greengrass/latest/developerguide/secrets-using.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/secrets.html
https://docs.aws.amazon.com/greengrass/latest/developerguide/secrets.html
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T. Secrets Manager IZ>—2V LY NEREFETDZICENTE, NTXA—BARTONTA—RELT
TO—OLYNESRTEERT,

Secrets Manager ZEAL TNTAXA—RARNT ZHRETDIHFE. secret-id NTX—FAKNTFTT
&, BRIXFHORIICAZY> 1 () FRETT,

FHMICOVTIE, TAWS Systems Manager 1—H%—HA4 Ry O, "NIAXA—ZFARTO/NTA—2
» S5 AWS Secrets Manager >—J L Y hZ2ZRT51 2ZRLTEEL,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/integration-ps-secretsmanager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/integration-ps-secretsmanager.html
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AWS Secrets Manager >>—27L Y hOO—F7—> 3>

A—F—>3a>veElR, >—JLY M EEHNICEFR IS LHO7AEANDZETT, —JL Y b
NDO—FT—>32%E[IT5E, >—IL YN, BT, F—ER—AELERIY—ERAORAEBEBRNE
FENET, Secrets Manager Tlk, >—JL Y NOBBO—F7T—>3 2R ETEXRT, O—7T—
AV 2 2OFEANBYET,

C XRE—TURO—F—232 - BEAEDYZ—IRI—IL Y hTR, YZ—Y RO—F— 3
CEFEALET, cOO—F7T—23>TR, Y —EANfO—FT—23 VZERERIVEERLET,
YEZ—2Y RO—F—2 3 Lambda B2 AL EE A,

- the section called “Lambda B8 IC L BHO—FT—>3 2" - ORXA 7D —DOL Y hDF
4. Secrets Manager DO—F—> 32k Lambda B2 FEAL TZ—IL Y REF—ER—R
FEREY—ERAZEHRLET,

AWS Secrets Manager >—7L Y NONZR— RO—7T—>3 >

—HOH—ERAF, I—"—ICRHL > TO—FT—2 3 VNRELEEEZTAIIVXR—2RO—FT—>3
VERBHBLTVET, YXF— RO—7T—>3 2 Tlk. AWS Lambda B#zEFERAL TF—2XR—A
AN —OLY NERIIBEHREEFHFLEL A,

RDY—EAR, NZX—IJ RO—FT—232ZRHFLTVET,

« Amazon Aurora I, YARX—I1—H—FRABHRONZ— RO—FT—>3 02 RBELET, 5
MMIZDOWVWTIE. TAmazon Aurora 1—H—74 4 R, ® TAmazon Aurora & ¥ AWS Secrets
Manager TO/NAD—REE )} ZZRL T EE L,

« Amazon ECS Service Connect [&, AWS Private Certificate Authority TLS SEEAE DY Z— R
O—7F—>3a>aRHLET, FMIC DOV TIE. TAmazon Elastic Container Service RO Y
IN—HA Ry @ TTLS with Service Connect; B L T &L\,

« Amazon RDS &, YARX—I1—H—RRIIEHRHONZ—2 RO—T—2 a0 ZRHLFT, FMIC
2WTIlk., "Amazon RDS 1—H#—74 R1 ® "Amazon RDS & &' AWS Secrets Manager T
DINAT—REE, Z2Z8RLTLEZV,

« Amazon Redshift i&, BEBEENAT—ROYZX—J RO—FT—2a > 2RHELET, FEHMICOVT
l&. TAmazon Redshift B4 K, ® "TAWS Secrets Manager# £ f L T Amazon Redshift &
BENATD—RZ2zEETS, 22RBLTEEL,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html
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® Tip
OITXTODRATO—OL Y MZDWTIE., Tthe section called “Lambda B8#k(C &k
O—7—>3>") Z28RBLTLSESL,

REF—IRI=OJLy hOO—FT—>32@, BE1IUACETLERY, O—FT—>3>H,
—ULY RERMBITEIHMLVERTE. UBTON—2 32 OFAIEBRIMEE BB HYE
T F7VT—232TR, NAZ—A—¥—Z2FAIZRDYIC, TTIVT—23VIBERR
POFETERENIET—ER—AD—HY—Z2HEATDIEVIRARNTZIT A ALLHS Z e 2E<
HBEOLET, P7VT—232 11— —0FE, JARZERRICEHDICE, ZAI—Y—0O—
T A VHREFERATERT,

REF—IYRO—FT—2320ARTV1—- )| 2EETBRICE

1. Secrets Manager 1>V —J)LTYXR— RI—IL Y NZ2HEET, EBY—EALSDUD
ZlEB D, Secrets Manager AV —I)ILTo—OL Y NZBRETEET,

2. [Rotation schedule] (A—7—>32AT21—)L) IZHE VT, UTC A4 LAY —2 T [Schedule
expression builder] (AT 2 1—=)ILREILZ =) ICAT21—=)LZANT SN, [Schedule
expression] (A7 1—)LX) ELTATZ1—)LZAHLET, Secrets Manager l&. AT
21—)L%& rate() X&E L cron() XE LU TRELE T, [Starttime] (FABHFZ) ZEEL &
WBRY, O—F7—>32U4 2 RIJEFEI 0 FICEBBNICHBENET, >—JL Y N4 K
BlellO—7T—232 N3 ELS5ICH/ETEERT, FHICOVWTE, "O—F7—>3 AT
T1—)i ZZRLTLKEZ,

3. (F7>3Z)[Window duration] (7 4 > RUHIR) Tlk, Secrets Manager *>—2JL v &
O—7—>3>9%2V14RIVORETZBRLET GHEANT 12 RUNDEBEEE 3h K &),
DAV ROFROO—FT—>23 T4 RIICEBSBVERSICLTLKEEV, BEENCOO—
T—2IAVATT1-I)LTR, VA4 RVHEBEZEELAWVES. V1 RUE 1 RERICE
BWICKTLEYT, AEMNOO—FT—23a A2 1-I)0B4E, 7142 RJE 1 BOKED
VICEBIMICKRTLET,

4. [RTF] 2BRLET,

REF—JRO—FT—2320ARAT21—-)Z2EETSICIE (AWS CLI)

rotate-secret ZHUPHEHLET, XOHITE. BO1BE15HD 16 BA S 18 B (UTC) @
BIC—2Ly MFO—FT—>32Ehh&ET, FHICOVWTRE, "O0—FT—>32AT21—
L1 EBBLTLEEW,

XEx—Y RO—F—¥ 3> 216


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-rules "{\"ScheduleExpression\": \"cron(®@ 16 1,15 * ? *)\",
\"Duration\": \"2h\"}"

Lambda ¥ &kBAO—F—> 3>

Z2LDEATDOD—UL Y MZDOWT, Secrets Manager & AWS Lambda & FRHL T —2
LY REF—ER—AFLERY—ERAZEHFLET, Lambda BB ZFERHITRZIEOTANIOVT
H. THE, EBBLTLEEL,

YE—IRY—ULY K OBAE, YX—IKO-F—23VEFALET, YX—I KO—F—
var EEATRICE. BINCEEY—EREBELTI—ILY NEERLET,

A—7—> 3>/, Secrets Manager kAO—7—> 3 OREEZRTARNZOTICRBELET,
HMICDOWVWTIE., Tthe section called “THO4 5289 % AWS CloudTrail 7, 22 BL TS EEL,

=LYy h2O—7T—2329% I, Secrets Manager k& EL O—F—>3 AT 1—
JICHE> T Lambda B8 Z2HOHLET, BBO—T—>3VOFREFICZ—IL Y MEEFHT
BE# L 23BE . Secrets Manager XOO—T—> 3 HZFETREECEThEZFNEO—T—
>avERBLET,

O—3F—> 3>, Secrets Manager REEERAZNTX—2%2FAL T, BUBEHZERTFRVH
L &9, Secrets Manager &, XD JSON VIV ITARNBENDNTXA—R2ZFERL T BHEFTEHL
9,

"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string"

}
O—F7—>3a>ATYTHFKRKRTSBE, Secrets Manager O—7—> 3> 7O A+ ZEREE
ATLET,
Nev o

« Amazon RDS. Amazon Aurora, Amazon Redshift, F 7= (& Amazon DocumentDB >~—2 L ¥ b
OEBO—FT—>3%2RETS

Lambda BEHICL B O0—F—>3 > 217
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o T—RIR—ZALUID AWS Secrets Manager >—V LY NOBEBO—T—> 3 2R ETD
s ZFEALTEBHO—T—>3%ZBETS AWSCLI

« Lambda O O—7T—> 3 VHK

s Lambda O—7—> 3 B

« AWS Secrets Manager —7—>3a VBT 7L —K

e« MW Lambda O—7—> 3 EAKBOEITO-IIN DT Ut AFF T AWS Secrets Manager

« Lambda O—7—>3EBORY ND)—OTFIOEA

« AWS Secrets Manager A—7—>3a> 0O SN a—F42Y

Amazon RDS. Amazon Aurora. Amazon Redshift, & /=& Amazon
DocumentDB >—2 L Y NOBEBO—7T—> 3 %#8RETS

cODFI—KRUTILTRE, F—EXR—AZ—T L Y ~the section called “Lambda B k2 O —
T—IAVRICBRETDHECODVWTBHALET, O—F7—>3> &k, >—JL Y haEHWIC
EFTRLHO07OCANDETT, =Ly hoO—7—>320%75&, =LY NEF—
AR—ANDTSE TRIABEBNEFE NET, Secrets Manager Tlk, F—EXR—AT—JL Y NDHE
BO—7—>3 ZBETEERT,

V=) z2EALTO—F7T—23 28RETDICE, FFO0—T—2a VEEEBERIDILEND
WET, RIS, O—F7—232>0>—JLYRNZERELFET, chiZky), ELFERERDBEE
Lambda O—7—> a2V EBNMERENE T, IV =)L Lambda BHETO—ILOT VA
REFJELET, RBENVDATY T EL T, Lambda O—F7—= 3 BN Secrets Manager & 57—
BAR—AOEBFICRY ND—ORBBATT IV LATEDCLERRITDHLEN HYVET,

/A Warning
BEO—FT—>3a>#8MTSICE,. Lambda O—F—> 3 > EHO IAM 2TO-)L %4
RL., POEAHFAIR)S — 2T RYFSTBTIOELAHFAN VETT, iam:CreateRole
FFA & iam:AttachRolePolicy FAINDMANMBETT, chSOT I LEAFAZNET
28, TFATFUTATAEESBBICEEOTV EAHFAENETEEXT,

ATY T
c ATV 1:O—T— 3 VB ERIRL, #7230 TCA—/N=-"1—H—2—OL Y NZERT
)

F—AR—AT—ILY NOEBO—F—3 3> (A Y—)) 218
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c ATVZ 220—TFT—23VORFREEO—T—I EBOER

c ATV 3 (AT 3N O—FT—2a ERCENOT IV EATRTRHERETS
s ATV 4 O0-—TFT—2aEBAOXRYRND—IOT O EAERETD

« RDATYT

ATV7 1. O—FT—>3VEBEERL, 7723 TA-N-1—H¥—-—JL vV
hEfERT B

Secrets Manager IR THHEIZC DWW TR, "1 2F8L TS & Lthe section called “Lambda
EHOO—T—> 3 VEK,

RRI—F—EEEBIRTZDEHEEE. T—ER—AT—IJLYREERTSE LT, F—EZR—AD
A—N—1—H¥—0ORABERET I REIIHENfBYVET, O—FT—2 3 TREINOI—H—
OIVO—2HNERENETN, BEAELEDTI—H—ICETOERN BZVEH, A—/N—1—F—0FR
AEHRESOC—IL Y MR ETT, Amazon RDS Proxy R I1—H—EEZHR—KNL TV
BV EICERBELTLSEZY,

ATV 2. O0—7—>23a0REEO—T— 3 BEBOER

Amazon RDS, Amazon DocumentDB, &7zl& Amazon Redshift D>—2J L Y NTO—7—23 >

EEMCTRICE

1. Secrets Manager 122 Y — )L (https://console.aws.amazon.com/secretsmanager/) ZBE & £,

2. [Secrets] (>>—YL Y NR=DT, BAO>—UL Y NEBIRLET,

3. ¥—2ULvY MNOFFMAR—2 T, [Rotation configuration] (A—7— 3 E&E) £0< 3> 0 [Edit
rotation] (A—F—> 3> DiRE) 2 BRLE T,

4. [Edit rotation configuration] (A—7—> 3 VEREDHRE) XA TOTRY VAT, XROBREZT
W&E7,

a. [Automatic rotation] (BB8IO0—7—>3>) ZBAMILLE T,

b. [Rotation schedule] (A—7—>32AT21—)L) IZHE VT, UTC XA LY —2T
[Schedule expression builder] (A7 2 1 —)LXELT =) ICATZ1—IZALTEDH,
[Schedule expression] (AT 1—)LRX) ELTATZ1—)LZANBLET, Secrets
Manager l&, A7 1—)L% rate() RF Lk cron() RE L TRFL £T, [Start time]
(FRIFZ) ZHEELBZVRY, O—7—232J74 2 RIJEFRI 0 RIZBEBNICHERE h
TP, VLY ABRECEICO—T—23ENBRSICHRETEET, FMICD
WTE, "TO—F7T—232AT21—-)L) 28RLTLKEE,
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C.

(F7°2 3 2) [Window duration] (7 1 > RV HIE) Tl&. Secrets Manager #*>—2 L v k
ZEO—7T—>32%2V142RIVOREEZERLET CRHRENDTV A RUDBEE 3h i
Eo TAVRINFROO—T—232T4 RVICEBSBEVRSICLTLSEETY, KE
BNOO—7T—>32AT21—-)LTE, V12 RIJBEZEELEVEE. V12 RIE
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Tk 1 BOBRDYICEENICKTLET,

(A7 2aNEBEERFELEEZEICD—IL Y NE2O—T—>3 29I, [Rotate
immediately when the secret is stored] (>— 27 L v hARFEEhALEEICTICO—FT—
232 YR)EEBRLET., FIVIRYIREZATICTRE, ROOO—T—>3 B
EBEULEATD 1—-IhSHBRENET,

FIEIEANEEETLTVWAWEEOEBERATAO—T—23a > FABUL 2BS. Secrets
Manager EO—7—> 3> 7O A ZEBHEBRTLET,

[Rotation function] (A—7—= 3V B%) T, ROVThAZITVET,

[Create a new Lambda function] (7L \\ Lambda BIZk D EMR) %38IRL ., FHL VEH®D
ZEIZ 1 DAHNLET, Secrets Manager &, BIEAE D EEIC "SecretsManager
ZEBMMU EF, Secrets Manager #1727 L—MCEITVTERZER

L. Lambda ZTO—)ICAELZT VL AERZFRELET,

«  [Use an existing Lambda function] (B ® Lambda B ZFEH 3 %) Zi#RL T, BO
=LYy NIFEALEO—T—>3a EBZEBEFNRALET, R VPC REICERE
hTW\WaO0—F—>3a VB, F—EXR—RLBFELU VPC EEFIUTFATIL—T%
Bokd, BENfTF—ER—AILTIEALXILKBE2>TVET,

[O—F—2 3 EKE TR, [B—I1—Y—1FLk [RE1I—Y - BEZBIRLET, FM

ICDWTIk, Tthesectioncalled “ATY 7' 1: O—F—>3a VEEEERL, #7>3>T

A—N—1—H%—>2—0L Y NZEHRTD) ZSRLTLKEEV

5. REZBRLET,

ATY 7 3(A7>a2r)O—T—232ERCENMOT IV AFARKZRETS

O—7—23> BBV —ARISD—ICE, Lambda AMEELL =RE7OTSLELTHEAS 1
LEZBLSEDIC, OTFFAMF— Taws:SourceAccount ) ZEHBEEZHRBLET,

—EHOH—EATIFE AWS , BELLERE>FUAZBGS2HIC. AWS [F aws:SourceArn&
aws:SourceAccount JO—NILE&HGF—0OmEZ2FERATHIEZHBMOLET, LEL, O—

F—=2aAVBEBOR) S —IZ aws:SourceArn NDEBbEEHDE., DO ARN THREShIEI—2
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ARF—DHEEDHDEEHENSH L ETaws:SourceAccountEHDO S — UL v MR L TEER
B EFERATEDLDICT S,

O—7—232BROVY—ARID—Z2EHITHICE

1. Secrets Manager D2V —)LT>—UL v h&ZBEIRL, FHll~R—> O [Rotation configuration]
BN —]

(A—7—>32FR%E) T, Lambda O—7—> 3 VEKZRRLE I, Lambda T2V =LA
EXRT,

2. TLambda W)Y —AXR—ANRKR) > —%ZFEHAT S, DI/RICHE2 T aws:sourceAccount @
ZHEEBMLULET,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
.

AWS Y &— RF¥— aws/secretsmanager A D KMS F—ZFEAL>—JL Y hZRESILTS
#/& . Secrets Manager l& Lambda ®RTO—J)LICHL., TOF—OFERHICEITZ T IV AFATZ
NEUET, SecretAmn BES{LOTFANZFERAL TESLEABOERAZHRTEERT., CDF

A

&, O—7—>a EH0—-I)Liclk, O—F7—>3a 2 ICERT2—OL Yy N2ESILTDTIOEAR
DHNEFAIENET,

O—7F—> 3 BEROERTO-IILZERTHICE
1. Lambda O—7—2 3BT [RE] ZFRL, RIC[EFTO-J)N)TA-ILBR] Z2BIRL &
CP

2. "TO-LOT7ILAFARIS—OEE, OERICH
T, kms:EncryptionContext:SecretARN HZEML £T,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
1,
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ATV 4 O0—FT—2aBBAO0RY ND—OTF O ARKRETD

FHIC OV T, Tthe section called “Lambda O—7—> 3 VBEBOZRY ND—OF7 OtR" ) &5
BLTLSEEL,
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Cthe sectioncalled “ ICHTAHO—FT—>3a>ORTTINa—FT42007 ) #SRBLTLSEEL,

TF—RXRK—ALLH D AWS Secrets Manager >—2L Y NOBBIO—7T—
SAVEFRETD

CcODFI—KRUTILTRE, F—ER—=—ALUANDZ—2 L ¥ Mthe section called “Lambda BIZKI_ & %
A—F7—>3 "2y NTY7TIBFEICODVTIHALET, O—F—>3a>elk, >—IL vy b
ZEHNICEF IR LOO7OCLANETT, >—YLy hoO—FT—23>&75&, 2—7
LYK, BT, TOZ—ILY NOF—ER—AFLERY—ERAORIABRIEHFENET,
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V=) BZRLTLSEZ W,

/A Warning

BEO0—7—23a>&8MCT3ICE. Lambda O—F—> 3 > EHIAMORITO—
LNEERL., TOBRICTIVEAFARIS —ETRYFIBT I EAFANYET
J, iam:CreateRole AT & iam:AttachRolePolicy FAINEAN BRETT, chs5D
TOEAHFTENETDE, FTATFUTATAREBPBEICLEZEOT IV AT E2NETE

£9,
ATY T
s ATV 7 1RAO—T—>3a BEHEERTS
« ATV 2. O0—TFT—3a BEKRI—RELZRTS

c ATVT7 3 =Ly bhEO—T—3IAKCEKETS

e ATV 7 4. O—7—2 32 B8N Secrets Manager E T—ZXR—AF LW Y—EAICTIOEART
B EZEFFAITD
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ATY 7 1. RAO—7T—2 3 BEHEERTS

BB TSICE. Lambda O—F7—> 3 EHEERLET, >—JL Y MNZO—FT—>32F31
NDIA—REFEENBEVED, BOATY I TRERLET, O—T—2 3 BEHROALBEKICDOVWTIE.
F #2B L T<L & Whe section called “Lambda O—F—= 3 > BE#7,

HR—REhTWBU—23 2 Tlk, AWS Serverless Application Repository Z AL TF> 7
L—RASEBREERTEET, YR—KREhTVWRU—=300UARMNIDVWTR, Ty 238U
T <L & WAWS Serverless Application Repository FAQs, D) —2 3> Tk, BEHZE RN S4E
RL., 7>7L—hNI—RZBEHBICIE—-LET,

AAO—T—>3a2BEHEERTBICE

1. NFEEED')— 3> T AWS Serverless Application Repository 7/ R—RhEhTWVWB A ES H
ZRMEFRITDICE. AWS 2D T 7L > AMAWS Serverless Application Repository " T2/ R
RAVBNED =B, ZBRLTLEEV,

2. ROVTNAEITVET,
«  AWS Serverless Application Repository 1J— 3> T HAFHR—KREhTVREE

a. Lambda A2V —)IT, P7VTr—23> &&RL, 77U T5—>32 0K 2R
LET,

b. TF77Vo—>3>0ER, R—2T, "™H=—N—LAT77VT5—>3>, 27 2&R
LET,

c. "WTVYOTFFTVTr—>3>, ORRRY VAL T, EAALE
JSecretsManagerRotationTemplate,

d. AARARLIAMO—)LELZRIY—ARIS—2ERTRT7VERRTS ZERLE
9o

e. SecretsManagerRotationTemplate X 1 )L Z#IRL £ T,

f. THR RE. T7OA4R=20 "PTITr—>328%E RAIILT, BET71—)
RIZAHDLET,

s IVRARAVBMNICRK, ZECU—2a 0TI RKRAMEZADLE
Thttps://. ; T RERAZMDVARNIDOVWTIE, Tthe section called “Secrets
Manager T RIRA 2 K"y ZZRBLUTLKEEL,
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« Lambda B#i%& ICBE T 5 (CIEVPC, vpcSecurityGrouplD & ZE&H F
J vpcSubnetlds,
g. [F7O4)%Z&RLET,
|)—2 3> T A R— K& AWS Serverless Application Repository TW& VB S -

a. Lambda J>V—IL T, B &18RL . BHOER ZBRLET,
b. [BBOER]R—T T, XROBEZERTLET,

i.  Author from scratch (REEZ&¥ A S) ZBIRL KT,

i. [Function name] (B8%k&) Ik, BBOBRIZEADLET,
ii. [Runtime] (&4 L) Tk, [Python 3.9] ZiBIRL £,
iv. BIBEER ZBRLET,

ATV 7 20-7—23a2EHI—-REXRTS

COATY T TR, >—VLYRNZEHFITZI—RE, 2—IL Y NORREBLDZIY—ERFLERE
TF—ER—RAZRRLET, mBOO—FT—>3aEHOERICEITD E N E, O—FT—>3>
BEHOBEICOVTIEE., T, 288U T K& Lihe section called “Lambda O—7—= 3 2 B,
ZU77LAO0—FT—23 BHOT7L—hELTHERTREETEERT,

ATV 3 —0LY NEZO—FT—23RAICERETS

COATYTTR, >—oLybhoO—7T—232AT21-)L2Hx/EL, O—T—> 3 EH%E
=LY NIEHELET,

O—7—>3> {XELTCEOO—T—>a > EHREEKRTZICE

1. T Secrets Manager 12V — )L Z R & & 7 https://console.aws.amazon.com/secretsmanager/.

2. [Secrets] (Z—PVLYMNR=DT, BADOZ—ULY hZEBRULET,

3. =YL Y NDOFEMANR— T, [Rotation configuration] (A—F—> 3 5% E) £ 3 > 0 [Edit
rotation] (O—7—=> 3> OfRE) ZEIRL £9, [Edit rotation configuration] (A—7—< 3 &%
EORE)XATATRY VAT, ROBEZTVET,

a. [Automatic rotation] (BBIO—F7—>32) ZBMELLE T,

b. O—7F—23>AT21—=)L T, A921—=)RXEINFX—FEEATZ1-I)X OWTh
DOUTCRALY—VIZATZ1—)LZABLET, Secrets Manager &, AT 1—)L
% rate() RELEF cron() RELTHRELE T, [Start time] (FAEEZ) ZEEL & LR

F—ER=ZBHADOT—IL Y hOBBO—FT—23> (aAVV-)) 224


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager d1—H¥—HA R

W, O—7—232>J42 RIJGFRI0ORICEBNICHBENE T, 2—JL YR 48
BCElcO—T7T—23 ENBERDICHETEET, FHAICHOVTRE, "O—F7—>32A
T21—), 2ZRBLTLEEL,

c. (F723Z)[Window duration] (7 1 > RVHIfE) Tlk, Secrets Manager #*>—2 L v k
ZEO—7T—>3292V142RIVOREEERLET CRHRENDV A RUDBEE 3h &
E)o TAVRINFROO—T—232T4 RVICEBSBEVRSICLTLSEETY, KE
BNOO—7T—>32AT21—-)LTE, V12 RIJBEZEELEWVEE. V12 RIE
1 RERCBBNICKRTLET, BREMNOO—FT—232AT721-)L0BE, V142K
Tk 1 BOBRDYICEENICKTLET,

d (F72aV)EEZRBELEEEZEICLD—ILY MEO—FT—23293IC1F. [Rotate
immediately when the secret is stored] (>—J L v hARFEEhALEEICTICO—FT—
232 YR)EEBRLET., FIVIRYIRZATICTRE, ROOO—T—>3 B
EULEATD1—-IhSHBRENET,

e. O—FT—>a BB T, ATY 7 1 THERL L Lambda BBEZRIRL £,

f. [R7F]ZBRLET,

ATY 7 4: O—7—> 32 BN Secrets Manager £ TF—AXR—AEERFH—ERAIC
TOEATHERHFTTS

Lambda O—7—3 3 2 BHIC &, Secrets Manager D> —JL Y N7V ATBH#ERE, TF—X
R—AEFLEGY—ERIITVERATRHERNIVETT, CORTY T TR, ChsOTF7 UV EAERE
Lambda RTO—)LICFELET, >—UL Y M BADKMS AWS YZR—2 RF— F—THES1L
EThTW3EEkaws/secretsmanager, TOFXF—ZFEHATRLHDOT U AF T % Lambda E1T
O—)LICRETRIHBENFHYVET, >—IL Y NMARNESL IV TF AN EFERAL TESEEOE
AzFRTED LS, O—FT—arvEHOO-INEFEO—FT—>3>2z28BEITE—ILY NZ2ES
TR IEODT IV ELRAEOIKEFEEET, IAMARU—0HFIZODVWTR, "O0—F7—>3 07
DAL 2BRLTLEZL,

FIEIZCDOWTIE, AWS Lambda BFES A RD "Lambda E£4T70—)L1 Z2FBL TS EE L,

AT Y7 5: Secrets Manager ICO—7—> 3V EABOFTEHL ZFT TS

RELEO—F7T—>3>2 A2 1—)LT Secrets Manager A 0—7—> 3V ABZEHUCHEESZ LS
[CFBIZIE. Lambda BBE®D )Y — AR S —T Secrets Manager Y —ERT U NIILIZT O+
Alambda:InvokeFunctionffAIZ5ITBIHXENf HVET,
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O—7—>3> BHO)Y—ARD D —ICIE, Lambda AMEELL EREBE7OJ S LAE L THERAS 1
DB ESDIC, OTFARMF— Taws:SourceAccount ) ZEHDEZHELET,
—WOH—EATIFEAWS , BELLEREFUAZBGS2HIC. AWS [F aws:SourceArn&
aws:SourceAccount JA—NILEZHF—OMEAFZFEATHIEZ2HEOLET, L, O—
T—2aAVEBKRI D —IC aws:SourceArnfHEEH I E, O—FT—>a BEBE TN TEESE
N> —oLy hoO—F—23VICOKMEATERIARN, AVTFARF—OHAZEEDHD L
ZHENO L ETaws:SourceAccountBHD L —IL Y NMIH UL TEEGZEKEFEATESDRSICT
)8

Lambda BEEICU Y —ARVS—2TRYFTRIIR., "DY—AR—AORV—ZHEHATH, &
ZRLTSEEL,

RDR) S —TlE, Secrets Manager & Lambda B8 Z O H T & &ZFALET,

{
"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
.
"Resource": "LambdaRotationFunctionARN"
}
]
}

ATV 6 O0—FT—2a>BEBRORYND)—OTFORA%ZEBETS

COATY 7T, O—FT—3 BN Secrets Manager &, —JL Y NORREZDZH—E
ARFERFETF—ER—ADWAIC cEHRTESDELSICLET, >—VL Y N2ZO—TFT—>3>TES
KDICTBICE. O—FT—>3IVBEBIMEICT IV LEATEDIHLEN HV) ET, the section called
‘Lambda O—7T—> 3 VEBORY ND—OTF VA" Z#ZRBL T LEEV,
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ROATY T
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ELET, ATP1—)IKICO—FT—>3 M KMU 2B S, Secrets Manager BO—7—> 3> %
BBEHRTLET, "1 OFEICH-T, O—TFT—23023<ICAKBRTRZCEETEERTILIC
=LYy hNeO—T7T—>329%,

O—7—23a AKRBMULESERE., "1 Z28BLIKEEV CHFZ2O0—FT—3>0857)
:/1_7__4\/7‘0

ZEALTCEABO—F7T—>32%258EFET5 AWS CLI

COF1—RKYFITIE., the section called “Lambda BEEIZ kB O0—7T—> a3 &#FHAL T &5
EITRDHEICODVWTHBLET AWSCLlL, >—2L Yy hOO—FT—>3>%175&, >—0LV
N, BESTIZ, TDZ—IL Y MODF—ER—AFERFEH—ERAOFIAEBRIEFENET,

AV —=)zZEALTO—FT—23 0 2RETRICEETEET, T—ER—AT—JL Y KOV
T, "F—EIXR—AT—JL YR OEHO—FT—3 2 (V=)L) ZZRBLTLKEEV, 1D
ITRTODRATDI—ILY MZDOWTR, "TF—EXR—ZALUHNO>—YL Y NOBEBO—FT—>3
v (d2V=L) 1 ZBRLTLKEEL,

ZEALTO—7T—232&28ETSICE AWSCLL, F—EZXR—A>—JL vy h&2O—FT—>3 2
THEER., ETO—FT—a EBERIRIZXENHYET, IRI—Y—HEERIRT 25

Bk, TF—ER—ADA—N—A1—HF—0OFAEBRZEL— VLY NERRREFEITIHLENHYE
Fo XRIZ, O—TF—232BEHI— RZZERARLEFT, Secrets Manager (C1&, BHEOR—AEBDT
7L—KNFAZREINTVET, O—RZFEMAL T Lambda BZkZ/ERK L. Lambda B8 & Lambda
RITO-IIOBEEICT IV EAFTZRELET. ADATY 7Tk, Lambda A XY KDO—0#
T Secrets Manager £ T*— AR —AFX LR Y —EAOABEICT I ELATED L EZBAELET,

R#EIC, O—7—>3>0>—JLYRNERELET,

ATYT"

s TEAR—AY—JL Y hNORREZH O—T— 3 VHKEZERTS
s ATV 1. O0—FT—23aVEBI—RZRRTS

« AT Y7 2:Lambda ¥ EERT S

s ATV 3 RXRYKND—DOFTVEAERERETS

c ATV 4 O0-—TFT—3aVAO—YJLYRZERETD
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T—ER—A—ULY NORREZFH O-T— 3 HBZERTS
=

Secrets Manager N2t 32 HEEIC DV Tk, T,
BHOO—T—> 3 HEKE,

B L T<L P& L\the section called “Lambda

A7 a1 B0 —H—HEg

B-I—%—HK 2BRULEBERE. ATYT1ICECZENTEEXRT,
A7¥ar 2 REI— Mg

RRI—Y—HEE Z2BRUZBER., RO EZITOSBENHYET,

o FT—ANR—AT—UL Y NEERL, T—ER—AOA—N\N—-1—HY—-FilEHR=ZZTD—IL VY
NIRELET, IRI—Y—0O0—F—23a>TREVOI—H—0IO—2NERE O, FE
AEQDI—H—ICEREFOT IV LAFAN ZWEH, A—N—1—H¥—0FiEHRzEzSC>—IL Y
NABETT,

e A—=N=—1—H%—2—OLYRDARNZTO—IL Y NMIEMULERT, FFHICDOVTR.,
the section called “>>—%2 L v h® JSON #i&", 2B L T &L,

Amazon RDS Proxy R 1I—HF—HEZHR—RNLTOVBVZEIZEBLTIEEL,
ATY 7 1. O0—F7T—>3a EBI—RZzERTS

=Ly bheO—7—2329%IC&k,. O—7T—2 3 VBRI MBETT, O—7—23 B
l&. Secrets Manager A">— VLY hz2O—7—>3 282 LHICHVOHT Lambda B TT,
FMICDOWVWTE, Tthe section called “Lambda BIIC LD O—F7T—>32") 25RLTSEZ L,
COATYTTR, >—VLYRNEEHIAHI—RE, >—ILY NORREBDH—ERFLE
T—RAR—AZERLET,

Secrets Manager &, ® Amazon RDS, Amazon Aurora, Amazon Redshift, & &7 Amazon
DocumentDB F#*—&ZX—A>—JL Y NAOT V7L —hERHLEIO—FT— 3 VEHOTY
7°|/_ |\o

O—7—>3a2BAHI—REEETDICE

1. ROVWFIhAZITLVET,

- O-—T7—>32EBTV7L—HK OUARNZBELET., Y—EREO—T—> 3 VHK
IC—HI2E0HFHBHEE. J—RZ2IE—-LET,
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s MORATOI—UVLYKNIDOVWTR, BEOO—FT—>3a EHERALET, FIEICO
WTIlE. Tthe section called “Lambda O—7—> 3 VB, 25RBL TLSEEL,
2. 774N %, BEBKEFBREEEICZIP 774 my-function.zip \CREFELET,

AT Y7 2:Lambda ¥ EERT S

CDATYT TR, ATFYT1THERLEZIP 774 ) &2ERAL T Lambda B8 ZERLET, &£
7z, Lambda £T0—) ZRELE T, i, BEHNIFOEE L ZEIC Lambda A'5|EZ (T3
D—)L_C“a'o

Lambda O—7—> 3 VERERTO-IINZERTSICE

1. Lambda RFO—)L OEERU S — R L &I JSON 77 AL ELTRIELE T, Bl
MICOWTIE, T, Z28BL T EFE Whe section called “O—F—> 3> A0 T I AFA",
R)—RFIROFHEZR/BEEITHRENHYET,

« O=IHF>—UL Y MO Secrets Manager AR L —2 3> 2P HIT EZFITLET,
c FILWANAD—ROERBZE, >—OJL Y MFRRETD H—ERZFCETEZO—)
ICEFILET,
2. Lambda ETO—I)LZERL., ZHVUFHL T, BIOARATY 7THERLUEZEERV—ZERL
FJiam create-role,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy. json

3. lambda create-function ZFOHL T, ZIP 774 H 5 Lambda BB Z/ERL £,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:r0le/service-role/rotation-lambda-role

4. Lambda BEICV Y —ARV T —&IREL, lambda add-permission ZHUHI ET
Secrets Manager " T h 2RO HEDLSICLET,

aws lambda add-permission \
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Amazon RDS Oracle > J )L 1—H%—

« 77 L— K% : SecretsManagerRDSOracleRotationSingleUser

« O—F—> 3 2 ¥E: the section called “> > J )L 1 —H—>

« HiF&E D SecretStringi@i&{k: the section called “Amazon RDS Oracle ~—2 L ¥ NEi&”

« Y —AZ— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDS OracleRotationSingleUser/lambda_function.py

« fk17B84%: Python-oracledb 2.0.1

Amazon RDS Oracle X1 —H—

« 77 L—K% : SecretsManagerRDSOracleRotationMultiUser

« O—7—2 3 V¥BE: the section called “RXA1—H—"

« HiF&E D SecretStringi@iE{k: the section called “Amazon RDS Oracle ~—2 L ¥ NEi&”

« YV —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDS OracleRotationMultiUser/lambda_function.py

+ {&k17B84%&: Python-oracledb 2.0.1

Amazon RDS & & T' Amazon Aurora PostgreSQL > > J )L 1—H—

« 77 L—K%B : SecretsManagerRDSPostgreSQLRotationSingleUser

s O—F7T—2 3 HEE O—T— 3 VEE. > 2T )L 1—H—

- Hi3E 1B SecretString#@i&{A: the section called “Amazon RDS & Amazon Aurora
PostgreSQL O —JL Y hEE"

o Y —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py

« {K1FBH: PyGreSQL 5.0.7

Amazon RDS & Amazon Aurora PostgreSQL 3348 1 —H'—

« T 7L—K% : SecretsManagerRDSPostgreSQLRotationMultiUser

« O—7—2 3 2 ¥BE: the section called “3& 1 —H—"

« HiF&E 1D SecretStringi@iE{k: the section called “Amazon RDS & Amazon Aurora
PostgreSQL O —U L v NE&E”
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« YV —AZ— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py

- fk7FB9: PyGreSQL 5.0.7

Amazon RDS Microsoft SQLServer > > )L 1—%—

« 77 L—KH : SecretsManagerRDSSQLServerRotationSingleUser

« O—F—2> 3 2 ¥BE: the section called “> > J' )L 1 —H—"

« HiF&E 3 SecretStringi@i&{k: the section called “Amazon RDS Microsoft SQLServer & —%
LY MMBE”

« YV —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
« fk77B8%: Pymssql 2.2.2

Amazon RDS Microsoft SQLServer 33X 1—H—

« 77 L—NK% : SecretsManagerRDSSQLServerRotationMultiUser

« O—7—2 3 V¥R the section called “X 41— —”

« HiFE D SecretStringi@iE{k: the section called “Amazon RDS Microsoft SQLServer < — %
Ly hgiE”

« Y —AZ— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
- {KFBHR: Pymssql 2.2.2

Amazon DocumentDB (MongoDB E #14)

Amazon DocumentDB > > )L 1—4—
« 77 L—K% : SecretsManagerMongoDBRotationSingleUser
« O—F—3 3 2 ¥E: the section called “> > J' )L 1 —H—>

- HifFE h® SecretString#@i&{k: the section called “Amazon DocumentDB & —2 L ¥ M gi&”

« V—A— R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerMongoDB RotationSingleUser/lambda_function.py

 fk7ZE94%: Pymongo 3.2
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Amazon DocumentDB XX 1—%—

« 77 L—K% : SecretsManagerMongoDBRotationMultiUser
« O—7—2 3 VB the section called “X 41— —”
+ BT 3 SecretString#Ei&EK: the section called “Amazon DocumentDB —J L ¥ Ngi&”

« YV —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerMongoDB RotationMultiUser/lambda_function.py

« fk1ZE94%: Pymongo 3.2

Amazon Redshift

Amazon Redshift > > 7' )L 1—H—

« 7 7'L— K% : SecretsManagerRedshiftRotationSingleUser
« O—7—2 3 V¥ EL: the section called “2 > )L 1—4H—"

« FHEhBSecretString#i& : the section called “Amazon Redshift D —J L v NEE"F 1=
l& the section called “Amazon Redshift Serverless ~—%2 L v N&i&”,

« Y —AZ— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py

+ {KZE9%: PyGreSQL 5.0.7

Amazon Redshift 38 1—H—

« 727 L— K% : SecretsManagerRedshiftRotationMultiUser

« O—7—2 3 V¥ the section called “X & 1 —H—”

s FHEEhBSecretStringtBi& : the section called “Amazon Redshift D — 2 L v MMEE&E & 1=
l& the section called “Amazon Redshift Serverless ~—2 L ¥ NEi&E”,

« YV —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py

- &k7FBR: PyGreSQL 5.0.7

Amazon ElastiCache

:0)7_'/7°|/—|\’<i{§ﬁ§3'%ﬂ: i&. TAmazon 1—YH¥—HA K, O "'I1—H—D/NAT—ROEH
O—5F—>3>, #282BLTLKEETV, ElastiCache
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« 727 L— K% : SecretsManagerElasticacheUserRotation

« HiF&E 3 SecretStringi@i&{k: the section called “Amazon ElastiCache ~—2 L ¥ Ngi&”

« YV —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/

master/SecretsManagerElasticacheUserRotation/lambda_function.py

TOT147TF4LOKY
Active Directory s2EE1E R

« 7> 7L— K% : SecretsManagerActiveDirectoryRotationSingleUser

« BT N3 SecretString#EiE{K: the section called “Active Directory FRAFIEHR — 2V L v NE&E”

« YV —RA— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory ¥ —% 7

« 77 L— K% : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
« HiF&E 1D SecretStringi@i&{f: the section called “Active Directory >—2 L v N gi&”

¢ Y —A— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/

master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

o KFEEER : msutil

TOMORATDO—UL Y b
Secrets Manager &, FENDRA 70> —UL Yy hOO—F7T—> 3 BREERTHIEHOREBRE
LT, COFVTL—hZREBLET,

« 77 L—K% . SecretsManagerRotationTemplate

« VY —RA— R: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/
master/SecretsManagerRotationTemplate/lambda_function.py
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® Lambda O—7—> 3> BEHOETO—-ILOT U AFFA AWS Secrets
Manager

M35 &the section called “Lambda BIZIC LD O—FT—2,3 2", Secrets Manager A" Lambda 8% %&
FALT—IL Yy N2O—FT—23>95E, Lambda it IAMETO—)LE5|EZF, ThSD
ALE ¥ Z Lambda B O— RICRMLET., BBO—T—>32ZREITIHELCOVTE, B
TZZSRBLTLSEEL,

9

F—BAR—AT—JLY NOBBO—FT—>3> AV
« FoER—ZABADT—OL Y hOEBO—F—>3> (OVY-))
- BBO0—7T—23 > (AWS CLI)

ROPBIE, Lambda O—FT—> 3 VEABOERTO-ILOA 2 ZA 2RI —ZRLTVET, E1T
O—)LZ#ERL, PTORAERRVS —2TRYFIBICE. 2B TEE VW, AWS Lambda
%‘?TD_)LO

1

s Lambda O—7—> 3 BHEOETO—-ILOKR) S —
e NARI—NZ—DRF—DRI—AT—KMXU B
e XRI—H—BEOR)—AT—RXU K

Lambda A—F—> 3 BAKOERTA—-ILORI > —
ROR)D—0FITE, O—FT—> 3 EBNfROBREZFAILET,
+ SecretARN @ Secrets Manager EZRTLE T,

s ILLWNAD—RZERKLET,

¢ F—AR—AFERFEHY—EAN VPC TETEIhTVZES. BERREOEY NTYTHITVE
T VPCHDOUY —RICTIHEATBESIC Lambda B 2R ETS., 23RBLTLEEL,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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AWS Secrets Manager

Q—H—H1 K

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

NABRI—IXZ—DRF—ODRIZ—AT—R XK

AWS Y &x—2 R¥— aws/secretsmanager A O KMS F—ZFEAL>—UL Y NZBES{LTS
BER. TOXF—OFEAICETAHT IO EAFAZ, Lambda OETO-NICHETIXENHYE
¥, SecretAm BES{LIVTFANEFEA L TESLEBOFEAZFIRTEET, COFE, O—

F—YavEKO-LICR, O—F—>3VERATEY—IL Y NEBEHTIT I EAD AN H
TENET, RIS, BFO—LKUS—CBMLTKMS F—2EALTI—IL Y NEESLTS
AF—RXY ROBIERLET.

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

O—7—>3a>A0OF I AHFA
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1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

}

NARI—IZ—T RFE—CHELE M EROS—IL Y NCHLTO—F—> 3 V@ EERT
B, UTORDESBAT—RXY REBMLT, BAO-AAS—ILY NEESLTED &
SELET,

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

RRI—Y—HBEORI>—AT—KF XK~

XRI1I—F—O—FT—>3 EEEICDWVWTIE., Tthe section called “Lambda %o O —57—>3 >
HEE, Z22RBLTSEETL,

Amazon RDS RilfgHRZzEeL>—VL Yy hT, REI1I—HY—-HrBEEALTHY, A—/N—-1—
H—>—2L Y NA Amazon RDS IC& 2 TEEEhTVWRBE, O—F—3 3 2 BHA Amazon
RDS OFAHVER API ZFTHEL T, F—EXR—ANEHBRENEBTEDIXSICTIHNEED
WET, AWS BRI S — AmazonRDSReadOnlyAccess 27 XY F T2 2 HEHLET,

RORIS—OBITRE, BEEAROBREZFTLET,

O—F7—S 3 ADF 7 EAHT 246


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
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« SecretARN @ Secrets Manager #EZRTLE T,

« A=N=1—%—>—UL Y N THAFEHZEE L £J. Secrets Manager &, A—/N\—1—H—
=Ly NORIAFEREFEAL, O—FT—>3vEnkE>d—oL Y NORIIEBREEHLET,

c FILWANAD—REERKLET,

s F—ER—RAFELRFEHY—EAN VPC TRITENBDHEE. BELZREOELY NTYTZITVET,
FHHICOVWTIEE., "VPCAHANDUY—ARILTIEATSHESIC Lambda B Z:EET D1 ZSRBL
TLEZL,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "SuperuserSecretARN"

I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"
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https://docs.aws.amazon.com/lambda/latest/dg/vpc.html
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]I

"Resource": "*",
"Effect": "Allow"

Lambda O—7—>3a > BEHBOXRY NDO—0OTF7O0tA

M35 &the section called “Lambda BAZHIC LD O—FT—, 32", Secrets Manager & Lambda B§¥ %
FALT—2LYybh2Z20—7T—2329%EE, Lambda O—F—> 3K —IL Y NCT
VEATERRENHYVET, >—IL Y NIHABBBIFr2ENTVSBIHFE. Lambda BT S
DRFBHRDY —A (F—BER—ARY—ERABE) ICET IV EATERIHREN HYVET,

>=UOLYBRNZITIEATBRICK

O—7—> 3> A® Lambda B%klk. Secrets Manager DI RIRA 2V NCT IO EATERDHE
HFHVYVET, Lambda BN A2 Z—FY NICT IV EATER B, NTVYIBIY RKRA
NEFERATEERT, IVRRANERDITSICE., Mthe section called “Secrets Manager T
VRRAUKN ) #BRLUTLKEEW,

ABZ =Y NZTUEATER VPC T Lambda B8#k %2179 315 & (k. Secrets Manager
H—EADTSAR—RNEIVRERA > E, VPCRHICERETD L ZHEHLET, VPC
&, V=232 oNNT VY IOBIVRRANIEEFSHEVIVIARNZEZL, ThoaxT S
AR=RNIVRRANIVAALALIRNLET, FHELLE., "VPCIVRARAU Ny B#SHBL
TLEZL, )

BOFEELTRE, NATT—RDVIAFEFAEZ—ZFY NS —RDI A% VPCIZEMLT
(CNTVPCORTZT7AYIRENT VYOI RRAVNIBEETEET), Lambda BEA S
Secrets Manager D/N7 V)Y T RRA VMO T IV ERAEFATEDEEEZASNET,
CNDHETIE, VPCHBHBIBEEDI)AVICESENBEICBYET, T'—hIJIA@TOIP
TRLAWE, NTVY DA BZ—FY N SHENARERLEZOHTT,

(A723V) F—ER—AFERFY—ERAICTIERTRICE

API F—HBENI—ILY MIDWTR, ¥—ILY NE—RIEEHTIRHENH DY —AF—
BAR—ARH—ERGH EL A,

F—BENR—AFERFHY—ERA%E VPC O AmazonEC2 A VARV ATETLTVWSESIE. AL
VPC T Lambda ¥ ZRET DL EZBHHOLET, CDFTBHET, O—FT7—2aBEHEF
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
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H—EALEEBETEDRSICRYET, FMIC DOV TIE. Configuring VPC access ZZ 8L
TLEEL,

Lambda BEA 5 F—EIR—AF LRV —EAANOT IV EAZAEICTSICE, O—FT—>3 >
A® Lambda BEICTRYFENEEFI1VFTATIL—TICK2T, TOF—ER—AELE
H—ERACKTRITIRNNDY REEFFAIENTVRIZENHYET, BRFIC. T—IXK—A
FERY—ERACITEYFENATVWR X1V T4TJII—7 Tk, O—F—> 32 H Lambda B
BASOA NV RERZFFATIHLEEHYET,

AWS Secrets Manager —7—>3a> O NS 7N a—FT420

Z< MY —E A TIE, Secrets Manager k. Lambda B#HZE#EALT>—IL Yy h2O—FT—>3 >
LET, FMIZOVTIE, Tthe section called “Lambda BB & B2 O0—F7—> 32", #5HBL TL
EEV, Lambda O—7—> 3B, >—JL Y MORREBDTF—ER—AXLEET—EA,
& KT Secrets Manager EXRVEY LET, O—T—2IUABGESY ICHELBVEEE, &
9 CloudWatch OV 2RI B2 HENf SV ET,

(® Note
—HBOH—EAE, I—H—0LHIC>—IL Y NZEBETEXT (BBO—FT—23>0
EEAY), FMIZOVTI, Tthesectioncalled “NZ— RO—F7—> 327, #5RLT
<EZEL,

Lambda B§#® CloudWatch O # R RT3 I

1. T Secrets Manager 12V — )L %Z R & & 9 https://console.aws.amazon.com/secretsmanager/o

2. —2ULv RNEEIRL, E##iR—2 0 [Rotation configuration] (A—7—3 3 2 &)
T, Lambda O—7—> 3 EHZBEIRLET, Lambda A2V —ILHFBEEET,

3. Monitor # 7T, Logs Zi&RL ., KIC TOJTEXRTRT S EEIRL £ CloudWatch,

CloudWatch >V —ILARE., BHOOITHFRRENET,

AJZ#RT DI
- TRESHERIEEI RN UELL ORETITAETAAEL
« createSecret "' ; DBIZTIOTAET 4NNV
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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« I5—: "TADOTVEAKMSERFAIENhTLVEE A

« IZ5—: TF—AH2—ILYKRIHYEEAISON,

« T5— :setSecret " F—EXR—RICOJA > TEFEE A,

« I5—: "£21—)l 'lambda_function' 24 > R—hTE XL A

s BEOO—T—> 3B %Z Python3.7 A5 397 Y7L —RTD

MRS W R RA R OAEL L OBRICTITAET 4 H0

"REZHICERABBRABOAVELIL, OBLETIVTAETAABL, ZAVOMEFHF KL
(Bl: 77 # )L M@ Lambda Z 4 A7 7 K& 30000 ms) &k, Secrets Manager T R7RA > kA
DT U ABC Lambda BB XA LT IJRML TV AN BV ET,

O—7—<3>A® Lambda B%&. Secrets Manager DI RRA 2V NZTF IV EATEZDHEN
H')ET, Lambda BN 1 Z—FY NIT UV EATERHER. NTVYIBIVRRAVNE
FERATEET, IVRRAIRNERDFBICIE. Tthe section called “Secrets Manager T R7R A
VR #BRLUTLSEEL,

Lambda BBEIVPCH 1 > X —Y NCT UV EATELRV TEITENTVSHE S, AT Secrets
Manager Y —EAD T SAR—RIVRRA VN EZRETD L EBEHLEITVPC, TNE,
VPClE, N7V O)—=2a> IV RRAVRNBTCOVIIANEA 2 R—ETNL, 54 R—
RIVRRANIVAALIRNTEET, FHICOVWTE, "VPCIVRAKRAU K~y #SBLT
<EEEL,

FEE, Y= NIIAFLERFAZ—FY RNATS—KD T A% (CIBIIL T, Lambda B%A"
Secrets Manager N7 VY VTV RRAVNIT IV RLATEDLSICTREETEERT, Chitk
WVPC, HSDORZTAYOVPCHNT VYOI RRAVNIEETEDLSICHRYET, Ch
IC&KWYVPC, = RNIJIADIPTRLANNT VY DLV BZ—Y N SKEETIDAREMEN H S
H, ODURAINFEEYET,

createSecret ' J QDBICT 9T 1ET 14 AV
LR, g cO—F7T—>3a U =E1L32FEE 55 BRET 9 createSecret,
VPC XY N —2 TIEACLs, HTTPShRZ 714 Y OV DOEZERFEFATEshEEA,

HMEIZOWTIE., TAmazon VPCA—H—HA R, O "ZYRND—O%FRALTYHTZRY hAD
RS T74v0%§#HTAACLs, ZBLTLEETL,
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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Lambda S DR A AT I RRENBEITETRAVERTTERE A,

HMICOWVWTIEE., TAWS Lambda FROY/N—HA Ry @ TLambda B A 7> 3> DEREL %
SBLTLEEL,

Secrets Manager VPCIL> RARA > N, ElYHTshizt¥a1) 71 J)—7VPCCIDRs\ DA
BFIC ZFFAILEE A,

HMEICOVWTE., TAmazon I—HY—HA R, O "EF2UF«T)—T%2FRALTIY—AN
DRZ 714V 0%FIHTS,, 2ZSBLTLKEEV, VPC

Secrets Manager VPCI> RRA > KRR —Tlk, Lambda (CVPCI> RRA > NOERAZFAL
TVWEREA,

FHECOVWTE, "VPCIVRKRAU by ZZRBLTLKEZL,
=LYy NERRI-Y-O-FT—>3arzEAL, A-N-1—%—>—UL v & Amazon
IC& > TEEENRDS, Lambda B#lE RDS L7V EATEXRHEAAPL

A=N=1—H—2—JL Y rHFRIDAWS H—ER L& TEBEAZRAI - —O—FT—
>3arv0OBA. Lambda O—7T—2 3 VEABBY—EAIY RRA 2V N EZHFHL TTF—ER—
ABEGEREZHNBTEIZEN BV ET, T—ER—AY—EADVPCIY RRAV NERET
BRIEEHBOLET, FHICOVTE, ATZEZSRBLTEZL,
"TAmazon 1—%—#4 K, ® "Amazon RDSAPIS L UA1 > Z—T T L AVPCITY RRA >
LJ - RDS

FAmazon Redshift EXH 4 Ry OVPC "I RARA > NOEA, &

IZ—: "ANOT7IVAKMSEFHFAENATLVEREA

NMRIENEHEEClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed. O—7—
AVEBICE, —ILY NOBSILICERAEhEKMSEF—2FAL T —JLY N E2ESTD
TOEAFANF SV EBA. BSHLIAVTFARNZEHRED—JL Y NMCHRTZIERHGEN, 7Ot
AFARVS—CEENTVRD AN BN ET, DELKT IO EAFAOFHMICOVTE. Tthe
section called “NAZN—NZ—I RF—DRVI—AT—HE XU R ZBRBLTKEEV,

IZ—: "F=—H>2—OLYBNIHVEEAISON,

Lambda O—7—> 3 VBHTE, >—UL Y MEFBEDISONBEICHZBEN BV ET. O
IS—HFERRENZDHEE. O—T 23 VEBATIEALES L LEF—H (25 LV ISONTEE
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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FHYVET, =LY NOBERZATNDISONBEICODVTIE, T £25BBL T & Lithe section
called “>—2L Y N® JSON #i&",

TIT5— :setSecret ": F—EXR—RICOTAM > TEEXTLEA
COIZ—%5|ZERCITAEMOHI2BBEREXOESY)TY,
O—7—>3 BEBETF—EIR—AICTIOEEATEERFEA,

RAY OFFEREAN RV (5: 5000 S UML) BE, Lambda O—F—3 3V BRIEERZY KD—
IBHATT—EIR—AILTIVEATEBRVAREEN BV ET,

TF—RIR—AF LT —ERN ® Amazon EC24 VARV ATRITENTVWBHAIEVPC, BAL
TRERITTBDELSIC Lambda BB ZRET D CEZHBHOLEITVPC, 5T ET, O—F7—
SAVEREY—ERAEEEBEETEDLSICRYET, FMICODVWTIEE, VPC "FPUOEAMNER
Ei EBBLTLEEL,

Lambda BEA S5 F—EIR—AF LR Y—EAANOTIOEAZAEICTSICE, O—FT—>3 >
A®O Lambda BBUICT RY FEhetEF1 VT4 TIN—TIC&2T, TOF—ER—AELE
H—ERACHKITEITIORNNDY REGAFAEThTVRIHXEN HBYVET, BEFIC, F—EXR—R
FERY—ERACITEYFEATVWR X1V T4JII—7 Tk, O—F—> 32 H Lambda B
BASOA NV RERZFFATIZLEEHIET,

S—=ULY NOFBEBWAIELLBY Tt A,

KAV DOFERBNEVES, Lambda O—7—2 3V EHN—IL Y NAORIHERZF
AULTERATELEVTREMENHYET, AWSCLION R ZFERALT, >—JLY MO
AWSCURRENT#& KT AWSPREVIOUS/N—> a > nfE®EFEA L TFEHTOT /L, RilE#HRZ
ML FFget-secret-value,

F—ANX—RAlF scram-sha-256 ZFEAL T/NAD—RZBES{LLET,

F—RZNR—AN Aurora PostgreSQL /N\—> 3> 13 AT, Z#EHAL T/NAD— Rscram-
sha-256ZBES{LLTWVB A, O—FT—232EHN 29 R—MLTWAEWLibpg/N\—>3 29
DaizERAL TW5FEascram-sha-256, O—7—2 3V BERETF—IR—AICEHRTEFRL
Ao

scram-sha-256 St EFEH T35 TF—ER—AI—HY—%2HEIT2ICIF

« forPostgre 13 M7 O% "REE, ® "IESCRAMNAT—RZHFD>I—HF—DFIVv I, 25
BLTL<EZL, SCRAMRDS SQL
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
https://aws.amazon.com/blogs/database/scram-authentication-in-rds-for-postgresql-13/
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O—F—> 3 ERAERTS libpq D/N—J 3> EBHBIT B ICIF

1. Linux R—ANIJVE1—2® Lambda IV —I T, O—F—>3a>BEHICBEBL, T
OANYRILZEEDVO—RULET, zip 771N EEETALIONIICHRLET,

2. OXRVRZGAOEEFALOIRMNIT, UTFZRITLET,

readelf -a libpqg.so.5 | grep RUNPATH

3. XNZFEINFRRENEEFE Postgre SQL-9.4.x, FEEF10XRBOXD ¥—N\—23 2T
&, O—7—>3a> @%HE 29R—KLTWEEAscram-sha-256,

« scram-sha-256 #HR—NLTVWAEVWO—FT—23 2 BEBOB L ZERIZCRLET,

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

« scram-sha-256 #H%;R—NLTVWBO—FT—

1

SAVEBOEDIZERICRLUETS,

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note
2021 £ 12 B30 AKX YWEICBEB>—VL Yy NO—F7T—>3 2R ELEEHE. O—T—
23 BBICIE scram-sha-256 ZHAR—KLTWAEVWEW/N—23 2 @ 1ibpg AN
RILENTWVWET, scram-sha-256 ZHR—KTBICIE,. O—7—> 3 B %ZBE
BT BBEN BV ET.
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T—ER—ALE SSUTLS TV AN HETT,

T—ZNR—RAIZ SSUTLS HEEAVET, O—T—23aVEBIfESLEhTVWEVEREER
LTW3EE, O—F—23a VBT —EIR—AICEHKETE X A, Amazon RDS (Oracle

& Db2 Zfr<) & Amazon DocumentDB OO—F—> 3 2 BE%IE, FHTAEELKES. Secure
Socket Layer (SSL) & /= (& Transport Layer Security (TLS) Z BB ICERAL TF—EIR—AIZ#E
mLET, FATEAVEEGR., BStehTLVBRVERNfFEREIhET,

® Note

2021 €12 820 B&WHICEBY—4L Yy RO—F—> 3V &BELLSES, O—F—
23 BERIE SSL EHR— R LTVALFEWF Y7L —MNIESVTVS TEEMA &
ETTLS, SSL/ & AT HEEEYR—NTBHICRTLS, O—F—> 3 VB 25k
RIBBEFBYET,

O—7T—2 3 B8N VMERENIEAZRHETSICE

1.

Secrets Manager 122V — )l Thtitps://console.aws.amazon.com/secretsmanager/, >~ —
JLY R NEREERY, O—T—>32FELI> 32O Lambda O—7—> 3 2 E#
DT, Lambda B ARNA'RRENET, HIRIE,. TTFarn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . M
BTk, ODEREHNSEHEZZIE—LFETARN SecretsManagerMyRotationFunction

o

AWS Lambda 1>V — )L ® B8%K https://console.aws.amazon.com/lambda/T, BERY 7 A
([Z Lambda B8E& & B4 V) {3+, Enter Z383R L. Lambda BB ZZIRL £ 9,

B9 Sk D EEM R —= T, [Configuration] (&E) 27 ® [Tags] (&2 %)

T. aws:cloudformation:stack-name ¥—DH#EICH B EZ IE—LF T,

AWS CloudFormation 1> Y —JL https://console.aws.amazon.com/cloudformation ® A X ¥
9 T, RERY DRAICF—EZEEY) FF, Enter ZBIRLET,

AZYIODIVARNNT4NEZ) > T&ENn, Lambda O—F—> 3V EREERLERARY D
EWHFRTENE T, [Created date] (ERX ) FIIC, AR Y UNFEREhIZBRIANFRRE
£9, chH, Lambda O—F7—2 a2 BEHENIMMERENEZBNHTT,
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https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/cloudformation/
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IT5—: "£<1—)L 'lambda_function' Z4 > ;R—RNTEFXTHEA

B (Python 3.7 AS5#FH L W/IN—2 32 ® Python ICEEBIMICT Y 79 L —R&E i) Lambda B8
BEERTLTVWBREBEIC, COIT—NRRENDENDYVET, cOIT—ZRRTBIC

&, Lambda B8E D /N—2 32 %Z Python 3.7 ICERL TA S, the section called “BEFF OO —7F —
>3V E¥%E Python 3.7 S5 39 ICT7YTIJL—RID" ZRTLET, FMAICOVTIE, TAWS
re:Posty; ® "Secrets Manager Lambda ¥ O O—7—>3 2N Tpg ED1—=)ILAREOH Y FH
Al EWSTS—TERBLEDOEFBEETIAN?) ZSRBLTLIEETL,

BEOO—T— 3 BEH%E Python3.7 A5 39ICF7Y7TIL—RTSB

2022 F 11 A&V EHICHERE nE—HBOO—F—> 3V ERTE. Python 3.7 AEAE ATV
F L =, for AWS SDKPython (& 2023 £ 12 BIC Python 3.7 DU R—KNZFEIELEL £, FEMICO
WTE., T @ Python HR— KR —DEH AWS SDKsy RV "V =)L #SBLTLKES
Wo Python39 ZFEATAHLVWAO—FT—>3a EHICYVEZDICE, BEFFoO0—F7—>3H
BT RAL7ONT 1 ZEMT DD, FLEO—FT—>a BHZzBERLET,

Python 3.7 2 A 9% Lambda O—7—> 3 EHEZREDFBICE

1. Z¥H A4 > 4> AWS Management Console L, T AWS Lambda 1>V —)L &2 & & T hitps://
console.aws.amazon.com/lambda/,

2. [BAE OV ANT, SecretsManagex 2 7 1 )LZUJLET,

3. TANLRVIENEBEBOIVAND [Z2RA4 L] T, Python3.7 2R DWHET,

Python 3.9 L7 Y 7JL—KR¥BIZE:
s A7 a1 EZFEALTO—T—2 3 BE%EBIER TS AWS CloudFormation

e A7 3 2: #ZFERALTBREOO—T—23a BEROS 24 LZEH TS AWS
CloudFormation

e 7232 3: AWSCDK 1—H—0FE}k, COKZA TSV ETYITIL—RTS

F7av 1 w#aERALTO—T—>3 2 BHEBHERT S AWS CloudFormation

Secrets Manager A2V —)lZ2FEALTO—7T—>3 2 ZBMZT S &, Secrets Manager l& AWS
CloudFormation Zf#A L T Lambda O—F7—2 3 VBEBZECHXERUY —RZERLET., O

Y=l EFERALTO—FT—>3a>&2FMICLEHE. £ AWS CloudFormation AR Y U %
ALTO—7—>3a BEHZEERL HEE. FLU AWS CloudFormation AR Y JZERL TO—
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https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
https://aws.amazon.com/blogs/developer/python-support-policy-updates-for-aws-sdks-and-tools/
https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
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T—YaAVEBERLVENTEERTERT. HLLBEKEE. KUHLWVW/N—232 0 Python 2
FALET,

O—7F—> 3> @EH%E/ERL = AWS CloudFormation AZY V%2 BETSICIE

Lambda BABDOFHMER—> O [RE] X7 T, [&T] ZBIRL £, aws:cloudformation:stack-id
ARNDHEIZH D ZRTLET,

RXOBIZRTESICARN, ARXY IR ICEBOIAFTFIhET,

* ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

« AR Y YU H: SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

A—F—> 3> @EkzBEERT S I (AWS CloudFormation)

1.

2

3

4.

T AWS CloudFormation, BEITARXY VZRBREL., OEHZBRIRLET,

L—=KRRAZYOVDEHEHRBIZZATOAJRY VANRTENEZERE., JL—MAXYDIC
BE) 2&#IRL., 5] 2BRLET,

ARYIDEHR—IOT>7TL—NDOESfE T, Application Composer THasE Zi&EIR

L. Application Composer T7 > 7L —hZ#m&%E T. Application Composer THafk DRX > &
BRLET,

Application Composer T, XDBREZITVE T,
a. F7L—KMII—R® TSecretRotationScheduleHostedRotationlLambda.
DEZFHLVBEBBICEZRZX EFI "functionName":

"SecretsManagerTestRotationRDS"., flZIF, TIEJSON, "functionName":
"SecretsManagexTestRotationRDSupdated”

b. T7L—hOE#H ZBRLET,

c. "#:t1T AWS CloudFormationy A4 7OJRY VAT T#EE, &#BIRL, T, ICEHET
AWS CloudFormation,

AWS CloudFormation AZY 20— 7O0—%#1TL., EE 2 &RLET,
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F77arv 2 2#FEALTREOO—FT—3EROS O 2(4 LA'REFH TS AWS CloudFormation

Secrets Manager A2V —)LZ2FEALTA—7T—2 3 Z2BMICT S &, Secrets Manager & AWS
CloudFormation Zf# AL T Lambda O—7—> 3 VEBZECHER VY —AZEKLET, O
V=)l eFERLTO—T7T—>32Z8MCLEEE, £z AWS CloudFormation AR Y U & &
ALTO—7—>av@EHzEERL EHEEIE. AL AWS CloudFormation AR Y YV &ZFRHL TO—
T—2aAVEBOT R LZEFHTEERT,

O—F—> 3> B#H%E4#HERL = AWS CloudFormation AR Y J&BRETHICIE

« Lambda BEBOFMR—2 0 [BRE] X7 T, [2T] ZiBIRL £9. aws:cloudformation:stack-id
ARNDHEIZH D ZRTRLEXT,

ROBICRIESICARN, AZY VR (CEHARNET,

« ARN: arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMB0O8/79fc9050-2eef-11ed-

« AXY UH: SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

A—7—232 B80T 24 LAZEHT SICE (AWS CloudFormation)
1. T AWS CloudFormation, BEITAZY VZREL. OEHREZBRLET,

LW=RARYVOEFHEHRRIBDFAATOTRY VANKRTENIZHERE. JL—hAEZY T
BE) 2 BRL., [EH 2BRLET,

2. AZYVIVDEHFR—0OT7TL—NDO%ESfE T, Application Composer THrEE % i#IR
L. Application Composer T7 > 7L —hZ#m&% T. Application Composer THafk DRX > &
BRLET,

3. Application Composer T, ROEEZITVET,

a. T7L—b TJSON., O SecretRotationScheduleHostedRotationLambda., @
Properties., @ TParameters., ZEHML FI"runtime": "python3.9",

b. T>7L—rDOEH ZBRLET,

c. T#:t1T AWS CloudFormationy A F7OJRY VAT T#EE, ZiBIRL, T, ICEXKRET
AWS CloudFormation,.

4. AWS CloudFormation AZY 29D —0 7 O0—%#%1TL., &EE ZBRLET,
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#A7>32 3: AWSCDK 1—H—0iEFE. COKZA TSV ETFTYTIL—RTS

IN—232v294.0 &V AWSCDKRI®D ZFEALT>—2L Yy hOO—7—23 %R ELES
BlE. V240 URBICTYTYIL—RETHZET Lambda BB EEFH TEE T, FHAICHOVTIE,
TAWS Cloud Development Kit (AWS CDK) v2 RO Y /N—HA K, ZZRL T EE L,

> — AWS Secrets Manager 7L v 29 <ICO—7—>329%

A—7—23>T&30, O—FT—23UFR/EENTVES—ILYRNDODHKTT, >—OJL Y H
ICA—TFT—23UFREESNTVRAESHZERITSICE, IV —ILTI—IL Y hERRL,
[Rotation configuration] (A—7—> 3 V&&E) V>3 EFTAYVO—J)LLF T, [Rotation status]
(A—F7—>3 2 AT—2RRA) A" [Enabled] (BM) DFE, >—IL Y MCO—FT—23UFRESH
£9, TSTHRVEEARE., ">—JLvybhoO—7—>32, 28RLTLSEETL,

I<<IE =Ly hEO—T7T—23292ICE 3V -I)

1. Secrets Manager ® >/ Y — )L (https://console.aws.amazon.com/secretsmanager/) & & &
9,

2. —ULVYREEBIRLET,

3. [Secret Details] (>—% L ¥ N D) K— ?. [Rotation configuration] (A—F—2 3 ~5RE)
T. [Rotate secretimmediately] (§<IC—PL Y hZ2O—7T—>320&EB)ZI0UYILE
EP

4. [Rotate secret] (Z—YL Y NOO—F—33V)EAFOJRY U AT, [Rotate] (A—F— 3
NEIVYILET,

AWS CLI
Example §<IC>—YL Yy h2Z2O—F7—>32F 3

XD rotate-secret OFITR, I<ICO—FT—> a2 FHABENET, >—IL Yy hOO—7T—
2aviEk, ITIEREENTVBHREN HYET,

aws secretsmanager rotate-secret \
--secret-id MyTestSecret
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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O—7—>32>AT721-)

Secrets Manager l&, BELEO—7T—>32J4 2 RO, RATT1—)LIZH#>T>—DL Y
ReO—F7—2320FF, ATP1—I)EVAVRIZFRETDICE, V1 RUBBEEEIC
cron() £ (& rate() XRZFEH L F£9, Secrets Manager l&, O—F—>3 >4 RUJFOFEEDOK
Z—oLy heO—7—>320&ET, >—VLYy . O—FT—232T4 2 RIJNT4 8
BlEll1HEAETO—FT—>3a>TEERT,

O—-7—>3aYOEMECOVTE, UTESBLTIEZ L,

« the section called “Y&x—> RO—F—>3 2"
« the section called “T—RX—A—VJ L vy NOBEO—FT—>32 (A V=)L)
« the section called “T—XX—AUAND—OL Y NOBBO—7T—>32 (AV—=)L)”

Secrets Manager DO—7—2 32 AT 21— )LREUTCRA LAYV —2Z2FEALET,
O—F—33>94> kY

Secrets Manager DO—7T—>32 VA2 RIGE, XOTFFVARADA 2V RIEZPTVET, >—7
LYy NZ2O—7T—>32&EBEECO—T—2320TV14 2 RIZFRET S E. Secrets Manager (&
O—F—>3a>I4 2 RIOFICI—IL Yy h&2O—FT—>3LET,

Secrets Manager DO—F7—>3>J4 2RI, BIC 1 HECRHKBENET, B Trate()X%Z
FERATZ2O0—FT—>3VAT21-)0F4E, O—FT—>320 T4 RIEFH 0 FICHBREE
¥, cron() XEFEALTAO—T—>30V1 2 RUVOEABRKAEZRETEER T, HICOVTRE,
the section called “cron "y ZZBL T &V,

F7ALRTR, O—FT—>32T42 RV, BE OO—T—32AT21-)05RE 1K
B&ICEHALU. B oO—7—232AT21-)0OFERE 1 BOKDYICEAUET,

O—F7—23a> 742 RVODREEZETDICIE, V1 RVHE 28ELET, O—F7—>3

VAV RO 1T BEEENELKBRETEET, O—FT—23a>o1 2 RoFro0—7—>3>
T4 RIVIZEBSHEVWRSICLTLEETW, 2FY, B oO—F7T—>3>A521—-)L05

&, A—FT—23274 2 RINFO—FT—2ACEOBEBUT THRI L z2BELET. BB O
A—F7—232 AT21-)05GE, BREE + V12 RUHEN 24 BEAUT THD & 2R
£7,
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rate T\

Secrets Manager L — X l&k, XOFEKXICBEZVET, Value FIEEOEKT, Unit
(&. hour, hours. day, ¥k Tddays,

rate(Value Unit)

=LY RN ABECEICO—T—230 NdELDICERETEET, FAO—T—3 B
& 999 HT9, #i:

« rate(4 hours) &, =LY RN 4BECEICO—FT—>230chd 2B KULET,
- rate(l day) &k, >— VLY "N EBHO—FT—2320Eh3EZ2EKRLET,

- rate(10 days) &k, >—2VJL Y M 1M0BZEICO—FT—>30ENdEZ2ERLET,
cron =\,

Secrets Manager ® cron R IEXDERXTT,

cron(Minutes Hours Day-of-month Month Day-of-week Year)

RENIESZEC cron Xk, BAUEY hENFET, HIRIE. cron(0 4/12 * * ? *) FFHI4
B, BREFERIE, RVTEHEOFH 48, BLEFE4BEEZZKRLET, Secrets Manager M
O—7—>3> AT 2 1—=)LBEUTCRA LY —2Z2FERALET,

AT 31—l Ol b

SEFEC &, 480 KA SHEA, cron(@ /8 * * ? *)
SEEEC &, 48l 8 KA SHEA, cron(@ 8/8 * * ? %)
10 A &, 80 2 D SER. cron(Q 2/10 * * ? *)

O—7—>32>J4>RJ&E 2:00, 12:00. &
KT 22:00, RVWTEH® 2:00, 12:00, B &K
O 22:00 ICRAtREhET,

& B 48 10:00, cron(@ 10 * * ? *)

rate =% 260
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Q—H—H1 K

AT 1=l OB
FiE+EHOF% 6:00,

A 1 HOF80 8:00,
3AATEICE 1 HEERDOFH 1:00,
B AR B OF% 5:00,
AEANSEEAETONFHE 8:00,
BA1BE 15 BOF#% 4:00,

B A 1 A A O 0:00,

1ARS, RYOAEBOFHE 0 KIC 115 A
SECRBENET,

Secrets Manager @ cron =\ E4

Secrets Manager Tl&. cron RIZFEATEDERE

cron(0
cron(0
cron(0
cron(0
cron(0@
cron(0
cron(0

cron(0

18 ? * SAT *)
81 * 7 *)

1 ? 1/3 SUN#1 *)
17 L * ? *)

8 ? * MON-FRI *)
16 1,15 * ? *)

@ ? * SUN#1 *)

0 ? 1/11 2#1 *)

BICEVWS 2D DOFHRAN B ETF, Secrets

Manager ® cron X Tlk, 277 1 =)L RICOARBETT, Chik, Secrets Manager DO—F7—=/3
VIOAVRINERICHRBENDEHTT, F71—)LRICE, *HFBRETT, chlk, Secrets
Manager Tld 1 FU LB TVWBAO—FT—2 32 AT 1— AP R—FEAhTVEVEDTT,

RORIC, EATEDFTa2&2RLET,

74 —J)LR &
i) 0 Z1E
B 0~23

TA4ILRA—R
L

(727 —RAZYv>1)%

AL TEDZEELE T,

BIZE, 2/10 F 550 2 D
510 KEACEZERLET,
S—ULYRF4REIEC
A—7—>32&had&L3I(C
RETEEXT,

cron =,
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Day-of-month

1~31

DAL RA—R

(AN 2EAL TEMOE
ZEHET, HIAEF, 1,15
AD1H&E 15 BZEKRLF
9o

-Av>a1)zERAL TEHHA

ZEELXRT. HIZEF. 1-15
EFAND1EHAS 15BFXTO

BZEWKRLET,

(PARVAY) ZEALT
714—)LRADIXNTDIEZ
BHET, HIAE, *EAD
IXTOHOHZERLET,

[?] (BRI OOAI RA—
Rix, FEZERLET

» Cron XM Day-of-month
7 4 —)L R& Day-of-week
74— )LRZRKICEETS
ctlFTEEFELEA, — D
71— RICEZEETDS
B, E5—HADT71—J)LRT
[?] (BRRER) 2ERATIHED
HY)ET,

[(7AD—RAZYZ 1) %
AL TR ZEELET,
FlZE, 1/2 1 BEAS
2BH&E, DX 1HHE. 3
HE. 5HEREZERLE
9o

L zERALTRAORKBZE
ELEXT,

cron =%
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1~12 &/zl& JAN-DEC

DAL RA—R

ZERALUET, DAYLIE, A®D
BREWHEZEELE T, fl
ZIE, SUNL A& RAER
ZERLET,

(B EERLTEM
NDEZEDHET, HlzE

. JAN,APR, JUL,OCT (& 1
B.48. 7, &0 10 B
EEWRLET,

- (Av2a1)=ERAL TEE
ZEELET, A, 1-3
ERF1TED1HABLS 3D
BEBFEFTZERLET,

(PARVRAD) Z2ERLT
74— RADIXNTOEE
BHERT, HIAEF, * @FIAX
TORZEERLET,

[(7AD—RAZYZ1)%
EALTEIZEELRT,
BlzE, 1/3 &, 1PABD
53N ABE, 2FY 1A
B. 42HB., 7HhHAB., 10
HMABBREZERLET,

cron =,
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Day-of-week

(]

1~7 R7zlE SUN-SAT

DAL RA—R

#E2FEALTARNOERZE
ELET, HlxIE, TUE#3 IF
BOEIREREEWKRLET

o

(AR Z2ERL TENDE
ZEHET, IR, 1,4
1EEMIERE 4 HEDER
ZEHRLET,

-(#v1) ZERAL TEEA
ZEELET. fIZEE. 1-4
1 BBEAS4BEETHIE
HEERLET,

(PARVAY) #ERLT
74— RADINTDEE
BOERY, HIAEFE, * FIAN
TOERZERLET,

[?] (BEERF) OVDAII RA—
RiF, FEZERLEXT

» Cron XM Day-of-month
7 14 —)L R & Day-of-week
714—)LRZEKICIEETS
CERTEFERREA, —HOD
71— RICEZEETDS
8. E53—FDT71—)LRT
[?] (RRRER) 2EATIHED
HERT,

(727 —RAZYv>1)%
AL TEDZEELE T,
BlZE, 1/2 11 BEDKEHR
NS5 2HAEE, OFXY 1 H

cron =%
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714—=)LR (] T4 RA—R
BH. 3HH. 5HH. 7HE#=
ENERZERLET,
LZ2ERAL TRKRIERZEE
LET,

F *EEELTLSEZL L

O—F—>3>&EhTW WS —oL Y NERERTD

AWS Config ZFAL T>—OL Y hafMiL. BEICH > TO—T—>3 2L TVWBRAESHZERE
WTEEY, AWSConfig L—ILZFEALT, >— VLY NOAFEFIVTA BRIV T A

POoAEHZEEZELE T, TOHER AWS Config., I —ILICEHRL TVWEVS—TL Y NEREIT
BET, T, >— VLY MXEF—Z, O—FT—23aUFE, >—IJL Y NESHICERAET LS

KMS ¥—, Lambda O—F—> 3 B, 8KTET—IL Y MNCEERGFSERTOEEZEBH
TBDCEETEERT,

O AWS THIY N CBBAWS U—S 3> RICY—4L Y hN\®2BEE, TOREEDY
TIALATUAF—REENTEES, FMIIOVTR, ILFFHIVRILFU—V3VF—4
£, BBRLTEE L,

=Ly HFO—FT—232LTVRHLESHZHETSICE

1. AWS Config L =)L ZEAL TV Y —AZHE T2 FIBICHEWV, ROIL—ILHSERLET,

- secretsmanager-rotation-enabled-check — Secrets Manager ICREE N TWH T —
JLY NCRULTA—T—2 3 FREENTVR R ESH ZHFELET,

« secretsmanager-scheduled-rotation-success-check - &#ICEIL EO—FT—
arvH WEENEO—T—2aVHEEQHBERNTHIANESHAZFIVILET, FIV
I DO&/NMEERBIXTTY,

« secretsmanager-secret-periodic-rotation —#ELEBBRIC—IL Y M O—
T—=AVENELESIH ZHRELET,
2. A72arT, —UL Y MNNFERLTVEVBEICEXHTS AWS Config K5 IC ZERELF
T, FHMIZOVWTIEE, " A Amazon SNS hEY U AWS Config ICIAET2BH ., #58BL TL
EEV,
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https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
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Secrets Manager THEBIO—7—> 3>+t 95

=LY bMNOBEO—7T—>3 &R EL., O— ZELTIEEE. O—F7—>3>%
FY LI TEEXRT,

BEO—7—>32&F v EILTDICE

1. Secrets Manager ® 12/ — )L (https://console.aws.amazon.com/secretsmanager/) & & &

<

2. —OLvhEBIRLET,
— LY NOEHAR—OO—T—>3aVERE T, O—FT—230E #2IRLE T,

rEI—T—“/EI/ExEGDﬁﬁ%J SATATRY VAT, "BEBA—FT—>32, ZF7IC
l/\ rﬁﬁJ Eigﬁl/ijo

Secrets Manager O—7—> 3 U BRERBRERIFTITAH L, O— IVEBEERMICTS
Bk, BTHEATEET,
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https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager it AWS OH—E R IC &k > TEE
csnd>—UL VY b

Z<MOAWS H—EREF, (C>—UL Y hERTFLTHEAL FTF AWS Secrets Managere ch 5 ®
—UOLYRE, XX—IRI—IVLYRNTHIBEEEHYET, child, >—IL Y hZERL L
H—EAN, =L YRNDEBEBZEYR—BNLTVWREEZEKRLET, HlREE., W<D2HADIYXR—
DRI=VLYBMNIBNZ—TVRO—TFT—2IUNFEEATVD LS, O—FT—3ZHD TRE
TRIRERHYWERBA, T, EBEY—EATE. BHHEEAZLTO—IL Y NEEHMELEFHIRT
BENFHRENTVET, EBY—ERAGFI—ILYRNIKTFTRLH., COFIRIEHEEEFELLEZR
<DIC’IBEET,

NEX—IRI—=TL YR, BELPTVLSICEEY—EAID Z8CwERAEEALTVLE
ER

Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

—OLYRNEEEITHIH—EADID

» appflow - the section called “Amazon AppFlow”

» databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

e ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

* sqlworkbench - the section called “Amazon Redshift 7 T 1) T5 14 & v2”

|
7
\lll
N

N/

fttd AWS DH—E ALK > TEEEIATVSES—ILY N ERRETRICE, Y
LY hDRZE, 25RLTSEEV,
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S—ULY R NeFERTRIZY—EAORE2BVANIDOVWTR, T, ZZRLTIKEEVW—TJL Y K
ZEATRIY—EXR,
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AWSAWS Secrets Manager >—2 L Y N&ERAT3 —E
A

LLR® AWS H—E X & A" Secrets Manager EEN LS ICHEETNBDHAICOVTHBALET,

AWS App Runner O A5 % AWS Secrets Manager

AWS App2Container #* Z{£/H 9 % 5 & AWS Secrets Manager

AWS AppConfig @£ 5 7& AWS Secrets Manager

Amazon A" AppFlow Z 8 9 % 57 AWS Secrets Manager

AWS AppSync M E A 75 7E AWS Secrets Manager

Amazon Athena @ AWS Secrets Manager{# i /5%

Amazon Aurora T®H DO % AWS Secrets Manager

AWS CodeBuild ® £ H 575 AWS Secrets Manager

Amazon Data Firehose A" & 8/ 9 % J57& AWS Secrets Manager

AWS DataSync D £ %55% AWS Secrets Manager

Amazon A" DataZone Z £ 9 % 5 A AWS Secrets Manager

AWS Direct Connect O A 5 7& AWS Secrets Manager

AWS Directory Service @ £/ %5 & AWS Secrets Manager

Amazon DocumentDB (MongoDB E #1%)?® AWS Secrets Managerf# F 75 5%
AWS Elastic Beanstalk @ £ %% AWS Secrets Manager

Amazon Elastic Container Registry #* Z £ 9 % 5 & AWS Secrets Manager

Amazon Elastic Container Service

Amazon #* ElastiCache Zff£f 9 % 5% AWS Secrets Manager
AWS Elemental Live @£/ %5 7% AWS Secrets Manager

AWS Elemental MediaConnect @ {£ i 755 AWS Secrets Manager
AWS Elemental MediaConvert @ £/ 75 5% AWS Secrets Manager
AWS Elemental MediaLive O£ A 5 7& AWS Secrets Manager
AWS Elemental MediaPackage M % & AWS Secrets Manager
AWS Elemental MediaTailor @ % 5% AWS Secrets Manager
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Amazon A" Secrets Manager EMRZ R 9 % 5%

Amazon #" EventBridge %Z £/ ¥ % 15 7% AWS Secrets Manager

Amazon " AWS Secrets Manager >—2 L Y NFSxZ R T % 5%
AWS Glue DataBrew M f# % = AWS Secrets Manager

AWS Glue Studio A" Zf£H 9 % 1574 AWS Secrets Manager

AWS loT SiteWise M %5 5% AWS Secrets Manager

Amazon Kendra & %Z £/ 9 % 57 AWS Secrets Manager

Amazon Kinesis Video Streams #" Z{£H 9 % 5 & AWS Secrets Manager

AWS Launch Wizard @O % 5% AWS Secrets Manager

Amazon Lookout for Metrics @ £ 5 3%

Amazon Managed Grafana A" &/ 9 % 57 AWS Secrets Manager

AWS Managed Services O£ A 5 & AWS Secrets Manager

Amazon Managed Streaming for Apache Kafka® AWS Secrets Managerfif F 15 7&

Amazon Managed Workflows for Apache Airflow A" Z £/ 9 % 7575 AWS Secrets Manager

AWS Marketplace

AWS Migration Hub ® £ J5 75 AWS Secrets Manager

A" Secrets Manager AWS Panorama %&£ 9 2 5%

AWS ParallelCluster @ £ /5% AWS Secrets Manager

Amazon Q #* Secrets Manager Z B9 % 5 E

AWS OpsWorks for Chef Automate @ {75 7% AWS Secrets Manager
Amazon #" QuickSight Z /8 9 % 5= AWS Secrets Manager
Amazon RDS

Amazon Redshift #* Z{# A 9 % 5 & AWS Secrets Manager
Amazon Redshift JTU T 741 X v2

Amazon #" SageMaker %&£/ 9 % %57 AWS Secrets Manager
AWS Schema Conversion Tool O£ % & AWS Secrets Manager

AWS Toolkit for JetBrains @ £ 5 5% AWS Secrets Manager
#" AWS Secrets Manager >~—2 L ¥ & AWS Transfer Family Z R 9 % 5%
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« AWS Wickr A"Z—% AWS Secrets Manager L ¥ N & EH 92 5%

AWS App Runner O {EA 7 E AWS Secrets Manager

AWS App Runner &, YV—ARAA—RFLRGIAVTFTFAX=IHAS5 AWS VST RADAT—FTILT
BEBDITFT7VT—23a 2V ICBETFTO/4T2EH0, SETIUTILTEANMSROBWVA
EERMTDE AWSH—EARATY, HILLWF O /O —%FF LY, FATS A E1—F127
H—ERAZRELEY, AWSUY—RAZ7OEEDIZ_VJULTHRETDIHEZHN>TVILEGED
WEEA.

AppRunner 232 &, H—ERAZER, ELKETOREEZETLUERIC, 2—IL Y R®
REABRZY—EAOREZEHELTSRTEDELSICAYERT, n¥%ﬂiL’3L\Tl&" TAWS App
Runner Bi3& 74 R4 @ Referencing environment variables; (REZEHNDZSH) & "TManaging
environment variables) (RIEZBOEE) 2SR T EE L\,

AWS App2Container A" Z{EH 9 % 75 7& AWS Secrets Manager

AWS App2Container l&, > 7L ZADTF—R2 0 Z—F LR RENS VO TCEITENDT 7T —
2avaEUIJNFRIT7BMLT, Amazon., Amazon ECS, EKSELRF ICK>»TEEBE D]
TFHFTRITTEDRDICTRHIAN RTA2Y—)LTT AWS App Runner,

App2Container l& Secrets Manager ZfEAL T, VE—RNINV RZXTITDLEHIZT—H—X
SUETTUT—Y A —N— L EETH RO OEREEELET, A OV TR, AWS
App2ContainerI—H—HA R® TApp2 A TF O —JL Y b ZEE T SAWS App2Container .
ZSRBRLTLSEETLY,

AWS AppConfig ® £ H 73 7= AWS Secrets Manager

AWS AppConfig l&, 77U Tr—> 3V BREOER. BB, SRTRELKTT7O4 AWS Systems
Manager ICfEFITE % OMEET T, FREICIE. Secrets Manager ICREES N TWBRIBERT—
BELERFTOMOMZBTREEDDCENTEET, BEHERNOREZO7 7ML EERT S
154 . Secrets Manager ZFRET—ZFNDY—AELTBIRTEET, FHMAICOVTIEE, TAWS
AppConfig 1—H—H4 R0y "BERHFEXOFZETO77AILDOER 28RBLTILKEEV, BF
O—7—23a>rsFEMCB2>TVEI—IL Y N%E A AWS AppConfig B F 2 J5EDFMIC DOV
Tk, AWS AppConfig " I—H—7 4 R, ® "Secrets Manager DF¥F—O—F— 3>, 2S5 BL
TLEZL,
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
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Amazon & AppFlow Z £ 9 % 7% AWS Secrets Manager

Amazon AppFlow (&, Salesforce % & ® Software as a Service (SaaS) 7 7’Uo—> 3>
& . Amazon Simple Storage Service (Amazon S3) X Amazon Redshift AWS H—E R ED 771
T—23VETTF— 2R IRRTED TIINZR—D RREY—EARTT,

Amazon Tld AppFlow, SaaS 77U —23a> &Y —RAFEREFLEELTRETDIEEIC,
BEHREEERLET, chiClE, RIAM—2>, I—H—R, BLRENAT—RBZE, SaaSTF77V
T—2a A0 ERICHERBFEBNIEENET, Amazon ik, 7L 7 1Y VA TV Iz Secrets
Manager Y Z—> R —U L v NI T —2X AppFlow Z2R7EL £ 9 appflow. —2IL Y hOR
FEIARNE, Amazon OREICEFENTVET AppFlow, FEMIC OV T, "Amazon 1—H—7
14 R, ® "Amazon TOT— X% AppFlow AppFlow 4 2B L T EE L,

AWS AppSync O {ER 75 7% AWS Secrets Manager

AWS AppSync i&, 77U —> 3> 7FROY /N—A Amazon DynamoDB, . BEDEHDY —A
NPoDT—REHAEDEDHD AWS Lambda, BETAT —F 7 J)L% GraphQL 1 X —7 T
A AZRHEL EIFTHTTPAPIs,

AWS AppSync l&. Secrets Manager ~—2 L v N OFRIHEHRZFEH L T Amazon RDS & Aurora
CEHELET, FMICOVTIE, TAWS AppSync RO Y /N—H 4 R, ® TTutorial: Aurora
Serverlessy (F 21— K1) T )L: Aurora Serverless) ZZ 8RB L T E&E L\,

Amazon Athena @ AWS Secrets Managerf B 75 7%

Amazon Athena I&, Amazon Simple Storage Service (Amazon S3) T%¥ AL TF—X 2 E#E
PHITRDEERBILTRAESIOT AT OT )Y —EATTSAL,

Amazon Athena 7*—X Y —AOXR U X, Secrets Manager >—7 L ¥ h& Athena 7T 7L —>3
DOTUMEEZEFERLT, —XZVIVTEET, FMICOVTIEE, TAmazon Athena 1—H—
74 K1 @ TAmazon Athena EERZEDFEAL Z2ZRBL T EEV,

Amazon Aurora T® D fEMA 5 7E AWS Secrets Manager

Amazon Aurora [&, MySQL & &0 Postgre E BN HBD 7 INFR—J ROUL—>3F)INF—2&
KR—AI>S>TFSAL,
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https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html

AWS Secrets Manager d1—H¥—HA R

Aurora DY AR —1—H—FRiIEHREETE T DI, Aurora FYF—I RO —IL Y NEERT
EET, TO—ILYNOBEENFBERENET, Aurora lF. chsOFEIHEHROO—FT—>3 >
ELEBELET, FMICOVWTE. "Amazon Aurora 1—H—7H 4 Ry ® TAmazon Aurora & & T
AWS Secrets Manager TO/NAT—REE ) ZZRLTLEE,

T DD Aurora FBEEERICOVWTIE., T, #25B L TL & LWhe section called “F—A2ZNX— A2 —
LY NEERT D,

Amazon RDS Data & MU' 3 £ API, Secrets Manager D> —2L Y hEFEHAL TF—2EZXR—A
DRABEREETCENTEXT, FMI-COVWTIEE., "Amazon Aurora 1—H—7 4 RAPIS @
FAurora Serverless DTF—2XDER ) 2B L TLSEEL,

Amazon RDSUIVIF 4 2 &2 FERAL TTF—ER—AILERTIEES, T—IR—ADRIEH%E
Secrets Manager [CRIFTEX T, FHMIC DOV T, "TAmazon 1—H— 7]4 R, "OTVIFA
SOER) ZZ2RLTLKEZVW, RDS

AWS CodeBuild ®{# 75 7& AWS Secrets Manager

AWS CodeBuild &, cloud D 7)Y Z—2 REIL RY—EATYT, VY—A1— R%Z CodeBuild I~
NAILL, IZY R TARMZRETL, IICFTOATEDT—T1 77O ZERLET,

Secrets Manager 2L T, 7SAXR—=KL AN ORIHERERETEE T, FHICOVWT
&, TI1—Y¥—HA4 R, ® " AWS Secrets Manager DY > T EELTTAR—KNLI AN
CodeBuildy 228 L T< &L, AWS CodeBuild

Amazon Data Firehose #" & £ 9 % 5 & AWS Secrets Manager

Amazon Data Firehose ZFAL T, UPILRALDARNI—Z DT F—REEETREETBAN)—

VORICEBETEET, REANRIABRELFEF—ZHLEL T254E, Firehose & RITHIC
Secrets Manager # 52— LY RZEBL TEEEICERLET, FMHICOWVWTE, "Amazon
Data Firehose X0 Y /N\—24 4 K AWS Secrets Manager ; ® "Amazon Data Firehose T % 52
TT5, EBBLTIEEL,

AWS DataSync O 5 5% AWS Secrets Manager

AWS DataSync &, ARL—22ATAEY—EABOF—20BEBZEHRL. BEL. BFT
BDAUTA T —REEY—EATT, DataSync Discovery l&, "DBITZIMETDIDICKRIEE
3 AWS,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
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FAVTLEZAARML=—P2ATAICETREHRZRET S -HIC, DataSync Discovery kA ~
L= AT LDEBAE—T I AORAEHREZFALET., K. L7141y 0ROV
Secrets Manager X %—< R —2 L v NIZ DataSync T 5 OFRAIEHRZRFEL £Fdatasynco
ZO—JLY FOBENFBERENET, FMIOVTE, " I—¥—H4 K1 ® DataSync
"Discovery N\OA VT LEZAARL =22 AT LADIENAWS DataSync 1 2B L T< &V,

Amazon 7" DataZone % £ 9 % 557 AWS Secrets Manager

Amazon DataZone &, F—X0OAHXRXAOT 1L, H®H, HE, PWMEAREICTEIT—XEEY—
EATY, AWSGlue VO0—>— 237 %#EHA L/'C'7I:I JL&E 1 f= Amazon Redshift 75 A& —
NDT—7IINEEI—OFT—2TEY NEFERATEE T, Amazon Redshift IZ#E#: 9 B (&, Secrets
Manager &—% L ¥ N T Amazon DataZone FRAHEHREZREL £9, FHMICODVWTIE, "Amazon
I—%—H4 R, @ "$L W AWS Glue ##t%Z £/ L T Amazon Redshift 7 —ZX—ANT—2X
V—A%ERTD BSBL TS, DataZone

AWS Direct Connect M {57 AWS Secrets Manager

AWS Direct Connect &, BENDA —H XY NETT7ANT—TILENLTHIPZRY NT—T% AWS
Direct Connect A7 —>3aIZUVOLET, COEREFRT E, NTUY T AOREA>
R—TIAAZEEERTEETT AWS H—E' R,

AWS Direct Connect (&, EFBEEMTF—B CEHEBEEMNITF—RT (CKN/CAKRTF) &, 7L
ZAYVIANMMWERZ—DIRI—JL Y MIZRFLEFdirectconnect, —2L Yy b3
AR, ORLICEENTVET AWS Direct Connecto —2I L Y NEEFHF T SICIE, Secrets
Manager AWS Direct Connect TlE A< ZFRATIHEN HYET, FMICODVWTE, "TI1—H—
7i4 R1 @ " CKN/ MACsec CAK Z LAGIZ B:E (S 1T 5 AWS Direct Connect 1 2B L T<IE&E
Wo

AWS Directory Service M £ A5 % AWS Secrets Manager

AWS Directory Service (Zl&. fid AWS O+ —E AT Microsoft Active Directory (AD) Z £ 9 58
BOBENAZEENTVET, RIEEBEHRND—IL Y NEFEAL T, AmazonEC24 VARV A%
FALORNVIZSMEERENTEET, FMICOWTIEE, TAWS Direct Connect 1—H—H 4
Ry TUTZZRLTLSEEL,

 Linux EC24 > AR > A% AWS Managed Microsoft AD 1 L O R JICS—LL AILEET S
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AWS CloudFormation T AWS Secrets Manager >—27 L v K& 4E
oA
CNDHITIE., CloudFormationCreatedSecret-alb2c3dde5f6 EVSEBHND—IL Y NHE

BMENET, >—IL Y MERKRD ISON T, —JL Y NOERKICERE NIz 32 XFD/INA
D—RFERAEIhET,

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

COPITIE, XD CloudFormation VY —ANERAENTWVWET,

« AWS::SecretsManager: :Secret

AWS CloudFormation ZEH L =) Y —ADERDEFMIC ODWTIE, TAWS CloudFormation 11—
H—HA R, O TFUOTL—ROERBICOVTOFE,, 25RBLTLSEEL,

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type'": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",

"PasswordLength": 32
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YAML

Resources:
CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by AWS CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

BEO0—7—3 3> & 0 AWS Secrets Manager >—%2L ¥ ~
& . AWS CloudFormation 14& @ Amazon RDS MySQL DB 1 > A
R ABRERT S

Amazon RDS F 7zl Aurora DEBES—UL Y NEEKTSICIE. AWS: :RDS: :DBCluster
TYARX— ]NAD—R®D Secrets Manager >— 2L Y R EERTIHICRT LS

. ManageMasterUserPassword ZfEfA 32 &2 HEH L FT, XIZ, Amazon RDS A" —
LYy hZEEKL, O—FT—23202EBLET, FHICOVTR, YZ—2RO—TFT—>3 %
SRLTLSEEL,

AWS Secrets Manager AL T>—2 L ¥ b & Amazon
Redshift 7 5 AR —%Z/EM L £ 9 AWS CloudFormation

Amazon Redshift DEBEE>—JL Y NEERTSIC
(&, AWS::Redshift::ClusterAWS::RedshiftServerless::Namespace& LT DHlZFERT

BPLEEBEOLET,

T AWS Secrets Manager >~>—72 L ¥ b & Amazon DocumentDB
12 AR A%ZEKT S AWS CloudFormation

ROBITE, >—OLvyhE, TO—OLY NAORIEEHRE LI - —BRVOP/NADT—RELTHE
9% Amazon DocumentDB € AR AZERLET, >—IL Y NI, >—IL Y NCZTD
TATER 1Y —%2EHETDIVY—AR—ADRI I —HFTRYFEhTVWES, £, 0TV

—_—

TL—hTR, O—F7—23@EHOT 7L —hK A5 Lambda O—F—> 3 @HEERL., C
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NDY—oL vy NHFBAOERYIOAOFH 8 A SFH 10 B (UTC) CEBMICO—F—>3>&h
BDEIICERELET, EFIVUFA1ORANTTIOTA1RELT, 41 AR Ak Amazon VPC
BENrNTVWET,

— D HITE, Secrets Manager IZ)X® CloudFormation )Y —AZERALE T,

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

* AWS: :SecretsManager: :RotationSchedule

TUY—RABERTDHEEIZ DLV TIE AWS CloudFormation,
AR D "FUOTL—RNOEELREZSR, BBBLTLSEE,

JSON

"AWSTemplateFormatVersion":"2010-09-09",

"Transform":"AWS: :SecretsManager-2020-07-23",

"Resources":{

"TestVPC":{

"Type" :"AWS: :EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

}

},

"TestSubnet@l":{
"Type":"AWS::EC2::Subnet",
"Properties":{

"CidrBlock":"10.0.96.0/19",
"AvailabilityZone": {
"Fn::Select":[
"o,
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

T AWS CloudFormation 1—H—7H

JSON
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"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",

JSON
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"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssI1\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

.

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
.
"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
.
"MasterUserPassword":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
.
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
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"DefaultSecurityGroup"

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,
"MyDBSubnetGroup": {

"Type":"AWS: :DocDB: :DBSubnetGroup",

"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet0l1"
3,
{
"Ref":"TestSubnet02"
}

iy
"SecretDocDBClusterAttachment": {

"Type":"AWS: :SecretsManager: :SecretTargetAttachment",

"Properties":{
"SecretId":{

"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,
"MySecretRotationSchedule":{

"Type":"AWS: :SecretsManager: :RotationSchedule"
"DependsOn":"SecretDocDBClusterAttachment",

JSON
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"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" :"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
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Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
- 'Q"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
R
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:

- IRef TestSubnet0l

- IRef TestSubnet02
SecurityGroupIds:

- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC

MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:

SecretStringTemplate: '{"username": "someadmin",b'"ssl": true}'

GenerateStringKey: password

PasswordLength: 16

ExcludeCharacters: '"@/\'
Tags:

- Key: AppName
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Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !'Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl

- IRef TestSubnet02
RotationRules:
Duration: 2h

YAML
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ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager " AWS CloudFormation Z £ 9 % 15 7%
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DeleteSecret
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B, ESBLTLIEEL,

CloudTrail Z>> b1 308



AWS Secrets Manager d1—H¥—HA R

ReplicationStarted
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RYRNZERLET, cnSODARY NI "detail-type": ["AWS Service Event via
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RotationSucceeded

Secrets Manager ¥ —E AN EEICO—7T—> 3> & hi & &I(C Secrets Manager —E A IZ
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RROT—OLY MO, LAY —ILZNLEHDEL ZET Secrets Manager N API
dA—=)LZEF_RIVITEXRT, XNUDARZEZZVI$DHFEICOVWTRK, T 1—HY—H4
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3. UToREZETLET,
« TAHAODVNAOI—OLY NOBZTEZX)>TT3ICIE,. AWS/SecretsManager ZiER
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« AVVY=ILENLERUOHL ZED Secrets Manager AND API RO HLEZEZX U >
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Secrets Manager I X ROHIZE, —FJLYRMDOARN ZEBDANFTRIEDED
2, BEOTOAVIIIYFITRARINNZ—2TRE, ARNTO—IL Y NEIEE
THEHIZ, atn F—E aRN DA ZEHIMBEN HBEENHYET, FHICOVWTIE,
FAWS re:Posty ZZBL TSEE&E L\,

ROBlE, =LY MAOZEEOOTI NJIZ—HT S EventBridge 1 R NNZ—2ZRLT
WE7,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
}

>=OLY MENO—T—>32ENES5ARRNEIYVFEES

ROPlIE, FHEFELFEAHO—FT—>3aVICK2TRETEZI—IL Y MEODZEED CloudTrail
AOJI>2KJIC—3TF % EventBridge 1 X MNEX—2ZRLTVWET, ChSDARYKIC

(. Secrets Manager DIREICLDEDEH ML, Secrets Manager Y —EARICK>THEHEnDE
NEHB1-Y, detail-type ZHMAICEDIHBENf HYET,

"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},

{ "detail-type": ["AWS Service Event via CloudTrail"] }
1,
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"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
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HOHBFEARRZRELET,
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TAWS CloudTrail 1—%—7# 4 K, @ TCreating a trail for the first timey ZZBL T &V,

AT Y 7 1: CloudWatch Logs \® CloudTrail O 7 7 A LB EZRET S

CloudWatch Logs AN® CloudTrail A7 7 7 A )L DBEZRETIHENf HVVET. chllky),
CloudWatch Logs l&. HIBRREBHRNDZ—IL v NZEEB T % 2% O Secrets Manager API) J TA K
ZEHRTEERT,

CloudWatch Logs A® CloudTrail QY 7 7 A )L EEZRET S IZ&
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3. EAOFES—23asRAT, B ZBIRL, [CRETHAFOZTZRBIRLET
CloudWatch,

4. FEBFEREANR—T T, CloudWatch Q€922 a>ETTHICAVO-I)IL., ®ET7A4 > () &R
L&

T4

5. [New or existing log group] F#BEE L KBEFEOOT VI =)\ OT T IL—7TDOHEH
(CloudTrail/MyCloudWatchLogGroup) Z A KL F T,

6. IAM O—JL (2. CloudTrail_CloudWatchLogs_Role £ WS ZRIOTF 7 A )L NO—I)L&FEHTE
F£9, cOO—=JLICE, OFTIL—TIZ CloudTrail IR N ZBETRZEHICHEBRTIEA
FAzEOIF7AIILMOO—IIRI—DHYET,

7. [Continue] (¥t17) ZiBIRL TREZRELE T,

8. AWS CloudTrail T, FHAJ> NDAPIT VT4 ET 4 (CBET S CloudTrail 1 X N%Z
CloudWatch Q7 T I —7R—JICEEL. 25 ZBRLET,

ATV T 2: TZ5—L%ERKTS CloudWatch

Secrets Manager GetSecretValueAPIZAARL —2 a N HIBRREBF D —IL Y kAODT O ERA%
DOTARNULEELEICEHNEZZETSDICIE, CloudWatch 7o —AZERL TEHEZRETIHEN
HYET,

CloudWatch 7o —LZERKT D IZIE

1. T CloudWatch 2V —)LICH A > 4 2 U & T hitps://console.aws.amazon.com/cloudwatch/,
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4. OJINL—7T OVARNT, BIOFIETHERL 2O T I —7"0O#I(ZH S CloudTrail/
MyCloudWatchLogGroup B EDF I Y VRY JRAZAIZLET, TDHE. [Create Metric
Filter] ( XNV O A7 1 LRXDERK) ZBIRLET,

5. [Filter Pattern] (7 1 W ZNZ—2) 2, U TFEANTBHABEVNSTET,

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

[Assign Metric] (X MU O ADEIV) HT) Z#IRLET,
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6. [Create Metric Filter and Assign a Metric] (X MU A7 1 ILEZDEREX NI O ADEIY) EHT)
R—=IT, ROBEZEITLET,

a. [Metric Namespace] (X M) Z AHHIZA) IC "CloudTrailLogMetrics, EABDLE
9,

b. [Metric Name] (X b2 AH) I "AttemptsToAccessDeletedSecrets; EA DL E
To

c. [Show advanced metric settings] (X 8V AQFMERENDRT) ZBRL &, BEICKU
T [Metric Value] (X R AfE) IZ "1, EAHBLET,

d. [Create Filter] (7 1 JLZDERK) ZiBIRL £,
7. 74I)RRY VAT, [Create Alarm] (7 T —LDEK) £iBIRL E£7,
8. [Create Alarm] (7 7 —LDER) 742 RIJT, UTOBREZITVLET,

a. [Name] (% #80) . TAttemptsToAccessDeletedSecretsAlarm, EANLFET,
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o BETED Amazon SNSKEY VR FERATS I, FATA M NEY VOEHZBIRLE T,
DARNNEELZEVBEE, [Selectlist] (JAMDIREIR) £BIRLET,
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ATFY 7 3 F75—A% CloudWatchTAKNT 3
FS—LEFARTBICE., ¥—oL Y REERL., ThEYBALATS1-)LULET. RIC.

S—ULY MEDEBEZHAET. T7—ATRELET RLALCBELS EX—IAEEXT, C
niF, HIRFEDOS—JLY NOFERICODVWTEELET,

ZEAL T>— AWS Secrets Manager VLY KO 754 T >
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EELET, TDEAWS Config., WEI—ILICERLTVEWS—JL Y NERBBITEET, o —
LY RXRF—Z, O—7—232KE. =LY NES{HICERAE TS KMS ¥—, Lambda
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S=ULYRAFAVT AT ACERLTVWRHES A ZFET B ICE
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LET,

« secretsmanager-secret-unused — EUVLEBHALLS —JLY RFTOEAES LD
ESHEBRBLET,

« secretsmanager-using-cmk ——2JL Y "A Tl AWS Y XR—2 RF¥— aws/
secretsmanager CER UL DAY —NXFZ—I RF—ZFALTESLEATVWRIHLES
H&EEELFT AWS KMS,

+ secretsmanager-rotation-enabled-check — Secrets Manager ICfRFEENTVS S —
LY NMIRUTA—FT—2 3 UFRETNTVRILNESHERFELET,

+ secretsmanager-scheduled-rotation-success-check - &#&ICKIIL EO—FT—
Ay, RESNEO-—T—23aVBEEOEHBERNTHI L ESHZTFIVILERY, FIvV
VDORNEERGHIRTY,

« secretsmanager-secret-periodic-rotation —#ELEBBRNIC—IL Y M O—
T—2AVENENESHEERELET,

Secrets Manager D JARNZE_ZXU>2T TS

Amazon %Z £/ L T CloudWatch , #XE AWS Secrets Manager {8 kK82 E_XV) I TEET,
FHMICHOVWTIE, TA—HY—HARLI O "#HEAWSHEREZTE_X) T ITBHERT T —LDOE
A CloudWatch ; ZZRL T<EZ Y,
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Secrets Manager DERRREET X T T HEICDOVTIE, the section called “IC kB FZ
21)>% CloudWatch” "y KT T, 25 B L TL & Lthe section called “TOJ 5289 %5 AWS
CloudTrail 7,

AWS Secrets Manager BIEDFMIC OV TRE, T 28U T & Vithe section called “Bl &7,

Amazon TER Z &t 9% GuardDuty

Amazon GuardDuty l&. 7AD> N, AVTFF. D—J0—R, 8LV TF—X%Z AWSIRIETRET
ZOICKRIDBRBREY —EATY, #BEEE (ML) EFILELEEESLVERRBBEEZFRTSZC
ET, BFEFRTEAHAOY Y —XA GuardDuty Z#FENICEZRUJL, RENOBEENE X1
TAVAIREREOHBDTIT1ET1 2B ELTERIBENZFTERT, AlAE, GuardDuty &,
AVARARARBO—)LZNL T Amazon EC24 VARV ABRIZERE NN, AOROFTAHD
VRASERENTVRRIAERZRELVLESSICEAT, 2—JLYMOBEELERELRDTY
EARPEDLDLVT IO RABEDRBENBERZRELETT AWS, FHICODVWTE., "Amazon 11—
H'—7 4 R GuardDuty 1 ZZRBL T EE,

BREDES 1 DO1—AT—AlF. BEELGHETT, flXF. AWS Secrets Manager & Java % &
HAUTI>FT 4T 14h5 create-secret, get-secret-valuedescribe-secret, . ®list-
secretsMUH UL ZBBLSDK, BIOITY T 147 144 OHNE AWS CLI A5 O H Ubatch-
get-secret-value&get-secret-valueEAZBKBRL ZIZBEVPN, E2EBOI T 174
HFEEC ZFTHLTVREVWSERZH/E GuardDuty TEFEFTAPIs, FHMICOVTIE, ™8

H GuardDuty IAM# £ X ( 7° CredentialAccess : IAMUser/AnomalousBehaviory Z#28B L T &
(A
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DA 754 T > AEE AWS Secrets Manager

Secrets Manager 2R T2BOBEFHEOAV T4 T ABFR., BEZROTF—20OMEME, &4
NDAVT AT AEN., BAShDZEBSIOCRFICK >TREYES, Tk, AVTF4TF7>
ALEIDUTODY—AAWS ZRRHL TVWET,

"tFIVTARAVTFATVAIAY I VT FLUAAAR —ChsOF7OC4HA RIC
F. 7—F7O0F v LOERBEOHAE, AWSTEFIUFTAEAVTZAT U AILERZE
WIER—AZAVREBEZT7TO(4 TR HOFIENRBHENTVWET,

c HPAPAEF I VT A LAV T FATVADT—FTIOFYICEIBRAHRTA hAR—/N\— — ZOK
DA RMR=N—Tlk, EN AWS ZFEAL T HIPAARROT 7'V r—> 3> #ERT D HEIC
DVTHBBALET,

c AWS AV T ZATVAVI—A-CDID—=0TVvOEHAROIOAL V> a2k, BEROERY
I ICERAENDHEENBHYET,

« AWS Config Tld, BH7SI9T 1R, ERHARSA2, BLRUTBAHICHITEIVY—ADHRED
EWIRENTFMEnE T, HMICOVWTIE, Tthesectioncalled “>—2 LY KOOV TZA T
AZE_RVT9%" 2Z5RBLTLEEY,

« AWS Security Hub &, AOEF1VFT M REZSREWICIBEAWS U, EF 21U T 1 EREHE
ERANT ST A ANDEYZERTDDICKRIEFET, Security Hub ZEH L T Secrets
Manager J Y — Azl 92 FEOFMIC DWW TR, "TAWS Security Hub 1—%—74 4 K, @

TAWS Secrets Manager 1> hO—)Ly #SBLTSEEV,

 IAM Access Analyzer I&, AT T ATAN—OLY NITIRATEDBRSICTHRIZ —
ADZRBEAT—RXANEEOCRIS—ZDHLET, HFMICODVTE, "POEAT A4 —
BEALETIVEADTLE1I—) B8BLTSEET,

« AWS Systems Manager Zl&. Secrets Manager DERFHA DT 7Y IFAZENTVET, ¥
MICOVWTR, "T>—9L Y ANYZR—2 ¥ —0, Systems Manager Automation 57 v 9177
L>A1 ZZRBLTLKEZ,

s BFERALT, Y—RN—FT 1 —OEEBELR—rNEHX I O—RTEET AWS Artifact, FEMICDOV
Tk, "TTOLR—BMOAT>O—R AWS Artifacty ®1 ZSBLTLEEL,

AT ZAT 2 ARE

!

AWS Secrets Manager l&. A TORENEEZZFTTHY ., DT AT AREEZNBITHIHLE
FHB3EEICV)1—23>0—BICBEDAEENF HYET,
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https://aws.amazon.com/compliance/resources/
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« HIPAA-AWS (&, BERBROMEEEAMEHBPSEFEICETIEE (HIPAA) I 7S4F7 > A70
IS LBIRL, HPAAOXR EE DT —E A AWS Secrets Manager E L TEOEL =, &EE
RIEZH (BAA) 2L TWB B Ak AWS, Secrets Manager Z A L THIPAA, ## T 7L
T—2a>ORBRIK/ITHDCENTEET, . EEFBROVEBERTFAWSIC ZRATDH
FICDOVTHEHLULLAYEVSEERBITC, HPAAICERZEHTEARTA MAR—/\— AWS Zi2#
LTWET, FMICOVWTE, THIPAAOV 7 ZAT AL Z5RBLTLEEL,

- PCI S — H—EX7ONA A —L XJL 1 T, Payment Card Industry (PCl) Data Security
Standard (DSS) /N\—23> 32 OOV T7T 54 F > ADFEE AWS Secrets Manager 2% (T TV &
T, AWSHRXY—ERZFERALTHA—RAEET—SZRE. LB, FLREEITIHER
(&, MEOPCIDSSOAV 7SA T AIHEZEE I % AWS Secrets Manager BRIC ZFRATEE
I AVTSATANY =20 IE—% AWSPCIV VT ANT S 5EKEPCIDSS, DFFH
ICDWTIE, PCIDSS "L 1, ZZRLTLEEL,

* 1SO — AWS Secrets Manager &. ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, & & T 9001
ISONAV T ZAT VAREZEREICTETLEL 2z, FHHICDOVTE, ISO "27001, ISO 27017,
ISO 27018, ISO 9001, ZZRL TS IEZ L\,

« AICPA SOC - System and Organization Control (SOC) L 7R— KN I&. Secrets Manager A" £ &7 ]
DTTSATUAA NO=ILEBWZEDKRDICERL A ZERT, MAULEY—RN—=—FT1—I(C
LBBEELAR—HITT, ChSOLR—MOBEWR, 1—¥—CcEEENERALOVTSATURA
ZEHR—NTBDLEHICHIAETNIEZAWS OV RO—LZEBBETEDLSICTSHETT,, FMICO
WTk, TSOCOAVTZAT VAL ZBRLTLEEL,

« FedRAMP - Federal Risk and Authorization Management Program (Fed RAMP) l&, 727 R& MR
H—EAOEF 1) T 45Hl. RA., MENETE_ZVTJICHTRIEELENLET7O0—FZ1R
HIZBFLEOT OIS ALATT, FedRAMP Program &, REP/AEZLDOH—ERAB LT —2 3
v, BROBFELERFNROT—XZEE GovCloud 5 L-OOETEFRAERELET, M
C2WTk., "7IFL—2320 7 54T ARAMPY ZZRLTLKEE L,

- EPfF#RE - Ef#EE (DoD) V2V ROAVELI—FT 42T F1 VT 1 EHHA R (SRG) &K, 77
7 RY—ERATO/NAH— (CSPs) A" DoD OEEFRAZEMEL T DoD DERICH—EAZRHT
EDLSIC, BEMETETASLVORATOCLAZRHELE T, HFMIC OV T, "DoD SRG
JY—A1 Z2ZRLTLSEE,

« IRAP-BHREFIVTFAB2EMMTOT 5L (IRAP) 2FEATZE, A—ARNTUTBFOHERK
(&, BYAD NO—IIFEEEATVDREZ®RIAL, A—ANSVUTHAN—tF1UT1E
VE—= ()R ITHEEENLEA—ARNZUTBROBEHREFIVTAXZ1ITIL (ISM) OEHIZ
I TRODEYBREFETFIERETEEXRITACSC, FMICOVTE, TIRAPUY—A, %=
ZRLTLSEEY,
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https://aws.amazon.com/compliance/hipaa-compliance/
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« OSPAR — Amazon Web Services (AWS) &, > > HR—ILERITIH S (OSPAR) D "7IKRY—RA
H—ERAZ7ONA X —DOEEL R— N () attestation. AWS alignmentys (ABS) ® "7 KRY—2A
H—EA7AONM A —DOREHEZEEFIBEICEATSHA RZA>2, (ABSHARTA2) ZERLE
Lo VHR=IIOEMY—ERAERNRELEIZVRY—ERTONAMEA -T2 E LV
/FERETEEZHBBERICAWSHRLTVET, FHICOVW TR, "TOSPARUY—RA, 23R
LTLEEL,
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AWS Secrets Manager TOtF 115 41

AWS Tk, EF1VTAHFREXREETIT. AWSOEEEKE, EF¥F1VT1Z2REERITHERE
NERERIETRIOBEENLET—EEE—ERYND—IOT7—FTIOF Y ZRATEET,

BEXREAWS TR, EF1UT1OEFZHELET, SEEHEETITR,. ChZEITTROE
FAVTARBKIOPIVZIVRAOEFIUTFAELTHALTLERT,

s UTIROEFIVTA-AWSIF, AWS VTV RHATAWS U —ERZRITIBRA 2 TTANT
DF+ZREBEIDEFTZEVET, T, AWSRZLICFEATERY—ERZREMLET, H—
RN—FT 4 —DQEEAEGF.,. A WS AT AT AT7O7Z5 LA O—RELT, EF2IVT1DE
MWHEEEHNICTANS KRORBRIIL £F, AWS Secrets Manager ICBRAENh2 17T 5A4T7 A
TO7ZLOFMBIIOVTR., "OV7FATVATOTFLICRDRNREEID AWS O —F
2, EBBLTLEE,

c VT RHADEFIVT 1 -BEROEEEF. BFEDO AWS O —ERAICK>TREVET, £
. A—Y—ik, F—20BENE, CEEH, BLCEAESEREBEENDTOMERICKHTSE
FEHEHWVWET,

FTOMROUY—RIZD2VWTW., EF21UF 1O - AWS Well-Architected 7L —AD—0 & SBL T
<kEEL,

REY D

« AWS CLI Zf#F L T AWS Secrets Manager D— 2L Y NZRETIBEOVAVEERTS
+ AWS Secrets Manager THO 57— X {RE

« THI—UL Y NDOEES{LEES AWS Secrets Manager

« AWS Secrets Manager TDA 7 ZARNZ O FvF1) T4

- OTFEZEM AWS Secrets Manager

« RANEFTLS

AWS CLI ZfEH L T AWS Secrets Manager > —2 L Y N &R
BIBDBOVAVZEBET S

AWS Command Line Interface (AWS CLI) ZfEFI L T AWS AR L —2 3V HUHTESE. TNhS
NDIXVREIOIVRIIINICAALET, LEXF. Windows IX > RZ7 O 7 KX Windows
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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PowerShell, £7zld Bash® Z I EZFEATEXRT.,. ChSsOON R ITILDZBLITE.
SEMERLEEDLEOICHRAEThEBEN SENTVET, L., COMERKS—ILY MNER
EFDLEHICEAThDITURENI BV ET, FEXE, BEAEDTIIITR, EXRMF—Z2FEHL
T, RBICADENEION D RERRTEERT, IV REEBER, X171 RESThTVE
WEY2a ICTIOtEAESnESEEIC, EAThD UM GVET, £k, NV OTSTURTH
TR0 —TFT1)TAEF, ZAVZRYNRWICEITTERRSICTRENTIAN RINTX—
RICTFTIOEATEET, COXSBVAVZERBTDICE. ROFIEZRITLET,

s A2V ASENDEER, BICOE1—X2ZOYIULET,
s BESRBRVRERERALBLSZE 2OV -INIA—FAVTAZTUAVAN=ILITZIHNENCLE
ER

c DINFERVE-—RNTIEATOIZLZEALTVRBERE. AXLEOXRY ROOY Z5E&K
LBEVWKRSICLET,

« DINOOR Y RBEILK 2> TF Y TFYENBVRDIIINTA—REBITHEEZFERALET, X
Dk, >—ILYRNTFARNETFANTIZAILICALL, AWS Secrets Manager 1< > RI(C
BLTIKICED T 7ML EHETZIHEERLTVET, chik, ARENGS IIILBEREN>—9
LYRFFARNEFYTFYLAVCEEZEKRLET,

ROBNE, BEWEZ Linux ONY RZRLTVERT (P INICRZLELZZ AN RIBEREFS
FHYNVET),

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

ChSsDIARY RZERITLER, LTOXHMNZERALTIOY RBEEZAJO—-)LL, >—JL Y b
TEARNEDFTICERRENBVRSICTILEN BT,
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/A Important

F7AIRTRE, DX REARNUNY 7 7OHA X 2B ICHSEBVAHAE
V). Windows TERIERODTIVZY IV RETIDLETEEXELEA,

Windows AX > RZ7OV7MT1INV ROIDY Y RBENY 770 (EFEATDILSICRET S
(=¥

1. BEEINRZ7OV7 N2HE E9 ([Run as administrator (BB & & L TE1T))).

2. EECHBDTAI&BRL, [ZAONT 1] ZBRLET,

3. [A7>3aURTT. [NV 7 7HAX] & [Number of Buffers (/ANY 7 78) OFAF % 1 ICRE
L. [OK] Z&RLE T,

4., BRCANESKBVIRVRZADIZIHLEN $ZHERF. ERICROISBZION RE 1D
BT ERY,

echo.
chiCkY, FHOEVWIN R TSV 1EhET,

Windows Command Prompt = T JL Cl&, Sysinternals SDelete YV —J)LZX > O—RL T, XDKS
BAXV REFEATHIENTEET,

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.
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AWSEFTHETET /LI, AWS Secrets Manager TOTF—XREICEAETINET, COEFILTHHA
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ZREIHDEFZEVET, BERE. COAMVTTANTIFYTHRAMNENTVR A TOVICH
THOEBZHBIDIEENf HYUET, cOOAVTUVILE., AT AWSH—EAXA OEF+1 1)
TABREBBRARAINEENET T, T—RTZANI—OFBICOVTE., "F—2TZ4/\—
NI HDERB 2ZRLTLKEETV, BMNTOF—XRBEOFMICOVTE, AWSEF21 )T«
JO7ICHBBENIAWS EAREEFIS LU GDPRVOTZSRL TS EE L,

T—RERBEITRLEH., AWS THU N OFRIIEHRZRZEL . AWS Identity and Access
Management (IAM) ZFAL TEZ O 1—H—TFHIOKNEEYNT YT IR 2BBHHLET,
COFEICRY, ThEAOD AT ZETIBLEHOICHELTFTOAEZEI—H—ICHFETEET,
T, ROFETTF— 2 2RBIDLEZHEOHLET,

s BT NIV NTEZEZRFEE (MFA) Z2FRALET,

« SSLTLS ZFEAL TAWS DY —RAEBELET, Secrets Manager l&, IXTOD—2327T
TLS12 B LV 13 ZHR—KNLTVWET, £/, Secrets Manager i& TLS (PQTLS) XY kT —
OBSHMZ7ORILAONAT )Y RRARNEFF—RBAT I VEHR—-—KNLTVET,

c IAMZ VO NILICEERTSNTWATIORAF—IDE—ILYNTOEAF—ZFEAL
T. Secrets Manager N\O7 AT ZLV IV ITARNIBALET., £k, AWS Security Token
Service (AWS STS) AL T, —BHNAEF1UF(RABEREERL., VIITANCEERT
BDCEELTEFRT,

« AWS CloudTrail TAPI £EA—Y—T7O0F4ET14O7 %2ty NT7Y 7T LET, [the section
called “TOY 52895 AWS CloudTrail 7, Z8RBL TLEE L,

e ANV RTGA AV EBE—TIAAEEIF API ZFERALTAWS ICT VAT S EEIC FIPS 140-2
BREIDEADESALED 1IN BELRBEE, FIPSTY RRANEFEHALET, the section
called “Secrets Manager T RARA4 2 K"y ZZRLTLEE L,

« AWS CLI Zf#H L T Secrets Manager Ic7 VA3 %H4E, "the section called “AWS CLI %Z

AL T AWS Secrets Manager > —JL Y NERBETDBEOVARAVZBB TS 1 OFIEICHVL
£,

REFOESIL

Secrets Manager & AWS Key Management Service (AWS KMS) 2 L THES{LZ AL, REF
DT—2OHWEMZREBLE T, AWSKMS ICIE, Z< D AWS O —EANERITZF—ANL—
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DBLUBEFY—EANAEETNTVWET, Secrets Manager D—2V L Y NEINXT, —E0D

TF—RF—THEStEIhET, ETF—XF—Fk. KMS F—TREENFET, Secrets Manager AWS
NEX=—DRF—TTFTHIRNITF7AINNOBSILEZFERATEEE, AWSKMS THEDOHAX

N—BEFXF—Z2FERTHEETEEFT, DAXN—EBEBF—%2FRHTHE, KMSF—TIUT71E
TANRAZEZEHMA < EHTEET, FHMICOVTIE, Tthe section called “>—2U L v hEES1L
EES ) BZRLTLEEL,

RIEFORESIL

Secrets Manager &, BEFDTF—REZBELTIEONDREBTTAR—NIY RKRA N ERH
LEFT, REBTTAR—RNILY RRA MKV, AWS Tk, Secrets Manager N API VO T
ANDEBEHERETEE T, AWS Tlk, X509 FEBAEX Secrets Manager >—2L Y N7 UV+1 A
F—EZFEALT, REENAPII-ILICBRIZIHENHYET, COBHIK, BER/N—2324
EZ7 Ot A (Sigvd) ICRREE N TVET,

AWS Command Line Interface (AWS CLI), £EWIFnHh DAWS SDK ZFEAL T AWS ZF T H
THEER, TVEAF—ZRELEFT, TOER, CchsSOY—IILEBEBENICT IV EAF—ZFERALT
DOTARNIEBRALET, the section called “AWS CLI Zf£H L T AWS Secrets Manager O < —
JLYRNZEREFIDEOVAVZER TS 22RLTEEL,

XYRNIT—=UBRNZT74YODT 4N —

AWS (i, BERIORY RD—U)—RETTAR—NXY RD—U)L—RERBAL TR T4V Y
BL—TAVITBRUIET AN — RS R LOOA TSIV AABEATVET,
B—EREAVTLIAOISATYRBLET TV =23 EOBORNS T 1YY

TTAR—KZY ND—2 & AWS Secrets Manager EDREICIE 2 DDBHRA TS aUHFHVYE
+

« AWS Site-to-Site VPN ##t, FFMIC DV T, TAWS Site-to-Site VPN & ld 1 ZZRUL T

=L\,
« AWS Direct Connect ##4t., F#HIC DL TIE., TAWS Direct Connect & (&, #SBLTLK &
(AN

BLU—23>A0AWS UY—ABORNZT7 1Y D

AWS T Secrets Manager & API 22 AT NBDOKNZ 7 1Y U ZRETDIHEE. AWS
PrivateLink ZE&E L T, Secrets Manager APl T RARA >V NCTTZAR—=NITIEARAT R &
SICULET,
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B4, Secrets Manager & AWSKMS ICUVTARNZEFEL, KMSF—AS5HLWF—2F—%
KL ET, Secrets Manager I&, cOF—2F—2 T ARXO—T7BESLICEALET, Secrets
Manager l&, BES{tehiz>—IL Y NEFERALT, BHLEhETF—XF—2REFELET, >—
ILY NZEETHIHENHDHE. Secrets Manager I AWSKMS IZTF—XF—%2EETDLD
K®HET, Secrets Manager i&, BEFEhlF—2F—2FAL T, BS{tEhk>—IL Y NZEE
5L E T, Secrets Manager Tld, F—FF—RFESLENTVBVEXTREE D ZEFEL,
F—RIXAFULSEXHICHIBRENET, FMIZDOVTIE., Tthe sectioncalled “>—2 L v NES
beBEE ) ZZRLUTLSEEV,
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Secrets Manager & AWSKMS , ¥F—&F—EF—IZXKD I RO—THESLEZEALT, &> —
LY MEZREBLET., >— LY RDI—IL Y MENFBEE B TIC. Secrets Manager (&
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=LY RNRDXBRF—RIZRFEENET, >—IL Y RNEESTBLHIZ, Secrets Manager & &
T OF—ZEAL THESHLENET—FKMSF—Z2ESLET AWS KMS,

Secrets Manager I&. KMSF¥F—ZFRAL T>—YL v MEZEBEERESILLEEA. KDVIZ, KMS
F—%&AMHL T 256 EY N® Advanced Encryption Standard (AES) {#7— 2+ — ZERS &L O
FiL, F—RF—2FEALT—IL Y MEERBS{LLET, Secrets Manager &, 7L —>F
FANODTF—RF—ZFEALT OAIBTI—IL Y MEZEEELL AWSKMS, XEUHNSHIBRL
£F9, Fh, T E2F—0OBS{tehizOE—%Z, >—JLYMNDXEXF—RIZREFLET,
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s Z7O0LANEFILEES
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BEEFATDI_ELRFTEFREA,

CcOF—RI)I—F, IXNTOAWS YZ—D RF— DRV —ERFRIC, Y—ERICK > THEIL
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« AWS PHIYV RN, I—HY—AKMSF—7"ONT 1 ERRL., FAZRWYHEITLEFATS
IAMZR) > —ZERTEBDRSICLET,

- Secrets Manager EKMSF—AQOT7 IV AICHAZFEALERAN, CORUZ—TRE, Secrets
Manager A" 1—H—(CXD > TKMSF—DFAZERTREEFHFAL, THIY MHFF—0OFF
AEFAITAHFUZMY)ETCEEFTLETKMS, sk, AWSYER—I RF—OARI I —
RF¥FIXNDODEEEETT,

Secrets Manager Ol AWS X ZX—2 RE¥F— OF—R—ZRICRLET,

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
" n
]
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
.
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {

F—R1>— AWS Y Z—2 R¥— (aws/secretsmanager) 332


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RevokeGrant.html

AWS Secrets Manager

Q—H—H1 K

"AWS": [
T
]
.
"Action": "kms:GenerateDataKey*",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
.
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
}
}

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:roo0t"
]
},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"
1,

"Resource": "*"
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BELIVTHAN E, —EOF—EORTHLTEEES—L Y NF—REREET, F—&

ZRESHLIDVIIANIBSHLIYTFANZEDDE, BESHKITFANEZESLE L
T—RIZ AWSKMS BEESMICNA 2V RLET, T—RZ2ESFIZICE. BUBSHIVTFAR
BEITRBENFHYVET,

A M GenerateDataKey# & T Decrypt J 7 TA N Tld AWS KMS, Secrets Manager (&, RO HIZ

RERSIC, —IL Y hEXON—I32ZRATE 2 DOEREEORT ZRFOESHITT
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FARZHEALERT. BRIREDY FRAY, BEAEHLETAEBSHITFANDER, >—7
LY MECEILERBRYET,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

}

EE{L I TFARNEFEAL T, AWS CloudTrailX®® Amazon CloudWatch Logs %% & DEEL J1— R
ROTTINSOBESILARL =232 Z#BRIL, RO —XFATORZREOFGE L THIITESE
CB

Secrets Manager OEES{LITHFANE. 2 DODBRBFEEBORT TERENET,

« —2JLY M MARN — BHIEEORTEFE>—IL Y hEBILET, ¥—I&., SecretARN TT,
Bk, >—2L Y h® Amazon )Y —AZ—L (ARN) TT,

"SecretARN": "ARN of an Secrets Manager secret"

BIZEFE, —2UL Y NARND & OiFEarn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3, BS{LIAVTFARNIERORTH
BENET,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3"

« SecretVersionld -2 BEEHDBRBEEOXRTIE, >—OLYRNON—23 #BAILET, F—
k. SecretVersionld T9, fElx., /N\—>3> IDTY,

"SecretVersionId": "<version-id>"

BlzE, >—OL Y N®O/N—>32 ID A EXAMPLE1-90ab-cdef-fedc-ba987SECRET1 T&H 3
BE. BEAOTFAMNIRERIORTHIEENETT,

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"
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—OLY NOKMSF—ZfILEIIFEET S &, Secrets Manager (& GenerateDataKeyd & T
Decrypt JVTAKR%Z AWSKMS IZIEEL T, BFOHL A ChSOARL—2 3V ICKMSF—%
FERATAZTIVEAFAZFE > TVWBR L Z2BRALET. LARAREEEZQ, >—JL Y METR
FREhEEA,

CNSORIEVIVIARNTIF, DOfERKS—TL Y NARNDSecretARNEBROETT A, ROBS{L
dATFARNDOBIZRT K S ICRequestToValidateKeyAccess, MSecretVersionIdfEld T
T COBFKBERG, O EEBMFTRIEVIVIANZRHRBITASATRIEET,

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
® Note

LAETIE, Secrets Manager DIRFIERICE SV THFARNEEFNTVERLEATLE &
W AWS CloudTrail OZ 2, B TFANOBVHOPELFROABZEENHYE
ED

Secrets Manager & OXVEYY ZEZX) 2T 9% AWS KMS

AWS CloudTrail & Amazon CloudWatch Logs Z M L T. Secrets Manager A" AWS KMS 1 —1%'—
ICRD>TICEFTIRDVIIANEZEHTEERT, 2— LY NOFEAOEZZIVTICOVWT
&, "T2— 0Ly bhZEZZVJ9D, 22RBLTLEEL,

GenerateDataKey

—UOLYRTI—OLY MEZERELIFEET S &, Secrets Manager &>—JL Y D
KMS#— AWS KMS Z 38 9 % GenerateDataKey ) VT AR Z IZEFLE T,

GenerateDataKey BEZRHZEITD AR NE, ROXSBHUTIARNIBYET, UD
T AN secretsmanager.amazonaws.com lck 2 TREBENE T, NFX—RICIEk, >—
LY NOKMSF—0 Amazon VY —AZX—A(ARN), 256 EY NF—ZXBETHF—IEE
F. =LYy bhEN—D3DEBATIESHITFARNNEENET,

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

I
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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}

Decrypt

=OLYBRDI—ULY MEZEUISEEEE TS &, Secrets Manager & Decrypt ) O T
ARZE DEFEAWSKMS LT, BEStEniT7T—XF—%2EBFLET, NYFIANROB
4. Secrets Manager FEES{tEhiF*F—Z2BFATESD L, IXTOFTEL A Decrypt
JOTARNCODBEANDDITTEDHYYEEA,

Decrypt BEEZRBITD AR KNE, ROKSBYVTINARYNIBYET, I—H—F,
T—7IWCTOERATB AWS PAIYROTUVINILTE, NTX—RICIE. BSLEhiz
T—7)F— (WS BLOB &L T) &, T—7 /L& AWS account. AWS KMS % BI T2 EES 1L
AVTHFARNEENET, . BEXHLSKMSF—0 ID ZBBLET,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2018-05-31T23:36:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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},

"responseElements": null,

"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

>=OLY NIEENTSNIEKMSF—2ZE T % &, Secrets Manager 1 Encrypt UV T A
N7%& (Z3Af§ AWS KMS UAWSCURRENT, . AWSPREVIOUS, & & T > — 2 AWSPENDINGL ¥ b
N=23arzHLVF—TBRESILLET, >—V Ly hEROV—2a2 L7 UT—KNT 5
& . Secrets Manager & Encrypt U TARE AWSKMS ICEELET,

Encrypt BEERBTBARY NI, ROESBHUTLARY NI ET., I—F—U,
F—TLETFIERTD AWS THIY ROT U NLTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:347",
"mfaAuthenticated": "false"

}I

"invokedBy": "secretsmanager.amazonaws.com"

}I
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"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

.

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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REEIATVET, AWSEFIVTFTAH—EREAWS KAV TISARSIOF Y ZREBETSDHEI
VTR, TAWS VTV REFIVT A4, ZZRLTILKEEV, 1 VT7TFARNTZOF v+
TADRANTZ VT 1 A2FEALTAWS REZEFTHICE. "EF1UFT 10O - AWS Well-
Architected Frameworky @ "4 7S ARNZ O F v REL 2ZRLTLLEEV,
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XY NJ—29%S L = Secrets Manager NOTF VA, TSL ZFEAL 2 API A" H179 % AWS
HFEAENET, NS0 Secrets Manager APl XY RDO—JDEEDOSAASHUOHT N
T&EET, L., Secrets Manager &)Y —AXR—ZANT It AR) > —"HR—KNLTHY,
FThSORIS—IZE, YV—AIPTRLAICEILK4IRZEDBDZENTEET, £/, Secrets
Manager YV —ADRD > —ZFEAL T, BEQRETZFAX—KNITIR(VPC) TV REKRAU N,
FERBEDOVPCASOI—ILY MMOTILEAZFEITADCEETEERT, CnICKRYIIREDW
. AWS XY RTJ—TJHDOHEED VPC DHHN S, BED—ILY NOXRYRND—OTFTO1A
FOBENDEIIBYERT, FHFHICOVWTE., "VPCIVRARAU by ZBRLUTLKEZL,

NTHFEZEM AWS Secrets Manager

AWS I, AWS V=232 SRV TRASEUT A=V —=22Hh0Id0-NWAVTZARNZY
FYEB\ELET, G, BLATV>— BAL—TY D, BLPAREOFVRY ND—UTH
RID. MENCIBS RO TR N EBROTRATEVTA =V -2 AWS V=23 ZR{#
LEFT, PRAZEVTA—V—2TR, V—RBTHHIR L B<BENIC7IAIINA—-N—T
BT7TVT—232ETF—ER—AZRABLVERTDENTEERT, PRATEVT 11—V —
T RROB-—FLERBEBOT—E U E—AVTZARTITFr &Y EEBNLATRAM, MESE
., BRTHIREZELZSLET,

BEMHEETFT A HFRAZUANDOFEMIZIOVWTIE., TEEMEOHE - AWS Well-Architected
Frameworky 2B L TS EE W,

AWS V=232 B8R TRAZEUT A=Y= OFMBICOWVWTRE, AWS T JO0-NILA4>T7F
ARZO0F v, 25RLUTLSEEL,

RAKNEF TLS

Secrets Manager (&. Transport Layer Security (TLS) XY RO —2VBES{7ORNIILAONAT )Y
RRARNEBFF—R|ATIIEHR—NLET, O TLS F 7> 32k, Secrets Manager API
IORRAVNIERTDEEIFEATEET, COBERFIRANEFTIIVXLNEELE LS
AICRHEATVWS S, chsOF—RM|7'OBM)L O Secrets Manager A—ILANDEEDT A
NEBBTEET, chSsOATZI>ONAT )Y RRANEFF—IEMEERF, BEFAL TV
DTLSHESILERAEUNLIZZELTHY), EFXF1VT A1 LOESBRIFKIZELSTAREMEN HYE
T, EEL, BEFATATVRRROF—|7ORNINEEBELT, LATVI—ERAL—TY
NCEELET,

BENBRKRORELS SREBSKENET—XEZREITZLHIC, AWS FEFMHUERLZERAN
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
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NMENAT VY RRANEBFF—RBBESAA—FNERELELLE, ChsONI7 VY REESR
I—hE, RROBRERANEFERZEAEDELEDT, ChiZLY TLSEEN PELLEE
REDOEEAM—RERUKSVEHIZBYET, LEL, NAMTVY RESASA—FDONT#—X
VAR EFHBREGRIREROF—RBANZALDEDERFELZD SO, APII-ILTTANTS
CEEBAHLET,

Secrets Manager &, FEU—2 a2 ZR<INTON =32 TPQTLS ZHR—KLTVET,
NAT VY RRARNEF TLS OFRET S

1. Maven IKZBERICAWS KBSV RALAVTSAT > NEZEBMLET, FATRARH/N—> 3
CERFEATRCEEZBEOLET, FEARF, LTOAT—KXNE/N—232 2200 2B
mLE9,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. AWS SDKforJava2x 27O TV NIEBMUL THHILLET, HTTP 9S4 T NTNLT
)Y RRANEFHEESASM—RNEZBMIILET,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. Secrets Manager EREIO 747 b ZERLET,

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

— T Secrets Manager APl AR L —2 3> &aFEHTE, J—=ILENAT VY RRANETF
TLS Z#EH L T Secrets Manager T RARA 2 MNIEEFEEIhET,
NAT V)Y RRANEF TLS OFEADOFEMICOVWTIEE, XESBLTLSEEL,

« TAWS SDK for Java 2.x A& 4 K, & TAWS SDK for Java 2.x releaseds ( A"V —RA&Eh
Flh)n/O7%E,
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https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
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+ Tintroducing s2n-tls, a New Open Source TLS Implementationy (fiL WA—7> Y —RA TLS £%
D DHI) B KT "Using s2n-tls1 ( DEM).

o KEEMBEELMMAZA (NIST) DRANEFES,

* Hybrid Post-Quantum Key Encapsulation Methods (PQ KEM) for Transport Layer Security 1.2
(TLS) (Transport Layer Security 1.2 (TLS) A®/\1/ 7' 1) ¥ K Post-Quantum Key Encapsulation
Methods (PQ KEM)).

Secrets Manager D/ RAREF TLS &, FEZRKIXTOAWS U—2 3> THHRATEET,
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NZ7 )2 1—F 424 AWS Secrets Manager

Z55NEMIE. Secrets Manager ZIRETRDEEICRETHARMN HIBEED., DHREEICRKR
AEFT,

AO—F—>3 ICBEETIBBICOVWTIEF., TMthesectioncalled“ ICHTAO—F—>3a>0Or57
1—FT42007) BSBLTLEEL,

s "PORAER, XvE-D

s —RNBEFIVTAFABRIC "FOELANFEREAFTLLL ERTEND

s ZENISIERRENEL,

« =LY MOEBBC "ERBF—ERHOT—IKMSF—ZERTERLE A

« AWSCLI £7/2l& AWS SDK AXRL =2 a VAo A5 —JL Y hZER2H 5L ARN

c COY—JLYRNFAWS H—EFARALCKL > TEREETID LS, TOH—ERAZHEALTEHFIZIL
BEFHUET,

"PTOEAER I XvtE—2

Secrets Manager CreateSecret IC X L T GetSecretValue ¥ % EDAPIRUHL Z1T5EE I, TO
HOHUZITSIAMT V2 AFANBRETY, IV —-I)z2EATSES. IV 1—H—
ICRD>TEUAPIFTHEL ZTS5H., FORAIAMFAEMXLETY, BEBERK, KRUZ—IAMZ
IAM1—H—, FEGI—HY—-DNFAN—THBDTIIN—TICTRYFITB_ET, PUVEAFTZHR
BETEET, chsOT7 VAT TZ2RETEIRIS—AT—KM X2 KI, time-of-day ¥ IP 7 R
LADHIRBZEEDRUENEENTVWRHEEE., VIIANDEBRICCNSOERHEFLIHEN
HYET, IAM1I—H—, JI—7, FLEAO-INORVS—ZRRELEEETIHZEICOVT
&, IAM:L—"f—jj"l’ I\"J O "RI—OFERA 2SR LT EE ), Secrets Manager (C A E7x
A DVTE, TREETI/EAO MO, Z22RLTLEEZL,

ZERAETICFBTAPIVIOIANNIBETRHER. UIVTARNCELLSEEZLIZAWS SDKsC &
Eﬁﬁwb\bia—o
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— BN EBEEF I )T AFBBHRIC "TT O EANERENELEL &
R"RIREN?

DOTANDERICEAL TWAIAMA—Y—KEZRFO-IICELWT I EAFAN 5 C & 217
LEY, —"KNBZEF1 VT BABROT VEAFARE, IAMI—H¥—FLFO-ILLSEES
hET, 2FY, POLRAFAR, IAMI—HY—FKERFO-—LCNEENET IV EAFAILHRE
FT, " BNBEEFIVTAFERERROT IV EAFAORELFEDFMAMCOVWTE, " I—H—7
AR, O "T—KHBEFI)TAFABROT I EAFAOHE) 25RBLTKEEL, IAM

DOIARHFELLKBEENTEY, TOUIIANOERANBE>TVD L ZHIEL T, Fil
C2VWTE, BRLE OY—IFY MRFIXDRNSDK, K IAMI—Y—FHA4 RO "—KHZ
tF1)TARMEBEREFRALUTCAWS VDV —ZAANQTIVEAZ)VTARNT D, ESRBLTLKEE
o

— RN BB BI AL TVWEWS EZBELE T, FMELCOVTRE., TIAMI—¥—H1 R,
O "—FHHREEFIVTAFHAEROUIIAR 22RLTLSEZ,

Secrets Manager ICAEZFAOFM OV TR, "TFHIAET7 VLA MO—I)) 2B LTLSEE
(A1

RENTSIERTE N,

Secrets Manager Tld, EREEMEFREINDPBIEI—FT AV JEFINERAETATVE

T, Secrets Manager (KD AWS H—ER) TI 2 EZEF, AREBEIXNTOIY RKRS >
RASKRRENDETICHEIAAVET, COEERF, H—N—R., LT7VTr—>3a>yvy—>
B, RPNV -3 BTOTF—RREGIIHNDDIERASRELTWVWRHEEEHY) ET, Secrets
Manager Tlk/N7 #—X > ABEDEHICF Y Y 1EFEALTWVWD O, ChNXRERTEEN R
(5FRDENBYVET, BER., UFIICF YYD 1ENETF—ENRA LT INIBZIETRBREL
BWEENFHYNET,

RETDARMEDOHDCNSOEBELZERBL T, JO-NULBT7VT—>3 2R LET. &
2. BAEATILNEEENMMEOBATESICRRIENBEVEETE, BHEEBSVICHETDI LS
ICHELHTTEL,

ftbd AWS O —EANRERESGHOZEBEZZ TR HEAOFMEICOVTR, UTZSRLTKEE
W,

" Amazon Redshift Database X0 Y /N\—H 4 K, ® "Managing data consistency J

" Amazon Simple Storage Service 1—H'—7 4 K ® "Amazon S3 Data Consistency Model 4
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https://docs.aws.amazon.com/redshift/latest/dg/managing-data-consistency.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Introduction.html#ConsistencyModel

AWS Secrets Manager d1—H¥—HA R
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M OER AWS 4

CTAmazon 7 7L > A1 ® "TAmazon EC2 D#EREESMHEC2API,
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Secrets Manager &, >—2L Y MCBEN TS hiEdMESLKMSE—2 AL T, >—IL v
NMECEILT—RF—ZERLET, ERHKMSF—EEATEERE A, FERHKMSEF—DRD V)
ICHFEESIEKMSF—Z2 AL TVWA e Z2BRBLET, FIBICOV TR, "IERHKMSF—ni#
Ala Z5BLTLEEY,

AWS CLI £/l AWS SDK AXRL —2a Aoz e —2
Ly NZRD2F5shi ) ARN

%< MFBE, Secrets Manager 2% ARNTR AL O—FHAS5T—IL Y RNEBDOFZ L
FTEETARN, L, >—JLYRNOBRINF/NATTEDY, TORIZ 6 XFHFHE<E
4. Secrets Manager & O—HHASDHKI—IL Y NERODFBZENTERVHZENBYET
ARN, KD WIZ, —OL Y MNDEEARNF EE BRI ZFEATH L ZHEBHLET,

B

Secrets Manager ICld. —9JL Y NEN—BTHBD L ERRBITILEDIC, —JL Y RNBOKRE
L6 D2DTURALBXFARNNAEFNTVET, TO—IL Y MNHIBRE N, AIURTOFHL LV
—=OLY RNERENTEHE, CNSOXFARNSICKY) 220> =LY NEEBYET, gV
D—OLYRNITOVLEATESD 1 —H—&., ARNsHELZZLH, HILLW>—IL Y NCBENICT
JLEATEFREA,

Secrets Manager l&. XOKSIC, V=232, FHIVN —OLY KRB, NM1T72, 5126
XFEEEUT—2JL Y MARND ZBEL X T,

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

S—=OLYREBINATEBXNFTRDIEE., O—B0OAEFEATSEARN, T2 ZEEL
TWB A DOKSIC Secrets Manager ICRRENETFTARN, FlZXIE, MySecret-abcdef& WS EH]
N—IL Y NF®HY., ARN
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arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

=LY NO—HOAEMFEATIROARL—2 32 ZHUHT EARN, Secrets Manager &
S—OLYRERDWHShEBEVEENFHYET,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

CDZ—ULYBNEFAWS H—ERAICL>TEEETND L, TOD
BH—ERAZERALTEMIDIZLEN BV KT,
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F/olE. T AWS CLI describe-secret ZH O H L, 74 —)L R Z#F L £9F0wningService,
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