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* create-transit-virtual-interface(AWS CLI)

« CreateTransitVirtuallnterface(AWS Direct Connect API)
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

ClS oA Z4=HE of CHEF KA HMA HEHS AWS Direct Connects 043HL|C}.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}
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"Resource": "*"
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ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}
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directconnect
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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AWS Direct Connect

"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Direct Connect0i CHEF &17| Mg MM A

CHS oA H2H2 of cist o17| &S AWS Direct Connects 048 L|LC}.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

Direct Connect At &3 7|8 H2 ol &|(Ei2 7| = ALE)
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Z2E oi8stes Mg ddE = U= YHE EodF LT

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualInterface"
1,

"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production"
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AWS Direct Connect ALEXl 710|=
]
}

}

.

{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"

}

]
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production"

}I

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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{

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

o
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 directconnect.amazonaws.com
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
.
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/directconnect/locations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSDirectConnectServiceRolePolicy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Direct Connect INT=IY A To] =]

Ch. & EN7F HEE| T X|H8 7|2t St §X|E[o{of & LICH RtAIEH LI&2 ototEE S8t ZLIEE
CloudWatch MME FHZSHMIL.
« AWS CloudTrail 21 2 L|E& - :
CloudWatch LogZ F&5t0d AA|Zte 2 B LIE{RZIELICH 21 %{2| oHEZ2|FH 0| E JavaZ E4
31, CIoudTra|IO| 20 0 TMES F HEEIX| AKX el =2 A& RHAE L2
WS CloudTrail& A& 304 AWS Direct Connect AP & 2Z &

AN Ztoll 21 oteE 37512, CloudTrail 21 TS

S8 8 &+ T2 Hel Lo AWS MH|A /I=X| 2otEE{HAWS MHIA R &4 220
OIAWS MH|A HeHE, 78 &5 2l Rle 78 &5 ZEIYMS MEstdA. dEt 2=
AWS T £ Z2JMAWS E5 Z2 I3 FHAWS HZESHAAIR

£ A25104 AWS ArtifactEFAL ZHAF E T ME CH22 28 £ QALICH RHAME LI o E oA
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html £ Z5t & A2 A
Artifact.

M8 Al 778 & AWS MH|A 222 Co|E{o] BIZtE ,EIAP
et 2-ELch Aws 7" £0] =50 Ele oS 2la

o

<A
|gET%

bt

Illlﬂl
oH
ok

2%

0 AW

« Amazon Web Services@| HIPAA 20t 2! 7™ &4+ E 28t M7 — o] eHMollM= 7|d0o| =488t of
Z 2|7 0|ME TtEE AWS HIPAA O Al2E £ QlE 2 AMdstL|Ct.

o

r

31 |H
0x 9
ERR

2| AELE 710|E - O HHXE 7}O|EM|ME OFF|EIX 2] At 2 ME5tn 2ok &
ZMg E 7|2 #4832 =5ty {8t BHHE MEBguct

H>1
BN

w

to
rin
>
=
wn
b
i
>
Pal
on
©
>

N

AL
©
%0
rr
»
rlo
°
N
L
i}
L
:
b=
=
)
L
L
s
>
L
N
AL
b

Ch.

 AWS T FH E4 stols — P F40| 2ol 25 Mol 2 ofshsHAAIL. 0] 7tol=of
MeE Bot2 |X|5H7| 28t 2 A& AWS MH|A 295t o Z U3 (& EE 7|2 ™

FHE% ol 215


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
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aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

2EtAH|: LOA-CFACIRZ2E

ale

L8 F0|= describe-loa BHEE ME50{ LOA-CFAE 71X E = &LICH &3
olg s

base64 QAT ELICE 22 LOA LI 2 F &t CIZE 6104 PDF mt U HHsloF &LICt.

=2
=

Linux EE= mac OSE AI23510{ LOA-CFAE 7t {™

ol oMol e HEQ| 0t x|2t £ 20| base64 FECIEIE AHE5I0{ LIES
U2 LHEHL|CH

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

WindowsE Al27310{ LOA-CFAE 71X |

— =

O| oMol M= £=40| myLoaCfa.base64ct 5t THUZE FEELICEH F Hm B
SEIE|E ArE5tod IS Cl|R Yt £342 PDF IHUE LHE

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

287 LOA-CFALIRZEE

HEIL certutil &
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cextutil -decode myLoaCfa.base64 myLoaCfa.pdf

0|

LOA-CFAE CI2Z L R0z HERZ 32X E= Z =7 0| SZ XA EH-LICH

AWS Direct Connect 2142 =28 CIS 0| Q1S AIS5tEdH 7H4 °IE+E1I0IA% 4o gFLCt.
7hAF Z2tolY! QIE{m|O|AE MASto VPCO| @1dE &~ Q&LICH == HEE! 7Hy QIE{H0|AE M
AM35tod VPCO| 1= AWS MH|A0] 43T EILICH IPv4 EEE IPV6 EEH‘*'O X|5t= 7hA OlE{|

O|AE BFE =+ /U&LICH

3EHAl: 7t QIEH

o
>

d 2 et*E 7E 727

KI-O 7 7(-|o-| EHX .\T.I FHAF OIE{T|O|A ZEl R7H EF&o| Zl R7H2 QIO AIA|Q .
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AWS CLIZ AI25104 7}AF CIE{H|O|AE OtE = 42 =240 Qi 21RE 74 HET}
HEO|AOf CHEF M BHRE S MA5l2{T AWS Direct Connect £ & AF23HAAIL. XM‘H%J LH
S22 oRH FH MY CREE MME A ESHHIR.

e Z2to|=! 70|

E2{0]2] ID(vgw-xxxxxxxx) & L&LICt. CtS EAHIAM 7+H4 el
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OII

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGw",
IIKeyII : IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33d4d"
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2. 7td Zetols! QlEmo|AE WHEELICH OlF, VLANID

sifok &f LICH.

IPv4 EZiEo| AL

FAE K™

£ BGP L|0{2 Mol 2 ZollM Zzto
15t 7Lt AmazonO| CHAl FAE MMEIE = &

27 dgELot

aws directconnect create-private-virtual-interface --

3l BGP X2 A|AH H

IPV4 FAMER

5 (ASN)E K|

gruch XHA| 1Pv4
LIC}. CtS oAM= IPv4 T

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualIntexfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount":
"connectionId":
"addressFamily":
"virtualGatewayId":
"virtualInterfaceId":
"authKey":

"123456789012",
"dxcon-fg31ldyve",
"ipv4",
"vgw-ebaa27db",
"dxvif-ffhhk74f",
"asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",
"bgpPeers": [

{

"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily":
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

Ilipv4ll’
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7t

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHES X|5tE 7Ha ZEI0|E! QIE{H|O|AE MM5iE{d {2 SUSH HHS AL SHAM
addressFamily Zt2tO|E{0d| CHEF ipveE K|HEILICH AFXIE o=l MM XEA]| IPv6
FAE X|HE £ gieM, AmazonO| AFEXHO|AH| IPve FAE 2 EHLICE.

XML 8Alo 2 BIRE 74 HEE EodH M8 714 QIE{H|0|AE MHELIC} --query TtE}
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

3]

2to|8! lE{mH|o|A & M stEdH

7ter Zeto|d! QIEH|O|AE M+d5tE{™ O|F, VLAN ID & BGP At A|AHE 15 (ASN)E X|
osHioF &FL|ct,

VAl
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e, IPv4 EEiE 9| 2 BGP I|o13 M|4o| Zt l=of CHE H=2| IPv4 A& X|™Est1L, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId":
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH

o OH"
oI

HL

, 10 Y

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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AWS Direct Connect 21 It &l &= 0|3}

Z=H0|8 X|'d 8t Amazon S3 HZ!0|| O|HIEE 21T W UZ U=IE = UH st FHYLIC.

CloudTrail 21 T} ol = 5Lt O|&fo| 2 &F0| Z&E £ JU&LICH O|HEE ZE £AAQ|HAU L

HE LB @EE 2, 2rd et AlZh, 2 mi2to|H Sof chet HE & Z & ELICH CloudTrail

202 HEZIAPI 30| F2 AE Ef0|ATV} ofL|Z 2 EX &= ME EA|Z|X| ob&LICH

C}= £ AWS Direct Connect 0l CHEF CloudTrail 21 |2 = 2| o &lL|C}.

Example 0i|: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

iy
"eventTime": "2014-04-04T17:28:16Z2",
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"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example Oi: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

": "arn:aws:iam::123456789012:user/Alice",

AWS Direct Connect 21 I} &5 0|5l
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},

"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

}I
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Example 0i: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 0i: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

AWS Direct Connect 21 I} &5 0|5l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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