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AWS STS Ifet Z£iEH 1A Hi AWS RS T 2@ EKREEA,
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BXREMAWSFmEMER , BRI I BEREEN T,
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&

o RHLRIZEER 1AM ?

« {AREEA IAM ?

- RINAIEE IAM?

« 1AM W THERE

- LR IAM 55 FEIE

o PR KRG IR 4 177 a3

- £F ABAC BIIBHEE M E AR



https://www.aws.training/learningobject/video?id=16448
https://wikipedia.org/wiki/Eventual_consistency
https://aws.amazon.com/iam/access-analyzer/pricing
https://aws.amazon.com/pricing/

AWS Identity and Access Management ArfEm
N ARNZER IAM ?
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IAM W EER R 2 —ZEEB BB AWS IKFRFREZIHRMR. I, IAM & 1T 225 B EHHR
BR , M\ A it SR SRR AP A A S E R IRHRATHIRE, X5 2R 3% F 45 AWS IR
BENREZEXEE, IAMEEFHMIMELLINEE. ERALURMZESHBRIE (MFA ) BUREFH
WRIFR , URFASRBRERIELTEERNKRELAANESHMSHREFNAF. IAM E5 AWS
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B2 , WA LA Bh AR IS R B8 AWS BERAY 17 8] 2 2 AR R G M L 2R E,

XHI& AWS K B HZ 15 RIAR
FA AR A R BT EEAERE AWS K R HFROIR | R4 EEN BB RN EH.
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AN FERRAFRARRTFARRR. Hl, SR AFELER T2 1R Amazon

Elastic Compute Cloud (Amazon EC2), Amazon Simple Storage Service (Amazon S3), Amazon
DynamoDB., Amazon Redshift AR EHftt AWS fES5. WTFEF LA/ , EAURTFRE XN RELE
Amazon S3 F# M RIZIH RN , HRNEERLE Amazon EC2 SEHIMAXER , S22 RIERHI K £1F
BEXEFEEMEMRBTRNER,
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EE. XEEEET IAM 54,
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IAM ZEHERERFSREF[LE, FHAEHREAFHEE K MACKLRIEFEXMIFTL (PCl) #
EZEIrH (DSS), BX PCIDSS WEZEER , BIFEUWMIER AWS PCI Compliance Package B &l
X, iEZ R PCIDSS % 1 %,
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AWS Identity and Access Management & — I OEM R ERS , 1 AWS HE T H 4115 R 2
REEM, 8RR AWS KFEER 1AM, SR IAM 895 FBUR FALNH BEAIRRA ITHE
g, AWS RFHAFFIA IAMFRIEAET/EMEN AWS BIR , EEANRFHEMHNER. 5
—F5HE, IAM BEERANREE IAM B4 HEEREREFXNRRENFRE. TENASNM , BN
AWS BRE#TEORIEMRZNIGEEN , BHELE IAMBITRE, XATESRE IAM AF 57 & %,
BE IAM AR AKRE SHRIESRINTEHE. 7THER IAM IENEARFIRERNERE AWS IR
BLehEpc@eiE, ToEFXBRAMNRN , IAM BEH-—RZMBEANSE. RTETEHNE
B (IEAFIACTLFRIMNBRENER ) 2, BET E EERIERIZE ML AT BEA
&, BIEEXLY IAM K , B UBHEBERAFNNAEFREERTEMETSHESNBREH.

HIEMITT E R TEFRBERY

AWS Identity and Access Management 2 — I D EMIZHERS , 7 AWS RE T S48 15 E 212
HER, #XFE AWS MK aHERER 1AM,

£/ IAM B B KRBT IE AWS RHITRRET o

« BEHP - MBEFER AWS RERTERIE , NIENEER AN CRHAENEIENNE, HEFEH
FZERINERTEIER , BUREZEFANR. THOAEBHFRANBEEDTEOERRBERE
SRR,

- REEER - MREELRAATERE AWS BR , METEEEX IAM WELTHRINE. EERMET
HEL RS A P R B B IAM ThEERI R R, RAF , B240E IAM BB R IRRERUAEXRRS A
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ENRIIEREFERSHEIEEFK AWS BWEE, BH4FER AWS KFEAF., IAM AFSEZKA
IAM B &3 1T S HHiE ( ZE3 AWS ) .

B AERBEY & HREMNEIENRE FHEFRE AWS, AWS IAM Identity Center ( IAM Identity
Center ) FiF, BAFANERIEZFHRIEUREN Google B Facebook FiF &2k E & 17K =B,
LIBLBRKABNERN , ENEERANGER IAM ARIZET BHKRARII, YEERAKESHARIT
A AWS B, BRERERERAAE,

RIBEWAFER | BT AR S AWS Management Console 38 AWS FRIITF, BXxEFKE AWS #
BZEER , BZHE (AWS B AFERE) FHNAEFEEHN AWS K-,

MREBLUREFRNTGE AWS |, ) AWS FFREHHFF AT ES (SDK) MES1THRME (CLI) , LMEEH
BRHELEUANBAREBENER, WREFEH AWS TE | NIXTMBITHERES, AXEAME
WAEEZEITZBERNEZEE , H25 (AM AFPER) RAZEE AWS API &K,

TRERAAMNSMRIESE , RUREEERMEMEZLER, §lW0, AWS BUEFERZESHRIE
(MFA ) RIEEKFHZEH, ETHEZEE |, i55H (AWS IAM Identity Center AFER)
WZESHBRIERN (IAM AFER) FE AWS HEAZEFHRIE (MFA)

HIELL 1AM A 7 & 17 & Fad

IAM 2 AWS Ik AXENMARRNARFEFRENRN — M50, EAENERT , Bi1E
WEAIRZIE , MARAEZEEKHEI (WMHBMBRIZEA ) W IAMAF. BER , IREF L&
BRENEAZRKFERRZIEUR IAM AP , BUERRBRAZRHA, AXESEE , HEH (AM A
FEE 98 N TEEKRFIENEAZSERRIRIERIESR,

IAM AR —NMEE—H IAM AR BB, BFEEREAN S HESR. BUFERAR—XIHERZN
BAFRIEENR. MEEXERF , FRATUERMEBRRFNR, flin , BuEEE—1NER
IAMAdmins 4R , R ZA T FRUEE IAM &R,

RPEAETE. AFE—#5EMARRNARFREK  MAGSELFTECHNEMARA, AFE
BRANKHRILE , MACRHKENEILE, ETHRESER , H20 (AM AFER) P Wl
IAM AP (MARAE).

LB IAM Bt

IAM B2 AWS IKF FERRERRNEH. BRUT IAM AP, BEEEARTREK, &AL
BITRAE , £ AWS Management Console FREEHXA IAM A, &I LLFA AWS CLI 5 AWS
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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APl RERERABELMULEBEFEAE, AXEAAENGENESEER , H2H (AM AFERE)
MR IAM A,

BRI FEIER IAM SeEU0TERTRER !

- BERAPER - ERRESHIENR , FRAGHNARENNR, YRKEFHHTHORIE
i, Z5OREASHEXRARRTHALBECELHNR. AXREFHRINBENES , F5
5 <IAM BF$ER) PRNE=S SO REFCELS S, WREMEA IAM Identity Center , N FEER
BRE, NEHENSHEHRTHORIEFTHRBRNAZR , IAM Identity Center fFXRES IAM
FHABHEXEK. BXNRENEE , S5 (AWS IAM Identity Center B 1EF) FH RE,

o IGEY IAM AR - IAM AP AR IAM BFEAE |, LERREHNBEESHTENR,

- BIKFEE - SR LMER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RHR
o AERRTEKRKSHRNBRHEESR. BR , X TELE AWS RS, B LU R IE N
BRR(MAREABCENRE ). ETHERTEKFLTRANASNETRFNREZENES , 1§
Z5 (IAM BFiEmE) F 8 1AM R EIK . R IR E .

- BRFIERE : L AWS REEAEE AWS RSP, fll , YEEENRSHHTRAR ,
ZRFBEE 21 Amazon EC2 21T R A FHE Simple Storage Service (Amazon S3) 17 Xt
Ko RESUREKXFERAREHARANEZANNERE. FRAKRSACEERARSFHEXAERNITIRE,

- BREGRIKE  SEEA IAM AFRSHARE AWS RHITREN , BFER AN EE, EARLR
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AWS RS REREF RETARRIERE , T 2R FAS #HR, EXMBERT , BLEHERRIT
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- BSAE - RSALERSAREELNIKS PRITREM D RN IAM £E, 1AM EE R ATLE
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« BEHEXAE - BSHAXAEREES AWS RS XEN—MRFSAE. BRSTURARKRENITE
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- £ Amazon EC2 L E1{THM AR - B UFER IAM SEEEE EC2 =4l LiZ1TH & H AWS CLI
= AWS API BRI ARG EIE. XL THE EC2 SKflhFR TR ZEHR. BN AWS A6
DELLE EC2 EPIHEHEINZEFWFIERNARER A |, &0 602 — /N 0 EISE 518 KB E E XX
#, ZHBREXHITEAE , HEEC2 X LETHREFEBRREBGNZIE, BXELERE , B
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BETHECER IAMABER IAM AP, H2H (AM AFEE) B8 M a2 IAM A6 (M2
F)o

= S8 B2 5K B A A PR A

BUBEY IR RE (X2 WA P AT RESURBRER S E IR ) mAF R TR, B
IWER T 2ELREXANEMRERER, RFRECIZAMMEES (AF. AF4A. ARKA
MABURRER) .

BRXERRKE IAM S —BER
- EEXRE  EABEEIERBEANZHTIEEZAC, EERBEEMRT IAM SEH —FFER
BRWETHRNERE, AEREEF—NMEERK.

- ETHONERE (RERNTE ) - SEXBEL T HEHNAFEBX BLRFENIT ( RIELHIT ) B
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£/ IAM £ T 508 K RP BEIER IAM BFHEXNR, ERIFAFENRKS  FARESIZERK
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® Note

MREFER 1AM Identity Center EXEAF , M AT LAZE IAM Identity Center A 2 BELAXBREE , M3k
IR R EEH B 4, HZR @A AWS IAM Identity Center FEYAF DB FRER |, IAM

Identity Center 2 FEENKF P RIZAENA IAM A€ | HRNREFIEEN RN INEX LA
BH, IAM Identity Center EEZAE , HATEEXHNENAFRAZAR, NREBZHN

BRE , IAM Identity Center 2R N A IAM policy #1848 R E#,

B |IAM Identity Center WEZEE , 155 (AWS IAM Identity Center FAF1ERE) MY 1

Z & |1AM Identity Center ? .

RN EE 1AM ?

£ AWS IRERFREE AWS Identity and Access Management ¥ RAIASMH TEMAE. KRERANEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#principal
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS Identity and Access Management ArfEm

AEEH, WA, AWS CloudShell 7Y ZHERA S5 & BFABXBKIIR , EREM Web MW Siz1T
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® Note

AILAERBAF, IAM A IAM Identity Center FHY A @SN AWS NZE S HRIE
( MFA ) BiE &4 /5T 8ERBX AWS BRMVIGEMNERE , NigEZeM, SA MFA G , &
T MMERIGE MFA &% T BEEF,

ERATHARRAF AR RERRFE , F2H (AWS BFAFER) P/ Sign in to the AWS
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BELER AWS BT TR , BRGNS TITHRHWTEMNIT IAM H AWS £55, S#EH88L
ERABTITER, EAE, IRENERNT AWS EFSHHE , f5iTTEE2T 28R,

AWS EFmAGSITIE : AWS Command Line Interface ( AWS CLI ) #1 AWS Tools for Windows
PowerShell, BXREMER AWS CLIHNEZEE. , 5H AWS Command Line Interface A
1EM. BXRZEMMFEM Tools for Windows PowerShell {E & , 28 AWS Tools for Windows
PowerShell FiF#58,

BEBEARE , SRR S A AWS CloudShell 3RiZ1T CLI 2 SDK @4, 15R AWS RIRAIR
REURTEREFERFANEANEIE. BEZNALR , B XIEA CLI REE AWS KPR 5
W, BXEZEER , HSH & AWS CloudShell 5 AWS Identity and Access Management 44 1§ F

AWS T S1THE (CLI ) MMRHEHFLAITEE (SDK)
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https://aws.amazon.com/cli/
https://aws.amazon.com/powershell/
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IAM Identity Center 1 IAM #1244 T AT AF CLI = SDK #9158 %40, |IAM Identity Center 57 %47 =
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EfEA CLI = SDK KEEE AWS Ik , A LAEX 23 H AWS CloudShell, N8R & FH
CloudShell 3&i=1T CLI =% SDK f39 , M4 E B Fi4l &, 5B AWS BRI REUR T &% iz
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MAREENRRNERHRNER , EEBURT IR A 87 R,
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® Note
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£ AWS SDK
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A LUAEF 1AM Query API ( AT iEAREHEE RS XA HTTPS R ) SURRBAR1FE 1AM F1 AWS, 24
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AWS BREBIREE access-project N AFHE. BIERMAE AWS FEH ABAC KV iF 42K
2, BZHEIAM #HiE  BEGEENLHE AWS BRI, ET#HXE ABAC WRS , #2H £H
IAM FAWS RS o

£/ ABAC RHUE AR 25
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ABAC 54t RBAC =&Y LR

IAM RERNZSERRERRETAGHNIRES (RBAC ) . RBAC RIER M TIEIREE ( KA
&) EXRR , X5 IAM BE8FE. IAMBXESESHBNENRRE , BB HNRIELS RBAC &
BAWESEI,

£ IAM | EBE N T E TERECIRTRKKRSIRE RBAC, RF , BT HEKHMNE S5 (1AM
AP, IAM AR IAM 86 ) . EASESE , KR ITERERFIENRNMMIR. X2SBHEN
RipE, BN THRERBHIIET P EBAZRBNSHAUBRNBERR. EA%ZS RBAC KE
HRRQZR , SETENRAF RIENIRR NN EIRET | S5 E R R A RV RIX LR R

flan | BRIREH A THELE=/ME , 7 Heart, Star M Lightning, ZBRAILAEANIE BIE—
NIAM B, RE , BEXBRFNESN IAM A6 , EXAFEEZ IAM SEHNEMAF TERE
BiRe MERATER T ARAHPNINH , EAQHEHIEFRN IAM A6, ZALHARRITXSEHS S
NIAM B, 82 , Star WA JEEEFNNRIR , HII0FE Amazon EC2 Bgf. EXFERT ,
BLMEFHINE Star IAM AR | RIEEMNAIRER. BN , REFAAYF Star MEKA
R AR 2R,

MLEE4E 4 RBAC 22 | ABAC ER LTS !

- ABAC XIRFEECIFTT B. EXBEREEEAEMINARBUAFNHERNIAGME, 0, RiERE
Ml access-project FR¥{EE T ABAC KR, FFRARMEM access-project = Heart /7&K
IAM £, 4 Heart BIEH KR THEEH/NW Amazon EC2 BIREY , FR AR AEAEM access-
project = Heart W& 0% Amazon EC2 3k, X#f , Heart Wi B FHEM A T A LS 3 =
1bX SR |, Ry EARE{E T,

« ABAC ZFERDHIREE, ATELFENTRTFRELETEXRE  FTECRNRBHBEBRD, XLE
RBESTEE,

- £/ ABAC , FIRAATAZI AN LK, HTHRENNREREELEENRTH , REELE
NEBFHOEERE, Fln, MREN AT ELMEA ABAC X#f Heart M Star T A , WATAEWN
H#ORMF Lightning B, IAM BB ABIEESR access-project = Lightning #RZH IAM
A, TEERAXRBUIFHME, BNEEEZ IAM SENEMAF TUSIZRMEEFER access-
project = Lightning #Ri2EHl, B —M1ERRHEARRKAM Heart TIB #%%E| Lightning I
Bo NTERAMKARM Lightning LB HRNIR , IAM EEZFESBELTEN IAM B6,
T HEE SRR,

- {5 ABAC AIUASEIVEANR, EERQIERKEER K HEXRER TR/, F£HAES RBAC B,
BUREBEATIHESERRIEKR, B ABAC i, IR ERNRESEHNIRSITE |, WAL
AW TR BRHIATRE,

ABAC 51£45 RBAC #E R #) LbIR 26
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- B ABAC EAKBEBRABERNATEM, EWLEE SAML 5 OIDC 4% , LUF2EIREE
BLE IAM, MM R THEHRE AWS FHTEREFHRIEN |, IAM 2FEEMNATERLNEHE,
RiE , B LER ABAC RATTFSIELE TIXEEMRINR,

BRERNAE AWS FfEA ABAC HiZHEIE , S HEIAM 32 : BIEFRZE LiFE AWS &IRAIY
R

ABAC 54t RBAC AR 27
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IAM AT]

AWS Identity and Access Management (IAM) 7] LAES Bh & &2 £ #h#2 HIXF Amazon Web Services (AWS)
MBI ERATERE, 1AM LA RN ERZTIERELRE, BFATITEMER IAM, EH 1AM
FrarFEEEAREA

£/ 1AM A AP A GSE S HERMAG RIS FERANR, 510, BTN EE AWS ABERMH
B FZRFHNMERAFER IAM |, EETLUER AWS IAM Identity Center £ AWS e|BRA P, BKE
BHRATENH IAM ARG RIFIENER. B< IAM Identity Center WEZER , HSH (AWS
IAM Identity Center A #8®) Y 142 IAM Identity Center ? ,

(® Note
IAM EEZ5 AWS FmERK. BXXE IAM WERSHYIXR | E5HE F£H IAM WAWSIRS .

ETHNAFFRER AWS, SIEEEBERFPMNELAURFERASHRSKRBREWEN S ENE—IEB
ERB , FSFEAERP Do

RE AWS K/

EFRER IAM 281 , FRAKESTHK AWS IRENAIRIZE.

WMREBIEZEE AWS IKF |, BERUATTERERBE -1,

SEMT AWS T

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBERSLNHBAHRTERE.

FEME , R —ERE , ERXEAREREMA —NRIESE,

HIBEM AWS IKF RS, REF LI AWS IKFRAF . BAFAERGREZKS FHRE
AWS BRSs MRR, FRNRERESXE , FAAFPEERHRNR , A ARAERRAFKRNITE
ERAFERRBRHES.

EMERETERG , AWS @B X —HEIABFif4, EEMARMR , BT LUBLEE https://
aws.amazon.com/ FEFEBZRHIKFREFE LN KB HEBENIKS,

RE AWS K~ 28


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/getting-started/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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HEOEMIL RS BT | S8 6E A B T ER AR 3t ik M 25D 632 — N AWS IKF . EMRER AWSHRA P Eil.
FERBEXR , TEFERRAFZIELR AWS KT HEES. REAEHRASFKIERNITEEZR
APFUENES. WA, TESEAEMARZENEIE, Hk , JLRARRMMEEN B R, Fo
FEIGRIER AWS K

RIPIERY AWS K ARA P

1. ERBRAFHEAZH AWS IKkF B Fif bt | AKF B E 5 4% % AWS Management
Console, E F—M L , W ABWEE,

ERNEARAPERZAENEDY , 535 (AWS 2% AFER) PHNLERFRFSHES,
2. RAENBAFPBRZESHRIE (MFA),

BXREH , FZH (IAM BFER) PN AWS IKF BAF S AEL MFA 8% (288 ) .

RT3 K B 42 5 & B9 15 B A PR

KINBERT , AWS Ik F 8 IAM AP MAGT AR RKEFNRAEEZESE, BEaNEERT
$$7E Billing ThaET B X PRAY IAM policy , th2INt, ERFIHEMNER , AWS MK B P AT EBE
IAM 17 [A] 1 BR o

(® Note
ERRELBEXE  RINEBWEELE AWS IAM Identity Center B S 2Bk &R IERIZHFT
FRHIFRIPR, YA AWS Organizations /3 A IAM Identity Center Bt , ZRIAER T
2ERAKENMKAEEZEG A , HNHLFHME AWS IKF #HITEH TR, BXEZE
B | &5 # (Biling and Cost Management User Guide) A #J Consolidating billing for AWS
Organizations,

1. FERENRAFEIE (SR TAIE AWS 0K/ /Y 8B F i 4 it ik M 258 ) HF AWS Management
Console,

2. ESHH | REKFEH  AREEKS.
3. HTRINE, BIRT IAM BENACHIKEEEHRARELHS | REEEEE,

4. & Activate IAM Access ( BUE IAM 5 RIXPR ) EiE4ELUBUEXT Billing and Cost Management
TUE Y 177 (8] AR

5. IEEEH.

RE AWS K~ 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://console.aws.amazon.com/billing/home#/account
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ZRH2ETHEE IAM BF/AENKEERFRNREBE.

/A Important
BMBCE IAM TEIRRATLBRTFAFSACETIKE MR AEE RS S T ENEAR
R, BEMMHFAFNET HDARBHINE IAM 86 IR T3 IK L2 & 87 RN R,
AERMAF TEREREAN IR EIE,

6. f¥£MH AWS Management Console B|EA € , HEZAGHAFP TG EKEZEH A,
7. EAGSKHAMKRREL , ARSI HEMEEEXEHN AWS IKF k2 FRAFMRES.

AWS REXMKERTFHREENREKENRAEERH AR, XBEEEKRFFEHE.
BRMEMNSRI RN BRETLHME] IAM B & BURHIX K - 0K 245 2 /Y75 7 1Y PR AY 5 2 SR Bk
w5l , 25 (Biling and Cost Management User Guide) A #J AWS Billing policy examples,

IR EEEEHENRENAF
1. J3 A IAM Identity Center,

BXUHA |, BHSE CAWS IAM Identity Center A8 F S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXRWMAEA IAM Identity Center B & EH BB RIEE , 525 (AWS IAM Identity Center F
i) hiEREIAN IAM Identity Center B 5 E& B F 7R R

UERERERNRNVAFHHER

EE RS 1AM Identity Center A B0 %% , BEFEREELIE IAM Identity Center Fi P BT &%
B SR BB 1 BB 44 b 1k B9 B R Mk,

EIREEA IAM Identity Center B2 XA EMNHEE , 251 (AWS BF AFER) PHER
AWS HET A,

A B BR 2 Bo 46 H At A P
1. 7 IAM Identity Center # , SlE—PMXIRE |, ZNREERE N A ZEN RN HEME.

AR |, FHSE (AWS IAM Identity Center A IEEE) I BIZENEE,

RE AWS K~ 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/managed-policies.html#security-iam-awsmanpol-Billing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-example-policies.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. MAPFDEI-—1M , REAZESTEEIEFBRNR.

BRI |, ESE (AWS IAM Identity Center A 1ER) R4,

NIENIK P IRER S IAM ARSS

AWS Identity and Access Management & —IE M AWS RS , AIHSBIAL £t EEX AWS RIR/Y
HRERR. IAM EERME T SHEGFE A/ BRMNENIRE  MNXETENAFPKREEEERDE, X
RMZLEIE, EHRAIEE AWS MR, BEEMHIUTRE :

- BRARERE AWS B URL

- BHMAERERALS B

« HITTRINESFEEWLENR

- BRELENTERIERLESE

RSB NFEEERGHNTRAAGN  AAaEEsZACERERERIHEMTIE, 1AM 2
HTERIEE , AIHHARE, BMhRIXERNS,

EBEFZH AWS IKF ID

MBARDEFEEA  WANEANTALESE S AWS K- BIKF D,
EBEFELH AWS K~ ID

IAM console

st ] |AM SRSIEARE AWS BKF S0 | SGE R AWS I 1D, BIEASRE | WLEH
A RERSATEEKS ID. MEEBRATENAS | NELELFFRTA,

RPRE UL
BRAF EALANSHES  RBRENAFE , RE

REZEFU, KSEREKSHRRF TH,

IAM A EALANSHES  ZRENAFE K/
ID2EREAFB LG, #RZ2FIE. KS
EREKSFETH.

#A 1AM RFRE 31


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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it T

RERAP EALANSHES  ZBENAFE K/
ID 2ERERAFR LT,

HENAG EALANSHES  BEXERE , REN

FIRPERZFD O, BYBERMN 12 20K
F & (ID) & R7E Support Center ( X
o) SMBEF,

AWS CLI

FRAUTHSEEFEWA, ID, K/ ID MAF ARN :

« aws sts get-caller-identity

API

FRAUT API EFZMWAF ID. K/ ID FAF ARN :

» GetCallerldentity

RIEH) AWS IKF ID A BIA

JKF ID 2 12 U7 , BTH—RRENKS. KPR IAM AFRIAERE2KS ID B Web URL
BF, MFRA URL , MA1Z R AT BUE AWS BRTHE L RHAKS ID,

FBHERTE URL bt BRIAERIOT -

https://Your_Account_ID.signin.aws.amazon.com/console/

TZARNBALBFERZIEE , R NENIKS ID 6258 AT AR IAM AP BRI E R,

WMERNEWN AWS IKF ID Bl - AWS K/~ 318 | EIEFE URL i E RN T RHl,

https://Your_Account_Alias.signin.aws.amazon.com/console/

REH AWS Ik ID EARIA 32


https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetCallerIdentity.html
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BRI/ 5 & BT E BB

- B AWS Ik HEEE— 1 BIE. MRNEN AWS KFRIEFHNEE | FABSNEZRENE , 2
EREHEH URL FFRMK.

« KPR BMARNTERT., MNEFBNEFRH. X AWS KFXAHWRHEFZHANESER , FS5H
IAM 1 AWS STS Fit#fl,

. P RIBHRIELTEME D XABIFTE Amazon Web Services = 21— & Fro

SX B—4H AWS Kii, B4 AWS K HEREHN — 19K
UTREZFNSX
« aws - AWS X1z

* aws-cn - PERXIH
+ aws-us-gov - AWS GovCloud (US) X1

(® Note
KEBETRED , EMIRESEREBLRNERITE URL . B2EKS 3B PIEEM
WRIE S

BIE AWS K BIEE , 85 AWS IKF ID RS URL itk RB K , ATUAER,

B 5 &
ENTTHESR , BBRAEDLEEUT IAM AR :

e iam:ListAccountAliases

« iam:CreateAccountAlias

/12 AWS Ik~ 53
R EEEREN LIRS BB A AR -
IAM console

&% AWS Management Console , A fF&Eid LA T MiLFTF IAM #2&| & : https:/
console.aws.amazon.com/iam/,

NEK AWS K7 ID A 5IHE 33


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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2. ESMERTF | EREHER.
3. £ AWS k8% , ®EIKF A , REEFCE, MRFNBERFE , WEE Edit (HE ) -
4. BN EESR  MAZATIENER , REERREFER

AWS CL

* aws iam create-account-alias

API

E ;3 AWS Management Console E3xXITTH URL SI251% , BEANUATERE :

» CreateAccountAlias

i BRI 7 31 &
ERT TSR , BXREDLEFUT IAM R :

e iam:ListAccountAliases

« iam:DeleteAccountAlias

E BRIk - 3B
IR EE M BRI P Bl B A AR R
|IAM console

1. &F AWS Management Console , AEES LA TMutFTFF IAM #2414 : https:/
console.aws.amazon.com/iam/.

2. ESEMERT | EFEHEER
3. EAWSIKF &R % , MK 518 3518 H I BR.

AWS CL

EMIBR AWS K/ ID BB , BIETUTHD :

REH AWS Ik ID EARIA 34


https://docs.aws.amazon.com/cli/latest/reference/iam/create-account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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e aws iam delete-account-alias

EWIAKS BB R, FERHBESEITUATHTETEN AWS K/ ID 314 :

e aws iam list-account-aliases

API

EMBR AWS K/ ID 3%, FHERATRE

» DeleteAccountAlias

EWHINKF 3B ERER , TR HETEAUTRES RERN AWS K/ ID 318 :

e ListAccountAliases

(® Note
BRI = B E 5 , B A9 — B 5 URL ETEMIKF ID. EMHEREEIRE URL K= #8%
KMHABFLEEM,

HMEIFE AWS IK F #9175 [7] £ FR

RE AWS B, ERKIFLEANWMEFRER AWS IKFMER , LRER O RITEZEN S HEER
RIT R,

54 KIR

BIE IAM RIEXER | ARAFPNITEARE R AN AWS BIR N ER K EIE, Wi EIENRTF
£/ IAM BEHE RN & 4. BREE IAM BAF A IAM Identity Center RV ( BREFHHE
IAM Identity Center B #8122 ) #HEA IAM &K R ER.

EFBER AWS 281 , BEIUTARAK MAEERNEH
- BREFALH IAM Identity Center , 3IF IAM Identity Center FHI A~ EZRMBAL EH x5,

B 7B A P EERINE IAM Identity Center A4 B & , S EFMA
- FEOMENNTEDIREES IAM Identity Center 5 IAM BX&#E3K,

RIS AWS Tk F= B9 173 7] 4 R 35


https://docs.aws.amazon.com/cli/latest/reference/iam/delete-account-alias.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-account-aliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html
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B 7 BRI IE 5 IR RFEX S T IAM Identity Center 440 B & , B A AIHIE,

HREE
BELWAF/RHEN AWS BIRARS , AELEBMNAR, ARNAGHENHENRAEKR,
- MREFERA IAM Identity Center , MIASEALN BTN AWS KPR EFEIE IAM SHRERE UK

IAM ABFMNRER, XEASMNRELERFENBEFH AWS K- 58 A R AN EENR
Bﬂ_ﬁo

BXREZEE , FEASEACBRBRMREXNNAEFNELEFZHRNER,

- WREE AWS KF PR ORHPERS IAMEKE , NARE-MAFEENBENMEE
B —SREEXRE  EEUUNEEZACGHAR | —FNREE , EEATIELEBEZACGHAR
BRIA AWS BRAEM IR,

BXREZER R SHEHAEFNKE S HEIT

IAM F 7 B9 52 FA SRl
ST AWS TKF FOIRE 1AM AP A ST LB R EEN KL,

£ AWS REBRIGENRE , IAM AFBEAEZEERE, EASREARF |, B IZE 2 KB IAM
AP, REAL

B, IAM APRANAKSRITH , RtlEEALANRE , AR B, EEXE IAM A
FEIRBRMZ ERIRF BN — T

IAM B RZ H At AWS B EBRBRARATEENEF T EMTIT L. STRKELEFLZEMN
NEESNETEEERHM.

R, HRAEERTRUENSGHEERSE  TUEBRNIHRERESEK , fINSESHRIE. FB
KENAGIE,

BUAEKRH IAM AR, MEFAERANBRLE R , flZ0EH |IAM Identity Center B4Rk B 44
HRIREENE S BB, FEE AWS RENIEK | XERTUN N SIREE TS, Z2HNEEXRE,

Rt , BRSNS A TN EARGIER IAM B,

UTHREE AWS FEEH IAM AFRFNEKHEINESEEREN, SaLER IAM 8 AWS K-
HLERTRI2IXE IAM BF , HEH IAM ER 1R,

IAM A F B 5 F 2R 45 36


https://docs.aws.amazon.com/singlesignon/latest/userguide/tutorials.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-assign-account-access-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/set-up-single-sign-on-access-to-applications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose

AWS Identity and Access Management AriEE
- RR2FREIER AWS Ik
- TEMSEA IAM BN THERRK
« AWS CodeCommit i8]
« Amazon Keyspaces ( Apache Cassandra &% ) 1717
- E=FH AWS BFfi%
« AWS IAM Identity Center TERA FEHKF , MAKEEHME D IRMHRE

BIEZATE2H RN IAM BF

IAM IR 2 AWS Ik IR EAMA RN ARFEERENRN -85,

it IAM APR#TESFAEE IAM AFRNEEERS — | XEYEN S HRHFLEREN | £
LLG R AWS TK P

(® Note

FERREHESE , RNBWEEL FHBRERIEMIFQIE IAM A 7= R A 3R U5 R
BRo ETHMERMEM IAM AFNEERR , FS0 A 6E IAM A, (MEFS ).

SIZATESFRM IAM AF
EREEERNAE IAM AP 5 ARG
IAM console

1. BB (AWS BRAFER) PHIAER AWS iR , REAFRBEEEANNERTE.
2. HEEHASEFRIE , &#F 1AM RS
3. ESMERT , ZER/,  RBERFEFNAF

® Note

MREZ AT IAM Identity Center , ] AWS Management Console £ & R —5iI2EE |
RSB FE IAM Identity Center R ERAF W IHRINR, FHHSRES | EEIEN
IAM AR R EEN B R IREEARTARER,

4. XNTFHFE , WA EmergencyAccess., EMTRETEEK.

1AM FA /= 9 55 A 22 61 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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5. 1&# Mm@ AWS Management Console Rt AP iF RIMNER — ANESINEEE , REEFREC

E_/l\ 1AM m}t‘o
6. HEEHEEWT , EEEIERNEB,
7. BRAPSAETREBRNOENED (HE ) SUNEEE. HTZIAMAFRATERF

A, AEZEENERASRERD , NEFERERED,
8. HRENMRRHELMNREMT , FRAFAMEA, RE , ERAFET , REGIEA.

9. ESIBEFATELMNAFARZHD , #i A EmexrgencyAccessGroup, ARG , ENREK
BT |, %% AdministratorAccess,

10. EFRAEAFA | RENEENRERHE,
1. EAFPAT , EEEZH828 EmergencyAccessGroup &,
12. BT —%  #AEFHUBTE.

13. #EFNGERNE L , EFEMMIFAFNVAFARABTKTIR, NRECERFHRE | iF
ERGIEAS

14, EREZEBREL , EETHR csv MHEURTFEEAFRKEIEER (EE URL, AFRENE
B ) 8 .csv X

15. RELXH , LETELFEZR IAM BRI F &0 R AR E /.
Y IAM BPERERAFIERD, RERAFRNEEUEREAFFAER.
AWS CLI

1. B1E—1% 7 EmergencyAccess WA,

* aws iam create-user

aws iam create-user \
--user-name EmergencyAccess

2. (®i%) mAFRMN AWS Management Consolef i B R, XFEEFB, EH IAM AR
BB |, BALUEA --cli-input-json ZHEZRZ TS HEBHY JSON X, Fik 406 A
FRAEKS B FZIEKN URL,

« aws iam create-login-profile

IAM A F B 5 F 2R 45 38


https://docs.aws.amazon.com/cli/latest/reference/iam/create-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-login-profile.html
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aws iam create-login-profile \
--generate-cli-skeleton > create-login-profile.json

s EXARRERRFTIHF create-login-profile.json XHHEARFEZBRIENZD |
RERTFZXH. Bl -

{

"UserName": "EmergencyAccess",
"Password": "Ex@3dRAQdjs",
"PasswordResetRequired": false

}

- BIXfEM aws iam create-login-profile % , 5% --cli-input-json %L
BEEZH JSON X #F,

aws iam create-login-profile \
--cli-input-json file://create-login-
profile.json

® Note

MRIETE JSON XHFEMWRIBER T IKFHRDBREE , NRKE
PassworPolicyViolation iR, MRAXEXMER , WEEFLKFHNELE
B, HEH JSON XHHHEBURESER,

3. 1% EmergencyAccessGroup , I AWS £EXHEE AdninistratorAccess KtnE4H , R
/5% EmergencyAccess A FRMEIZA.

(@ Note

AWS EEXREE 2H AWS SIEMEENIMIIKEE, SNKEHBEEZH Amazon
BWREM (ARN) , HP I EREEM, B0, arn:aws:iam: :aws:policy/
IAMReadOnlyAccess @—/ AWS HEXM. X ARN WEZEER , 525 IAM
ARN, BXEMAT AWS BRFH B AWS ERX KN SI%K , HSH AWS EEXEK.

 aws iam create-group

IAM A F B 5 F 2R 45 39


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html#default-policy-details
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html#default-policy-details
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/policy-list.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-group.html
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RAriEmE

aws iam create-group \
--group-name EmergencyAccessGroup

« aws iam attach-group-policy

aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/AdministratorAccess \
--group-name >EmergencyAccessGroup

« aws iam add-user-to-group

aws iam add-user-to-group \
--user-name EmergencyAccess \
--group-name EmergencyAccessGroup

* J21T aws iam get-group a5 %] EmergencyAccessGroup X HEK A,

aws iam get-group \
--group-name EmergencyAccessGroup

NTEER IAM BN TEAELE IAM AP

/A Important

ERBREERE , BRNBUEERENAELRAFERR AWS BEA IR EIE, SRUER S5
RUEBERUAKRKASEH IR , FAXAFREX AWS kP BEXSTHENR | XEEFR 4
ISEHEIE, N FEFRXBRNBRER , RIMNBWEEA AWS IAM Identity Center ( IAM Identity

Center ) SR R0K 7= #9175 A A PR LA KX 6k 7= AR Y ELA AR . 48 AT BAEF 1AM Identity

Center SIZNEEEHCHWAFL SR , SIELNEREAF, NMESFEANRASN S KRS |

oy
IAM

A LATE 1AM Identity Center FELERA - S HBWILRINER, BEXEZER , 25 (AWS

Identity Center A f8F) FRIfH AR AWS IAM Identity Center,
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MRENEARFZEERFELRNRMKBELN IAM AF , BRMNBWEHIBRFUAEZTENE
WA ZER. BXREZER , F5H EXNBREESR.

ERT-ERKFANRSERRES , EXNERARAFZILIER, BEEEFTELURRAFSHERNE
% BEREERASFIENES,

REEER IAM AN TEAREIE IAM BF
RREEERURNITEATRLE IAM AFPR S ERETF
IAM console

1. BB (AWS BRAFER) PHIAER AWS iR , REAFREERFANNHERTE.
2. HEEHAFTIE , &F IAM BS.

3. HESMERT , GERAF , REEFEIZAF,

4. EEEAFEAGETEF , BITUTERE

a. XF Username , # A WorkloadName. ’F WorkloadName &t EfEHiZKF M T/E
MEHENE T

b. iij:¥-|:_$o
5 (k) ZRENRIEL , HITUTESE

a. 1%&3# Add user to group.
b. EF6IEA,

c. HRIEAFPANEES , NTHPAEHN , BARRAPITEAREABRNER. X
Tpld , FEAE Automation,

d. HENERZFEBT , &+ PowerUserAccess 1£& KBEX R K & i%4E

® Tip
ENRERIEREDH A Power BURIEIR B L IEE KRS

e. EEGIEAFA,

f. RBREZEHFEFEAFAIRATE , EFENFTAFAMNNNEEE, RIIRPRETEH
4B | FEi%E$R Refresh ( RIFT ) -

g. jij:¥-|:_$o
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6. (A ) ZHRZHoF  BIUBENNEXMNGREROAFRNITBE. EXEZEER
B2 8 AWS Ildentity and Access Management & REVFRZ

7. WIEFHAFPNRAPARR ARG, MRECERFRE | FHikEF Create user (RIRAF ) o
8. WERFER-—FRSEHN , SHEEKICERF. EREFAHF , #ARFFRAERTE
9. ERZR£FKILAWF, RE , QIR TEABAENEIL.

- RES - RECEBBEEZRS , NAPERMTHRITRESR.

/A Important
XELEERTHMRBHRFHANE—NS , E4ARAFREARIKER | 18
B AWS API, FAFPH#FHIEEZS ID IRFHRZRAREELZENMS, TSRS
BiE , BBOTEGRX LR EZHA,

« AT AWS CodeCommit #y SSH N EH 4 - £ L& SSH 2 B®HA L& SSH RBEH |,
XA PR A LAUEE SSH 5 CodeCommit % EE# 1TEE.

« AT AWS CodeCommit B HTTPS Git Zif - EFREREELER —EE Git FHEERSHE
AN —RAFEL, B THEL , NAFPBNZBRER csv XHH, XRZEETAN
H—rtE, MREESICHELRZD , NEEFEHB.,

« FF Amazon Keyspaces ( Apache Cassandra 3% ) F&EIE - MBEREZIELERATF
Amazon Keyspaces WS ERSAFEI. EFETHEIL , FRAFBNEBREFE csv XH
., XRZEETANKE—E, MRERERELAER , WEEEEFA.,

/A Important
BREBEZIERSHE IAM AP BN KEELE , REATAEXNHERS. EM
IAM B &HERE B R TFEAIRNZIELRIAE AWS RIRHNRR , M&F AWS &
BRI S5ER T Amazon Keyspaces B9 Sigv4 B RIEFEHEERFER. BXEZE
£ , iEZH Amazon Keyspaces ( Apache Cassandra 3% ) fF X A RIERFHE
R EUEZSIE R IAM B H SigV4 #E4EH Amazon Keyspaces ( Apache
Cassandra 3% )

« X509 LRIEH - MRBEEL HEZ LM SOAP MMUER B F AWS Certificate Manager
TXHWXE , EFEZE X509 ifH, ACM E2FE, EEMNMBBLNBRS[IIPHE R
TE, BXERA ACMHWEZEER , iHZH AWS Certificate Manager i #5F.
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BEZVNBEEREHRNEBRHNWAF , HEEH PowerUserAccess S ERBENERITRE, ZH
FHN R FXIBR IAM 1 AWS Organizations Z AN FFE RSB T2 5 R R

MRIEARTEEE IAM A& , WA EAREENREREM ITERRRFNE AWS K/ &
R RIZIH AR, ISR PowerUserAccess FEERER D ENR, EEBREFEN RN HE
Xk, NEREARFMERNTBROEBEEKE , FiHRNRR I FMNIGRZITXIPTEN
"R BETWMAXSERARHEAFNEE AWS BRINEHNRENER , BFSRERT AWS &R
#y Access ManagementflIAM ETF SRR RFl, EECEZAFRAZEREFPRIMEMAS ,
BSH mE IAM APAHRHAF,

AWS CLI

1. BIE—/{7 Automation WHAF,

* aws iam create-user

aws iam create-user \
--user-name Automation

2. AIE—/HEN AutomationGroup KY IAM A4 , & AWS IEE KB PowerUserAccess Hff
IEZ4AE |, RSN Automation AP RINENIZA,

(® Note

AWS EEXREE 2H AWS SIEZMEENIMIKEE, SNKEEHBEEZH Amazon
BIREM (ARN) , HHh I ESREEM, 0, arn:aws:iam: :aws:policy/
IAMReadOnlyAccess 2 —1 AWS HEXRM, X ARN WEZER , FZH IAM
ARN., BXEAT AWS BRF 19 AWS RERN KB SIXK , HSH AWS EEXEK.

 aws iam create-group

aws iam create-group \
--group-name AutomationGroup

» aws iam attach-group-policy

aws iam attach-group-policy \
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--policy-arn arn:aws:iam::aws:policy/PowerUserAccess \
--group-name AutomationGroup

» aws iam add-user-to-group

aws iam add-user-to-group \
--user-name Automation \
--group-name AutomationGroup

* J&1T aws iam get-group @5 %/ AutomationGroup REMK f.

aws iam get-group \
--group-name AutomationGroup

3. BIBRIHEABMENRERIL,

- BIEATNIRAA LR B4R : aws iam create-access-key

aws iam create-access-key \
--user-name Automation

tean RV E R ER L R BAMBRZS D, HEERLERAFRETLNNE, MRX
BEUERXR , FLERE , NAMACIE - N HEZEH,

/A Important

XL IAM AP RIZARKBEIL , @EENKFPTREZENKR, TEMNERE , B
AR RIX L THEZE, MREEZERGRZHANGR , WBERAEREUUNIENR
# IAM AP B A MFA |, 36/ aws sts get-session-token JREV& & #Y IR B EIUE |,

F=EH V\Nliﬁhﬂﬂﬁﬁﬁo

« t4& AWS CodeCommit B SSH X B4R : aws iam upload-ssh-public-key

LR RBIRIRER SSH N B BHAFMEX sshkey.pub H,
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aws upload-ssh-public-key \
--user-name Automation \
--ssh-public-key-body file://sshkey.pub

« t1%& X.509 FRIEH : aws iam upload-signing-certificate

MBBEE L HZ S SOAP HiiER B{LF AWS Certificate Manager A XM X i , NiE
2 X509 ifH, ACM ZHME., EENBELNRS[IPNEETE, BXEMAACM B
EZEE , 5 AWS Certificate Manager i FP #§F.

AR RAIBRIZIEHY X.509 ERIEPEFHEXH certificate. pem H,

aws iam upload-signing-certificate \
--user-name Automation \
--certificate-body file://certificate.pem

MR ITERTTEEBE IAM A6, NATAEALEENREDEME THEASRR TSR AWS K &’
REVRIZ T RINR, SRR PowerUserAccess FEE SRR 2 EANR, BERBRENRHRE
KR, TEREAREMEERAN RS AEBE SRR | IR FR R &9 G R Z it KIFTE &
BR. BETHAEXREARFAFNESE AWS BRHONBRHRENELS , ESRERT AWS &R
9 Access ManagementfIAM ETF SR ER =M. ERCBAFAZEREPRMEMAS ,
B RE IAM BFRATNAR,

NENEDFNZESBRIE

NENFBRMZESHRIE (MFA) S —MHREXKEN. MFAR—1MIANZERE , BEEX
APEREAFPFENEZBURITIESAERMFANINRIIRE, ZIIEESEERTREME , &
REEERREBAREENWHE , MFEAFPNZEEIEC RN, MFA # 2 AERIFELK
F. sRSMEMBBERRGRNRESRE. AWS XEFRAF. IAM A, IAM Identity Center B F
F. Builder ID MEBXEAFH MFA, ATREZEM , BALIBREATFAF BRI R RS RIS ER
EZ AR ER 1T MFA FIREE | JHROX LR INEERY 1AM AR,

BXREZER , iHSFI7E |IAM Identity Center /5 i MFA # IAM ) AWS ZE 5 HRIE,
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HEERENERVFA

FEAZENRITFAR IAM HEZSENEYN., RENXRTFTNRSRETHAPRITERESFIENN
R, MARTFEHAMNR, REMR , HERNAXFRENRTT. BRAF, EEARFNERERE
IAM AP EHBERANNIE , MBEESTEEXENR, EEFES] AWS FMiASHRSH , RN
WTE IAM Identity Center FEDBIZ—NEBFRENRNWAF , MEEFENHERER. BRI
£/ IAM policy RE L FEHFEFRH T AN BERFERITHERE | AREAREN RN IEZDIX

LR

MREFEAH R IAM Identity Center , i5ZEFE A IAM Identity Center IRXBREENTF IR, ETHREZE
B, iEZ# <IAM Identity Center A #EF) H# Create a permission seto

MERERAEH IAM Identity Center , NiEFEA IAM B I TEM IAM EEEURE, ETHRESES
B ESHE IAM BEblE,

IAM &R IAM Identity Center I IREG A EAE T TERREN AWS HE R, AXRXXLERBER TN
ROEAESR , FSH THERER AWS FEEEMK,

/A Important

FicE , AWS RERBIUBTRNENBEEAGRRTFRENRTA , RATiIHAE

AWS BFFH., REE , BITBIUEMEA IAM Access Analyzer #R3EFE AWS CloudTrail #ig
KT RES RE R R IENRERE, BXRERERNESEER , 525 IAM Access Analyzer
KRR Ko

FratERe , BiIUEER AWS HERBERR TR, 2ETMENLKNRAESINER (M0 X) &, &
AULEEBARMIEARECHENERS. AE , EUNRFNESERERE , ZRBHNRREFRE
DULBR AWS EERR. MRBANSEREFAHNEEBRS. ERNRUABER AWS &R H
By hnfE o2 AY TR B P E AR RS

BE AWS KB EIRARIER

BELAERA IAM 25 A. AWS CLI 5 AWS API &F IAM B ERTFRIERFEE. BXBE. FrEHNN
R, MESBRNXIENXENERREE , BSREA LXEEAESMLIL AWS FEVRER.

B LE IAM FEFTIHRRRENGEE . EFPERT  ZERERAEREFAWAFIRS
- IAM AP EREAEXAF LEXRZHAT RSN AFNRSHER.
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« IAMA : EFFX IAM AR ERZRBAEFSMANBRSHER. HIREESFEEZHIBRNK
R E

« IAM A EFRXENMNALRERAARZRTRSMN A FNERSNESR.

.+ Policy (%M ) - EEAXAFRAE ERERBASIAUNESHEL. REETAEELRP
L 0 SR 0 B 3K

® Note

£ IAMFEERENHRIEEZH , FRAETHREENRSEAS. RENAENSITEHER
KR, BAXELSEMEER |, 55 Hthe section called “<xF L)X iFEIME BB AT,

BREXRBRANEFEENESEFEEL , BERAEM LXIEABESMRL AWS FERER,

EF AWS K/~ By ERiBREMER
BEREEEF/NEE LRFEERFZNIEDF
IAM console

1. BB (AWS BERAFIER) RN EF AWS AR |, BRIFEAFERIERMENN B ZIE,
2. EEFIAEERNE , EF IAM RS,

3. ESMBEHET , % Groups (4 ). Users ( AF ). Roles ( A ) = Policies ( &KHEE )
4

BEEEERAF,. AF4E. ACSRBEEMLITHHE Summary ( #E ) WEHiERE Access
Advisor ( TEEIR] ) ETF, RFPBEEFENETREFEUTEE

« Usergroup ( AF4A ) -EFERAFERRA (AR ) IIARMNERS IR, BEATUEERA
ERIBRIRSHEE, RREANAFARBURRBBERNAFERR. BEBRERENAE
MUTHERREFHREIRNRKAFEARE, BERAFPERANEMAETZAF AN
B G AR AT £ X5 1R BR S5 B9 B 1AD

- User (AP ) - EFRAFTHRNESIIR, SEAUEEXEAFRNAG LRIGRERS
mEtiE , ARSI EZAFXBRARRE, BEAREENEMUTHRERRERK,. NKAR
SRR 2 A P A B R B

- Role (A®)-EFAGIUNARNERFIHNIIR. A6 LXIGR ARSI EIARFAERRE
B, ERFBNEMUATHREERERRIRNRACEKE,
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« Policy ( KB ) - EERBEPATFWIRENRS IR, ERLAEF LR 6ERH KB R RS /Y Et
BUAREAZRBHSE (AFRSAR )., EXGEEHESREESTEMFRZE TR
A5 R PR AV RS 18] IEIRSEARAY B FRLL T SR IR LE SC4R B R b itk 58 B LA R SE4K R 1A 8] AR 55 B9
L]
5. EXRDPHRSHIG , &R IBELRFRIZEEEEN —FRS WA, LEE IAM E4ZiR5
BN ERRENTIR, BUUEE AWS XiGA R BER ( EREDMALXRZRPITREN
B )
6. XWF ZELXFEBEEENERS NRSMNERRE , FaER~EXFREES, EFIS
FIREIRNLAT AR E R, XEERLBMTRE , EABARATREBEATENRSDIRE, BBH
8] T MRS EIRME |, LA AWS 2B R ER I ARSS SR /ELUIRER LR A BIHIE B

<number of> X Bl

BIRERBAMAEA RS RIREURN R, RSWRERBH T E 400 XK. Amazon S3 #
ERIRER B HAM 2020 £ 4 B 12 BFF#4. Amazon EC2, IAM Lambda F2/ERY IR ER /B 58
M 2021 4 B 7 BFtH. FIEHMRSHRERARM 2023 F 5 A 23 BFAKITE. Eif
M7 HmEN AWS XEWREF B AR , 38 AWS RE EXIGREENLE,

T R ER B B B AR 3 7]

PR ER Y AR S5 SR AF 12 BR B B A PO RASK A fE A o

B REXY R HB A RPHRERENR, MR AWS HuIRBSRENRERES , WAL
REXMENR . EFNMRE TR BREREERMGENRRE, R , BITEBWEERLERK
FHAMZFRTFHR/DIRNEEKRE. RESHNRBUABIAGRRIREEY.

AWS CLI

EALAER AWS CLI EBx EXER AWS Ik Y IAM BIRZ1E 151 AWS BRSSF Amazon
S3. Amazon EC2, IAM LA} Lambda BENEE. IAM BRAIERAF. AFR4A. AR,

7 AWS Ik Y IAM BRER RS . BRANSEZREN IAMZR (AP, BR4.
AEHER ) N ARN, BAUEEEEREPERVNERS , LEBTBRSIRSNRED
HRFHAER. ZBEREE—/ job-id , BZFH1E get-service-last-accessed-
details # get-service-last-accessed-details-with-entities REFREHAER
Y job-status , EEMEL TR,

« aws iam generate-service-last-accessed-details
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https://docs.aws.amazon.com/cli/latest/reference/iam/generate-service-last-accessed-details.html

AWS Identity and Access Management ArfEm

a. REBXREAL—FHH job-id ZHMBENFAEE.

* aws iam get-service-last-accessed-details

WIRERIEEE generate-service-last-accessed-details BEFFERNEIRE
BANERNRELUTER :

« User (AP ) - REHEEAFAIHRINEKRSHIIR. XTEMRS  LEFREAS L
RZ=ARY B AT E AR A PR ARN,

- APFYE — IREEEF /- 4E /YRR 5 A F M E A P A R SRR 17 8] B9 AR SS 5
Fo WFENMRS , WBREREEMAFERRA ( AP ) BRI A B
B, BXRREZAFH ARN AR EXHFRIBSHAFERRN S, FH
GetServicelLastAccessedDetailsWithEntities #4E A1 R A K R B 5K,

* Role (A8 ) - BEEEAGTHANESHIIR. ITFEMRS , KIRFERAGLE
RE=HR BN E R ABR ARN,

« Policy ( R# ) - REEERKE AT HRINBRSHZIR. X TEMRS , WRERERE
(APEA® ) ERZREARE R RS B AN E, BERERER ARN BK
B U7 R B SRR B 5
b. THREXEZHFRRERSHNEAAFAIKBENRAZENESFES ., LBEEFEEREE
BERMEE ARN, ID, B, BE, RE (AFSAS ) NRASIRARSKME LIRS
R RS E, BEAUNAFMARERALRE , BERRERXIZKENESR

» aws iam get-service-last-accessed-details-with-entities

c. TEHEXEZULFAKERSHEN (AR, AFEASA® ) FANETEONRBENE
ZER. EEESHNBSH |, RFERE S5 ATH T1HREERSHRRRBER SR,
IR R AR LIRS |, MARBTERNRE. S RREHMERMEER | FlmE
TRIFHIRME, HRIEE SR, AWS Organizations K&, 1AM NRLRH2EXRME, B
KXEZER , BEARBREHITE LK, PR R

» aws iam list-policies-granting-service-access
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API

EALAER AWS APl R ERAB X EXER IAM BEZ=iR 51\ AWS BREF Amazon S3. Amazon
EC2. IAM L& Lambda #ENEE. IAIMERIEZAF,. AF4. ACGTSXEK, BAUUEEE
EREPERNBERS , LEEFRSIRSFIRENFAEE,

1.

4.

ERBE. BROABBEREW IAMER (AP, BF4A, AGHEKRE )W

ARN, TIRE— JobId, #2/E 7% GetServicelLastAccessedDetails #l
GetServicelastAccessedDetailsWithEntities iR#EHFERAERKE JobStatus
B E T K.

* GenerateServicelLastAccessedDetails

KREEXREAL—FFH Jobld ZHHHRENFHAER.

» GetServicelLastAccessedDetails

IR VERIERTE GenerateServicelastAccessedDetails BEFRERWERFZBNKE
KIRELLTER :

« User (AP ) - REHEEAF AIGRMNERSHIR NTEMRS , RERRAS ERZ
LAY B B e B LA A P 8 ARN,

- AFPYE — REEERA AN A A IE A - A8 KT R8RS 5
Fo XTFEMES , KBREREMEMAFEARRA (AR ) LXZiH8 B M
B, BXRIREZAFK ARN AR EZRBERSHWAFEARAN S, FH
GetServicelastAccessedDetailsWithEntities #RVE T/ RFTE R R B FIR.

* Role (A8 ) - BEEEABTHRANEKSHIIR. FTEMRS , KRFREAG ERE
LAY B A E AR A28 ARN,

* Policy ( 5RH ) - REEE R ATFHRINRSZHIIR. XTHEMRS  BEFERESE (A
FEA® ) LRZEER KR RS B AMTE, ©ERESEEN ARN LR EZRTE
[A] B SRARBY B 2K

THRAXREZHBRBERSHEAAFASKBENRIZCNESELS. LRFEDERS

NRAERY ARN, ID, B, BE, RE (AFHAG ) NREFIRUR KK EREH TR RS

KBS E], RN AP MABERALEE  BEEMNEREAXZEENEE.

» GetServicelLastAccessedDetailsWithEntities

THRAEXEZRBRABHERSN &G (AR, AFEEAR ) FANETEONRBNESE
B. BEEESHMRSE , LWRERES G AR TIHREERSHNRRBEAIIR, WRE

EE AWS K ERBRES 50
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REHRBRAHINRES , MR TERNRE, CHETREEMKRERE | FINETRENEK
B, HRIIEHEIFIFTR. AWS Organizations KB, |IAM X RII AR ERE. BREZELE | B
SRR G T AR NKST PRI,

« ListPoliciesGrantingServiceAccess

B T hRES) & BR B

B LAE A AWS CloudTrail F12%H IAM A= IAM A €K 5 ESES) , 1k IAM Access Analyzer 4
BREFERRRE  UXATHRSEAFPNACMENRS.

IAM Access Analyzer £ IAM policy B , 2IR[E{E B RA B & — 5 B E LRI, 4B R ] LUR
EREEE :

- TERERINEEMKR - XN T HELE AWS RS ( 620 Amazon EC2 ) , IAM Access Analyzer B LA
RFITE CloudTrail B4 RIMMERME  HIHEERNRBEPATEANRE, BRAIFNRSHS
& , BZH IAM Access Analyzer FEEAE RS W TELARS , IAM Access Analyzer 212 RIERF
AR SS BV IRVER DB 4 FR AV SR BE R

- BERSRIEEH K- IAM Access Analyzer A LRI RNESCIERIEER  HHhaEKA
FIANERS. A AWS Management Console B , ISR REEE RS HIRINRELTR
R,

E T U5 [R5 30 4 R B

ETRSRD  BIHRLIELEARHNR , UCERAFNERAER, EEEAFN  HEEEER
BRAGNZABHAF, FE2EFIRET BB PowerUser REVNRAAFAKS |, RiEikfbi)EEet
FIRMT—ARENES , LBERTXEESARHRERN T RRR.

R IEE B E TR R Ry F AR IETF -
IAM console
1. KRB (AWS EZAFERE) PRI ESFE AWS Fik , BRIERAFRRERMEANNEZTERE,
EEFAeERTE , E&& IAM RS,
ESMERKYT , &BAF , ARERAFRUE AR FHAEETTHE,

2
3.
4. EMBET-FEET CloudTrail B ERKMERD T | HEERKRK.
5. EAEMKMIEL A6 EENTHA :
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- HEFBERERF , BETET K
« XNTFHFEDHH CloudTrail RER , HEFRICFIZ A &S XM RER,
- ERGIBNERMBRSBE,

ERERKR , ARSI ACLERE, EHINEEERKTRBAERZE , BARFREF
BHATE,

ERERE , ELTREFEEATFNKS IDFMARN NEHTHEENBE L I,
BERNERITETTETHRBEAMENRERER. BXEZER , 55 IAM Acess
Analyzer SRBE 4 X o

flgn | BERESRIBSE —NEFE Allow ERH NotAction JTEMIZEA LMY T Amazon EC2
1 Amazon S3 B4, Atk , BHFEEBHRNEE FullAccessToSomeServices ID HViE A,
B RS W RER UL TF AR RGISR B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "FullAccessToSomeServices",
"Effect": "Allow",
"Action": [
"ec2:*",
"g3. "
1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:DeleteServicelinkedRole",
"iam:ListRoles",
"organizations:DescribeOrganization"

1,

"Resource": "*"

]
}

8. NTXHFERTHEMNBHRERE , FEFHAEERBRIIHERENEMER, BEE

Wo
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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9.

10.
11.
12.
13.
14.

Ef — DR REXNFERENZ RN , i CloudTrail Event history ( B4A£12% )
FEFZNENH, Fitt , BUUUEEEXAFEHRNEBERENTRNEAER, BXE
ZEE , BZE AWS CloudTrail AF$ERHHIIE CloudTrail 2% & &EF CloudTrail 4,

EEARILELVREE , BERABEDERHRETHRE.

SMBAERE , AEERARERITHRE L TFHNESHFEENEE,
IEFRRRIETIR | ARJS AR S D0 PR A B b0 SR B o

£ M A PR SR B T B AR R BE SR P | IR QIZRVRES | R/FIEFR IR,

FHREEAGFEAEENE. ZACHITH/NKE  B280H AWS EERE ( Hln
PowerUserAccess ) MIZRHFREE, &P AWS RERBHNERE , R EEBR, HREE
REGIABBRE |, IERBER,

REFECENFRR  ABLAEHN IAM AR, RERAFNTEARIVEER R RRR.
AWS CLI

EAILUBE AWS CLI R T i 5 R B,

A AR BE

» aws accessanalyzer start-policy-generation

EEE KRR

» aws accessanalyzer get-generated-policy

HYH SR A AR SR

» aws accessanalyzer cancel-policy-generation

EERMERBERIIR

« aws accessanalyzer list-policy-generations

API

&I LU AWS AP fE A BU T R AE A BUER RS
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html
https://docs.aws.amazon.com/cli/latest/reference/accessanalyzer/start-policy-generation.html
https://docs.aws.amazon.com/cli/latest/reference/accessanalyzer/get-generated-policy.html
https://docs.aws.amazon.com/cli/latest/reference/accessanalyzer/cancel-policy-generation.html
https://docs.aws.amazon.com/cli/latest/reference/accessanalyzer/list-policy-generations.html
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A AR BE

 StartPolicyGeneration

EEE KRR

» GetGeneratedPolicy

HYH SR A AR SR

» CancelPolicyGeneration

EERMERBERIIR

« ListPolicyGenerations

FHEBEER IAM TR

BB EFEERDE , TAER IAM Z2H 8 ERTHEANER IAM BIREVEREERIT, &7 R AR
D EIREFE ARN BREFIR,

IAM console
IAM 25| 2 B RIEATERK U TRETE :

- BEENEBRXET (AF. 4. A6, FORHAENER) TR IAM SSEEH
- BERRXBFEENES

IAM 25| &8 ZIheE R IREIF X Access Analyzer B{E E..

BRERPNE—THE—PNERSERE., fln , GO EERERPERAFEN , X, g%
B ZAFWEFEAEERH., REBLOTLULEIRMESER | U0 Create user , NTHE A Create User
TUHo
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https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_StartPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_GetGeneratedPolicy.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CancelPolicyGeneration.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_ListPolicyGenerations.html
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® Note

TRFRARRERCERREFHATENLHEZS ID. BRERE RS ZRXEKNA
Fo BAHEKLERSMEZAFNTE , HETUEZREHEERBRZR,

£/ 1AM 25 & P RY Search THER G ZK /A HXHTIE.
£ 1AM 2 H & P E R E

1. BB (AWS BRAFIEM) FHNMAERE AWS Frk , REAFRKBEERENHERERE,
2. EERHAEERTE , £F IAM RS,

3. ESMERT , ERER,

4. 7f Search (%) EH , BALNERXET,

5, BEERERIRPEFE-NEEIUSHIZEHSHENNETD.

THHNEMREL T ESERKIINTE YRR .

B4 P
IAM AP
u IAM 44
Eﬂ IAM &
IAM policy

“BIRES M IR EEFES

u FEAXET delete BRIMER
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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BREERH

B LE IAM BRZHRERUTEE. FREREERNEEZERNXE AMAF, 4, g8,
R, KRG DRAENER.

« user_name. group_name . role_name. policy name = identity_provider_name
* access_key

- add user user_name to groups I add users to group group_name

* remove user user_name from groups

* delete user_name. delete group_name. delete role_name. delete
policy_name = delete identity_provider_name

* manage access keys user_name

* manage signing certificates user_name
* users

* manage MFA for user_name

* manage password for user_name

* create role

* password policy

* edit trust policy for role role_name
* show policy document for role role_name
« attach policy to role_name

+ create managed policy

* create user

* create group

+ attach policy to group_name

« attach entities to policy_name

* detach entities from policy_name
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AWS Identity and Access Management B ) % £ F{E£ S H
{5 FA == 451

AWS Identity and Access Management (IAM) 12 T EEF A FEHBCHNEZERBEFNEEEZ RN K
EXL2UMEE. UTHRESERE—HREN , HTITRARZTENZLMRF R, XEFEXKRITERESEN
RERTHEENREER , BEEANEANEZERARZRT 216,

EM IAM SREGE AR , FETW—LAE THREBEUNRERR, TRXMIENFEZ—2 7 B0
EERARPLEESHER IAM MEM AWS RS

£l

« IAM WL 2B RESSER

« B AWS K WRAFRESSE
- 1AM W75 A 26

IAM WL £ P s {ESRER

¥ Follow us on Twitter

/A Important
AWS Identity and Access Management &x{ERE 2T 2022 £ 7 A 14 HE#,

N T HBEEHFR AWS BRNER S |, 1EEME AWS Identity and Access Management ( IAM ) HIiX &
ENEN

£l

s ERAXAFPEATESORMUBNKE S AR 866 A Inet FEiE iz AWS

- EXIEAREALES IAM B EHISEER R AWS

- EEZESHREIUE (MFA)

s NTEEKPREUENAS , NEEENEHILRIES

- BRESEIBRUERPERFEILE

o NAKERRTA

« AWS RERBRFZRSENRITFAIA]
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https://twitter.com/AWSSecurityInfo
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« 5 IAM Access Analyzer 1R3E 15 7] 5E 3 4 BR B {EAX PR 3R &

- EHEEABRREANAS., A, R, RBEAEU

« £/ IAM policy F By 43t — 2 BR 117 (8] X BR

« 5 IAM Access Analyzer 3 iE X 38R BY 23 £ F 25 K = 77 HX

« {#H IAM Access Analyzer BE & IAM policy , AR IF TN Z 4 MThae
« BEANKFEBIIF BT LG

- FATIIREKS AERNREE

ERARAFEATES D RHENIERE B 0 RIES 886 A 88t EUE TR
AWS

ARRFP , WM AARED  RNABRFNAR, EEA, FRAR, REANERE. w4
DR RIEN AWS IRENNARRF. FREALARANARAFEHRARTIEG, AKAFHTNE
B MEA R &N AWS FRXERNEBAF . tAIALUEE Web RIEzR, EFWNARF. B
FNARFRRERADTTIERITIHEE.

BERBHAXAFERR AWS BEAKHER, SUUEASHEMEFRURABEHAR , H
AKAFRHI AWS K- WERSTHEIR , X 