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0 fE F

AWS Identity and Access Management Access Analyzer B3 2t —EIhaE , BEERE, RIEMTE
ELHIAMKRE, HIRESENABMARERFEANRHEAN, ATRIERBNELANEELKBRE
DURERBAREORBER, EFHEMFER A IAM ccess Analyzer iR Bl S35 1 8] 2% & 468 A B9 15 A1 4
R, BXFECNE—IDER.

SAEB A 8] 3 AT BR R AR BE B IR B M AN B R FE AR F 5 RN R AV R IR RE , MTAS BIIR B 5 (8] 2 IR 89 &
EX, CESIEAETEENHERIMREFETRRARBERIENX—R. AWS AHBEIEAT
RS —1AWS IKF, root IAM A, AFZAE®, BREAF. AWS REFHEEZAF. EHENR
TEH , BIETLUER A IAM ccess Analyzer SR 5 33 % R EY 2 T FN B IK - 177 R4 PR o

RERBITIR 5 AR EEEB IR REANIAMBE, REANHRZER, REANEHERBURE
BAREARS NBRERRIAMBY 4, WA BNRBIEERN & 4017 R KB

BRT RIMERI , IAMAccess Analyzer MR EAFNBENKBRE , AMEEDENRER 2 BIRIE
IAMERBE . & 7] AR iNfEA CloudTrail B &2 AT 5 BI5E S 4 AAY KB , M1 68 A SR A& 4 BUR 4B 1L X
BR o

RIEMER T BB mEA N BANIAMTG R 225 M%E. BX A IAM ccess Analyzer ) — {5
B B2 AMAF#ERE) AWS Identity and Access Management Access Analyzerd 9,

RNHERE—IREHT 2024 £ 8 A 23 Ho
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

IAM Access Analyzer

APIZ#E

BR1E
SHATRA

* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding

* GetFindingRecommendation
* GetFindingV2

* GetGeneratedPolicy

» ListAccessPreviewFindings

» ListAccessPreviews

+ ListAnalyzedResources

* ListAnalyzers
 ListArchiveRules
» ListFindings

» ListFindingsV2

» ListPolicyGenerations
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APIZ#E

ListTagsForResource

StartPolicyGeneration

StartResourceScan

TagResource
UntagResource

UpdateArchiveRule

UpdateFindings

ValidatePolicy
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APIZZ&E

ApplyArchiveRule

B EFEANNA TS FEANREN TSR,

HRIE

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI B3RS

ZERTHEREMA URI B8,

B SRR

EREZ T JSON BRH L FHIE.

analyzerArn
P EREIL S BIR B R (ARN).

KR FHH

B [Ac]*[As]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

clientToken
BT,

KR ZHH

ruleName

BN AN B o

ApplyArchiveRule
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KH . FHFH

KERS : KETRN 1. ZAKEN 255,
X : [A-Za-z][A-Za-20-9_.-]1*

W R 18 5E

HTTP/1.1 200

I 7 76 35
MRIEERD , NZREZFLKIEETHFEZ HTTP IEXH HTTP 200 MR,

tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException
FRBREBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
R EBAR ST 2R 4 iR o

HTTP RZSAH : 500

ResourceNotFoundException
KA REER R,

HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R R

HTTP JRARHE : 429
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ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer APIZE

CancelPolicyGeneration

E S 1 SR B S B 4 R

BERIEE

PUT /policy/generation/jobId HTTP/1.1

URI #FRZSH
EREAUT URI S5,

jobld

StartPolicyGenerationiE{EIREIM, JobIdJobIdAIMAE—EEMGetGeneratedPolicyk
KRERNEE A lE—RFEMACancelPolicyGenerationREUE KM AR ER,

w5 R4
ZERREEREL,
e 7 i

HTTP/1.1 200

e B7 7T 3R

MRIEERD , NZREZSLKIEETHFEZ HTTP IEXH HTTP 200 MK,

%

BXRAREREANELERNER  FERELER.

AccessDeniedException

R A RBNIRNER | TERITZRE,

CancelPolicyGeneration APl fRZX 2019-11-01 7
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANUTHE :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration

IAM Access Analyzer APIZE

CheckAccessNotGranted

KRERBRETAVFEENHERR,
WRIEE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}

URI B3RS

ZERTHEREMA URI 8.

B R

EREZ KA JSON HH B FHIE.

dCCess

—NAENR , EFEETNBAEERBR FTHNR. WR{UEE T®RE , IAM Access Analyzer

SRERESEHENR , MEXNKBEPWEARRERITED —WRE, MRBMEETHER , I IAM
Access Analyzer 2R EHEINER , UEXNZED> —NRBERITEARE. WRENEE TRIENR
R , IAM Access Analyzer 2R ERBEBIHRINIR , MEREDL —NMEERBFEHRITED —NMEER
(=

KA . Access WRHA
BUERR &2 0 M m. &% 11,

CheckAccessNotGranted API igZs 2019-11-01 9
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APIZZ&E

policyDocument

BERBEARR JSON KIS Y,
KR FHH

policyType

REEHRE, FHKRED IAMZRARTRR. FHORBIFEHI IAM A6, AFNFANTE

SRBE M PIBR SR BE

RRRBER T AWS BRHINR, HRREESIE IAM BAENFIERKEN Amazon S3 BN 7

1 478 SR o
KE : FH&H

B{E : IDENTITY_POLICY | RESOURCE_POLICY

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

e B7 T 3R

MRERERT , MZRSHLKIEE HTTP 200 WAL,

e R 1 %

APl iRZ 2019-11-01 10
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AR5 LA JSON #& =R B LA T #3E.

message

BERREAVEEHRAEE.

R FHE
reasons
X 45 R IR

A . ReasonSummary 3 REA

result

RERBATTRANGR, WREREPASS , NEENKBERRFHRNRPHE[AEERR. M
RERRFAIL , NS ERYRKEE AT 88 R VF 15 RIXY RAP IR D 2 TR

HE . FHR

BME : PASS | FAIL

tHix

BEXERENERLHRER  B5H ELER.
AccessDeniedException
FRBREBHHRENR |, T ENITIZERE,

HTTP RASHS : 403

InternalServerException
M ER AR S 25 %o

HTTP RZSKEE : 500

InvalidParameterException
EENZHELN.

HTTP RZSKEE : 400

iR API kg7 2019-11-01 11
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

UnprocessableEntityException
T ER IS E YRR,

HTTP IRZSHS : 422

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APIZ#E

CheckNoNewAccess

KRESYARBEMEL , ERNENRERE RVERRIERNR,

$E A ATE |AM Access Analyzer B W MR ERHIEFHET RIS ERBN R, H5T

AR EAEITH A F G R ER B E LK E GitHub, tbiFfEEF Y 5| XM 5 EEE

“AexistingPolicyDocumenti®EmRSHK,

HRiEE

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI B3RS
ZERTEREMA URI B8,

B RAK

EREZ T JSON HRH L FHIE.

existingPolicyDocument

REIAREEARR JSON KX,
KE: FH&H

newPolicyDocument

REERBERA AR JSON KA1,

KA . ¥R
CheckNoNewAccess
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https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples
https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APIZZ&E

policyType

ERWRERE, FHXED IAMZRARTFRR. SHORBSEH IAM A€, AFNHA

RYFE & RBE M N BR SRS

RRRBERTX AWS BRHNR, HRREESDIE IAM AENEEREMN Amazon S3 F#HEHY
TFREMERES, BUURHENSORBIRFRE ZKNEABA , BT URHE NTERKH

Amazon S3 FHEFREE 2 KNIFER A,

KR FHH

B3E : IDENTITY_POLICY | RESOURCE_POLICY

fim

U R 18 &

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

I/ 7 7T 35
MBIIRERTD , NZRS L KIEE HTTP 200 1457,
BRZ LA JSON # = IRE A T EdE.

message
RAEHEHNREES R VFHERINRIER.

e R 1 %

API fRZ 2019-11-01 14
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RE . FHE

reasons

X 45 REE R

M - ReasonSummary X REA

result

REMHRINBEWER, MREREPASS , NEHBEHWRBER A FHNHRINE, MRER
=FAIL , NEFHRKRE RS R FFE AR NR,

% P

BME : PASS | FAIL

tHix

BEXAEREEONELERNESR , RERELEIR.
AccessDeniedException
XA REBHHRNR , TENITIZERE,

HTTP IRZSHE : 403

InternalServerException
M EBARSS 8RR iR

HTTP RZSXE : 500

InvalidParameterException
EENZHELN.

HTTP RZCE : 400
ThrottlingException

I BRI PR 4R R

HTTP RS : 429

iR AP kg7 2019-11-01 15
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UnprocessableEntityException
To BRI E YRR

HTTP IRZSHS : 422

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APIZE

CheckNoPublicAccess
RERBEEEERTIE TS E R R R K2 15 [ AR,
BRiBZE

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URI iR

ZERTEAEM URI 5.

B R

EREZ KA JSON B L TR,

policyDocument

BEFE AR TIRE JSON BRI,
KE : FH&H

BE 2
resourceType

EiPEE ARG RN ERIRER, Flan , EREX Amazon S3 FEBH AT IHENER |, &BET L%
FEAWS: :S3: :Bucket®IRER,

HNF A ERNBERENRFRZER | 1AM Access Analyzer FHRE iR,
HKH PR

BAME : AWS: :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 17
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue
AWS: : TAM: :AssumeRolePolicyDocument

PE =2
M) R 15 3%

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

e Bz 7T &
WMRIRERTY , MIZARS L KEE HTTP 200 I8 R,
FR 55 L JSON #&30IRE LA T 547
message
RTIBERBRE L AR EFRAES.

KR FHH

reasons

BEERRRERFIZARREN LK TENRNEREREIE,

R . ReasonSummary X REA
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IAM Access Analyzer

APIZZE

result

NEERFRENAHBRANBROREL R, WREREPASS , NiZRER AFLXFEEN

TR, MRERIFAIL , MZEKBE A

KE . FREH

BME : PASS | FAIL

tHix

BXRMARENELEREE , BEH BLE R,

AccessDeniedException

R A RBNIIRNER , TERITIZRE,

HTTP RS : 403

InternalServerException
R EBAR ST 2R iR o

HTTP RZSAH : 500

InvalidParameterException
EENZHETN.

HTTP IRZSEE : 400
ThrottlingException

B R HIBR B4R R

HTTP RN : 429

UnprocessableEntityException
ToEAL BB IS E RYSRAR,

HTTP IRZSHS : 422

ValidationException

BiIFREHER.

AT RE E AV R R
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IAM Access Analyzer APIZE

HTTP RS : 400

HESH
BREREESH AWS SDK EMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APIZE

CreateAccessPreview
BIRIFRIME , AT EEIEBRFENRZ AT R R IAM Access Analyzer BELE R,
R

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI B3RS

ZERTEAEM URI B3,
BERAE

RS KA JSON BRI U TR,

analyzerArn

BATFERGRFEIK S 2858 ARN, EBREENEBAccountEEHFMActive RN D rEs 12
7 18] 7 58

RE . FHE
W [ [re]* e [re]* e [2 D% [~ 1% ranalyzer/ . {1, 255}

clientToken
EPTH.

KE: FHH

CreateAccessPreview APl iRZA 2019-11-01 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIZE
BE B

configurations

ATERBRMEN RN RZESIERE, 150K D ERENN TR ZRGEE ARG R T
IJ/?EIJ'IJ-.IE %o 12@3%% J\/\@E _/|\7C«§~o

KR . FRFEHEE Configuration X 5 HY BRET

e B2 15 &

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

e R T 3
WRIBRERD , MRS FLKEE HTTP 200 WAL,
BRS5 LA JSON #& iR B LA T 833 .
id
5 R TS HY ME— D,
RE : ZFH

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

Hix
AXFARERENELERNES  WSHELER,

AccessDeniedException

R A RBNHRNER | TERITZRE
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IAM Access Analyzer

APIZZ&E

HTTP RS : 403

ConflictException
FPRFEEIR.

HTTP RS : 409

InternalServerException
REBARSS BR R iR

HTTP RS : 500

ResourceNotFoundException
BKAEREERR,

HTTP RS : 404

ServiceQuotaExceededException
RSB T Hixo

HTTP RS : 402
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
Kif R B4R,

HTTP IRZSAH : 400

5ESH

BEXEHBEIEEN AWS SDK FEAIL APl NEZER |

« AWS S T{TRE
- AWS EAT .NET #y SDK
- AWS EAT C++ By SDK

BESRUATAR
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APIZ#E

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS & HF PHP #9 SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APIZ#E

CreateAnalyzer
NIRRT P DI 55 AT 88
BEREE

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
" [ "string" 1]

neq":

+

"ruleName": "string"

1,

"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI &3R5S
ZiER T REM URI 35,
B3R

BEREZ KA JSON BRI U THIE,

CreateAnalyzer
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IAM Access Analyzer APIZE

analyzerName

EO MR B,

KE : FREH

KERS : KETRA 1. AKENR 255,
B : [A-Za-z][A-Za-z0-9_.-]1*

archiveRules
EEERNSMBIARMONZEEAN, FEANLSEIE/FTSERNANE XNIRENERE R,

2 A . InlineArchiveRule X & #k4H

clientToken
BT,
KR . FHH

configuration

EESHBRNEE, MRSMB[EREANTEDHMR , VEREENRERHRNREERITE
B. WRDIB|/RABHRDMEE , WAERALFE,

A . AnalyzerConfiguration 34 &

AE W RE Union £E, REEEIRENRA—NEA,

tags

ENAT MR RENKA,
RE . PRI FFRMRE
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APIZZE

type

ERERMONERER, NHIFACCOUNTORGANIZATION, ACCOUNT_ UNUSED _ACCESS,

FIORGANIZATION_UNUSED_ACCESSZ #rgs. BNMNXKEBRENBINKFBIE—
Xig , S MNAEKRZSAUBIE 5 N TEs.

KE . FREH

BM{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

}

arn": "string"

I/ )87 7T 35
MRIIRERTD , NZBRS L KIEE HTTP 200 14K,
BRZ5- LA JSON &= IR B LA T EdE.

arn
B RGIEH DA ERM ARN,
R FHA
B [Ae]* [~ ] [~ ]* [~ 1% [~ ]*analyzex/. {1,255}

Hix

BXAAEREEONERERNES , BERELER.

NoHrER. EEAD

e R 1 %
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IAM Access Analyzer

APIZ#E

AccessDeniedException

R B RB IR , TERT

HTTP RS : 403

ConflictException

/q:%ﬁﬁ%ﬁlfo

HTTP RS 1 409

InternalServerException
REBARSS 2R iR o

HTTP RZSKEE : 500

ServiceQuotaExceededException
RSHMMBER T Hix

HTTP RS : 402
ThrottlingException

T PR PR B4R IR

HTTP RS : 429

ValidationException
Kif R E IR,

HTTP RZSXE : 400

BiESHR

BEXESEEEM AWS SDK FR{ER Lt API NEZEE.

- AWS B BT HE

- AWS @A T .NET Ky SDK
- AWS @A T C++ ) SDK

- AWS AT Gov2 #§ SDK

2R,

ESHUTHE ;

SHESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer

APIZ#E

« AWS & T Java BY SDK V2
AWS JavaScript V3 lREHF X T ES

AWS & BT PHP #9 SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APIZE

CreateArchiveRule
NIBEN DT[N EFTEAN, FEANS B EFHTFEEBELNERN N ATE L ZGHNHER,
ETHIRATEEHMANMNFLERS  BSH IAM BFIEEFH IAM Access Analyzer %240,

HRiEE

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
},
"ruleName": "string"
}

URI #FRZSH
EREAUT URI S5,

analyzerName

BIEMN 5 AT RRHY B #ho
KEAR . &/PKEN 1. ZFAKERN 255,
X : [A-Za-z][A-Za-20-9_.-]1*

ERA
WREZRA JSON B L T HIE,

CreateArchiveRule API iRZA 2019-11-01 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer

APIZZ&E

clientToken
EPTH.
KA . PHE

PVE:B
filter

T -
KA . FHFEEF Criterion X RAYRES

ruleName
EQIZEAFN KB R,
KA . PE

KERS : KETEN 1, BAKER 255,
= : [A-Za-z][A-Za-20-9_.-1*

e R 18 &

HTTP/1.1 200

I 7 76 35
MR RERT , MZREZFLEZEBTEZ HTTP EEXH HTTP 200 MR,

%

BEXMEREERENEILERNES , BFEHAELEIR,
AccessDeniedException

R A RBNHRNER | TERITZRE

e R 1 %
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APIZZ&E

HTTP RS : 403

ConflictException
FPRFEEIR.

HTTP RS : 409

InternalServerException
REBARSS BR R iR

HTTP RS : 500

ResourceNotFoundException
BKAEREERR,

HTTP RS : 404

ServiceQuotaExceededException
RSB T Hixo

HTTP RS : 402
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
Kif R B4R,

HTTP IRZSAH : 400

5ESH

BEXEHBEIEEN AWS SDK FEAIL APl NEZER |

« AWS S T{TRE
- AWS EAT .NET #y SDK
- AWS EAT C++ By SDK

BESRUATAR

API iRZ 2019-11-01 32


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer

APIZ#E

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS & HF PHP #9 SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer APIZE

DeleteAnalyzer

MERIEEMN D27, MBRDMTERGE , LARTRBFEX BN IKF AL 1AM G R DT FWER, D4
SRERNFIERERNER MM R, TREHUELERE.

\i < Ay :
B :.E'LE' /Z-E
DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI ERS#

EREAUT URI 2%

analyzerName

I BREY 0 T BFEY B TR
KEAR : R/DKERN 1, RAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

clientToken

EFETHE,
BWREX
ZERZBEREZ.
W BB
HTTP/1.1 200

e B7 7T 3=

MRMIEERD , NZREZSAEKEBTEZ HTTP IEXH HTTP 200 MR,

DeleteAnalyzer API iRZA 2019-11-01 34



IAM Access Analyzer

APIZ#E

tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException
XA REBHHRNR | TERITIZERE,

HTTP RS - 403

InternalServerException
MERARSS BR 1R o

HTTP IRZSAH : 500

ResourceNotFoundException
BAEREERR,

HTTP RS : 404
ThrottlingException

B BRI PR 4R 1R

HTTP RS : 429

ValidationException
Kif R E iR,

HTTP RS : 400

S1EZH

BEXEHBEIEEMN AWS SDK FEAI APl HIEZER

AWS s BITHRE

AWS R T NET # SDK
AWS EA T C++ # SDK
AWS JERTF Go v2 B9 SDK
AWS EA T Java B9 SDK V2

BBAUTHA :
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer APIZE

» AWS JavaScript V3 ik SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK

BESH API k7 2019-11-01 36


https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APIZZ&E

DeleteArchiveRule
1 B #E E BV I RFL I

ERIEE

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI B3RS

BEREAUT URI S,

analyzerName
ST R B T2 RS S BR B 5 4T BB B e
KEYE  BMEEN 1. BAKEY 255,

= : [A-Za-z][A-Za-z0-9_.-1*

clientToken

EFP T

ruleName
E I BREY L B9 B FR,
KEAR B/ PKERN 1. BRKKER 255,
BR : [A-Za-z][A-Za-20-9_.-]*

R
BEREBFEREXL,

e R 18 S

HTTP/1.1 200

DeleteArchiveRule
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APIZZ&E

e 5 7T 3

MR RERID , MZREZALEZEBTEEZE HTTP IEXH HTTP 200 MR,

tHix

BRFFARFERENEILERNER  FEAEILE R,

AccessDeniedException
BRBRBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
M BP AR S 25 £ %o

HTTP IRZSAH : 500

ResourceNotFoundException
HAEEER R

HTTP IRZSHE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiF R EHEiR.

HTTP IRZSAH : 400

5iESH

BEXESEEEM AWS SDK FR{ER Lt API NEZEE.

« AWS iR 1THE
« AWS S&ATF NET 8y SDK

ESHUTHE ;

LIV
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APIZ#E

AWS j@HF C++ #y SDK

AWS JER T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TE S

AWS & HF PHP #9 SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer APIZE

GenerateFindingRecommendation
NREARRE R R REW,

BEREE

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI i&E3RSE
BHREAUT URI S,

analyzerArn
ATEREIMEUH 2 HE5H ARN,

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

KIHENH— ID,
KERF : R/PKERN 0, RAKER 2048,
ERE
ZEREEERENL,
M) 37 18 3%
HTTP/1.1 200
I 7 76 35

MR RERT , MZBRSLEEBTFAEZ HTTP IEXH HTTP 200 MR,

GenerateFindingRecommendation API iRZA 2019-11-01 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APIZ#E

tHix

BXMERENELERGER , 2R EALEIR.
AccessDeniedException
FRBREBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
M EBARSS 8RR

HTTP IRZS4H : 500
ThrottlingException

I BRBIPR B4R R

HTTP RS : 429

ValidationException
KiIf R EH IR,

HTTP R : 400

BiEZH

BXxEHEIESH AWS SDK REAl API WEZER |

« AWS S B1TRE

« AWS S&A T .NET A SDK

« AWS EH T C++ B SDK

« AWS EEH T Go v2 B SDK

- AWS &R T Java #J SDK V2
» AWS JavaScript V3 ik SDK

« AWS T PHP #y SDK V3

« AWS Python B FF 4 TE4

« AWS & T Ruby V3 #J SDK

HSHUTHE -
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APIZE
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IAM Access Analyzer APIZE

GetAccessPreview

RREXIEES BN HEATALHIER.

BRIBE

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI &3R5
EREALT URI S5,

accessPreviewld

R FSE RV ME— 1D,

B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}
analyzerArn

R T A BT B T BY 95 7 2R BY ARN.

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

ERA
ZERZBHEREZ,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",

GetAccessPreview API iRZA 2019-11-01 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIZE

"configurations": {
"string" : { ... }

1,

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

I 7 76 35
MBRIIRERTD , NZRS S KIEE HTTP 200 1457,
BRSS LA JSON IR E LA T EdE,

accessPreview

BEVRFREXERHNR.

2R : AccessPreview X &

tHix

BEXAMEREERENEILERNES , BFEAELEIR.
AccessDeniedException
FORBRBHTENR , TERITZRE.

HTTP RS : 403

InternalServerException
REBARSS BR R iR

HTTP R : 500

ResourceNotFoundException

BB REER R
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HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APIZE

GetAnalyzedResource
KRRAEXEDHERNES.
HREE
GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI #FRZSH
EREAUT URI S,

analyzerArn
ENFRRREBENDMETH ARN,

B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

resourceArn

ERRHXEENETEREN ARN,
B arn:[A:]*:[A]*:[A]*: [ ]*: L

R
ZERZBEREL,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
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"createdAt": "string",

"error": "string",

"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",

"resourceType":
"sharedVia": [ "string" ],

"status": "string",
"updatedAt": "string"

"string",

el B2 7T 3=
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
FR S5 L JSON #&30IR E LA T 5%
resource
—“MAnalyzedResourceX % , EHFEE IAM Access Analyzer £

F A . AnalyzedResource FT R

tHix

BEXMEREERENEILERNES , BSRAELEIR,
AccessDeniedException
% B RBHHENR , TEMITIZRAE

HTTP RS : 403

InternalServerException

N ERARSS 2R ER R0

HTTP RZSREE : 500

ResourceNotFoundException

BB REER R

> R RE RIS B

e 2 7T 3%

API hiRZs 2019-11-01 47



IAM Access Analyzer APIZE

HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer APIZE

GetAnalyzer
REAXEESNHRNER.

WRE

GET /analyzer/analyzerName HTTP/1.1
URI B3RS

EREAUT URI 2

analyzerName

8RB D TERH B Mo
KEYR  &R/DKER 1. FRAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

B3R
ZERELEEREX.

e R 18 S

HTTP/1.1 200
Content-type: application/json

"analyzer": {
n n Ilstringll’

arn":
"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",

"status": "string",
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"statusReason": {
"code": "string"

1,

"tags": {
"string" : "string"

iy

type": "string"

LEIVPIVES
MRUIRIERT | WZMSFLKEE HTTP 200 WAL
BR%5 5A JSON # IR EI LA T 3R

analyzer
BEDWERIHEAREEMAnalyzerSummary X K,

A . AnalyzerSummary J R

tHix

BEXAREEONELERNESR , FERELEIR.
AccessDeniedException

R A RBNIRNER | TERITZRE,

HTTP RS : 403

InternalServerException
REBARSS BR iR

HTTP RS : 500

ResourceNotFoundException
BAEREERR,

HTTP R : 404

LIV
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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APIZZ&E

GetArchiveRule

RRBXREFEANBER.

ETHITATAUREEANNFIEZRE , HSH IAM AP EETH IAM Access Analyzer Ffi%E 4.

WRIEE

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI iE3RSE
HREMAUT URI B,

analyzerName

ENFR RN G 2 EF 0 B FRo
KEAR : R/DKERN 1, RAKER 255,
B : [A-Za-z][A-Za-z0-9 .-]*

ruleName
ERRHIN Ao
KEAR &/ PKERN 1. FAKER 255,
BX : [A-Za-z][A-Za-20-9_.-]*

R4
EERIZFBERE,

U R 18 S

HTTP/1.1 200

GetArchiveRule
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Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}

e B7 7T 3R
MRIRERT |, MIZARS K2 KEE HTTP 200 W# R,
ARS5 LA JSON #&=0iR B BA T #4R
archiveRule
BEBAXREHANBELR.

A : ArchiveRuleSummary X &R

tHix

BEXFAEREEONELERNES , FERELER.

AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException

N ERARSS BR tR %o

e 2 7T 3%
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HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

BiEZH

BEXAEHBEIEEMN AWS SDK FEAI APl HNEZER

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESHRUTRAE
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule

IAM Access Analyzer APIZE

GetFinding

BREREXRIEELXMWEER, GetFinding M GetFinding V2 #faccess-analyzer:GetFindingfE
IAM REEFBHBActiontRZRER, BUTIBENITZaccess-analyzer:GetFindingi&ERX
PR

ES A
lﬁ:jtli§/a§
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI B3RS
BEREAT URI S8,

analyzerArn
EWRAIERN 7 HTERHY ARN,

B [Ac]*[A]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

ERRH R ID,

R
ZERIZBEREL,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"finding": {
"action": [ "string" ],

"analyzedAt": "string",
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"condition": {

"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string",

"updatedAt": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

PR3 LA JSON #& IR E LA T 83,
finding
TBEERMATHFindingH R,

A : Finding &

Hix

BRFARFERDNEILERNESR

FZHAEILE R,

e 2 7T 3%
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AccessDeniedException

R A RBNTRNER , TERITZRE

HTTP RESHKEE : 403

InternalServerException
REBARSS BR R iR

HTTP RAESREE : 500

ResourceNotFoundException
BB ER R

HTTP RS : 404
ThrottlingException

B R HIBR B4R R

HTTP ISR : 429

ValidationException
Bif R EHiR.

HTTP IRZSAH : 400

s S,
BESH

BXEHTEIESH AWS SDK FERLL AP IVESER | B

- AWS i S1TRE

- AWS AT .NET # SDK

« AWS &R T C++ 1y SDK

« AWS AT Gov2 #§ SDK

« AWS 5&f T Java 9 SDK V2

« AWS JavaScript V3 liREHF AT ES

SRNTRA :

« AWS 5&FF PHP #Y SDK V3
+ AWS Python B FF A TES

SHESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer APIZE

« AWS & F Ruby V3 # SDK
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IAM Access Analyzer APIZE

GetFindingRecommendation
REBXEESTENERBUNEL.
BERIEBE

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI &3R5
EREALT URI S5,

analyzerArn
ATHEREIEWNN2HTESH ARN,

B [A]*[A:]* [~ ]* [~ ]*: [~ ]*:analyzer/. {1,255}

RUEERNHE— 1D,
KERS : &PKERN 0. RAKERN 2048,

maxResults

e B2 PR B #9 8 K45 R
BRCEE : &/MER 1. &EAENA 1000,

nextToken

AT XRE RS REIT D THIFRIC,

WREX

ZIERZBERIEL.
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e R 18 S

HTTP/1.1 200

Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

e 5 7T 3

MRBBERT , MZRSFLKIEE HTTP 200 WAL,

AR5 2L JSON #&=0IR Bl BA T #E.

completedAt
KRFELRBWE R E,
i N 11 F5

error

BARRRBPEERNEBWABHNRERNEFEAE S

KA - RecommendationError 3 &

nextToken

AT RIRER S R 1T 0 RIS,

KR FHH

e SIS
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recommendationType

BERNBERD,
R . PR

BEME : UnusedPermissionRecommendation

recommendedSteps

MELE RN —ARUF R,

A : RecommendedStep X R #H

resourceArn

RO IR ARNo

KE . FREH

B arn:[Ar]*:[A:]*: [~ ]*: [ ]

startedAt
FranRIAELE REWHETE,
RE : iEB

status
BRERBUHRRRS.
A FRE

38 : SUCCEEDED | FAILED | IN_PROGRESS

tHix

BRFBRENELEREES , BEH ZILE R,

AccessDeniedException

ORB BN RNR , TERTIZRE,

HTTP RS : 403

*
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InternalServerException

R ERARSS 2R ER %o

HTTP RZSREE : 500

ResourceNotFoundException
KRR ER R

HTTP RS : 404
ThrottlingException

I PR PR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR

HTTP RZSMKEE : 400

B1ESH

BEXAEHBEIEEMN AWS SDK FEAI APl HNEZER

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

« AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BBAUTHA :
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation

IAM Access Analyzer APIZE

GetFindingV2

BREREXRIEELXNWEER, GetFinding M GetFinding V2 #faccess-analyzer:GetFindingfE
IAM REEF B Action TR P EMA. BXTAEMITaccess-analyzer:GetFinding#R{ERI
PR o

WRIEE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RSE
EREALT URI 35,

analyzerArn
EREIERN D HTERH ARN,

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

ERRH R ID,

maxResults

e B AP IR B B B K45 SR B

nextToken

AT RIRER 4 Rt 1T 0 RIS,

HRIEX

ZFERIRBERE
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e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

e B 7T 3

MRERERT , MZRSHLRIEE HTTP 200 WAL,

ARS5 LA JSON & IR B AT 20

analyzedAt
DMERBEERNET RIRHRIES IAM KRR BT A

¥ I 11 F5

createdAt
b0z ORe k=40 T

KA - ifEE

error

_4\%1%0

e SIS

AP k7 2019-11-01 64



IAM Access Analyzer

APIZZ&E

KA . ZHH
findingDetails

i (HE , ATHRBRRELSRARMAEREERBIES.

A : FindingDetails 3 ¥4

findingType

ZROER, NFHHIHEDMEE , XEHNExternalAccess, W FREANTHRIDHER,
EKA A LR UnusedIAMRole, UnusedIAMUserAccessKeyUnusedIAMUserPassword,

HKUnusedPermission,

KA ZHH

B : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission

BERRNRIA 1D,

KR ZHH

nextToken

AT XRE Y RE1T 0 THIFRIC,

XA . ZHH
resource

ERBES R R IR,
KHE  FHREH

resourceOwnerAccount

WERRH AWS IKF 1D,

KE : FREH

resourceType

FESRPEERNTIRRE,

KR FHH

LIV
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BMME : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda:
| AWS::SecretsManager::Secret | AWS::

:LayerVersion | AWS::KMS::Key
::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

status
WERIIRES,
XKH . FRH

B3{E : ACTIVE | ARCHIVED | RESOLVED

updatedAt
BLERIVEFHITE,
R tEE

tHix

BRFFARFERONEILERNER  FEAEILE R,

AccessDeniedException

XA RBNIIRNER , TERITIZRE,

HTTP RS : 403

InternalServerException
M EB AR S5 2R 56 1R

HTTP IRARE : 500

ResourceNotFoundException
HABEER R

HTTP RS : 404
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

- AWS iEH T .NET # SDK

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 Y SDK

« AWS 5& T Java 9y SDK V2
» AWS JavaScript V3 ik SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APIZE

GetGeneratedPolicy
KRMFEAStartPolicyGenerationt KA KL,
BEREE

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSeryv
HTTP/1.1

URI i&ERS

BEREAUT URI S8

includeResourcePlaceholders

BEERNEARE, EUUEERENXEFRBHARFERINNENRFERNTERR ARN 1
RV R B

B | R AR | EABUKE — SRR, I, "Resource”:"arn:aws:s3:::
${BucketName}"MA =, "*"

includeServiceLevelTemplate

BEERNFARE, BNEEREEKRS KoK,

IAM Access iam:servicelastaccessed Analyzer B FiR B3I &iE A T 612 itk IR 9 5l Ak 19 BR
%,

jobld

StartPolicyGenerationig{EIREIR, JobIdJobIdALAE—EFEMAGetGeneratedPolicy3k
KERERWER Wl 5—EFEMACancelPolicyGenerationXkREUH KB4 K E Ko

ER

ZIEREBERIEL.
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e R 18 S

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

06 R7 15 3% API k7 2019-11-01 69
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AR5 LA JSON #& =R B LA T #3E.

generatedPolicyResult

TEERP R MAERFMEEMNGeneratedPolicyResul tI R,

A : GeneratedPolicyResult Xf 5
jobDetails

BEBERERM R FMEEMGeneratedPolicyDetailsF R,

A . JobDetails &

tHix

BXAEREEONERHERNES , BERELER.

AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException
REBARSS BR 5 iR

HTTP RZ&CE : 500
ThrottlingException

RIS PR HI PR FI 45 1R

HTTP IRZSAKEE : 429

ValidationException
Bir R E iR,

HTTP RS : 400

S1ESH

BEXESEEEMN AWS SDK FR{ER Lt APl NEZEE.

FSHAUTAR
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AWS s BITRE

AWS AT NET # SDK
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AWS AT Go v2 By SDK
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AWS & BT PHP #9 SDK V3
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AWS &R F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
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ListAccessPreviewFindings
R EIEE T T A B 15 1 T 45 R B

WRIEE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI i53RS#
BEREALT URI S,

accessPreviewld

T B T Y8 B9 ME— 1D,
B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

R4k
EREZ XA JSON M LT3z,

analyzerArn
AT AR RN RE 2 HTESHY ARN,
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KH . FHFH

B [A]*: [~ )% [A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

filter
5 IR B 45 REVAR

KR FFEZ Criterion X RAVRET

2
Hl

maxResults

e B AP IR B B B K45 SR B

KA B
BE B
nextToken

AT XRE /Y RB1T 0 TRIFRIC,

e R 18 S

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" 1],
"changeType": "string",
"condition": {
"string" : "string"

}I

e SIS
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"createdAt": "string",

"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",

"isPublic": boolean,

"principal": {

"string" : "string"

iy
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

e R T 3
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
fR %5 L JSON #&3IRE L T 547
findings
REEEMEFRMGNIFRIMME L RIIER,

A . AccessPreviewFinding 3 SR¥4A

nextToken

AT XIRERY 4 RE1T 0 THPRIC,

Mk

S -

S

aUi

e 2 7T 3%
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tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException
BRBREBHHRNR | TENITIZERE,

HTTP RS : 403

ConflictException
HRREEIR

HTTP RS : 409

InternalServerException
REBARSS BR iR

HTTP RESKEE : 500

ResourceNotFoundException
BAEREERR,

HTTP R : 404
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR.

HTTP RAAHE : 400

SEZH
BXREREBEEN AWS SDK HEALL APl NEZER , BSRUTHEA :

- AWS @i G1TRE
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AWS AT NET # SDK

AWS jE@HF C++ #y SDK

AWS R T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TES

AWS & HF PHP #9 SDK V3
AWS Python B F AT ET
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
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ListAccessPreviews
B RIETE 2 W ES Y 1 18 TR M 51l 2%

WRIEE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RS
BEREALT URI 3,

analyzerArn
BT AR B R TRE 2 T E85HY ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

maxResults

e B R B #Y B K45 R

nextToken

AT XRE Y REIT D THIFRIC,

HRIEX
B RRERREL

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

I 7 76 35
MBRIIRERTD , NZRS S KIEE HTTP 200 1457,
BRSS LA JSON IR E LA T EdE,

accessPreviews

N B RAY A R TN B %o

A : AccessPreviewSummary 3 R#k4A

nextToken
ATF3HRERLE R 1T 9 TTEIFRIC,

KH .

S

aUi

tHix

BXRAMERERENENERNER , BFSRAELER,
AccessDeniedException
BB RBHIHENR , TENITZRE

HTTP RN : 403

InternalServerException

N ERARSS 2R ta %o

e 2 7T 3%
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HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

BiEZH

BEXAEHBEIEEMN AWS SDK FEAI APl HNEZER

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESHRUTRAE
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews

IAM Access Analyzer APIZE

ListAnalyzedResources
RRCHEENDIF AL TE TN IEELBNFRIIR. READIFESTEFXBHBE,
BREE

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI #FRZSH

ZERTEREM URI S8,

R

BEREZ XA JSON BB UATHIE.

analyzerArn
ENPRRED TR FRTIRN D22/ ARN,
RE : FFH

B [Ac]* [~ ]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

maxResults
M 57 IR [ B B K 45 R 3
KA B

nextToken

AT 3IRER 4 Rt 1T 5 TERIS,
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KH . FHFH

PVE B

resourceType

RIRAYRE,

ok

. FRFER

BME : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: : Stream

PVE B
0] R 15 %

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

I 7 76 35
MBRIIRERTD , NZBRS L KIEE HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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analyzedResources

2 BRI R

A : AnalyzedResourceSummary X4 KRB

nextToken
AT XR B # &5 1T THIFRIE,
KA . ZHFH

i3

BXAMERERONEILERNES , BFSHAE
AccessDeniedException
FRBREBHHRNR | T ENMITIZERE,

HTTP RS - 403

InternalServerException
REBARSS BR iR

HTTP RZSE : 500

ResourceNotFoundException
KA BEER R

HTTP RS : 404
ThrottlingException

I PR PR B4R R

HTTP RS : 429

ValidationException
EA'LIE%I% 'Lfo

HTTP RZSKEE : 400

"EEI 'Lfo
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BiEZH

BXRERBEESH AWS SDK AL APINESEE , BERUTRE .

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python R#EF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer APIZE

ListAnalyzers

ok i E

BRI E

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI &R S
BERERALLT URI S,
maxResults

e B R B #Y B K45 R

nextToken

AT XRE Y RE1T 0 TRIFRIC,

type
S ATERRYREL,

%A : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

HRIEX
ZERELEEREX.

e B2 15 &

HTTP/1.1 200
Content-type: application/json

{
"analyzers": [
{
"arn": "string",
"configuration": { ... },
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"createdAt": "string",
"lastResourceAnalyzed":

"lastResourceAnalyzedAt":

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
I
"tags": {
"string" : "string"

}I

ype :

"string"
}
1,

"nextToken": "string"

e B 7T 3=

MBRIIRERTD , NZRS L KIEE HTTP 200 1R,

AR5 LA JSON #&3iR B LA T #E .

analyzers
R~ = o YA

A : AnalyzerSummary X REH

nextToken
AT XR B8 4 Rt 170 TTHIARIC,
KE . ZHF

tHix

BRFFARFERONELERNER  FEAEILER,

AccessDeniedException

"string",

"string",

R A RBNHRNER | TERITZRE,

e 2 7T 3%
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANUTHE :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer APIZE

ListArchiveRules
REBERIEED W ECRMIZRAM TR,

BRI

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 53R
FEREAUT URI S,

analyzerName

BN RAN Y5 #2789 B FRo
KEAR : RPKERN 1. RRAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*

maxResults

FERAPEROR R KRERH

nextToken

RATXRE Y RE1T0 TRIFRIC,

HRIEX
ZERZEEREL,

e R 18 &

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

e B7 7T 3R
MRIRERT |, MIZARS K2 KEE HTTP 200 W# R,
ARS5 LA JSON #&=0iR B BA T #4R
archiveRules
NIEE D et 2N FER N5,

A . ArchiveRuleSummary X REA

nextToken

RTXRE Y R 1T TRIFRIC,

KR FHH

tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException

R A RBNHRNER | TERITZRE

e 2 7T 3%
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HTTP RS : 403

InternalServerException
R EBAR ST 2R 46 iR o

HTTP RZSH : 500
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANUTHE :

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules
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ListFindings

BRRIEEIINEIERNERIIR, ListFindings # ListFindings V2 #faccess-

analyzer:ListFindings#E IAM FREEFBHPWActiontEFFEH, LXMW ERMITZaccess-

analyzer:ListFindingsig{EHIIR,

BETHUTATRREANGRIIRNFEZSR |

4.
BRI

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI i&E3RS
ZER T EREM UR S5,

R4

BEREZ XA JSON B A THIEE.

BSH 1AM AP ERE P 1AM Access Analyzer 5% %

ListFindings
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IAM Access Analyzer APIZE

analyzerArn
ENPRRERN DMETH ARN,

KH : FHH

B [Ac]* [~ ]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

filter

BEERE R4 R A A T IE RS

KR FHEZ Criterion X RAYRET

maxResults

e B AR [ #Y B K45 R

KA B
nextToken

ATXREME Ri#E1TD TTHFRIC,
KR 2R

sort
RE TIAESE RNBEFIRF.
A - SortCriteria X &

e R 18 &

HTTP/1.1 200
Content-type: application/json
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{

"findings": [
{

"action": [ "string" ],

"analyzedAt": "string",

"condition": {

"string" : "string"
I
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

e B 7T 3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

ARS5 LA JSON #&=0iR B BA T #4E.

findings

MBI RENFSEEFERENERIIEK (NRE ).

e 2 7T 3%
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A - FindingSummary 3 REA

nextToken

AT XRE /Y RE1T 0 TRIFRIC,
RE : FFH

tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException
XA REBHHRNR | TERITIZERE,

HTTP IRZSAKHE : 403

InternalServerException
M EBARSS BR 6 1R

HTTP RZSREE : 500

ResourceNotFoundException
KA BNEE FRo

HTTP RS : 404
ThrottlingException

B BRI PR B4R 1R o

HTTP RS : 429

ValidationException
Bif R EHIR.

HTTP RZSKEE : 400

BIBEZH

BXREREEEN AWS SDK HEAIL APl NEZER , BSRUTHEA :
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AWS s BITRE
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AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS & BT PHP #9 SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings
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ListFindingsV2

REEEDMBERNERIIRK, ListFindings M ListFindings V2 #Baccess-
analyzer:ListFindings#t IAM KEEFBHAIActionTTEFFEA,
analyzer:ListFindingsig{EHIIER,

ETHRUTATRRERIIRNTEILERA

HRiEE

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI & RS
ZERTHEAEM UR S5,
5 3R4E

HRIEZRA JSON #3205l F M,

analyzerArn

ENPRRERN DMETH ARN,

PP E N ITiZaccess-

B 1AM B P15 B EY IAM Access Analyzer Ji% % 4R

ListFindingsV2
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IAM Access Analyzer APIZE
HA PR
A Ix A x [~ x [~ ] x [~ ] *ranalyzer /. {1, 2553

B
filter
SEREIME RME A TR,
A . LT Criterion X RAY ARG
maxResults
U L 7 IR B 9 2 K 2 R B
KR . B
nextToken

T3 IRE R 4 Rt 1759 RIS,

KR FHH
sort
iz 3= 0 719 I

KA - SortCriteria &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"findings": [
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APIZ#E

{

"analyzedAt": "string",
"createdAt": "string",

"error": "string",

"findingType": "string",

"id": "string",

"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",
"status": "string",

"updatedAt": "string"

}
]I

"nextToken": "string"

e B 7T 3R

MBRIIRERTD , NZRS L KIEE HTTP 200 1R,

AR5 LA JSON #&8=0RE A T #HE.

findings

Mo HBRBZINFESEERERFNERIIR (NRE ),

A : FindingSummaryV2 3T REA

nextToken

AT RIRER & Rt 1T 5 TAFRIS,
RE I

tHix

BXRAMBRERENELERNES  BEHELER.

AccessDeniedException
FLRBRBHTRENR |, TERITZRE.

HTTP RS : 403

e 2 7T 3%
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InternalServerException

R ERARSS 2R ER %o

HTTP RZSREE : 500

ResourceNotFoundException
KRR ER R

HTTP RS : 404
ThrottlingException

I PR PR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR

HTTP RZSMKEE : 400

B1ESH

BEXAEHBEIEEMN AWS SDK FEAI APl HNEZER

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

« AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BBAUTHA :
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2

IAM Access Analyzer APIZE

ListPolicyGenerations
Bl i &£ R BRI PR 8 £ MK

WRIEE

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI #RSH
BFREAUT URI S,
maxResults
Wa B R B A9 B K 48 R B
BRCEE : &MER 16

nextToken

AT xR B/ & Rt 170 TTRIFRIC,
principalArn

BERHERKIERN IAMEE ( AFPSAER ) B ARN, ListGeneratedPoliciesfHEE -
AAffEsER , FHNIEREZTHNER,

B arn:[~:]*:iam::[~:]*:(role|user)/.{1,576}

WREX
ZERIZBEREZ,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"nextToken": "string",
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APIZ#E

"policyGenerations": [
{
"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

e BZ T 3R

MBRIIRERTD , NZRS L KIEE HTTP 200 14 R,

AR5 LA JSON #&83iR B A T #4E .
nextToken
AT XIRERY R 1T 0 THRIC,
RE . FRFER

policyGenerations

BEAXRERNEKENIFMEEMPolicyGenerationf R,

A : PolicyGeneration X ¥ 4A

tHix

BEXEBREEREONELERNESR , B
AccessDeniedException
XA REBHHRNR , TENITIZERE,

HTTP RS : 403

InternalServerException
M ER AR S5 25 £ %o

HTTP RZARE : 500

%E .Lio

e 2 7T 3%
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ThrottlingException
3 BRI BRHI 5 iR o

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

- AWS iEH T .NET # SDK

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 Y SDK

« AWS 5& T Java 9y SDK V2
» AWS JavaScript V3 ik SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations
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ListTagsForResource
KRR TIRERFRNTEFI%,
BERIEE

GET /tags/resourceArn HTTP/1.1

URI {53k S

BEREALT URI S,

resourceArn
ENPRFEFREHNEIRN ARN,

B R
ZEREBEEREX,
0] R 18 3%

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

I 7 7T 35
R RERTD , MZRS L KIER HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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tags
RATEERRARE.
KA RRIIDHEMRY

tHix

BEXMEREERENERLERNES , BEAELER.
AccessDeniedException
FRBRBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException
MEBARSS 2R %o

HTTP IRZSAH : 500

ResourceNotFoundException
BABEER R

HTTP RSMREE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiIEREHIR.

HTTP RZSMREE : 400

5iEZH

BXREREBEEN AWS SDK HEAIL APl NEZER , BSRUTHEA :
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AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS & BT PHP #9 SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource

IAM Access Analyzer APIZE

StartPolicyGeneration

B KB E R IF R
HRiE

PUT /policy/generation HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
},
"policyGenerationDetails": {
"principalArn": "string"
}

URI i5RS#

iR EAE URI S8
B3R

R A JSON R U THE,

clientToken

ATHAREBERNEFSEMRAENE—. X2 XDNERNRA, FFETERER AP ERNTER—IX.
MNTFEHFER , MRFRBERKDTR , WEAEBES RS ENERERFRE FHKIERY
ZR , AEFSFEHMRM,
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MREREERFHTE , WA AWS SDK B ER— M EF TR

KA . R

cloudTrailDetails

—/CloudTrailDetailsM &R , EFTrail 8B ESMULE KK FHAFESE,

KA : CloudTrailDetails 3 &

VE B

policyGenerationDetails

BELENHERRKE IAM 4 ( AFRAR ) B ARN

A : PolicyGenerationDetails X &

el 215 &

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"
}

I/ 7 7T 35
MR RERTD , MHZRS L KIER HTTP 200 MR,
BRS5 LA JSON #&30R B LA N8R,

jobld

StartPolicyGenerationi#{EiREHR, JobIdJobIdAJ A —E#FEHGetGeneratedPolicyk
KRERPKE , LA lE—EEMHCancelPolicyGenerationREUE KB4 K iE R,

RE . 7R
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tHix

BEXFERERENELERNER , FERELER.
AccessDeniedException
BRBREBHHRNR | TENITIZERE,

HTTP RS : 403

ConflictException
HRREEIR

HTTP RS : 409

InternalServerException
REBARSS BR iR

HTTP RESKEE : 500

ServiceQuotaExceededException
RS HAMIBER T %o

HTTP R : 402
ThrottlingException

B BRBIPR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR.

HTTP RAAHE : 400

SEZH
BXREREBEEN AWS SDK HEALL APl NEZER , BSRUTHEA :

- AWS @i G1TRE
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APIZ#E

AWS AT NET # SDK

AWS jE@HF C++ #y SDK

AWS R T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TES

AWS & HF PHP #9 SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer APIZE

StartResourceScan
VEFBAENATFEER RN EE,
B RiEE

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI B3RS

ZERTHEREMA URI B8,
B3R

EREZ KA JSON BRH U FHIE.

analyzerArn
ATHENATEEREN RN 2R ARN,

KR FHH

B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*:analyzexr/. {1,255}

resourceArn

EREMNERN ARN,
KA . R
B arn:[A:]*: [ )% [A]*: [ ]*: L
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APIZZE

resourceOwnerAccount

HERIRE AWS K ID. N TAZEHAWS R , HEEKS R RIZRRAIKS,

<A

= .

o

S

“I\I}

N
&
7/

=z

7]

e R 18 S

HTTP/1.1 200

e 5 7T 3

MRIRERTY , MIZRSF2KIZEFEZE HTTP IEXH HTTP 200 MR,

tHix

BEXERERENELERNES , 3R
AccessDeniedException
XA REBHHRNR | TERITIZERE,

HTTP RASHS : 403

InternalServerException
M ERARSS B £ %o

HTTP RZSKE : 500

ResourceNotFoundException
BKAEREERR,

HTTP IRZSXEE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ERH#HIR.

e R 1 %
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ValidationException
RIEFEHEIR.

HTTP RS : 400

HESH
BREREESH AWS SDK HEMAL API WESES , HSANTHE :

« AWS i R1TRE

« AWS & T .NET & SDK

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan
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TagResource
NIEE R TR IARE
BERIEE

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI {53k S

BERFEAUT URI S8,

resourceArn
ERMRER R IR ARN,

R4
EREZ XA JSON XM U THIE.

tags
ERMEZERNFRE,
KA PRRIITHEBE

e R 18 S

HTTP/1.1 200

TagResource
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APIZZ&E

e 5 7T 3

MR RERID , MZREZALEZEBTEEZE HTTP IEXH HTTP 200 MR,

tHix

BRFFARFERENEILERNER  FEAEILE R,

AccessDeniedException
BRBRBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
M BP AR S 25 £ %o

HTTP IRZSAH : 500

ResourceNotFoundException
HAEEER R

HTTP IRZSHE : 404
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiF R EHEiR.

HTTP IRZSAH : 400

5iESH

BEXESEEEM AWS SDK FR{ER Lt API NEZEE.

« AWS iR 1THE
« AWS S&ATF NET 8y SDK

ESHUTHE ;

LIV
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer

APIZ#E

AWS j@HF C++ #y SDK

AWS JER T Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X TE S

AWS & HF PHP #9 SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer APIZE

UntagResource

MEE BB BIRITE,

BEREE

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI i55RkS %
EREALT UR S5,
resourceArn
BB SR TR ARN,
S-S
tagKeys
RSN TR,

ME 2

ERA
ZERIZFBHERE.

e R 18 &

HTTP/1.1 200

e B1 7T 3=

MR IRERD , MZBRESASEEBTEZ HTTP IEXH HTTP 200 MR,

%

BRFARFEERONEILERNER  FEAEILE R,
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AccessDeniedException

R A RBNTRNER , TERITZRE

HTTP RESHKEE : 403

InternalServerException
REBARSS BR R iR

HTTP RAESREE : 500

ResourceNotFoundException
BB ER R

HTTP RS : 404
ThrottlingException

B R HIBR B4R R

HTTP ISR : 429

ValidationException
Bif R EHiR.

HTTP IRZSAH : 400

s S,
BESH

BXEHTEIESH AWS SDK FERLL AP IVESER | B

- AWS i S1TRE

- AWS AT .NET # SDK

« AWS &R T C++ 1y SDK

« AWS AT Gov2 #§ SDK

« AWS 5&f T Java 9 SDK V2

« AWS JavaScript V3 liREHF AT ES

SRNTRA :

« AWS 5&FF PHP #Y SDK V3
+ AWS Python B FF A TES

SHESH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APIZE

« AWS & F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APIZE

UpdateArchiveRule
e A RO SR RN

HRiEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI &3R5
BHREAUT URI S,

analyzerName

EF R EF AN EY A 2R 8 & o
KEAR : RPKERN 1. RRAKER 255,

=X : [A-Za-z][A-Za-20-9_.-1*

ruleName
EEHHAN KB R,

KEAOR  &PKERN 1. RAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*
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APIZZ&E

B R

FRE
EREZ XA JSON XM LT HIE,
clientToken

BT,

KA . FHEH

filter
EEEHNANMETENTESE, AEELES[CTENAN T LEH,
R . ZET Criterion X REY R ST

) R 1 5%
HTTP/1.1 200

) 7 7T 3
MBRERI , MIZREFALLEBTEZ HTTP EEXH HTTP 200 MR,

iR
AXFARERENELERNES  WSHELER,

AccessDeniedException
FRBREBHHENR , T ENITIZEE,

HTTP RESHKEE : 403

InternalServerException

N ERARSS BR tR iR

ERE
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HTTP IRZESAH : 500

ResourceNotFoundException
KRR ER R

HTTP IRZSEE : 404
ThrottlingException

B PR HIBR B4R IR

HTTP RS : 429

ValidationException
RIEFEHEIR.

HTTP RS : 400

BiEZH

BEXAEHBEIEEMN AWS SDK FEAI APl HNEZER

« AWS i R1TRE

« AWS & T .NET &Y SDK

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK

BESHRUTRAE
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APIZ#E

UpdateFindings
F IS 4 RIRE.
BERIEBE

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI 15RS#K

R EAE URI S8
B3R

R XA JSON R U T 5,

analyzerArn
EREFEFNEIME R 2250 ARN,

KE : FREH

B [~ ] [~ ]* [~ ]x [~ )% [A ] * ranalyzex/
clientToken

BT,

RHE : FH&H

BE B

.{1,255}

UpdateFindings
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ids
EFHMNERINERN ID,
RE  FHHRHA

resourceArn

HELRTFEEN TR ARN,
K FHREH

B arn:[Ac]*:[A:]*:[Ar]* [~ ]*: L

status

RAERTEFERERRSAERDNNRE, ATARCHIVERESHERERESX N EFH-NERSE
Ko BATACTIVENEFRNERERERNEDIERE R,

KR FHREH
B3E : ACTIVE | ARCHIVED

e R 18 S

HTTP/1.1 200

) 7 7T 35
MRIEERD , NZREZFALKXIEETHHEZ HTTP IEXH HTTP 200 MK,

tHix

BXAAREREANELHERNESR  FERELER.

AccessDeniedException

R A RBNHRNER | TERITZRE
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HTTP RS : 403

InternalServerException

R &R AR SS 2R ER R0

HTTP RZSKE : 500

ResourceNotFoundException
KRR ER R

HTTP RASEE : 404
ThrottlingException

I PR PR B4R R

HTTP RS : 429

ValidationException
RIEFEHIR

HTTP RZSMKEE : 400

B1ESH

BEXAEHBEIEEMN AWS SDK FEAIL APl HIEZER

« AWS i R1TRE

« AWS iEH T .NET # SDK

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 9 SDK

« AWS 5& T Java 9y SDK V2
» AWS JavaScript V3 ik SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK

BBAUTHA :
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ValidatePolicy

BERBIERBEABRELERIIK, XERI AL
HEMRE R ERESKEKAIHEEREE.

HRIE

R

/Ch

R RIBFAREATITARVORERFIR | HERED

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1

Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URI &R S
BERERLLT URI S,
maxResults

e B2 AP IR B Y B K45 R B

nextToken

AT 3IRER 4 Rt 1T 9 TERIS,

R4
HREZ KA JSON BAA AT 8z

locale

AT At RIERE SR
KA FREH

B%%{E :DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw

ValidatePolicy
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policyDocument

FEREHN AR JSON KEE T H,
KA . 2R
policyType

ERITREERE, BHOKXED IAMZRARTRR, SHORBIEHX IAM A&, AFNHA
RYFEE KBS A A BR SR B

RERBRTFXN AWS BRHNIR, HREEITE IAM AEHNEERKEEF Amazon S3 FEHEAY
FHAEERE, SUREEUNSHRBIRFEREBECENBRABA , B IEHENRERIEDS
Amazon S3 FHEMREE 2 KNITER A,

PRS- H 45K (SCP) 2 —ThMinBIHLLA, AWS AL H AT (OU) K HIHE LK,
KR ZHH
B¥E IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY

validatePolicyResourceType

EMMBENTRREORRERER, NHEFHBEER , THRBRIUETREEEE
{ERESOURCE_POLICY, flan , iU Z/iNZE|l Amazon S3 FEEMNEREREE |, A LLE
FBAWS: :S3: :Bucket RIS AR R,

HFAZBHENERENRRER | IAM Access Analyzer £iZ1TER TAA R RE I K
RE, fl, ERIEZSHMNE KMS BHANRRERE  BRENRBERIERFLBEIEEE , IAM
Access Analyzer iz TER TAIERBRREHNRBRE,

KR FHH

BHME : AWS: :S3::Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : TAM: : AssumeRolePolicyDocument | AWS::DynamoDB: :Table
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e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

LRIVPIES
IMRUIRIER T | WXL KRB HTTP 200 WAL

AR5 LA JSON #&=0R B LA T #3E.
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findings

IAM Access Analyzer RIEH RO EEMHIRE K REEFPHERIIxK,

A . ValidatePolicyFinding X1 R &4A

nextToken

ATXRE RS REIT D TAIFRIC,

BXERERONELERNES ,
AccessDeniedException
BRBRBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException
REBARSS BR R iR o

HTTP RS : 500
ThrottlingException

B R HIBR B4R R

HTTP RS : 429

ValidationException
BiIEREHIR.

HTTP RZSMREE : 400

5iEZH

BEXESEEEM AWS SDK FR{ER Lt API NEZES.

%E 1Ro

FSHAUTAR
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AWS s BITRE

AWS AT NET # SDK

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS & BT PHP #9 SDK V3
AWS Python B AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
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IAM Access Analyzer APIZE

B R

IAM Access Analyzer AP| @& MRECANSHHEIERE, AW FARERERBIFERE,

@ Note
TRARIEHRERELEHTEITRNITF. NARFTNRIGENIRF.

XEFATHIERE

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

* CloudTrailProperties

+ Configuration
» Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

+ EbsSnapshotConfiguration

» EcrRepositoryConfiguration

» EfsFileSystemConfiguration

* ExternalAccessDetails
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Finding
FindingDetails

FindingSource

FindingSourceDetail

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration

RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep
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S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration
SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration

API hZ 2019-11-01 131



IAM Access Analyzer APIZE

Access
AEEXBENRRNEER | XERENTREN TRIEZIHTRENNE,

of
actions

TR REVRIESI R EAATAE IAM REEFRENZTEHBTAEEZRENREIIRFER.

resources

HRARAIERFIR, £ IAM KEEF o] F4E Amazon HIRBF (ARN) R ZRF LA T AEER
BEHFRINERPER, B HEEE ARN RIEERR ID W2 ABEER S,

BAEMRA &2 0T, &% 100 MIE,

KEAR : RPKERN 0o ZRRKERN 2048,

BIEZH
EXERBTEEEN AWS SDK FERIL APINEZEER , BSEAUTHRE :

« AWS EATF C++ By SDK
« AWS & F Java B9 SDK V2
« AWS ;& T Ruby V3 #J SDK
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AccessPreview
BEAXRBRAMEHER.
of=
analyzerArn
AT ARG R 2 HERH ARN,
RE : FFH

B [A]*:[A:]*:[A:]* [~ ]*: [~ ]*:analyzexr/. {1,255}

configurations

BUMERAEENER ARN # 8,
KR . FRFEHEE Configuration X A AR

createdAt
B 22 175 8] 771 98 A9 B D
i R 11 F5

Vi a) TR RO E— 1D,
KA . ¥R
B : [a-f0-9]{8}-[a-f0-9]{&}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

status

5 B 588 B IR
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« Creating-EEERIZIH TR,
« Completed-THRITRE ETM. BALUMBLAIMER , UMEAZIHEEIR,
+ Failed-B8IZ 15K KK,

KH PR

5 {& : COMPLETED | CREATING | FAILED

statusReason

REAXRGAAR LIRSV ESHHAEE.

Bign  MRGRFEFARAY , MREFailedRAS. L RW AT EER H T 2 # 89 PI#0 E] B = 7 R
B B T AT Bo

KA . AccessPreviewStatusReason 3 &

HESH
BREREFEEM AWS SDK HEAL APl NESEL , BBHAUTHEA :

« AWS EEATF C++ By SDK
« AWS @A TF Java B9 SDK V2
- AWS & T Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview

IAM Access Analyzer APIZE

AccessPreviewFinding
3 [F) 91 %8 4 B AY 173 (R B8 45 SR
AES

changeType

REEXHERFKEERSE RUME IAM Access Analyzer FHRIREVILAE 17 B3 1T EERHY £ T 3
« New-iZKIER FH5I AN RNR,

« Unchanged-TMIXERBRIABERER , FREFE,

* Changed- MR ERERBRRSEERNINBERE R

fltn , EBChangedM IR AResolved M B RS HActiveERE RActiveRTIMBER
FfResolved N B IUHINPRE R L R,

KA . FHEH
B3E : CHANGED | NEW | UNCHANGED

createdAt
BB F R TE ERLE RAVetE,
g IR 5 11 FS

HEMEERLE R ID, bt ID E—FRIRFRIMEERERIIKPHNTE , H#HE Access Analyzer
RN ERLER ID Tx.

KR FBH

resourceOwnerAccount

RAEGRN AWS K/ ID. WTAZSH AWS BRI , HAEEKS, R EIRTRAIKS,
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KH . FHFH

WBE R

resourceType
HRAELERP AL RINERER,
KA . TR
BRE : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: : Stream

PNE 2

status

BELREWTRRES. XMENBRBEEEINVRS, Hlwn , EBChangedFi A AResolvedFl
MAERSHActiveEBERE RActiveR RN EBLE RfFResolved AN EIWHNBEEHRNE R,

BME : ACTIVE | ARCHIVED | RESOLVED

PE =2

action
ABEFEABRNED R BRF AP HITIRE,
RKH . FREHA

HE B
condition

DB BERFRARFEERARR.
RE . FRHBIFRFRME
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error
—MEIR,
RE  FHH
©BE B

existingFindingld

IAM Access Analyzer F XIHWIE ID , NAMBRIMEM,

KA . ZREH

existingFindingStatus

FESRNIVR , NIRRT HEELR

B3E : ACTIVE | ARCHIVED | RESOLVED

isPublic
RRERPELERNKREED R FLOXRFRRIR,
KA - FHRE

principal

BRI FEEEXERN TR AES.
RE . 2RI FRFRRE
vE R

resource

ABEFRATG RN FR. X251 RFEAEREIR.
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KH . FHFH

sources

RIMKFR, XIRFMARTFERPESRNBRRR, ©ELMIERE Amazon S3 FEBRNE
R,

M : FindingSource X ¥ A

HESH
BREREFEEMH AWS SDK HEAL AP NESEL , BBAUTHEA :

« AWS &R T C++ #J SDK
« AWS FEHATF Java By SDK V2
- AWS & F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewFinding
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AccessPreviewStatusReason

REBXFRMELHIPRSNESHFHAES, Sl , MRGBHRME LK , MLIREIFailediRES.

Ibk 5% T R B8 2 F T 20 A 69 P 3 1) s B 322 WY IR 1B T ST B
AES
code

RTINS SRR SR R RAE,

RHE  FHH

B8 : INTERNAL_ERROR | INVALID_CONFIGURATION

FEZR
BEXRERBEEEN AWS SDK HEAIL AP NEZER , BSRAUTHEA :

« AWS S&FF C++ B9 SDK
« AWS &EATF Java B SDK V2
« AWS & T Ruby V3 B SDK

AccessPreviewStatusReason
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewStatusReason
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AccessPreviewSummary
BEAXRBRAMENEEHE.
o=
analyzerAmn
RATERBRITREHN D HTERH ARN,
RE : FHEH
B [Ae]*e [~ ] [~ ]* [~ ]* [~ ]*tanalyzex /. {1,255}

createdAt
B 2 177 (8] 771 58 A9 Bt 1D
i I 5 11 Fs

TR E— 1D,

KA . FRHH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]1{4}-[a-T0-9]{12}
status

T3 [A] T 58 R IR S o

« Creating-EfEAIZHRTMK,

« Completed-AMEFR 25K , IR RKMER , LUEAZFIH M EIR,

« Failed-f& 15 [\ 5 KK,

RE . FHEH

B{E : COMPLETED | CREATING | FAILED
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statusReason

REAXRGAMR LIRSV ESHHAREE. flmn , MRGBHRFRLARY , WLREFailediR
Do MR AT RER AT 20 47 B P #5 IR) BUS 22 WY R IR B i T S A B

KA - AccessPreviewStatusReason X &

BIEZH
BEXREREEEN AWS SDK HEAIL APl NEZER , BSRUTHEA :

+ AWS JERTF C++ iy SDK
« AWS & T Java # SDK V2
« AWS & AT Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewSummary
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AclGrantee

B AERE R - REFENMMERNEEENRE-EN,. BREEE—MX

ZEE |, i5ZFPutBucketAcl,

ES

/A Important
BB E N UNION , Rt EEASRER REEREL TRRA Z—.

id
EENERNATAS, ID, AWS K
RE  FHH
WFE A

uri

AT afE L WEER TR,

E
HE

: FRFER

&
|

BESH
EXERBTEEEN AWS SDK FERIL APINEZEER , BSEAUTHRE :

« AWS EATF C++ By SDK
« AWS & F Java B9 SDK V2
« AWS ;& T Ruby V3 #J SDK

HHWENE. BXE

AclGrantee
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AclGrantee
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AnalyzedResource
BEEXMINERBFAES,
AES
analyzedAt
S BRI 1T 2 4T AT B o
KR . pfEB

createdAt
KM ERTE,
i 11 F5

isPublic

RINEKFES RN RBERE R LXK TN EIRE T ENR,

RKH - HRE

resourceArn

FR 3 #r 8y B IRAY ARN,

KH : FHH

B arn:[A:]*:[A]*: A ]*: [ ]

resourceOwnerAccount

HERIRH AWS IKF 1D,

KR ZHH

*

AnalyzedResource
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PBE 2
resourceType

PR AT BRAY SR AL,

KH : FRHR

BME : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream

PVE R
updatedAt

BEL ROEFHTE,
KA - ot B

WHE =

ERIFESRVRERATEZLEAR T ERANRIRE,

RE . Z2HHHA

HE B
error

BirEE.

KA ZHH

MHE B
sharedVia

RAMARFERBEEROHRERINE, X245 X Amazon S3 E#EAXMLERFTERN,
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RE  FRHFHA

status

BES TR RERNBES RO SRS,
KA . FRH
BB : ACTIVE | ARCHIVED | RESOLVED

BIEZH
BEXREREEEN AWS SDK HEAIL APl NEZER , BSRUTHEA :

+ AWS JERTF C++ iy SDK
« AWS S&FTF Java #J SDK V2
« AWS & AT Ruby V3 B SDK

BESH API hRZ 2019-11-01 145
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalyzedResource
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AnalyzedResourceSummary
BEFRD HE IR ARN,
NES
resourceArn
PR AT 8 RAY ARNG
RHE  FHH
B arn: [Ar]*c[Ac]*c [ ]* [ D% *

PNE 2
resourceOwnerAccount

WERRH AWS IKF 1D,

KR ZHH

PBE 2
resourceType

Fr oo A 9 SRS B,

KA . FHHR

BME : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream

ME B

5iESH

BXREREEEN AWS SDK HEAIL APl NEZER , BSRUTHEA :
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- AWS & F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzedResourceSummary
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AnalyzerConfiguration
BEAX AWS BAHKF REANTHR D HTBROEERE S
AES

/A Important
BB E N UNION , Rt EEASRER REEREL TRRA Z—.

unusedAccess
R AWS HAHEKFIEEERFEANGRITEFNEE, ABHRSTEFIFEMERE,

F A : UnusedAccessConfiguration X &R

BIEZH
BXREREBEEN AWS SDK HEAIL AP NEZER , BSRUTHEA :

+ AWS &R T C++ #Y SDK
« AWS &R F Java By SDK V2
« AWS & T Ruby V3 #J SDK
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AnalyzerSummary
BEEXDITBNEEL.,
AES
am
M2 ARN,
KA FHE
B (Al [~ ]* [~ ]* [~ ]* 2] *sanalyzer/. {1,255}

createdAt
palvin-ael keI LIRS A
i 11 F5

name
oW EREY B Mo

KR . ZFH
KERS : KETRA 1. ZFAKERN 255,
= : [A-Za-z][A-Za-20-9_.-1*

status
DB, Activen B WEREZIFN R BREHENFTHBEEL R, DisabledHAFBRE
( 513n AWS Identity and Access Management Access Analyzer M\ BBRTATEHERER ) B %

HERZ L E AT R I LE R BT AWS Organizations , I HI 88, RENCreating D ezl
BIEAERITUAR D HERGIERARAMFaileddY Bt iR,

KA ZHH
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BME : ACTIVE | CREATING | DISABLED | FAILED
type

SMEBNRR | WNFHDMBRERNEEXE,

KE . FHH

%A : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

configuration

BEDMERRINEBIHR 2 ERERREMA TR 287,

A . AnalyzerConfiguration 34 &

AR BRI Union 28, REEEERIREILI R — MR
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A 2R BRI 70 AT RY R R
RE  FHRH
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X BT 70 AT B BER A AT 20 AT R B o
KA pE B

statusReason

statusReasonBH T EXIMBLURSHNESFHAFE. flw , MRSH[ACIREY , W&
BRE—MFailediR7S. W TFUALNREN DR , LRMATREEREH T I AWS HL KR KA
FHRS XA G HIRE,
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KA - StatusReason J &R

tags
AN HNE] 2 AT BR VAR
RE  FRHRIFRRS

BiEZH

BEXEHBEIEEN AWS SDK FEAIL APl NEZER

« AWS &R T C++ #J SDK
« AWS FEHATF Java By SDK V2
- AWS & F Ruby V3 # SDK

BESHRUATRAE
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