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AWS Health #4252 7R MERELA KR AWS BRS MK AT A, ERILUEE AWS Health 4 7 #5R
SMBRREXRTESI AWS LETHNABRF~EMNEM, AWS Health 2R ATIRHEMEXRES |, #E
FREBEREHRITNEHS. B/, AWS Health A SABEBE T BMAZ EITRIED . ZRSSEMA
AWS BRETIRRECAEIRENBA , RtE I LUR FENR i 7 B4 FMIREBIES , UEEIMR
HFEBERR

FREEFH AR B AWS Health API 2433589 AWS Health 2 H|E R, ZHEERTEIRE , AR
NHETSHEIEN AWS AFER. AXBRFSEZDENESELR , SR AWS Health 2 H|ERF
HEETE,

E T # AWS Health WERZRMBRSFEREE , B55H £2 AWS Health FTAFBE 2,

BXREMH AWS Health RHESZHRIBHIIR |, FSHE 1982 AWS Health,

® &

« AWS Health #HEAR AT HTE AWS BEFER , TEFIIMIE,
- FiE AWS EF & Amazon EventBridge % ##ZUX AWS Health =4,

- MRMAEMI, Enterprise On-Ramp il Support itXl , AT LAER AWS Health API £
BABHME=HRE. BXFHAEFL , S H AWS Health APl &,

- BXAA AWS Support itXINEZER , HSHE AWS Support.



https://health.aws.amazon.com/health/home
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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MRERE—IRER AWS Health WA, FMEEUTES T4

o {42 AWS Health? - kE DN AREHRIFEER, SXEFNERE , URETUAXREZBRESREN
AWS Fx T EHE,
« HIEES. AWS Health — T A% AWS Health WEM AR EEFERA RSN L8N ARIE,

- FFEAERAEE AWS Health 2 ER-EH K EZERR - FIMAEEEHZ A K4 R a0
AHITERFEE, HEEFHERTLERETENKSNALNEH,

« AWS Health #Z#IER-RFEITIRR - MWREZE AWS IKF |, MATREEFESEAN AWS XiF &
AWS BRF BTRRFRSEXHER

« £/ Amazon %3 AWS Health =4 EventBridge — &R LAffEF Amazon EventBridge kK B
AWS Health By H#ExE A,

« 8 AWS Health APl — AWS Health API 2849 4t B 48 B4 SR F < E B 1E,

AWS Health AFAIEEFRHE N AWS Health B HIHRAVIES &S, BLEEBEARBIINITETRE ,
ENTlig B SR

IETLLi% B EventBridge MM , LAETE Amazon EventBridge E3ZUL AWS Health B4, BXSIZEHh
1TIR4ER Amazon EventBridge NI , X124 7T —fER X BN B 31T AWS Health EHEEN S
o

MREFWER A, Enterprise On-Ramp il X1t % , WA AHEA XGRS REEHEHR EWE
B, BIEZEMFERA REST API HfEA AWS FATES , B LEA AWS Command Line Interface
(AWS CLI) i EARBR A HiER.

B X{EMA Amazon EventBridge £ AWS Health B4 EZEER , 1§25 H FH Amazon ¥ AWS
Health =% EventBridge. B<i@id AWS CLI £/ AWS Health WEZEER , i5ZH AWS Health £
AWS CLI &%, BX%&% AWS CLI 88 , i§ZH %% AWS Command Line Interface.



https://docs.aws.amazon.com/cli/latest/reference/health/index.html
https://docs.aws.amazon.com/cli/latest/reference/health/index.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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L4 AWS Health

T #& AWS Health L2 7B NAERZRSREF LZHNNARE. BRSTNRRNESITRR AWS Ik
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« AWS Health 4

« AWS Health ¢ F4R

- BHRERH

o BEHRBNR

- BREHEAE

« AWS Health Amazon E#YE3) EventBridge
« AWS Health API

:

AWS Health B4

AWS Health £ , 877 Health B4 , BAKRHEM AWS BRSS AWS Health KIEAVEH . &7 SAE
AXEEARTHRENAESELX TN TAEFZMENTKFHER, H0, MR AWS Identity and
Access Management (IAM) i+ XIF AR ERBE R AWS Config itXIFRIEEMRN , N AWS Health 7]
URIEEH, AWS Health HHFERFAIAEEERN , B2 XEEH AWS XiF, BUUAEEEHHE
UL T FRRIRR, W EAE R/ RIRH REE RN E R,

ERETIRRE4RE

H%x

- BETKF,HNEH

- NEEH
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BETIKF NS

BETKSNEHFNE AWS IKF EARPHIKSRIERA B AWS o Flan , MREFERK AWS
Health X1 H#IL S3hs% it H = (Amazon EC2) SEHIRBE KM EE , FREBRZBHNEFEE AR
2 R IRE B o

A BAMAWS Health #2HIE4HR. AWS Health APl FERSET KOS , LT SAER A ma
CloudWatch zon Events S3ZH0OE A,

NBEH

NEEXHEFTBETRFHRERSEN, fl, MBRXERE (HXZHBM ) X Amazon Simple
Storage Service (Amazon S3) HILARSS R AWS Health , BMER&EFERAZRSHEZEXE S3
R, e REEXZEHNER. RINBUELEFTLFEAN , ARBXNHFEEEK,

BT LAM AWS Health #HIEARFIZEHIEIR ( RFZTIRR ) B AWS Health BN HE 4,
MREBHEX—KF |, FSRFHERERN AWS Health 26 E -0 K P E BT .

MRERBX—KF |, HSFEAWS Health 2 FIER-RFETRT.

AWS Health {2 &K

WMREE AWS K |, B8 AWS Health BHERSENE RO EHFISETKFNEHS,

RAVBUEES AWS Health ISR T R TRH—RERNEH | HIME ML KRS DG HAN L
PR, SETUER AWS Health SRR T M TREEFMEHBH | PIIEKS FEFANR
e

PR LA B FZEBIRE AWS Health #HIHE 4R AWS Management Console , M1ty https://
health.aws.amazon.com/health/home,

BXESEL  ESE FIRERAE AWS Health 25 EAR- R8T A R EROR.
AWS Health #Z$|E#R-RFZE1TIRR

MBIREXEKS |, /RATLAEER https://health.aws.amazon.com/health/status E#Y “ AWS Health 2 %IHE
R — BRFETRR REFBLHLES . NEBHRREN AWS WRESHEE , ATFRMHEXBRSTAM
WES. AMENETRAEEH  MEFETEAK, . EEFEERXIPERANTETEZRE,

BEXEZEER |, 5 AWS Health 2 &I ER-REIZTIHRR

BETKFHES 4


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://health.aws.amazon.com/health/home
https://health.aws.amazon.com/health/home
https://health.aws.amazon.com/health/status
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BITRAEHDETRNEHLERBEIRZIEMNRSMNEH4NER, Fiin  WREKEFE
AWS_EC2_SYSTEM_MAINTENANCE_EVENT E4XBRBHIETIRRESE , MR RFNZBRFEEITX—
N RESE BN EN B4, FRHE SR RIS S MK - KEUE .

EHRBEHR

MEETIRAEHESHBE — N RBENEHRANET, WTEEEH  SHXBPRITTEELTESHER
KBHPER , a0 AWS_RDS_MAINTENANCE_SCHEDULED %8, = RAIF |, KBIREitkl. &7
FAXEEENERESRHTHREHET,

BINBVEGREMESHERBNET, BEE , SMLINHNTRAXENSHIER. BHATUER
Types APl B1EREREHKAKFI, DescribeEvent

K 7= i@ A

XEEHRHEAREKFNRSHEERNLEMELS . SEEHTRIEHRELEES , RETRT
ELARXRMAZER, RIMNBWEEIEXERBENES , AEBMBEEWRER.,
UTRKFEMNSHREAERA

« AWS_S3 OPEN_ACCESS_BUCKET_NOTIFICATION - #&H8— AR EHEIE Amazon S3
R,

« AWS_BILLING_SUSPENSION_NOTICE - MWK ERGRAHEHEF , KEBLEATKF,.
« AWS_WORKSPACES_OPERATIONAL_NOTIFICATION— Amazon Z7EBRS @ WorkSpaces.
] &

XEEHREMAWS BREIRBEHNEASHS. KEINPHELSHTEEXRSIRSRETEN

BRERBNBEE , RIBBLTENR M ERERBE I,

T RABHEHLEBRBERG

« AWS_EC2_OPERATIONAL_ISSUE - RS HVIRIERIE , HILNEER A RS .

« AWS_EC2_API_ISSUE - RS API KYIR4ERIER |, lin API R ERIZEIR B (B 38 A0,

« AWS_EBS_VOLUME_ATTACHMENT_ISSUE — Aty BRH B K R , FJRELFMEH Amazon
Elastic Block Store (Amazon EBS) &R,

« AWS_ABUSE_PII_CONTENT_REMOVAL_REPORT - WEHEKE , MREFKEUERE , BHIK
F AR EE,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
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TRIER

REEHRETAEXRBRSNRARFRENEANER ., XESHIFITNNEFAHES , fiw
T EMZAH end-of-support BHFBZ A K. FLEHTRLEVEREERIEZRS PR , M
S—EEHNLEIRE , EREXRIE[ER, ERTITHNEICEHE |, SRR TEE
M. WRIPHABEEMHINKSRHESH,

DTRETNERNEHRERBERA

e AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED — Amazon EC2 SRfIEEEF,

« AWS_SAGEMAKER_SCHEDULED_MAINTENANCE— SageMaker EE4HEH , Sl E RS 1)
i

« AWS_RDS_PLANNED_LIFECYCLE_EVENT— Amazon RDS [E#EZHitXIF K E R A end-of-
support B |, FIEENMREANEY , FEFFREUTH,

® Tip
WMREAE A AWS Health API 5, AWS Command Line Interface (AWS CLI) IR EIEH#1FAE

B NEventWRMHFEEHFHEACCOUNT_SPECIFICEMeventScopeCodeF R, BEXRES
E8 , 5 AWS Health API 2%,

SRS

EHREBSEHNEETRREHRITIT. XHAEREIREIR, ERLE AWS Health ZHEHREL AWS
Health APl FEE &K 90 REVRESEH

= B MM K

BEMWKARIETERZEAZEE AWS BiR. B0, REWRBIK - A ERFIZE
Amazon EC2 £ M RIEH4 , WA LEASTRREMHREEZHIMZHI ID. £ LEERER
EMEENRS EE |, flimel2sF %R,

AWS Health Amazon E#YEZ) EventBridge

A LA R K iR & Amazon EventBridge N , SAEIEMK W EIME A AWS Health B4 5 HaTR
B, XERETURENRE , flIEmMmEEIHTNERAREHEERZEWRAR, HE , ©i1EH
DURBSENRE , SlE IT RFEEIESHMR —NITERE.

BEHRES 6


https://docs.aws.amazon.com/health/latest/APIReference/
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BXEZER , BHS £/ Amazon %532 AWS Health =4 EventBridgeo

AWS Health API

& A LA AWS Health API LURTEA R IARIAWS Health & Eiib ERNEER |, Hli0 :

. FRENVEXTEEIMAH AWS REMERNEHENER
- RIEH AWS AL FHANEHALMETHAE
- BEERS. BHERBMNEINEHERRIDRBELHEH

EXEZEER |, 55 AWS Health APl &#,

(® Note

EFEA AWS Health API , BAFAR, il A Ozl ZFitkl. AWS Supportin
REeEREERL, il AORell ZFITRIK S EA AWS Health API, I &1k

F|SubscriptionRequiredExceptionfBiziH &,

HLAM

& 0] LAfE A L ThRER 48 AWS T F B Fr B B 4L 5. AWS Organizations E) AWS Health 12 &I E
PHEANIEF, A, EUUBFALNERKFSHER AWS Health API EF AJRER T E K -
TRNFIESEH. EALUET AWS Health #2515 APl FRLLIIRE. BXESEER , 28 £H4A
AUEREK SRS AWS Health £,

AWS Health API 7


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/
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AWS Health #2 |-k S5 & TIRR

BT L E R AWS Health ##HR-REZZTRAREFEMEANZITIRON AWS RS, LTEERT
AWS X1 R ERFZBENRSEH, BLEZFZHMAEET AWS K 518 AWS Health 2 & H k-
REETIRORTE,

® Tip
ARG ERANHLES , XEFHATEET AWS K. IR EELE -/ kP |, BRITBWUE
BEXLEE AWS Health #EIEMR , HBER TR NENIKF MRSNES, EXEZE
B FSEAFBERASH AWS Health # &I EHR-E0 K P @R

EE AWS Health 2 HER-RSFZITIRR

1.  SME https://health.aws.amazon.com/health/status T M

(® Note
MREELBZIENTE AWS IKF |, BRHEE R EIAWS Health 126 EHR-EEI K -
BRI T

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- BHNTEMY, INERRER

- RIEERH BT E K

- 1% AWS RS HEHERHEE

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. (FE ) EEMHFEL , 1EF RSS BUTHIIZEMHH RSS iR, BHEEEFRIIERUBERSH
WA AWS X1,



https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
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4. EERSHLIER , LEBRSHLIERR, WRERTEE 12 NAWME AWS RS R#E
o

® Tip
BA LR ARS. AWS XiE M B B 1T iF ik,

5. EHTHNBSEHZL , EERSHER
(®
LEERXRZEHNESEFER.

6. (k) BUAEEHIRNEAERTRIIR , FEAEREMIIREE, ESHIFEREMEHS
B ERENNERFEEERZBESHNESE R,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

% 2023 £ 9 A ZEMNEMALHEDERER KN URL PIEFRIE@IZ2 £ AWS
Health JEZ) Y6842, @GR ILEEESS , BFSMITRZEHRHEONSHIIRAE,

7. (A& ) &EF RSSIR , KT RSS iR, BFKEIEE AWS X1 BB XIS ERSHBEA,

8. (Fk) BALZRIAMFNXE UTC EESEH. BXESER , BEH HXKRE,

9. (Hit)MRER-—NKF , FRARITAKFBITRRAERR, BEFE  BUUEFEETEK
PB4, BXEZER , B5H THRERER AWS Health 2 5 EHR- 8 K- £ BIRR
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TR0 & ap B HIZE 4 AWS Health

TR B £ B S AWS Healtho

F&

- HAREUHXINEREHREH?

- HRIEHNNEREREAENN  FEREMFL?
- BYRAERBENERRERE

- BRETXINESEARES

TARBIT XN EwERES 2

AWS Health X AJgE MM ARFATAMHNEETER, £ AWS 7 EEEERNF , AWS REUEHESE
YEENERNEEESANEMIEREGEHFELS., BR , FEEFREEZ P XTI RHTIHAE |
U RH R RRFEEEN, AWS Health 2EEFNEEE R R HEH |, 0

o FFRMHL - BERM AWS RS ETTFRRA . MRFREXLIEXNBRERAFNZE , e
AWS BAE A FERIBERETA R B LN NARFEREZR.
« Amazon RDS for MySQL 5| ZhRAL 1E i
« Amazon EKS Kubernetes B4 1E X i
- ¥ AWSEERRNWENR , e EEEEXEITH.
« Amazon RDS if F 5l & #LA9IE 5 I 5
« Amazon C WorkDocs ompanion BlfSE|8f |, FEB A H,

(® Note
FIERA LR AR B AERF AWS Health fE it £ BB H#HITRE

s BARFCHFENIGHN TEHIE . NEWBIBEHE AWS Health EHFNEGER , B EMHERER
B EREMRENZRMEEAE AWS Health EH4HEXE. ML ARN BRIEEZEIIRR ( MRE
B). NRZEMEREEFFXEUTE , NMELPENDING ( #4401 ) "RAIH., NMRZEINER
PATAERES T REMER , MRSEH F“RESOLVED ( EFR ) "

FARBITHNESBREMH? 10


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
https://docs.aws.amazon.com/workdocs/latest/userguide/eol-faq.html
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® Note
- FTERRTRBRSESH , ERDHER TER KL 72 /Mt

- ENRHEDIBEH , MARLT FAE H EFER RESNAFRBBERIT , FT2NRERED
BLAE PR

 AWS GovCloud (US) M EXEF X #FEFIRSEHN.

HWE BTN S AREFEAN , F2REFA?

iR Ear A REFH AWS Health 4456 W& BY RV A RA 7 BB R £ MY A dp B B (L H IR ERIBAERY ST AL
Bio

EREF : BRI ER
EFEMAE : AWS_{SERVICE} PLANNED_LIFECYCLE_EVENT
EHTTRRE  SH4TRNERENE RSN ERT MR A A,

SEEERATE  FHERNERERE AWS BREREXRNEH, HIER , ATELREES RATHE,
MR EANERRRFEEE,

(® Note

AR REMINERE RS ERENEMH ARN , EH4ERKESA , HPIEZREH
RR. BER , MREANBEAEZ W AWS K- SRR , A TeELKEIZ A ARN,

RA TR R AR ARES  IRTE , FHYEREREARITN T ERF/ EXNRE AR E R
180 R , RERA/ERNREEZREN 90 X,

AR FOHFEN SR TR - NEKREBAE] AWS Health EHMEB AR , BB TRER
BAREXRBRENZ LA E AWS Health E4MHEXER. L ARN BRIEEZHEAIR ( NRE

B)., MRSEMAREEEFXEITS , MELPENDING ( #4402 ) "RAFH, NEZEIERER
TRHERERRFEEMER , WRSEFNRESOLVED ( EfFR) 7

HWF BN LG EARBHENN | FaREMFL? 11


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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® Note

* AWS Health BHI &R A RER £ — EX8 B A RIRASERT , B AWS GovCloud (US) 9 E it
XBRSA.

- REPEHRITRBFRSEHN , EROBER TEEATREKIE 72 Mt

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q, Add filter 1
Event v Status Region / Zone Info Start time v End time ¥ Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event @& X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q, Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITKSHBEE -

1. MREA , RS T ESHITH A HENEEEX SN R REERERNE R,
2. MR EXFEHLERIBEFTAAERR , W AWS Health E4HRANE RN “Closed” ( BEXH )

3. MREZBAHMERENMFERTHRERARGEEMN , N AWS Health M FETF RS RBHEH
90 RRREFF RS, RE , FHREH,
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AWS Health ArfEm
BEREHBEENEEREED

ZEMENREFHEHRE AWS BTRE. HHBRAATRFEFHFENRSHBBREBEEFNREE,
XRRN AWS B, EENEFHNENRERSNEDMMRIRSZTRENYERZEHNEMHF, BRT
BLE AWSRREMZ LA AXEN , EFEATEBRERERS (SREFTNZ LT ) MEAMEX
HMNARFRE. BXEZER  FEAREHEES,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

iR Bt RIN £ E B4
302 R RSB A T LA P S RO 47 15 R

- EALS® EventBridge

« /A AWS Health 3% HIE R
- BAAE
- ZEENERIE

£/ AWS Health API

BYRAHEEXERIRERE 13


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health RFiERE

FF a8 fE A IBE AWS Health 2 &I E MR- K P ZEROR

B A LA AWS Health 2 &I E4RKE 7 ## AWS Health B4, iXEEH AL 2SR AWS RS 5
AWS Tk, BEKFE , AWS Health B4 ECEEIUATAHARERES

- BRNKFEH -KTHETBETEKFNES, EANEERTENER, RIEEXMSITIH
B, BEFAUEEBANMETRTE 90 RNAMESHNSEHAE,

o BHVHLEN - SkREE R AWS Organizations P E T EREAANEH, BAUEFHLAPRRER
MWEN, REERFMEITNNER, ZETUEFRIURETRTEE 90 RKAMBHLASEHNEHNA
=+

/N o

@ Note

MRERHE AWS Ik, W AT AERAAWS Health #2HIER-RSFIETIRIZR T #E— iR ARSSHY A
Rt

WREFKS , RAMNEBWEZEF AWS Health ZHIEMR , UERAH# 7 ## 718200 21 IR S H
RIRASEHMERRERNZE,

B

£ AWS Health #2HIE R & & BB K~ E4
o ZRIR (8] F A HA [A] 7

- BitXIBNER

- HtbBA

- BEHAEE

- EHFHAEE

. EHRA

- BAME

- RN RRNE

- HXRE

- BRELAETRR

« E& Amazon EventBridge
« AWS Health ZiRF




AWS Health RFiERE

« AWS Health EHZ1R

£ AWS Health 5 HRFPEF LK E4

BELRFECHKS , SUREME L SEHFE.
 AWS Health 2 & EIRFEE K E4

1. fEhttps://health.aws.amazon.com/health/ZR R FTF AWS Health 12 HIE 4R
2. ESMERKP  NTENKFESTRR , BRI SLERATIEDR

a. ARREBHELHEE - EFRIETITITMXAEH

b. EXMMEN - EREFRENTRIEEN RSN RRNEH

c. HitB - EEIELRATREREKS WA EMBANGEERENSH,
d. SHEE-BFTE 0 RRENMBEEH.

AR R [R] L HE HA (7] &
ERAKRABALHABSEAF , EESELRAFAE TRENEKS WREHL,

EEFERTERSE4N , REQETHACEER AT I2SHNZIRRERNEXES. AXE
ZiEE , R SHEAES.

B MIEIESA S RIEFIET , B UFEEE AR FPRERNESF, flwn, EAURTHAX, X
B, SHERMEHLRXEFREE AWS BRFSSFRE NG REEH

EEEMAEMH  MAREMERPREESNES , FER EHEE BT,

(® Note

LA, BTTERBR AWS Health 2 & ERFERHEAHNER. B4 AWS RS #RE |, Z8
RIAF M AE Y 428 551 TE AR 400 B0 o A BR

Example : \L & 3# M it B = (AmazonEC2) WIR{EM B EH

TEERT Amazon EC2 £t /3 3 K M AN EZE R B EH,

1£ AWS Health #ZHIER P EF K- S4 15


https://health.aws.amazon.com/health/

AWS Health

RAriEmE

Open and recent issues (16)

Open and recent issues (16)

View events that might affect your AWS

Scheduled changes (0)

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Your account health

Stay informed of important events affecting your AWS resources.

Notifications (3) Event log

Operational issue - EC2 (Ohio)

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
S i Start ti
Clear filter ervice arttme
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
Last update: February 20, 2022 at 11:16:34 PM us-east-1 Issue
uTC-8
-east-2
Heeas Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2 Description

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

E1TXIEE K

ERABITRINESET+ , EFNFRENTREZBENKS NS, XEE4AESFEENRSITR
ROVEITRIEREHEM. N 7RI LEFES , BIREMATH
AAE , LESTUFRLEEHMNEXRFENAEBAS. MEFHTH. BXEGARSHNES
BESH X ERFHEH AWS Health,

HY4E3P BB M B REIT3) = e

B8,

H i@ Al

ERABHEDF~ , EFELEERAA

REIREIK T WP A R B AN G E R ENSH, XAESFIEH

B, KEBANZSREEEN,

BB EHR 16
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EHAE

/A M AT RM-FEBME AWS Health £, BERESEMS , FILE A BUEIRS NI taed
[B] BEAT ik o

EEHBERPERBHN  REQEREARRER , HPI2BHNZ R ERIIRNERES
BXREZER , F5H SHFEHAES.

BHEPDERTE , WJLURER LT LA

- FAK

. ZRETE

- B

- = ARN

- EH%E5

« EREFESE
- X

. %R ID/ARN
- RS

« FHIAETE]

» Status

Example : EH#HE

TERERTXRERE (FFRLEMILE ) MEEFRS (BXEN ) BXEIERENEH.
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AWS Health AriEE
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

EHEFAEE
HEBE - BAN | 2R LT REANETF. FAESLARERUATES -

- RS

+ Status

- Xigy/aAX

- EHRBBETEKR

o FFRHLE Rt

< K35l

- ZEFRRHHE

- BANERMER YA E R

‘FEMPRR BT FEREXZZEMHHWNAE AWS BRHUATER
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AWS Health

RAriEmE

« WRID (Hln , WEHFHEBSH ID fvol-alb2c34f ) I L EREF (ARN) ( 2N R a A48

;E)o

- WTEUHMNESEARES , EREWHRRIRESERBFHEIRS (LR, RAHCH

R) o WHIRBES 24 NETEH—IXo

S8 ] LATH G R P R RV IR o

R

Ch

A LA B IR 1D 48N RSBEARN,

Example : AWS Health &z T AWS Lambda

UTREBREE T Lambda B — 4P REIEH.

Event log

Q

Ohio (us-east-2)

Region: US East N. Virginia (us-east-1), US East X

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

us-east-1

SNS operational issue

us-east-1

EC2 operational issue

us-east-1

Storagegateway operational issue
us-east-1

Deepracer operational issue

Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue

Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batrh nngratinngl jccig

Last update: October 9, 2020 at 11:54:16 AM UTC-7

Last update: September 16, 2020 at 7:45:03 AM UTC-7

Last update: September 13, 2020 at 6:32:24 PM UTC-7

Last update: September 30, 2020 at 11:42:54 AM UTC-7

Lambda operational issue

Details Affected resources
Event data
Event

Lambda operational issue

Status
Closed

Region / Availability Zone

us-east-1

Category

Issue

Description

[RESOLVED] Increased Invoke Error Rate

Back to list view [F]

Start time
October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Affected resources

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

e S

EFfZER AWS Health BIE#H
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AWS Health RFiERE

 DEEHRTRETKFORSSEMH. Hla, MRELE Amazon EC2 I EE AWS X1 , BIfE
XA EZMXEARSHAR , B2 AWS Health REHBAXRZEHNER.

- BETKPFOSEHRBETENKSRNEEARPNIKS, Sl , MREERXEPHED Amazon
EC2 XBIHI AR , i§ AWS Health BHEXZBHNEEARZEITE Amazon EC2 K4I5I&,

ERAUATENHEESHRLAEEHERBETK/NEHN

* 1€ AWS Health ZHIERP , AEFERZHWAFLETF. EERRNEHRETENKS. ’E
RENEHRLTH , ATRBETENKS. BXREZER , FSH FIAEMER AWS Health
P I EAR- 18 Y IK P R BROR o

« £ AWS Health APIiR[EeventScopeCodeZ ¥, E4 A LLEAE PUBLIC, ACCOUNT_SPECIFIC
= NONE B, BEXEZEER , EZH (AWS Health APIZ#) dfyDescribeEventDetailsi .

B AW E

AAAEE HRER £+ ATA , BATH AWS Health SHRHEAERT+H. KUEATEE
B E3INAMAR—FANITRIER,

AWS Health EHZ BHE R, &R AHUEREE AWS Health SESN ELFMAES WM ER. BIEE
ROMBEHTHNEHUBREER, EXEENEHURBE TR, WR—MBHFERMNALHES , N
RETBEMREE4ANKE, EE—BH , EMERFPER AWS Health E45IFR, BAEME
WPEFE—NEH , LEREXZEANES, IERLETESHESL , TASHEARENUE,

BAAE 20


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health RFiERE

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event L
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

2R H RN E

AWS Health B4 T RESEEZ MM YRR, B LAE AWS Health B4 “Z MR R R+
ESENNER, EEERS |, HiEE AWS Health B4, RA S REMEAR A 3 22007 RIET -+
¢ FNFIt RN EGER AWS Health B4 , SHREZERETRRSHNEBET.

MK AWS Health E4E “SEWAR EMFHNNHERZSEMERRASHEE, SEWERNT
RURMBHWRSERPE R, TREGTEARSEHREARRERSEZENEHRBEN—NREl, ETHE
BXRINVNESTEAHEHNEZER | BHSH TN EGEHEH AWS Health,

HBRHEHALUEE , AWS Health B4 LS REIENMEKFNMEZENRERNRSHE. BER
%&%M&F%ﬂ%u&umFm FUBERFEHE, EEKSHFLERFENHREUD RIKF IR
E, KFURFBEZEGENESKEL , AUSHESEmKSHALSIR, SERNTRRSHBEL R
TR D BT,

SRR DAFE “SZ R R E TR P LLCSVRISONKR A TR EZL WA RSIR, EALAMEF , THEXHF
BEMHNKFFHNRAERF,. RARURPEMIKS RS UEETHNXHHRETEZKSTHNE

ETT TS R >



AWS Health RFiERE

BRe TEXHPBNZREENTREIIFTRN AWS K- ID ARN, B4, KEZFHFARN, &, R
DM EREREE, MRMERSHE , W THOXANBTETELE R,

—RRBETH I, REXHSEI THINERNMIATEXMNRX , HEFETEDIRE AWS
X, SEBFTE BN TH BT XS R

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred
mare than 7 days ago.

Q. Add filter ' 1
Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event = 8 X
B 4 Pending 100%:

B 0 Unknown 0%

Affected resources .
Mot able to weily status

Resource data is typically refreshed evary B 0 Resolved 0%
24} < actions

Mo actions required

Affected resources (4) Download ¥

Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

XX E

BT LATE AWS Health B HIRFPEE LN XWEH , AU EEMENXNEHFUTC, NRETHE
PHERFPEREX |, I AWS Health ##IHRP AP ER BB AR EHFBLET N EREENRX,

EEHLENRXIRE

1. fEhttps://health.aws.amazon.com/health/ZR BT FF AWS Health 32 &I E 4R
FENEEED , % Cookie HILUI,

X FIhaEME Cookie , EEE AT, REERBRFEEI,

£ AWS Health ZHERN S MERF , ERHXIRE,

NI AWS Health 2 HIHRSFILEFE —PIX. RAREFERFEES.

o & w0 b

B XiRE 22


https://health.aws.amazon.com/health/

AWS Health AFiEmE
ERHELABITIRR

AWS Health 58 , AWS Organizations Ht B A UEER TENALNAMEKFNSEH, XHERE
MTALPETRNEHNETRNUE, EUUERAXLEE4RERER,. RENNAEFPHNER.,

BXEZER ,BHSR FHALNEEKF RS AWS Health 4,

Enable organizational view
Key benefits
== f'D ~ % _
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ Success aggregate all events. These events appear in the Personal Health Dashboard.
En: nizational vi View documentation
| Manage AWS Organizations [F | | View documentation S S

BLiE Amazon EventBridge

EventBridge A T M AWS Health EHHELHME RN, EATAGEKF PR ERNSE AWS
Health B4 , REREAN , SUBEESH KX ETLET AWS Health B REHERETS.

EventBridge ¥&ELf&£/A AWS Health

1. fEhttps://health.aws.amazon.com/health/ZR R FTF AWS Health 12 HIE 4R
2. ESME EventBridge 1 H| & UGIEMRAN , FHRITUTE—BRE .
s ESMBERHN “BEER T , &#F Amazon EventBridge.
« ¥ “Bl&” T EventBridge , i%&# “#¢ %" EventBridge.
3. RBZIBANBHLUEANMKEERE, HSH F£H Amazon 12 AWS Health =4 EventBridge,

AWS Health ZiRZ|

YRATLAER A AWS Health w are FIAEA , IR —FERAWRARR , {RATLLAE [ Slack Kixf#
BEMH4Z%, AWS Health API JIRA ServiceNow

EHALIZITIRR 23


https://health.aws.amazon.com/health/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/

AWS Health RFiERE

AWS Health 421

&8 AWS Health 2 HHARERH A SMEFE - NTEREXENRITEET. WIHEEE RMUKRR
BRI PRI HI AWS Health WEHHE, LHFEERERAES N AWS EH L, fIHLS
HEC2, Amazon Relational Database Service AWS ldentity and Access Management ( I &
RDSIAM ) . () #1 AWS Trusted Advisor,

RERLER , LEERBENEHREEENENIKS, ., RE , BULLER - INBEH4USREIEHN AWS
Health = ERARENEZE L,

Example : RREH
TRERTKFWITFNBENES,

Open issues

Scheduled changes

Other notifications

sServic

Event log

AWS Health EHE1R 24
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73 AWS Health B2 & AWS AP EA

AWS Health RIEEXBRFEZENEL , SINRERE, TREFNITNHRGERARESE. A TL2E
T % AWS Health B4#E |, HINF WA EIR ID. HEPRES (T FHREA ) MERRS , REME

= A AWS Health 35 , 4]30 AWS Health API, Amazon EventBridge # &) aws.health JRH AWS

Health 2 HR, XLiFE[REREXTREEN IEABRNBFESHNT LA RIFMANENER,

AWS A FiBHIES HA4 UX B8 ( ®BFiB4F. BIX=Zm@ AWS Console Mobile Application #iXE % )
BHE, AWS Health EHBHNSENFEAKRESE LEIENERNRLS ; B2, SIREHT — 6
BMBRNAR , KBARZMEREFMENBEBNKENTC, HE4AEANPIEEWELCER ,
APBASREFEECIZNAN  RUBMEEZAFBH, B LUERELEZBHNN UX Fi2EE , HigE
REUBLVHNBEEHERNBOKE, BETUEERSABAPLDEE R, S, WREHN
AWS Ik BT RIEFHREIR , 620 Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4i , Tl a] LA
EWE KB A,

ETHREXEE AWS AFBANESZEER , BSHRAWS AFRBEHA,

25


https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html

AWS Health RFiERE

1A\ AWS Health API

AWS Health 2 —%h RESTful Web fRSS , ©fEA HTTPS Bt 17455 , H XA JSON EREEFFILIE
N BHNARFREILAERRE AWS Health APl £3#E R, EREZEMER REST API &Y , &4 4%
EXENRBRNENERSZUARRKIEEHNIER. BXx AWS Health BIEFNSHBNELZELR , HSH
AWS Health APl &%,

(® Note

IBAHAE AWS Support B9, Enterprise On-Ramp s Support it %IF 8EE R AWS
Health APl, INREMER&AE ., Enterprise On-Ramp >l Support it X185 AWS Tk 7= i
F AWS Health API , MW % SubscriptionRequiredException £i%o

B LAE A AWS SDK #% AWS Health REST API @A , NE{LREARFIT &K, £EE AWS iEH
R, REFELLBENSHRIEMBERERER,

AWS Health & A BLFE AWS Management Console 2t AWS Health 2 HIER , BRIBLAREEH
BREGNZIEMAPERE, HSH FHRERAEN AWS Health 32 I EAR-EH K - ZERT .

Ll
=)

AWS HealthAP| BEZ XM AREFENY , AREEH-BAHEEFEAFNMNXERKR. N TXEE
Zh-# 3 DNS HEHE , AWS Health B T —PM2RE[. BANELRKK LHIT DNS &k |, MU
BEEHRIANENNER AWS X, XANFEETHEERBHREABMERI , LEETUMN
AWS Health HIREVFHE ..

LRmL R a R HiERN | BAEELEX BIRXEH SN AWS FRETE , SN XEERELSE.
BN, BB HRITTESERN. BEXEZELR |, B85 L2 AWS Health API 53K,

TRIHTERIARE,
iR LA X1 i g=V Y
Active us-east-1 health.us-east-1.a HTTPS

mazonaws.com

i J=\ 26


https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/solutions/implementations/multi-region-application-architecture/

AWS Health RFiERE

iR LHAX1E 7Py s
Passive us-east-2 health.us-east-2.a HTTPS

mazonaws.com

Global us-east-1 global.health.amaz HTTPS
onaws.com
® Note
/\\\E’J'&% I:
iiﬁo

ERTER[RBNEIRK , BELRHS CNAME L#1T DNS &% , RAEMBEMH SRR
AWS XiF,

Example : £ Bim< L& DNS

LA R85 1E global.health.amazonaws.com i = L 52K DNS &, AE , ZoHIRE us-east-1 XiF
R Ui HEIRERNIZMERA BN AWS Health ik =

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
U S M s ik S &RIR [E] AWS Health 3. B2 , & AWS Health I RENER S
39??%0 RE#HD RSN BERATS IR RE— ﬁlo RINBVU B EET IR KETLNE
HEFE TIERE,

E}Eﬁ =) A —.”Eﬁ '&Jﬁ'ﬁ/miﬁi/_.l__\

EUTRBRGIF , AWS Health RN £ Fiw KK DNS EXRKRBE X XBK[/ANEEXEH, R
B, REFHH[/RERL , KIBFEFE TERE.

ES}

fEF S o A SUE R 27



AWS Health RFiERE

- £ Java JER
« f£F Python J&R

£/ Java &R
FRFM
EF A Java R4l

1. M GitHub & AWS Health & 1] F 14 if 28 Ro
2. SMEPERIE high-availability-endpoint/java B %o
3. EMTITEOHR , MAUTHR,

gradle build

4. WMALTEHS , UIEEEN AWS Eil,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. WMAUTEHS , LWEITET.
gradle run

Example : AWS Health E4 % H

ZRBROIREZ AWS K P P &|RIEE RAN ST AWS Health B4, EUTREF | HiH3E
AWS Config BR%# AWS Health =4,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcde4sdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

fEH Java &R 28


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint

AWS Health RFiERE

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
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Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java &R
- BXxEZEER , i55H AWS SDK for Java APl ZZd ) Interface HealthClient FR{SHE o
- BXIWERPAT DNS EXNENESZEFEE |, HSH GitHub H#Y dnsjava.
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1

0N

AIMEE Python 3,

EfE A Python R4l

1.
2.

M GitHub T8 AWS Health & 7] A 4% S8 To
EMEPERIE high-availability-endpoint/python B %o
EWSTEAR , MANRT@ER,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

® Note

T Python 3.3 REGRA , BAILMEAAE venv ERREGZBELIRE K MEFLR

virtualenv,. BXEZEEL |, {55 Python Wit LB veny - B ELRE,

python3 -m venv v-aws-health-env

BMALT®S , SUBUEERIRR,

source v-aws-health-env/bin/activate
BITUAT@S , REERBII,

pip install -r requirements.txt
MALT@WS , MEEEEN AWS i,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

BWMALTHS , LUETE T

python3 main.py
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Example : AWS Health 4% H

ZARE RAIREE AWS Tk &I+ XK A& AWS Health B4, A THHIRE AWS 228
/Y AWS Health B4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. LBEME , FRWANUTRSRERELU,

deactivate
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« X Health. Client WEZEER , BSR EA T Python B AWS SDK (Boto3) APl &,
- BXWETRPHAT DNS EXRNENELZER , H2H dnspython TEEM GitHub EHRKHE,

ZZ& AWS Health API 3K

LIREA AWS SDK 5 AWS Command Line Interface (AWS CLI) 3k[@ AWS & HiEKRAT | iX
LHIERALE E%IEE#?‘EE’JiﬁIﬂﬁ’fﬂﬁﬁ?%%m?o il MREFERITEATSTA
~H AWS SDK for Java , M EEFEEHEBIXLEER,
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BAPHNEIL, BXESZEER , H2H IAM AP EREFRNERREERN AWS Ik 18 A P i5E 24,
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AWS Health A X #5#9iR4E

AWS Health XL TIRENSE 0 AWS K P B4 /E<E S RIRE -

- AWS Health Z#HEH4EE,

- BXLHRBFEMEREH —IRSAIEHHNER.
« BXZ-ANHESIEHEMHNTHNEER.

o ITEASTEME RN B4R 2K

FIERELSREENRE, ERMERR , SIERERE , BFa#TER. UTHI28RT AWS
Health 1##4E :
EHRH

DescribeEventTypes RFSKRICE ALEIEEMESFANEMRE, SHRBEREHAWS RSE. &
FRERBMEBNRRE L. EHRBENEAEEEIN RERPRRMIYRMBLL. AWS Health 25
BV SR B BB Y (] 1 <

=4

DescribeEvents BEARKRFZEFT X AWS P RBEHNRHEEE. E4T5 AWS #ERZE, AWS &E
MigENEiITNERR LR B @EAN<EE, DescribeEventDetails BEARFH X —PHZNEH
MiFMER |, il AWS RS, Xig, TTHAKX, SHFHRALE R E R XAER,

3 A0 nfoag:

DescribeAffectedEntities BUEFRQRBBEXRZ - M AENBEHZMNKANER ., SRTUBREMSES
BATIEE , FEAN AWS BIR D EARES.

PAN
=

T

d

DescribeEventAggregates R ESRRZBNBHRBXFFHNEHITHR , L THEMKZHTF
1%, DescribeEntityAggregates IREARREZ — MRS MEEEHE M EAE (BIF) 1T

AWS Organizations AL MNE
DescribeEventsForOrganization

DescribeEventsForOrganization IR Bl H 5 #% & 15 E i ik R4 > AWS Organizations I SHHYFE
EER,
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DescribeAffectedAccountsForOrganization

DescribeAffectedAccountsForOrganization 8B AWS Organizations F 32 2 E 4K AWS Ik~
5k,

DescribeEventDetailsForOrganization

DescribeEventDetailsForOrganization R [E] 3% AWS Organizations F — N ZMNKF B — PR 2 A
EESHMNIEFMEER,

DescribeAffectedEntitiesForOrganization

DescribeAffectedEntitiesForOrganization BIEFMEZHFREALR P —NHZSANKFZE —PRZSNE
Al ST

EnableHealthServiceAccessForOrganization

EnableHealthServiceAccessFor #BEREF AWS Health BE R EREFFFE AWS Organizations 1T E
WRBR , HERSHEXACRATAATRNEERK,,

DisableHealthServiceAccessForOrganization

DisableHealthServiceAccessForOrganization #{EH% AWS Health RS EREF S AWS
Organizations 1T B R.

DescribeHealthServiceStatusForOrganization

DescribeHealthServiceStatusForOrganization #ERMEE R A FHE L AWS Health SEALR—
THEHNREEER

BEXRFERAXERENESZEER | BESHE AWS Health APl &,

EFAF AWS Health APl 89 Java 55 =45l
LA Java REBROGISHERNMAAIEBIL AWS Health i , AR EZBAXEHFMSMEHNES.
S 1 FIB{bEI

FEBWEIL , L5 AWS Health API #1TBE. BRIAEHAS AWS Ik P XBEEMR IAM A F
RS o

Bl H ¥ 181, AWSCredentials SE4 :
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
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RAriEmE

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

S 2 : ¥Rt AWS Health API & i
FHLE—FSPHNRILEIERREKLE AWS Health B i
import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

18 3 . FH AWS Health APl B{EFIEHER

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;
for (Event event : resultEvents) {
// Display result event data; here is a subset.

S 2 FHa1L AWS Health API 2 /= i
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System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
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// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());
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DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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MIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E R TFERREIEE Rk,

o NAZIERRNR-EAIAME RS R BRRET , NRFHITESENRR. Nk, BAILUE L
EEHTAUNBERFRRTHERE , SR ARENRTFT. BEXEANANRAMNESEER | &
SHIAMA FIERIAM A Y 58 BE FAUR o

o fEAIAMERRE F 19 S A3 — 25 BR 1 177 8] A BR - 423 BT LATE 3R B8 AR I0 5% 44 A BR I X 12 AR 7 3R Y 1
FIPR. Bl , BAURE — N R RS RIEERMBEERBLAEAKIESSL, MRBRSEER
BAEE AWS BRSHY ( Hi0 ) SEAK , MBI AERK4RR T RS REN T RINE AWS
CloudFormation, BXxEZELR , H5E (AMAFIEE) HMIAMISONKE TE | &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer 2K IEFTHFIME KRR | UERBEFSIAMEKREEIES (JSON) MIAMEESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Health RFiERE

B, IAMAccess Analyzer 121t 7 100 ZTWRBEREMAIITHWEN , THBEHEZ S MEAMNEK
Bk, BXREZER , BESHE (IAMAFIERE) FH IAMAccess Analyzer REEISIE
- EEZEHHRIE (MFA)-INRENZEZTEIAMAF S root BF AWS IKF |, FITFMFAUES R

24, EERMFAMMBRAAPHRE , BERBEPFINMFAZY.,. BXEZER , HSH (AMAF
/) B EMFAZ R HIAPIEBIREER

EXHREMENEZEEIAM , F58 (IAMAFIER) IAMPNZ £ HEXE,

A AWS Health 41 &

EiHA] AWS Health B#1& , B40HE —HARENR, XENRAMAFEINEMEETEFRE AWS
K i AWS Health R FMAEE . MRECIENETENNRIBLEAIENRKENRESIE | NEE|
BNTERTET , EATHERZRENEE (IAMBFSAR ),

FHRIX LSRR A LAE A AWS Health #2414 |, S LML T AWS &R
B& AWSHealthFullAccesso

AWSHealthFullAccess KRR FEXEIN U THREBNWTLIHRNR :

« 73 AWS Health HRHHWFAEKSERAHER AWS AL Eh#E
« AWS Health ##1& AWS Health Dashboard F#9

« AWS Health AP /EFNE XN

- EFEFXETEN AWS AANKFHER

- EEEBEKFWALR LN (OV)

Example : AWSHealthFullAccess

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health

RAriEmE

(@ Note

"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"

}

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "health.amazonaws.com"

}

I&E T L MfEHealth_OrganizationsServiceRolePolicy AWS EEFE , LIE AWS

Health AINERALAREMKTNEN. BXREZER

Health,

ESHE FREMEX<AEHT AWS

BTFAMIRIT AWS CLI WA REREZH ANER AWS APl, R , RAFHRSREESR
MATHIAPIHR /AR LB Y 3R 1F

BREZEER,

BHZH (ACER) PRRIAMA F R IR R,
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AWS Health RFiERE

ARFAFEEMITE SRR

L RGIBA I 62 R VFIAMA P E BN E A F O RBRMNEE R KK, WRESEERG
B LS ERASARES X TR RER AWS CLI R, AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

8 AWS Health Dashboard 1 AWS Health API

AWS Health Dashboard sEFH FAE AWS Ik, AWS Health APGER FRAERWL., Al A DK
WFEFITRINKF, EXEZEE , ESH AWS Support,
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https://aws.amazon.com/premiumsupport/

AWS Health RFiERE

B ERIAMAIES R (AR, 4588 ) , RABMEXLERMAKE FiHE AWS Health Dashboard FHY
PR AWS Health API,

BIAMERT , IAMAB P TfIA R AWS Health Dashboard 5 AWS Health API, &7 LU FIAM SR BE
MmBEIEANRF, —AAFPR—IMAEXKRRTFAFHRIEKS AWS Health SRR, EXEZE
B, FSHEEH (AFP. ANAE ) MIAMERER,

BIRIAMAF A , BUUANXERFRBENAZB. R, AN ATUERAKSSENE R TEHEREN
JKFFHEER AWS Health 58, BXREZEE , BERAS IAEFEHKS .

(® Note

AWS Health Dashboard #iIB&& N RNIAMAF BB RTE AWS RS EEE RN R
WRAPR | XS 2 W AEEIEE TR FIDsE M Amazon EC2 3£4iIDs, SREC24I IP ik F1—
rE2BAZEE AWS BFiR,

Flan | I REIRIAMEK BN IZ T3 AWS Health Dashboard F1#9 15 B 41X R AWS Health API |
NZREANWAFPRARTLIGE AR ER AWS RESMEXERNMEEE , BIEEM
IAM SR BE R S0 1% 17 (B4 PR th 2 20t o

BRI LAMER M4 fo APIs r AWS Health,

o« MAIKF — &0 LAE A & tDescribeEvents Ml Z KBV E YEDescribeEventDetails IR BUE < & Tk
AWS Health WEHHEER.

« (A0 P -48 0] LUBE BB DescribeEventsForOrganization#l 2 K Ky i
YEDescribeEventDetailsForOrganization RIREVE X /& T IBA LRtk = AWS Health BISEHHE S,

EXTHAAPIRENEZEELR |, S HWSAWS Health APIZ,

BEMRE

B LURFIAMER RS BIACtionTTEIZE Nhealth:Describe*, X5 E AWS Health Dashboard
1 AWS Health, AWS Health & FeventTypeCode MRS X B4 5 A2 %,

1R 15 (7] A PR

ABEEREFIHENR AWS Health Dashboard fl4E{filDescribe* AWS Health API#&4E, #i40 |
A It KA IAMA P 7] BLiF R AWS Health Dashboard ##9 AWS Management Console 318 fiZ
AWS Health DescribeEventsAPIR4E,
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RAriEmE

Example : iR 17 R X BR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
1]
}

14815 [A]

LE B SR S BB4E4E 17 18] AWS Health Dashboard 1 AWS Health API, 375 LRESHIAMA F T3k AWS
Health Dashboard £ && AWS Management Console , t175:% 78 £ AWS Health API&4E,

Example : $E48158]

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
1]
}
HAOME

MRERHZAHHALIME AWS Health , W40 fo ¥ 1718 AWS Health #1 AWS Organizations #&4E.
IAMRBEEIAction T =AM BIEU TR :

e iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess
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AWS Health RFiERE

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHEESMNREFFENBRINIRAPIs , 558 (IAMBAFIER) £/ “EXHIEIE" AWS Health APIs
M BH,

® Note

IBAIAE AR ERIK P R SIS BET5 ] AWS Health APIs# AWS Organizations, BXE
ZER , 2R AL LUEBEKS RS AWS Health S,

AFA R AWS Health A0 E

AHERFRERFERHRARDNBIIEFMEFENFIERNE AWS Health #1 AWS Organizations R
PR

Example : 01158 AWS Health A2 11 H

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
I
{
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AWS Health

RAriEmE

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",

"organizations:ListDelegatedAdministrators",

"organizations:ListParents"

1,

"Resource'": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health

AWSServiceRoleForHealth*"

}

354815 8] AWS Health 424030 F

.amazonaws.com/

HWEURF BAE4E 5 W] AWS Organizations #4E , B RF N AMKF 5 R AWS Health X &£384E,

Example : 34t

SN N

1518 AWS Health A 42 {1 &

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
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"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
® Note

MREEQERTFRROAFHEACHIAMEKEE | WA SUE Z KB R0 AWS Health$$E T %
REEHYREE B

ETHRRNETRFORNGF

AWS Health % # DescribeAffectedEntitiesFMDescribeEventDetailsAPHZVERIIAMS: 4, BRI LMERAE
FRBRAIEENSZYEFRESH AWS Health APIXRIZEEGHAF. AHhABEHNEH,

R, FEFRIAMEREConditionRKiREResourcetE, B UFERAZHTELXUERREHETIEE
AWS Health E4F R THRINR.

FERMFIEE AWS Health BT , ATMERANTFER

+ eventTypeCode

e service
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String

AWS Health RFiERE

@ EE

« DescribeAffectedEntitiesflDescribeEventDetailsAPIEEX AR B ANPR, Flin , &7 Lol
BREE , AFSRIELIEE AWS Health B4,

« DescribeAffectedEntitiesForOrganizationflDescribeEventDetailsForOrganizationAPI&EF

XERRRRR,
« BXESZEER , FEH (RSENSE) PR “AWS Health APIsTIEE" FRYRE, FIFEHN
FHEHR,

Example : ETRENZHF

ABUERFE B 2115l AWS Health Dashboard 1 AWS Health Describe*APII4E |, B354 i (8 {E4{A]
5 Amazon t8% AWS Health FWEH4EC2,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html

AWS Health RFiERE

Example : ETRRHNZMHF
DTEBEEMHENMR , BFEA Resource Tk,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : eventTypeCode A%

L BUEEF AR T3 AWS Health Dashboard 1 AWS Health Describe*APIE/ERY A RIANPR |, 1BIE4E
W EMEM S 2 B AWS Health eventTypeCode I E#HAWS_EC2_*,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

}I

{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

]I
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AWS Health AFiEm
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
1
}
/A Important
1N 8 44293 A DescribeAffectedEntities MlDescribeEventDetails i 4E{8 A ik [8) i% AWS Health =

,

N& B AccessDeniedExceptionfiix. BXEZEER , 55 H X AWS Health 514

15 R 2 17 i FE HEBR o

Xt AWS Health & 3 #15 [7) 3t 17 8 FE BEBR

FEALUTEERZSHINEEFEH AWS Health F18t A 2B 2 AV & W B BIAM,

ES ]

« BEREFITERE AWS Health

LN IT iam : PassRole

BREEEEBRNHREN

KR—REER , BATFHEMATR AWS Health

BEARTF AWS K 2 SN B9 A5 R FREY AWS Health BR

RIENEPNITIEIE AWS Health

IR AWS Management Console FiIFZEBENMITREIIRIE , MATBHEREER T KRBY, EEAR
ERERAFEFNZEBHAR,

LA LTRER AWS Health Dashboard 2 AWS Health APIIRER | R4 H
Pl AccessDeniedExceptionthix.

EXMERT , AFNERRMAEFRBEARTFRF TR,

R
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health RFiERE

AWS Health APIEEZE X BAWS Support@i@ill, il A A4l XiFitR. MREFEHREKE
i, Enterprise On-Ramp B Enterprise Support 1T XIBI K FIRITEBIE |, M SIRE TEIRK
#8 : SubscriptionRequiredException., AWS Health API

AN AT iam : PassRole

MBBINE—MEIR , RIPBELNIIT iam: PassRole 1 , MIAMEFRBUAR T BT ACIEIES
AWS Health,

BE AWS B A ERIIAEAGBRKEALIZRS , MTAREIRMNBRSALIRSHEXAR, Nit,
LY MEB T A CLEIRSHINR.

SR AWIAMA Fmarymajor= it EAEE B EFMITEREN , SHILT RHIEIR AWS Health, B
=, BELAEARFSACGHERTHNRT AIHITIEE. Mary FEAERASELEIIRSFHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary BIRBELL A FI1T iam: PassRole #1E,
MREBEEH  BFHRREZNAWS BEER, FHNEERRRMEZEIIN A
REEEFER G R ZHA

BIRIAMAF B EZAE , LA UENERENGRZA D, BR , B EZBEERENWEHRR
He MREEXRTRAERNR , WLMEIE—NHNERBHN,

HEZABEFWED ; BRI ID (Bl AKIATOSFODNN7EXAMPLE ) M%7 R %34A ( Hil40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRFAMBB—# , BL4MErHER R
40 ID MRBIHRBANERRATELRIE. GXNAFBENRE—# , Z2HEBHRIZRH.

/A Important

FAEQF=FRHEBARH , AMERN THEBRIEHIEHAS ID BR1T. B ,
&R AR T4l A K AT R R R AXBR AWS K7

HEQBFRBANN , RESRTEFHRIZESR D ABBFTRBAREE-—INLL2UE. WEHR
ZARELCBREN AT, NREEXRTREHRES , WA EIAMAFRINFNERZH, E&Z
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId

AWS Health RFiERE

ARERNARER. IRESEFNER , WATHRER—NBHAN , RAEBUEFTNEHR, EEFH
B, BZREIAMAFERPNEERRESA.

EE—REELG , BARiFHAM AR AWS Health

EATHMARE AWS Health , BAREAFZHEHARARNARFR TR, MREFEHR AWS
IAM Identity Center EEARMNAREF , WAABAFSESENXREUAEXEFTELG . NRES
BB BRIAMEKRE B ESBRASMIABMARFXENAMARG, BEXEZEE , BESH (AWS IAM
Identity Center AP 3§m) PRINRE.

MREFEH Ident IAM ity Center , M AT A FEHRNRHNA RN ARFCIRIAMESE (AFRSRA
), RE , BLTNFREHINBISEE | LUEE AWS Healthdf B EBFEBHNE, ZFNERE , @
RAPRENARFFAEARRRIES, TR ERXEEIERTIHE AWS, ETHEXSIZIAMAF,
B, KBANENESZER , HFSHIAMAFERIAMFHNIAME £, KR,

BBV AWS IKF 2 A ATF EI Y AWS Health &R

AR —- 1A , UEAMKSPHNAFREALNANARTUERZAGKIL RSN TR, &7
LUEERERER , AUEFAG, X TXHETHFRARIH F2H SR (ACLs) BARS , &RIE
158 PR 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHEZER , BEAUATHE :

- ETHRE AWS Health XIFIXLEIhEE , BESEAWS Health 20{A A IAM,

- ETHRIMUREXNEHEEN TR RN , 555 (AMAFER) P/ AWS kP @ EMIAMA
FRHEFRENERE. AWS K-

- ETHRNAEE=FREENEHERRALRENE AWS KF , HSRIAMAFEREFHNEE=FE
HIFER. AWS K

- ETHRIABERE SORIERAFRNR , 555 (AFER) PHOLEABSARIENAFRE
HiFENER (BRESHRIE) . IAM

- ETHEAACHNETRRNREHTERKFHRNEXS , 26 (AMAFERE) IAMP Y EIKS
BRI R

FRFZMERXABEHT AWS Health

AWS Health 8 AWS Identity and Access Management (IAM) fREEX AR, REHEx<ABRE—T
B EEREXREKAIEBIAMBERE, AWS HealthBRSHEXHEH AWS Health TREX , FEEHEXEK
SR RAEM AWS RS FTENFTERNR.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS Health RFiERE

BRI ERARSHEXABHITIRE , AWS Health SUBRF I HRIMLERNER. AWS Health B EAR
SHXAGHNR , RIEZEENL , BN AWS Health ReeiBEHA®, EXHNNRIIESERBEANN
PRERES | H B PR R BE A RE Y b EMET HABIAMSE 4K,

AWS Health#Y iR tE< A R
AWS Health EFNSEBRSHEXNAE

« AWSServiceRoleForHealth_Organizations— Itt & &{EE AWS Health
(health.amazonaws.com) fXE&iEE AWS RS AR, ETLHAEN
RHealth_OrganizationsServiceRolePolicy AWS £ & KEE,

« AWSServiceRoleForHealth_EventProcessor— It & & {S4F AWS Health BRS E 4k
(event-processor.health.amazonaws.com) RZEFZAE., HETLHAGH
REAWSHealth_EventProcessorServiceRolePolicy AWS &R, REEAERZARN
AWS E45 M M@ 812 Amazon EventBridge FEEHMMN, SEH N 2 FERRSEEE ENEH K
F4&3E AWS K- BIE8K F Fr 8 Bt 2249 AWS Health,

BXAWS RERMNESER , FSHAWS WHE R AWS Health.

A AWS Health8| ZREZHEXAE

BT E 672 AWSServiceRoleForHealth_Organizations RS HXxA®, HER
FEnableHealthServiceAccessForOrganization##E8Y , AWS Health £7E0K = A )9 & 01 22 1 R S5 4E ¢
y=h =

B AIENK PP ® F 3562 AWSServiceRoleForHealth_EventProcessor fREHEX AR, BXEZE
B #5H AMAFER) RWeIERSHE<AE,

7 AWS Healthdm B RS HX A E

AWS Health T A EREBRFEXRAE, EERRFSHEXABESE BT EERFENER , BAT
RRAEZHNXGSIRZAR, BR , BUUERAREACHERIAM. BXESZER , F5H (AMAF
B PRERERSHEXAE,

MR AWS HealthBIRSSHEKR BB

Eff BRAWSServiceRoleForHealth_Organizations & & , 270 % 18
ZDisableHealthServiceAccessForOrganizationi®1E. RE , B LB IAMIZEIAIAMAPI, = AWS
Command Line Interface (AWS CLI) il BRiZ & &,
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https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html

AWS Health RFiERE

Effl BriZAWSServiceRoleForHealth_EventProcessorA & |, i5Bx 3R AWS Support H ER {1 &
M TYEMEM AWS B4R MR FBER, KERBERE , EUNERIAMES SHRE—AE
IAMAPI, =% AWS CLI,

HXER

BREZER  #ZH (AMAFER) PRERARSHEXAE,

AWS WYL E K BE AWS Health

AWS REXRKEHAEMEEAINIL R AWS, AWS RERMEEN TS ELABIRHNR , LUE
BRIBFIBAAF, ENBesENR.

FicE , AWS RERBURTSANENBERFR TRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEE X BETENEAZSNES EEXRBERE -SRI NR,

BIEE R AWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
I ZRMATRBRNFEZERASH (AP, 4NAE. ). AWS AFRSFSEFHNERS AWS kS A
MAPIRETT AR , &RAATRREMN AWS FEEXMK,

BXREZEER , F5H (AMAFERE) FHAWS HE XK.

AWS Health EE L TIEE XK,

B %

+ AWS &R KR : AWSHealth_EventProcessorServiceRolePolicy
- AWS FEE R FEE : Health_OrganizationsServiceRolePolicy

- AWS EEX XM : AWSHealthFullAccess

« AWS HealthAWS 1EE R MY EH

AWS EE XKL . AWSHealth_EventProcessorServiceRolePolicy

AWS Health f# FIAWSHealth_EventProcessorServiceRolePolicy AWS & R EE, It ITE 5K N
B| AWSServiceRoleForHealth_EventProcessor REH*<At, ZXRBATFRSHEXARBHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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SERBRE. BTEFUBERIMEIZNIAMESE, BXEZEL |, BSH FRJZEXABHT AWS
Health,

RERBEBLITNER , AWS Health /21 i5E AWS E44 0 AR Amazon EventBridge MM,

KR FHE R
ZRBEEE A TRR.

« events— #RFMIBR EventBridge MM , FHHAR M EHiX LA N Y B ¥R,

"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
I
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",
"Effect": "Allow"

BEXNWNEBNERIIE , S AWS HealthAWS & KB E
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AWS IEE XKL : Health_OrganizationsServiceRolePolicy

AWS Health f# FiHealth_OrganizationsServiceRolePolicy AWS £ & XK B, It IEE Ku kM nE
AwWSServiceRoleForHealth_Organizations REMEXRAE, ZKBEATFRSHEXACHESR
BRIR1E. BRREFBERMMEIEHNIAMES, BEXESZER , B5H TRJEXACHT AWS
Healtho

IR REFE T RN PR AWS Health 2158 Health Organization MBI FTERY AWS Organizations #4015
B,

KR FHE R
ZERBEEE A TRR,

« organizations— #ERH MK AWS Organizations SAR% A BL& Organ AWS BRSS izations —i#2
ERANIKS,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
1,

"Resource": "*"

BXNEBNERIIER , S AWS HealthAWS & KB E I,

AWS FEERFKE : AWSHealthFullAccess

AWS Health fEFHAWSHealthFullAccess AWS BRI, ZERBERXRFR4E (IAMAFPSAR ) (7R
AWS Health 25N R. BEXEZELE , B5H FH AWS Health 5| &,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor
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RERFAE R

ZREEEE A TRER.

- organizations— FAHEM AWS Health AAHFFAEKSH AWS AANMEIHEE , HEEFEEK
FHAL R (OU)

« health— i8] AWS Health AP /ERE N
« iam— B 5 AWS Health RS X<EHIAMA R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",
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"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "*"

"Condition": {
"StringEquals": {

"iam:AWSServiceName": "health.amazonaws.com"

}

}

}
]
}

BXNWNEBNERIIE , S AWS HealthAWS & KB E T,

AWS HealthAWS £ & R E 3

EE AWS Health BIZRFTTHRBHFEXLEERUKR AWS RERBEFNFAER. E

TENENRE , {F1TRSSHIZH XA £ 125 AWS Health T E £ AT B,

T&RERT B 2022 £ 1 A 13 BLUK AWS Health BRE R EEE#,

AWS Health
B

AWS EE XK : AWSHealt
hFullAccess — I B R IEHE
#

AWS FEEXEM : Health_O
rganizationsServiceRolePolicy

- NI B RIEH EH

EXRMHNEHRBAE

EEPUN

AWS Health Bf%i%
AWSHealthFullAccess BU%
¥ B % AWS GovCloud (US)
Regions 9 E it X,

AWS Health 700 7 #H AWS
Organizations #&/E , 21T R
SHXABHRBAUEZEE
AWS Organizations{s F # ik
F & AWS BRSS

AWS Health £ E RN E X
A&,

B

2023 £10 A 16 H

2023 7 H19 8

20231 H13 B

REBRILTE
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ZRMEE AWS Health

BERHEPNEM AWS AL RN FEMH., TTAMMEENEEARI D, AWS Health AWS 24
LIT%# T B AWS Health , &%, RERBHEE YN REUEE

« Amazon £358} CloudWatch#5 #2288 AWS BIRMEZIT AWS R FARF. &0 UK E MR ER
BN, IZEENHEGTEE , ARk REBRAEIEEN B ZEIEER B E 58 &&= K EUE
He. BN, BALL CloudWatch BRERIL &b 3% 4 1+ E = (AmazonEC2) SKHIMCPUEAE R R H i
¥, HEZEN B EHHFEA. BXEZER , S5 Amazon CloudWatch AP #ERE.

 Amazon EventBridge 12 T — near-real-time R 5| AWS BRET(LHWRGEEH. EventBridge
XEBEHRFINEFITE, BAUEEAN , EOREES  AEXEEHRENERM AWS RS
Fa % BahiRE, BXEZELR |, 558 FH Amazon 532 AWS Health =4 EventBridges

« AWS CloudTrailifiZk MK P A REN AWS KPP R HAPIRILAEXES |, A FEEXH
B E R D A B 176 BRSS (Amazon S3) 128, & LUR B BRLE A P~ Mk 3237 T &
iH AWS, & HFIAGE IP #hak AR Ik EetE, BXEZELR , 58 AriEmE. AWS
CloudTrail

BXEZER | BSHE WiE AWS Health,

S M IE AWS Health

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFEHERN
BHEMITR, AWS RS AXx—HKREE , BSHAWS &M HAWS,

SAAE R T E S A HITRE AWS Attifact, BXESEL , BSHRM “THERE FH - AWS
Artifact,

MR AWS RS BTN EATEBR T ENBRENHBME, RATANENBIRUARERNERNE
M. AWS RE T U TR RRFENIASHE

- ZE2E5EAMREANERE — XEFBEMINC TREIESEM , ARMTEXEEME AWS £
BUREMNEAUNESRNEETENS R,

« 1£ Amazon Web Services F#H1THIPAAZ £ 5EMEN) — AAEBWHAR T FL T WMAIER AWS
KEZHIPAARFE RGN ARERF,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
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® Note
HIEME AWS RS ABEHIPAARK ., BXEZEE , HZ2H (HIPAAERERSFZSE) -

- AWS EMFEFAWS — L TEEMEMmE s ERA TEMENTLMAEX,

- AWS EFEHIEEE —NENAETHRTEHREEN, XEERLE TRIPPWRESE , AWS RS
HHEmMRHIBESMER (B REEERVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) FIEBRAREALALR (1SO) ) R 232!,

- EFAAWS Config 7 & A R IEFE R EIAN 43R — % AWS Config RS ZENRREERES K
BELFENERE., TLEMNFER,

« AWS Security Hub— iX AWS RS Bt T ENH L RSN L EME AWS, Security Hub B3 &
24T EEN AWS BRAREHERFERETUHRENRESRK, BXZTIHERSREHHS
& , 28 Security Hub #43#,

« Amazon GuardDuty — BB EEE AWS IKFIMEFR R EFREIENBREED , & AWS iR
S RVEHNTHEMR, RRENBEEGHEBEREM. GuardDuty AISEIEHEESHESMEER
PCIDSS , fflilAE R LS EERAENARRMUER,

« AWS Audit Manager— iX AWS fg$s RISARE BB F & & it AWS ERAER , M {LXES &1 A K%
T ERFIT AR EHN SR,

FETE AWS Health

AWS £IRERIRIERE S AWS XEMATRAXMEEN, AWS XKERHESMERENRBERN A

X  XETAKEIELEE, SELENSETRNMNEEE, MATRAX , SRt MREETH
Xz BT B RO RBEBHNARFNRERE. SEANENHSMREFOEMIREEL |
TAXERESHN TR, REENTT BE.

AWS Health B4 ESANTRAXFPFEEMES, XfhE LT BESET LM AWS Health Dashboard
AWS Health APBHREFRIFRIEAN]. &R LAE AWS Health B4 X 4R 90 KAEFEH,

BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

AWS Health PRy E Al iR e = & 1%

ER—MIEERS , AWS Health %] {Amazon Web Services : ZLHEMIA) B E P PR
AWS £ Ik % Z = B F IR
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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A LAER AWS B X EIAPIFELY AWS Health BEME#H TR, BEFRRLAAZBERERS
(TLS) 1.0 RESRAK., KIHE TLS 12 AESRAE, FFRHEXMXFEGTLOERE LN ED
E# (), #lan Ephemeral Diffie-Hellman (PFS) =% Elliptic Curve Ephemeral Diffie-Hellman ()o DHE
ECDHEARZHIMARE (M Java 7 RESRA ) #xFXLEER,

A, BAERGRIZL ID MEIAMBREAXBRNAEHEBANBERFTES, IE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFERFITLEE,

F AV B & FROE 2 #1 AWS Health

BLEM IT 2HHE (RNVEF, ) #£E AWS iR, BXEZER , FSAIRE AWS HEER,

AWS Health Z £ & E Kk

BESFE LT AN RESE AWS Health,

©] AWS Health fiF & F R AT aE D IR

BEX ARMAFERRNHRRENRE | BERKENREN, Fla, KLY AWS Identity and
Access Management (IAM) F 218 AWS Health Dashboard, B2 , A EFRA TR —BAFBADR

23 AWS Organizations#9 5[],

BREZER , HZH AWS Health T S0 YRR B,

& E& AWS Health Dashboard

AWS Health Dashboard 2R ELNK SN AT , LAE R NENIKF SN ARFNES,
Blan | BOES BB XN R RNEMHBLN |, HINEEEFHNIT LEE M T E = (AmazonEC2) 38
i,

BREZER , 2R T HREALHN AWS Health 12 5 EHR- S8 K7 R BIROR

AWS Health 5 Amazon Chime = Slack £

Ba L AWS Health SEIR T EERK, ixXFhEE K 7] k& F &89 F BASE Bt IR R B < AWS Health E4/YE
H, BXEZEER , HSEHPMAWS Health T & GitHub.
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/aws/aws-health-tools
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53 AWS Health B4

&AL AWS Health 5 Amazon E CloudWatch vents 5% , A ERN S ESHRIEH N, 2 Events &
N2 SEEIHN PTE CloudWatch B | BAEWFEIBA |, RS TULREER. CloudWatch E4=
HREETXEN , ISR EZNNAREFSEMISERATEN XEPEE RS,

HEREEERT , TEBE AWS Health SN XE, RHEIAXPER , RIABRT , BHREXER
B (BEERILMALER ) X HM, EAIBELXEHIRE CloudWatch -, SIARKEZEXEEH,

BXEZER , HS £/ Amazon %532 AWS Health =4 EventBridgeo
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FERALANBEEKFERES AWS Health 4

RINERT , BRI LAEA AWS Health EF £/ AWS K # AWS Health B4, IREFEHR AWS
Organizations , th AT AL FEHREF AWS Health B4, AL IhAER LT RS8N K F R 4EH
BNER. BAUFERAREREEERRE AWS XiF, KA MRSHPHNEHL,

BULREEN  BEAAPIRESHAZENKSIREREFRAELN . ERETUERZES &
ALARNEHEENENCEREF B4, EALLZHEETBERN THREFRLERN AWS BRSEHR , REER
TREFECEHMHNELRE,

REMERERAZIREE A IIEE , FX AWS Health ALARNENHERBRERERZAKT . X, &5
FHIRAE AT EE R M AR A P B AWS Health B, BAIUAERZREE R DERFIEEKS, , Betn
I RA IR 41X AWS Health 4 REITI TR R AT N 1%,

/A Important

« AWS Health T2 IEREEAALAMB 2o ARP X ENEH, Fla , MBEEALTH—
MR (111122223333) £ 48 Ai%Thee 2w El T Amazon Elastic Compute Cloud
(Amazon EC2) WEH , MIZEHFTELNEALNER D HIA,

- —BEHATA , RALTHIKS XX AWS Health E4HRAEHALANEFER , BKAE
90 X , BIEHAR— NS NKFEFEWHLI B ML,

- HOSEHE 0 XATA , RAEXFEBIBR, XNERIATERS.

TR
ERALABZA | LLA

- MAERRAMEYENARN— R,

« LL AWS Identity and Access Management (IAM) AF B EXZEEIKF , RIEFE IAM A€,

O AALERKFFNRAFENER (THE ). BXEZER , H5H IAM AFERES
HYBE Ry AWS KR A P i R Z24R o

. MRELIAM AFEHRER , BERFMFRMNERTF AWS Health 1 Organizations #/ERY IAM
policy , flf AWSHealthFullAccess Klg, BXEZER , S AWS Health ET S HHERK T
B,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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=3 Ui
« AORNE (EFHE )

- LA (CLI)
- ERTERAEALANE

(
(

AOANE (2HE )
AR AWS Health 3241 & R EE K AWS AARWETRTEL

FrE AWS Support it XK EL N EE T E AWS Health BHEI B HITEE , TEINTNTEA,

(® Note

MREAFAFHRIEEKS PR L ThEE |, N1 AP H & 0 AWSHealthFullAccess K& Z
EWNR, BXEZELR , 55 AWS Health ETF 545 1K BE =B,

EE:

- BRALNR (BHE)

- BEREALRVEES (BFHE)

o RERREYB) B HIF Y B) B3

- BN EXR

- Hin@A

- EHHZE
EEZENNK,AER (ZHE)
HRELNE (BEA)

BHALNE (1£&HE)
B LAM AWS Health 2 &1 4 B RALANE, BAMEF AWS ALANETEKF,
EEEFRELO AWS Health 2 4IE R

1. 3TFFEE AWS Health #2&IE4AR , MiE7 https:/health.aws.amazon.com/health/homes
2. ESMBEBRNENALZTIRT , %E#HFConfigurations ( BLE ) »
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
https://health.aws.amazon.com/health/
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3. ERRAELAMBENEL , %iEEnable organizational view ( BRALME ) .

Get started

1. Set up AWS Organizations 2. Enable organizational view for AWS Health

You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account,

© Success you can enable AWS Health to aggregate all events. These events appear in
the Personal Health Dashboard.

QuEE— S ———
M AWS O izati ] ‘ ‘ View d tati ‘
‘ anage rganizations [4 tew documentation ‘ Enable organizational view .F View documentation ‘

4. (W& ) MREXN AWS ALARTER , fHIMIBALR BN (OVU) , FERFEEEAWS
Organizations.

BXEZER |, 55 (AWS Organizations A 1§ FHFFEEHA AWS Organizations.

@ EE
- BRALITIER—INRILE , FEXSANBETETR. BESCALPHKSFKE , MK
ARFE/ Lo, BUUEFR , HEBERE AWS Health 2H &,
- MBEPWAEREI, Enterprise On-Ramp sl Support 1% , AT LA E
DescribeHealthServiceStatusForOrganization API IR ERKE EREZHIRE.
« SALLINEERT , AWSServiceRoleForHealth_OrganizationsfRSHX<AE

MHealth_OrganizationsServiceRolePolicy AWS EE RGN A THLAFHNEE
K. BXEZER , B2H HRSHEXAEAT AWS Health,

EEMEANEELE (2HE )
ZRHALMBEINEES , AWS Health £ 8 RIEHLARFIEK TR ES,

HEANKFIMAZBHELR , AWS Health 2 B3 ZKFP AINBELREBHR, HENKFEFEPAE
At ZKFPFNFEERTBIERIALAMEF, B2 , NEEHFRE , BZMAUlEREN], BEF
L E| 90 KR,

AWS FREEE AP RAEM < B2 90 RARE ZK S A RBERIE, £ 90 RHIRERET , AWS &
TK AT BRZ UK 7= 89 PR B SR B 2 dE

- ERERRE 90 RELL , B LUFREFN, LERLUERRA Eventbridge MK B E SRR
SZREFME S3 FRERF.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_tutorials_basic.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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« RE AWS RERBHIE , HEEMTFANKSE , AWS B ZKFEFIENRSEER
FIREZIK P B9 R S5 SR BR

- BXREZERE , BESAXAKS,.

/A Important
*F AWS GovCloud (US) XK &EF :

o EXAKSET , 2HHBMBRKS TR, XAKFE  SFFBREEBRNR,

(® Note
JERLLThREE . AWS Health 2B 8 AT AR R X 7 K AWS Health 2 HIE R - BRSFIZ1TIR
RFENREEN, FENEEATRBETEBALAPNIKT . AWS HealthiZHIER - BRSIZETT
RREHLRBBER AWS BRSHXBEATAENLABER.

B UELATTHAEEALMNEEH -
FT

o ZRR[B) AT HA 6] B

- BUXINENR

- Hib@E4H

- BEHAE

IR 88 YR Y 18] B A U Y ()

S&T] LA AROR BB AL HA R BUATLF |, EF R IME AWS ERZRAMNEH | 5080 R E L
AWS RS FIRFEER,
EEFALOANRES

1. FTHEH AWS Health #2H|E4AR , Wik https://health.aws.amazon.com/health/home,
2. ESMBEHRNENALSTRRT , EBRRREABIIEHRBUAEE KIAIRSHEHF,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/
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RAriEmE

3. BEE—IEH, ERAGELRIFH , BAUEFRREHHUTES !

- EHER

« RE

- Xigy/aAX
o ZEIGH K
« FHIARTE

o RETE]

. 25

- HR

Example : 4H 4310 B B9 R R [B] &

LN Amazon Relational Database Service (Amazon RDS) 4 Hi I 1 40 42 11 B /9 >R R &) 3L A 3 5 )

BET+H , ZEHF2

AR T — PR

changes to AWS services and resources

Q

Event summary

EC2 operational issue
Last update: Novemnber 18, 2020 at 7:50:35 AM UTC
us-east-1

S3 operational issue

us-east-1

Last update: Novemnber 18, 2020 at 7:50:35 AM UTC-8

8

8

Open issues RDS sturage issue Back to list view =]

View events that might affect your AWS infrastructure, such as

RDS storage issue
Last update: Novemnber 18, 2020 at 7:50:35 AM UTC
us-east-1

8

Details Affected accounts
1 Event data
Event Start time
RDS storage issue November 18, 2020 at 7:50:10 AM UTC-8
Status End time
Open -
Region / Availability Zone Category
us-east-1a Issue

Affected accounts

RDS storage issue
Last update: Novemnber 18, 2020 at 7:50:35 AM UTC
us-eas

EC2 operational issue
Last update: Novemnber 18, 2020 at 1:51:23 AM UTC
us-east-1

CloudFront operational issue
Last update: Novernber 18, 2020 at 2:10:46 AM UTC.
us-east-1

EC2 scheduled maintenance issue
Last update: November 18, 2020 at 7:50:26 AM UTC
us-east-1

8

8

1
Description

Unfortunately, there was an unrecoverable storage failure on your Amazon RDS instance associated with this event. As a result, your
instance has been put in a storage failed state.

You can recover your database instance at your earliest convenience by using one of the following methods:

1) Using your latest snapshot - you can view the available backups on the AWS Management Console under the "Snapshots” tab.
More information on restoring from a DB snapshot can be found here:
http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
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L £t 388 Al

ERABMENF , EEIE Lt RATRSWEARNMAERMEANNGERENSMH, XAESFIEH
B, KEBANZ2REFEN

EHBEE

BHAUEASHRASEMFEFHLATMEMN AWS Health B, FH BT H SRR B BT HAE
BUATIFRL , TRIZAETEHATLEMFETSHEMINFFEEZMAEDT |, FIMNEHER, RESMFFLH
B[] o

BEESHATETMFHEFALANERNESF

1. 3TFFEE AWS Health #2&IE4MR , MiER https:/health.aws.amazon.com/health/homes
2. ESMBRNENALETIRRT  EFEHEE.
3. HEH#HBET , aBEHEBH. BUlEFEXEHNUTER

- EHER
< R

- XE/AAKX
- ZRIMHIKF
« FHIAETE]

- ZERETHE

. 3

o

I

Example : HLAMENSEH AT ET+

LA =4l Amazon DynamoDB (DynamoDB) E#E REZH AFRTFF , ©2EMmA LR FHFH MK
Fo
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https://health.aws.amazon.com/health/
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Event log EC2 instance network maintenance scheduled Back to list view (]
Q

Event summary

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-
us-east-1

-3

Lambda operational issue
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

AP| Gateway maintenance scheduled
Last update: Movember 27, 2020 at 8:38:41 AM UTC-
us-east-1

o

RDS storage failure MAZ

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

RDS storage maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-
us-east-1

@

CloudFront operational issue
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Details Affected accounts

Event data
Event
EC2 instance network maintenance scheduled

Status

Upcoming

Region / Availability Zone

us-east-1a

Affected accounts

2

Description

Start time
November 28, 2020 at 8:38:20 AM UTC-8

End time
November 29, 2020 at 8:38:20 AM UTC-8

Category
Scheduled change

One or more of your Amazon EC2 instances is scheduled for maintenance on for hours starting at UTC. During this time, the
instances associated with this event in the us-east-1 region will continue to run but will experience a loss of network

connectivity.

Normal network connectivity to your instances will be restored after the maintenance is complete. You can maintain normal
network connectivity during this time by migrating the instances listed above to replacement instances. Replacement
instances will not be affected by this scheduled maintenance. Otherwise, no action is required on your part.

You can see more information on this maintenance in the AWS Management Console at /ec2/home?region=us-

east-1#s=Events

Additional information about maintenance events, including how to migrate to replacement instances, can be found at
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-instances-status-check_sched.html

We perform maintenance regularly to ensure that the EC2 service continues uninterrupted for our customers. In most cases,
maintenance can be performed without service interruption. When maintenance cannot be performed without service
interruption, we work hard to keep any impact as brief as possible.

If you have any questions or concerns, you can contact the AWS Support Team on the community forums and via AWS

Premium Support at: http://aws.amazon.com/support

BE 2 A K 57

REENALSTIRRT

R (ZEFE )

BANEFEEAPZZEHEEAIKS UREMAX TR, Hlm

MRBEF

K% H Amazon Elastic Compute Cloud (Amazon EC2) k|43 =4 , NBALH A Amazon EC2

KBINIKS 2EFAEERETFHER, EAIEEEANT

EEEZYWHNIKS MR

TR, RERRKFEE,

1. $THIEH AWS Health #4IE4R , Wit A https://health.aws.amazon.com/health/home,

2. ESMEBRNENALR
3. &E—1IE

4. EBEZZEIKFETIR,
5
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« P ID
- K&
o XHBTHRH
« 4HLRERT] (OU)

EC2 instance network maintenance scheduled Back to list view [

Details Affected accounts

Affected accounts (1) @ show account details

Q 1
Account ID Account name Primary email Organizational unit
v 123456789012 Jane Doe AWS account janedoe@example.com r-abcd

6. BFKSUEEZEWHNRIR,

EC2 instance network maintenance scheduled Back to list view [

Details Affected accounts

Affected accounts (1) @ show account details

Q 1
Account ID Account name Primary email Organizational unit
¥ 123456789012 Jane Doe AWS account janedoe@example.com r-abcd

arn:aws:ec2:us-east-1:12345678901 2:instance/i-01cdfc3fc1example

arn:aws:ec2:us-east-1:12345678901 2:instance/example-entity-name-2

7. MRFHREF 104D, BERERRAERBRUARITESR.
8. E&EKF ID MELBESH , BHITUTERAE
a. ESHWMKSETFL , QORBRRINHLERE. 7 1D, AEHAKS ID. —KREHA
_/|\J\KF IDo
b. ﬁ?%rﬁﬁo & ﬁkm*ﬁ)ﬁﬁgUﬁq:L/—r\o

SRS REIR (EHE) 83
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**% éE-//\ ( ? )
MREFRNARRESEMN |, TUNEERIKS PR L IhEE,

AWS Health 2F EREALAPREREMKF NS4, SUUASASEFHAFLUNNES  EFXLEE
A5 BR

BEERALOE

1. FTHEH AWS Health #H|E4AR , Wik https://health.aws.amazon.com/health/home,
2. ESMBERNENALREZTIRRT , EFConfigurations ( BLE ) -
3. ERRAALMBENMEL , %#EDisable organizational view ( Z2AHLAME ) .

2. Enable organizational view for AWS Health

After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

&) Success

{ Disable organizational view Y View documentation ‘

e —

KRIFLLINEESS , AWS Health TEREXRBALNEY., BER , REHEXACRKRBEEEEK /AL, B
B#8@EE AWS Identity and Access Management (IAM) ###1&. 1AM API 2 AWS Command Line
Interface (AWS CLI) S EMBR AL, BEXEZEL | HSH IAM AFEETHNRBRESHEXAR®,

A4 HE (CLI)

&t LU AWS Command Line Interface (AWS CLI) M~ 2 AWS Health $#&|& 5 AALWE
e, EFERARHA  FSH BALLUE (E#HE ).

(® Note

MRAFRAFHREERKFUERALMEIIEE , N4 E E I AWSHealthFullAccess
R ZEWNR, BXEZEELR | 52 AWS Health ET &I KB RO,

B
- BHAALUE (CLI)
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https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health iRtk
- EFHLUEEH (CLI

- BRALUE (CLI)

« AWS Health A ME API 2E

BHALME (CLI

HEEBN A EnableHealthServiceAccessForOrganization AP| 4ER /S FAH LKA,

& T LAE A AWS Command Line Interface (AWS CLI) 2 B 2 K88 5% 8 F L1846

(® Note

o B ABEEN, Enterprise On-Ramp 1)l Support 1T X 8V H AWS Health AP,
« BUBERAEZERE (FFRLMILED ) Xigim R,

Example

LUR AWS CLI 855 M AWS Ik 5 Atk Zhee. ST UMERKFIMNTEEERMENRN S BHIK
FEmRtkES.

aws health enable-health-service-access-for-organization --region us-east-1

AR RHIVEA EnableHealthServiceAccessForOrganization API R 4E,

Python

import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()

print(response)

Java

BRI EL T RGP EAERT Java 2.0 iRE AWS FRITEE.
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https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

AWS Health

RAriEmE

import software.amazon.awssdk.services.health.
import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import
software.amazon.awssdk.services.health.model

HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client
.region(Region.US_EAST_1)
.credentialsProvider(

HealthClient.buildexr()

DefaultCredentialsProvider.builder().build()

)
.build();

try {

DescribeHealthServiceStatusForOrganizationResponse statusResponse

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status

statusResponse.healthServiceAccessStatusForOrganization();

if ("ENABLED".equals(status)) {

System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

BRALKUE (CLI)

86



AWS Health RFiERE

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

BEXESELE , B2EEAT Java2 0 I AWS FATEAGF A ARIER.

B Rl IhEERT , AWSServiceRoleForHealth_Organizations fRE5HE<AGEFH
Health_OrganizationsServiceRolePolicy AWS HEXRENNATHEAHFNEEK,,

® Note

FERALER—IRIIRE , FENVANBEIFETR. BAIAA
DescribeHealthServiceStatusForOrganization R{ELAK EiZ I BAVIRAS.

ERHALANEEH (CLI)
BALIEEIE | AWS Health £FF 1412 FHIMALRIKT B, YRS MABHALE , AWS
Health 4 B30 &0k = R N Z) A QA E .

(@ Note
AWS Health T2 ZEEAALMEZBIARPRENEH,

HENKFEFENARN , ZKFPHNFEARTBERIEARNE S, ER , UREHFRE , &
MAEERed] , EXEE 90 KRG,

AWS FEEZE AP RAEN 2 B2 90 RAKRE K/ A RBERIE, £ 90 RHIRE RS , AWS &
TK AT BRAZ UK 7 B9 P8 SR B B dE
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html

AWS Health RFiERE

- ERERRE 90 KL |, B LUFREIFN, LERLUERARA Eventbridge MK B E JIRMER
SZREFME S3 FHERF.

« RE AWS RERBEHIE , HEEMTFXANKSE , AWS B ZKFEFIREANRSEER
FIREZIK P B9 R S5 SR BIR

- BXREZEER , BSAXAKS,,

/A Important
*F AWS GovCloud (US) itV & F -

« EXHKFRE , FOHBEBRKS TR, XAKFE , SFIBHREREBRNR,

BRI LAEF AWS Health API 24EMNA R EIREIE 4,
Example : #iRH LN EE4

LA AWS CLI s wiREIA LR AWS K~ BT B4

aws health describe-events-for-organization --region us-east-1
BXHfh AWS Health API 84 , BSRUT 2.
= A A (CLI)

&R L@ £ A DisableHealthServiceAccessForOrganization AP #24ESREZE AL TR,

Example

BAF AWS CLI 55 MWIEHI K PP 22 B Ik ThiEE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

AT LLES A Organizations DisableAWSServiceAccess API ERERZ AN ThEE, AH
I#ERERE , AWS Health 2F ERESHELAFAREEMIKFHNSEM4. WRENELTEFA AWS

ERALME (CLI) 88


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html

AWS Health RFiERE

Health API 24 , Il AWS Health £iB[El451%. AWS Health £44H AWS IKFREEITIR
MEBH,

ZAIIEES , AWS Health TEREXRBALNEH. BER , RSHEXACKREEEEK,F , EF
#&38S AWS Identity and Access Management (IAM) 32 &1&, IAM APl 5 AWS CLI fFEMIBR 7 1k
BEXEZER , B IAM AR EEPHRIBRRSEXAE,

AWS Health A4 B AP &4
RATLUFLLT AWS Health API IERFALME -

« DescribeEventsForOrganization — IRE X AL P EHHNBERF L,
« DescribeAffectedAccountsForOrganization — JREIA LA F ZIEEESH WA AWS K F 51K,
« DescribeEventDetailsForOrganization — IREI R AL P —NH SN HWIEESHNIFAER.

- DescribeAffectedEntitiesForOrganization — IREIALRF — P RZNKF ZF — MRS NEHF MY
ST

AIE AL TIRER AT HEIE AWS Health BALESFER -

+ EnableHealthServiceAccessForOrganization — #F AWS Health SHALBFHNRE , H4F SLR &
ATARFNEEREKS,

« DisableHealthServiceAccessForOrganization — 8 AWS Health 548 B3 KR,

« DescribeHealthServiceStatusForOrganization — IREIEX 2B RH L F A AWS Health BRSE

/CN O

BT EEI, Enterprise On-Ramp )l Support 11X 8818 AiX £ API #4E,
MRENEDEERE LI FITXINK~ A DescribeEventForOrganization
DescribeAffectedAccountsForOrganization 4 , MALUREIEXARFEMK,HES ,
MASERENKF TR, EALLT RA,

Example Rl : HATEEBFRIULFIT XA R ZFITXE RS

- BRAR/BE=ANKS, EEK/EFBHLIFIY , MBANKSEBTFRARZEFIT,

- BAILMNEBRKF SN ERAENRRETARHIKS A DescribeEventForOrganization
API| ##1E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html

AWS Health RFiERE

« AWS Health REIFFE =/NKFHE R,

MEENELEEEIL XX HA DescribeEventDetailsForOrganization
DescribeAffectedEntitiesForOrganization API 4 , NI REEREIEXRARFEEE
A, Enterprise On-Ramp 1)l Support 1+XI89 K F 895 2.

Example R4 : AAEREEEh, BELMFRARZIFITRIAIKS

- BRNALDPEENKF, EEKFEELLRFITR , ANMNKFEERLEFITR , MBEANKFE
BFERANRZFITX,

s WA LNEERIKF @A DescribeEventDetailsForOrganization API 4,

« AWS Health fURE EB L Sl XFITRINKFNES. EEFRAAXFITINKANERE
MME failedSet H,

ZREERAL[UH

£ AWS Health & | &R BLFIF AWS Organizations FWEEEE A EE | ZIEEARFEEKF UK
K P #E AWS Health #24|E 4 £ 58X AWS HealthAPl AURIEA REERE AWS Health B4, E3F
EEAMEFETEHES REEENEEENMNANETRAES, FREZRIEEKF AR —
fih AWS Z2RESEKR ( RTEE )

B3
« NENELRODBEEMELEER
- NENALUBRPBBREREER

NIENELANEEIMEREER

NALBFRARUERE  KRSUUEHATIMENINKAKFIENEZREERR. At , FRAA
RegisterDelegatedAdministrator APl 4, FAMEEAKFT G , RAKFREAEZEREEZKS , H 7
M AWS Health 2 &I E R 5 B AWS Health AAME, WMRKSEBE L, Enterprise On-Ramp ik
v Support it&I , MZEEEE R W LAEA AWS Health API i8] AWS Health H4AME,

EEVEREER , BNALNEEKFHALT AWS Command Line Interface (AWS CLI)
To BULMNEEKF KM ATEEESFTE AWS Identity and Access Management fXREI A&
HIkFERALGS. EUATHmSRAIS | & ACCOUNT_ID B#ft HEES AWS Health RS &
"health.amazonaws.com" — & E M} #Y AL 52 K~ 1D
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https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
https://aws.amazon.com/premiumsupport/plans/enterprise

AWS Health RFiERE

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMEREERE , £TUEEHMLALKS WFTE AWS Health T4, BTLEETH 90 XRH
ERBRAANRDEARNFLES (URTENE) . BE8 EAZEEEADEERS IR
BEREK— 2 HER.

MEHALANEFBREAEER

EBREZRAEEAN RN , EiHA DeregisterDelegatedAdministrator API 4,

MALMEEKSF , WHLT AWS CLI &%, NTIAZREERAN S BBRAAKS . EUTRH
W, & ACCOUNT_ID BN EBERKAATKF ID,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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{FF Amazon 41 AWS Health =4 EventBridge

A LAE A Amazon EventBridge SRR M EHH X AWS Health E4MEHR B, RAE , BEZLIENN
N, YEHSEEAN SIEENEER , EventBridge A —/MNRZANBirigE, BRIFSHMER
B UHREHERE. BIHMEYS, REABHN, XNYEEESHTEMEREE, fl, MREFIT
AWS Health #{TEH AWS IR , flanll %% it E = (Amazon EC2) K6, W AT BAfE A #EM R
FHRHFBEE, AWS Ik

@ EE
« AWS Health REARZ hE#EF. F—ERERIEES —E 2% 2| EventBridge.

- ZOIEME{T EventBridge MM H R e WA BN AWS kP, EEWENIPEMIK S
WY LR5ESN AWS Organizations , B2 REAHANENZ RN EE R FRNXERE AWS
Health =4

EventBridge fE8 AWS Health THEREN—7 , BUUESHARRE ZRA#ITIER , SIF

« AWS Lambda BE%

» Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA %
- WEB#F (470 CloudWatch Z3R3h1E )

« Amazon Simple Notification Service ( Amazon SNS ) £

Bl | SEETLAER Lambda BEk , ATE &A% AWS Health B4 EXZZEE Slack B, % , &
A LA#E A Lambda 1 EventBridge =4 & £ it AWS Health B3 Amazon SNS &% B E X X AHE
EiEA,

BXET LA AWS Health EHMEIRN B3{EMBE BRI RS , TSREPHAWS Health T
B GitHub,

£
« ZF AWS Xig Z2 AWS Health
« XTHLHESN AWS Health
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://github.com/aws/aws-health-tools
https://github.com/aws/aws-health-tools

AWS Health ArfEm
- NEHLEEE AWS Health

+ J 8| EventBridge N AWS Health

« AWS Health Z# Amazon EventBridge 2243

« X AWS Health E43# 1745 7 EventBridge

- FRAEANEBNZRNEERGRNRRE AWS Health B4

« AT AWS Health X ZWEH AWS Chatbot

« &%t Amazon EC2 SE4IZI B {LIRE

« K& SMC % #28 AWS Health

EZF AWS Xig %2 AWS Health

BATAEZERE AWS Health B4 EANXE ]2 EventBridge N, RBIZHN |, W ToEEKE
. o, BEREBCREEERS (BBXMN ) XBWEH , BA500 XS e 2N,

MEFRMNZRFESHAEE , NEZOXEPEEEMRN THAANENTERENREEL D, B
AWS Health AHEARN X ERZ N XENEAXE, BXEZELR , HS<T AWS Health
WAHRENS, BUUEZERED (BRBRM ) 8350E AWS 2 XPWATE XEiRERANERZH , B
FEXEZRFLRBHEMW , bTUKEBRES, ZEED (HBBNN ) KENZHXEEXEER
B ( BERILMILE ) X,

Bl , MREEREREN (EZRE ) XHEH  MEZXSERTTA , BLZEH AWS Health
HEEIZERS (RPN ) Xifl, #Tk, EHZ 1D EventBridge MNIFEM4RE B EIEENE
ro ERIEZHMN , FR N 612 EventBridge BN AWS Health YA T SR IRMEH E X E T H
(HBRBRM ) X,

BLE AWS Health FHFREFE T XN . IRETFENXBNEHHNLBEEYS. HPIFHX
AWS Identity and Access Management XA E4. BEERLBSEMH , BDTCIEAN |, HEEFRI
(BFRILWMILE ) N EXE , FEEE (BBRM ) XEEREHKE,

B EIRSREH AWS GovCloud (US) , #411E AWS GovCloud ( ZEFEE ) it X AN,

X TN HE7ES AWS Health

HEO 2R T RIEEHM EventBridgeM N ET AWS Health , ZH N £ R AZIESE T KFWS4NL
HEH
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events

AWS Health AFiEmE
- BETHRFNEHLEZMENKSFER , flmiEEH%E Amazon EC2 SRHIEFHNEHHH it Xl
EREH

o NHEHEREAWS Health ZHER — RSETRRL L. DHBHHIFBET AWS K/ , M2
REBAXBSHXETAENLIRESR

/A Important

ERENFATNEARE | MHNAFER "source": [ "aws.health"] B, BEA (W
"source": [ "aws.health*"] ) EHRZELRENEMASHNEXTHEHA,

MBEREEBMRENAHRESE AWS X5, RINBUEQERZHOHAN, B9 AWS Health AHEHE
A ZEES I XENEAXE, BiEFER eventArn 1 CommunicationID HIBREE AWS Health
B AANTFEZEIZHXEN AWS Health BB | XEE4RE—3,

RO AERASHESRIRINEHROREHEREET EventBridgelK FHIEH, eventScopeCode B4
A LA PUBLICEACCOUNT_SPECIFIC, &t A LARIELL S BIF MM,

5] : Amazon Elastic Compute Cloud B9/ H =4

DTEHEREERE (FFRILMILE ) XEH —4 Amazon EC2 #EFRIE,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
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https://status.aws.amazon.com/
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"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [
{
"latestDescription": "We are investigating increased API Error rates
and Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
}
1,
"page": "1",
"totalPages": "1",
"affectedAccount":"123456789012",

MEHLEEE AWS Health

MRENBSHIKFFER AWS EH4RM AR | N AMEBHIKF %2
FEAWSServiceRoleForHealth_EventProcessorfREHEX AR,

A EEE event-processor.health.amazonaws.com REEHXEBE AR, METHAGKN
EAWSHealth_EventProcessorServiceRolePolicy AWS &R, WEIIH TiZAGT L
HATHIIER |, Blin AWS BRSS R &8 A H AR,

RE , WABRATELENIKF h6]2 —/ Amazon EventBridge £EEMN, ZAN B AR
AWSHealthEventProcessor-DO-NOT-DELETE, WM 2EHKFFrEERMZER |, Fit
EventBridge AJ LU B IRIR ST EE B NEIK - &IXE AWS Health,

HXER
BTYRESES  BSHANUTEM

- FERSHEXAEHT AWS Health
« AWS EEXFKRE : AWSHealth_EventProcessorServiceRolePolicy

7817 EventBridge MM AWS Health

&1 LA B2 — %% EventBridge MM , AEEEH K- HUKE| AWS Health EHEER., FERAIBREHN
N2 57 AWS Health , i§# 1T TRE :

HIEHALE RS AWS Health 95


https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
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RAriEmE

o REAPNEH. AINFABFR. EventBridgeBXEZEE , HZHMT LRI S# EventBridge ? #&
Amazon EventBridge i FiERM#7138 A A+ EventBridge — BRERM I RIEH AWS BIRFE Ko

- BRBREENSEHEANFERE B IR,

E 3 8|2 EventBridge # N AWS Health

11.

$TFF L 53 EventBridge & #1& , MikJy https://console.aws.amazon.com/events/o

EFNAWS X , FEATEA LANXEGEESR, EREEEPRE AWS Health SHHX

o

ESMERP , EEHAN,

R SIEMN,

£ Define rule detail ( EXFANFMEE ) HEL , HASNZHANER,

NF EHEEM ANKE  RERIAME , ARERET %,
EREEHEXNTELE , hEHFRIEEAWS S4H EventBridge & 1EK 54,
£ EHEXT , X T EBHR , &% AWS RS,

£ EHERT , NF AWS RS , EREZTRR.

X T BHERE | ERUATIRIZ—
BESTRREREH — NEHRBEEHHE SR Abuse B9 AWS Health E4-0IE2 -4

P

BERRSEHMH — NEESH (W0 Amazon EC2 ) GIZMN, AWS RS
BRI LUER RS N BFERS. NWREERBERS  FRBEUATEIZ— !

EE EMEARER T OIRER TRESHRERANAN,

ER BESHRERT , ARMNIRHPEEFE—ME , Wissue, accountNotification =
scheduledChange,

® Tip

- ERRBERSHFTE AWS Health B4, RIMNBWEIER “EEBM4RE KM E
AIRR" . XFF AT AR N 2 B E RS ATAE AWS Health 4, 2EEMHHNE

HRBERB. BXANTRH , FSHFAE Amazon EC2 =,

« BALEER-FANKES MRS REMARERG. At , EEAFHERANBEH

B, BXRESZEE , HSHR IS MRS ML IZAN,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.aws.amazon.com/events/

AWS Health AFiEmE
12. MBERBERSNEMHRERG , BASHRERBERATEIZ —
B EMEARERT , CIRERATHRESHRERBHAN,

R BEEHXRBERE , ARMNIRPEE—NHZNME, HEEMNERTEESE
HREARBRFN, Hln , REIEFE AWS_EC2_INSTANCE_STOP_SCHEDULED #
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , NI NI{GER T &K - & £/ 2
=4,

13. NREMWMARERE TR — -
- AR EAHRRACEERTARERRNAN

- EERBERBRHEBA—ANHIZNEREN D, Flm, EAIBIEE —/ Amazon EC2 K4 ID ( 20
i-EXAMPLEalb2c3de4 ) , SAMGIRN Gt & RNEH.

14. FELNANREUEEFELNBHLERER,
15. ﬁj:%-lt_zeo

16. £ AR BEHFTEL , EREFLEANGENBEIRERE K AREEZEHFFENEMEMET, 4l
w, EA LU EH K% 2 Amazon SQS BASIER, Amazon SNS =&,

17. BT —%,
18. (Wit ) £ MEBMHRLEREL , FIMEERE , REEE T—
EE  RZLX BT EMH aws.health RFEAER ., EventBridge
19. 7£ Review and create ( FEH 6122 ) TEH L , FEENANREHABREFTEENEHLRE
Ko
20. & SIEMN,

Example : & T PTE Amazon EC2 E#HIA N

LTFREIGIZT — MR , AT EventBridge ¥127iH Amazon EC2 B4t , @EEMHRERS, B4
(AR E K
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AWS Health ArfEm
Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events

Health v 11
2 "Source ["aws .health"],
"detail-type"”: ["AWS Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching 5 "service": ["EC2"]
pattern ; }
Specific Health events v i
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
© Specific service(s) [# Edit pattern
EC2 v
(o] Any event type category
Specific event type category(s)
© Any resource
Specific resourcel(s)

Example : & T4 E Amazon EC2 E4HIH N

AR RBI8IE T —NATF EventBridge ML T ARHN

+ Amazon EC2 RS

+ scheduledChange E#E K 5|

e AWS_EC2_INSTANCE_TERMINATION_SCHEDULED #

AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED MY E#4XE R
« ID A i-EXAMPLEalb2c3des4 HY3E4HI
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

NZMIRSS MK B €2 AN

ERZBRAFYREIEIER RN BN RS MBARERFICIRAN, SRS MRS NEHRE
RAGIEAN, XEREETLHNFEHERNFNMRS MR LMeIZAN, Hib , BLRARBEBHFE
X, REFIMAER.
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&R MEA LT E— &,

NEEH AN D0 ARSS MK 5

# EventBridge 2| & /Y “MN” TWE L |, EFHMM B,
HAELH &R RE.

BET—F,

XTF BHEREREERN  REEXARFERPAALHER.
HE T—F , BERHEA FEFAEHTE,

B EHRANRFERE R,

o 0o K~ w0 N =

T3 R AL 7 0 B 55 A1 3% B

1. BERER H8IZE EventBridge M N AWS Health B F 3 9 RIS R E,

2. XNF BHEX , &R FEEX , MARMIRPERENMRS KR,

3. BEXAXFERPIHMALHNENR, EBRHUTROIESENETURSHERNNER,

4. HEENWBEHER , RASER 612 EventBridge N AWS Health FEIRIRSECIZERAN,

A8 APl 3 AWS Command Line Interface (AWS CLI)

NTFFHORIMEBNAN |, EFEMA PutRuleAPI ##EHaws events put-rulem TEHEHER. B
Kl AWS CLI a5 , BSH (w2 %E) P put-AWS CLI r ule,

Example Rl : ZNRF B HLRZK S

DTFEHELRNRT -4, BTRE=F AWS REMWissueaccountNotification,
MscheduledChangeE4 KA K FI A ZE4H - Amazon EC2, Amazon EC2 Auto Scaling H Amazon
VPC,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",

NSRS MEZ 0IEMN 100


https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html

AWS Health RFiERE

"VpC",
"EC2"
]
.
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

AWS Health =% Amazon EventBridge 2813

AT 2 AWS Health E4FHY2RHT, X SRl RA SR AP AV B SO BRI B RN “#7. RMERME T =A%
o

AWS Health 42213
AWS Health 42213
S iR yS |

BRA< EventBridge =&
AR, SR
“0”

id =41 =
uniqueEve
ntBridge ¥x12
5

detail-type HIRFEAE =
BER,
*F AWS
Health &3 |
IXORF R RAWS
Health
Event=
AWS Health

AWS Health =4 Amazon EventBridge Z2#3 101
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S8 iR HIE
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source EHELRE, B
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h
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(® Note
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S8 iR WAIE
time BN &% =

B0l
EventBrid
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N yyyy-
mm-d
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detail
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RAriEmE

SH

eventArn

5%

DU AIE

HE X =
AWS Health
RSB RYIE—
WIRSRF , B8

X i3 A =4

ID,

(® Note

eventArn
X
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X
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W DU Sl

=4 TypeCode EHRENE =
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startTime
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endTime

B /& — )X UpdatedTime
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statusCode
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eventDescription
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ENER e
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RAriEmE

NHZETIRREH - Amazon EC2 #4EBI &R

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/
AWS_EC2_OPERATIONAL_ISSUE/AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-
d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription":
[{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

1,
"affectedEntities":[],
Ilpagell: Il1ll’

"totalPages": "1",
"affectedAccount": "123456789012",

NHEBITIRREH - Amazon EC2 &4 EE
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RAriEmE

K 7= 45 E AWS Health 4 -Elastic Load Balancing API [a] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be

3,

"page": "1",

"totalPages": "1",
"affectedAccount": "123456789012",

here"

BET KB AWS Health B4 - Amazon EC2 L7 IRsh 2 T B&

"version": "0Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

K P45 € AWS Health ZE4-Elastic Load Balancing API A&
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"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111",
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012",

Xt AWS Health #3475 I EventBridge

AWS Health % “%JR” 5 “AffectedE EventBridge ntities” 5% § BUE S K/ 256KB #I BB 4 K /N R
Hlat , ZEX AWS Health EH4#H T2 W, LA AWS Health |, Y& FBI R , ToNTENE
RIREEHHITES.

AWS Health MEHE DB ERE “&R” M “detail. AffectedEntities”s MR 1k “&iR” F
“detail. AffectedEntities” 5| FR&EiT 256KB , M &z TIRIAEH AWS Health I RZATTH ,

Xt AWS Health E#3 175 T EventBridge 122
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HEXETEENLMAESEXHEF, EventBridgeB N EHEREMHE R eventARN
communicationld , A{EE W ZIFTE 71 H j5 #5 B E#4H 5 “resources” Ml “detail.affectedEntities” 51 % .

XEFNRDEE ARSI LERHE , #lfn |, 2 EventBridge M4 E [@ B AL A4 SR E ( Filan
BT ERF SRR ) B, WREIF P AT 3RIE A B P W] LU XY “detail. page”F BN NI 2R | {RALEE -4
RHE , NTUEREETES RN TS EHE R,

MASTEMER , UXEBHD T, WNE , 1 communicationld 527 communicationld FE2&
RAEFHEENTE , IERE 1 TERGIM. EBERINFFE , detail.page F detail. TotalPages ,
AR T EN YA ABMETT . AWS Health Br“detail.affectedEntities” =% “resources” 5l £ LA
BN TUEEHREENGEETEMERE. WEFMERERE , TUEHWEXESIR, FEEEIRME
AN S 35

FEAALNEMNERNEE ARG RNERS AWS Health B4

AWS Health X337 Amazon L% AWS Health B4R TALURMEREE R 5 R R R
EventBridge, FF/EHLAMBEE AWS Health , EBIKFREZRXEE AR FRERKBHALAREBEKS,
¥ — AWS Health E4Z AWS Organizations.

WIhEEEERMEDUR , UHKBERENALADH AWS Health Etf, EEEKFPIZBEHLAMNE
EventBridge N H T2 ERHLK R H MK~ H EventBridge LN,

BEXRELEALALNBMNERERAFRNRANEZELE AWS Health , HSRE S AWS Health =
#o

FEALLT AWS Health 5 ##W=EH AWS Chatbot

RAAEEEBRE i (0 Slack 1 Amazon Chime ) F#2U8 AWS Health B4, &AL

A B4R IRBRKIE T MEH AWS RARFANEMEMN AWS RESEE. AF , &1
A% F AWS Health BHIER THBEXEHFNESZEFE LS. flo0, MREBEFKEE AWS K- H
AYAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#3H | NiZ AWS Health E4 A B ZE L RELN
Slack &,

FRFMF

EFRZE , BUTURRUATRE

- BEENEIXRZE Fim AWS Chatbot, A LAELE Amazon Chime # Slacke. BEXEZEER |, 5SH
AWS Chatbot EIEiER I AWS Chatbot A |7,
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https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html

AWS Health RFiERE

o BBIEHITHA Amazon SNS =&, MEEEE SNS =& , N LAEANEEET, EXREZE
B |, 5 ® Amazon Simple Notification Service FF & A R HH Amazon SNS Al 7T,

B AT AR B AWS Health 531 AWS Chatbot

1. &R HAIE EventBridge N AWS Health ¥ 13 REV I FRIRE,

a. EIR1IB3HPEXBHERNNRER , EEXNRE—THRIMLES , RERMUTITUM
2 AWS Health E4HHIBRTHENII KBS, FSHE X AWS Health E4# 1707
EventBridge.

"detail.page": ["1"]

b. LI 14 FEFEBIRET , B1EFE SNS B, BFF1E AWS Chatbot 24| & HE A AR
SNS &,

c. TEREIRISE , LBIEHN,
2. S#% AWS Chatbot 2%l &,
3. H“EMXREFU , W Slack BEZM , AB%EFE Edit (HE)

4. 7E Notifications - optional ( BHI - Ali& ) F5 , 7 Topics ( T/ ) PIEFESSR 1 EENMEREHN
SNS =&,

5. &E&ERRF.

% AWS Health [AH EventBridge ZIERFEEMN B EHAT , X AWS Health EHFE RELN
REFIHH,

6. EESEF B AIE AWS Health B4 EHRTFEEESEE,
Example : %32/ Slack AWS Health B9E#

LTREELRS (FFEILIER ) XA Amazon EC2 L Ik & 8 745 BRSS (Amazon S3) Service
£ Slack SUEH HIMH TN AWS Health SE3I R B,
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
https://console.aws.amazon.com/chatbot
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

£ Amazon EC2 S=HISSIN Ha{bLiRE

&7 A& 3 Amazon EC2 324l , B Bai{bRERMB I T RIEH. 2 AWS Health EEH AWS
TP RIEEHE , BH EventBridge M AT LB A B ¥R ( Hl40 Automati AWS Systems Manager on X
) SRR EKEBHINITRE,

fFlan | 130Tz e XRFHM (Amazon EBS) Elastic Block Store X ##) EC2
o) 2 HETE D #h EC235 45 FISE B BF AWS Health |, £ B4R L IX B BAY

3¢ Amazon EC2 32433 B s LR E 125
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#JAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#R. AWS Health =5 # 0j4& M Z
WEARKAE  BULLEELERNBIRM, X&  FRAXFIHRITXLERE,

(® Note
7 B311T Amazon EC2 SEfIIR4E , 4B Systems Manager &2 iX 324,

BXEZER , HZH (LS# EC2 AF{Em) EventBridgeF # “Bzi{t Amazon EC2”,

FRZM

ERIEAN 25 , BAFEIE AWS Identity and Access Management (IAM) KB&, 612 IAM BE&HE
WMizA e EEERE,

B2 IAM policy

BRIULSBNENACEETFEERRR. EXBERTFASAREHTRENNR, HLIREER
IAM #2515 F#) JSON KE4miEzR.

#1% 1AM policy

1. E3F AWS Management Console J3TFF IAM #2&|& , MitH https://console.aws.amazon.com/
iam/,

ESMBERSD , EEREK,

TR E R,

%42 JSON EI

SHIELT JSON , AEEikimERFHEIA JSON,

o > oD

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

]I
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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"Resource": [

i n

"Effect": "Allow",
"Action": [
"ssm:*"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"sns:Publish"

15
"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

a. TEResourceZ#H , EL L@ FRE (ARN) 1 , B ALK AWS 1K ID,

b. ZBEAUBERACENIEARIANEN, LRHIER AutomationEVRole,
EERET—% : 7%,

( A& ) B AE AR SN BEX S T IR R R K,

B T -5 ' o

£ EEXRE WEL , AR, 60 A utomationEV RolePolicy FIu[i&/y R,

10. EEF Summary (HE ) TH , AEFRKA TR, MRS RBEBIHE | HER IER
B o

6
7
8
9
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AWS Health AFEE
WREEXABATURITHERIE, BXEZER , BSH (IAM AFERE) RHB8IE IAM policy ( # 4l
&),

B IAM At

BIERREE , BATYE IAM AR | HFRRBENILER,

7 AWS REtIZAE

1. &% AWS Management Console 73T 7F IAM #2%|& , B4t https://console.aws.amazon.com/
iam/,

2. ESMEBERT K ZFAG , ARERUIEAE,

3. X¥TFSelect type of trusted entity ( EFZEELMAEAIKE ) |, &EHFE AWS service ( BRF ) -

4, WNTEFLEAGTHEHABRAGBHWRS , %% EC2,

5. ®“ET—F: MR,

6. MALRIBNEEN , HIW AutomationEV RolePolicy , SRk iZKIEEZ DN EIRE,

7. EET-%:H%,

8. (W) ZAUERARSERNRENFABBERMIAE,

9. ER T—% ¥,

10. £ ABEMRH , WA AutomationEVRole, BB MESERIER IAM policy B ARN A& REY

BMHEE.
11. ( A% ) X F Role description(B&#EiR) , @ A BEHIEIR,
12. REAE K ARERFIEAR,

BRREZER , BSH IAM AP EETHA AWS SRR,
EREERE

RG , BULEHMEIZAGNEERK, BLXMTRILTIE , T 887 EventBridge 24 & PIEF LA
&

EFEHZABNEERE

1. &% AWS Management Console 3 FF IAM #2%|& , B4EH https://console.aws.amazon.com/
iam/,

2. ESMBERD  EFRAG,
3. EEAWSKFFHNABRIRY  RBRZAENACGHWER , HlI0 A utomat ionEvRole,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
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4.
5,

6.

W FEXR RIF , RFiEE REEEXRR.
X$F Policy Document , £ JSON , MIBRERIAKES , REHEHAK JSON MU RIAAEMLE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
""'ssm.amazonaws.com",
"events.amazonaws.com"

]

1,
"Action": "sts:AssumeRole"
}
]
}
R EFNEERE,

BXREZER  B5H IAM AP EETNENACEERE (258 ).

NEIEHN EventBridge

BRI FRTE EventBridge EHI AR IEMN , XHER AT LB FLEMEBFITRIERAM EC2 Kb,

# Systems EventBridge Manager B 3higEIZH N

1.

2
3.
4

©® N o o

$TFF L 5% EventBridge ###]& , Wik hitps://console.aws.amazon.com/events/o
ESMBEKTH Events ( BH ) T, % Rules (FN )
£ RIEAMNTTE L , WAMUE |75 M HFHik,

£ Define pattern ( EXHER ) T , i Event pattern ( EHE ) , ARFIEE Pre-defined
pattern by service ( RIERFMEXLHER ) .

X F Service provider ( RFIREE ) |, &EFB AWS,
NF RFSEH , EF EZTHRR.

T BHERE | &R BESTRRAES

EE BERS , AFIERE EC2,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
https://console.aws.amazon.com/events/

AWS Health AFiEmE
9. LR BESHRERF , RFk#EF scheduledChange.
10. B BESHRERE , ARERSBAHRENRD,

flan | Xt F B Amazon EC2 EBS ZiFRISEfI | %1%
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., ¥ FH Amazon EC2 £4i1F
i ZIEH9RHI | %R AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED,

11. 3%+ Any resource ( EAHEIR ) o

18 EHERNXMUT BT R

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"

1,
"eventTypeCategory": [
"scheduledChange"

1,
"eventTypeCode": [

"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. 70 Systems Manager Automation X B #5. £ EZEBHRT , X T Bir , &F SSM
Automation,

13. XF Document ( 314 ) , 1%E# AWS-RestartEC2Instance,

14. BRIT REBILSH , AEER W ARKRSR,

15. £ M ABRBRFEERPHEA {"Instances":"$.resources"},

16. NFE=/NFE , A {"InstanceId": <Instances>},

17. & FANEAE  RAEERELIEN IAM B | 10 AutomationEVRole,
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&R B FRRR LT BA T R 6o

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MR&HE EZFTE EC2 M Systems Manager INRUKREEXRNIE IAM &  NAE
FreETREIRFP, BXEZEER , BHSH EREH

18. EFEGIE,
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MRENKF P RETHFEERANNEL | W EventBridge 2FFZBH KIZLEHIEE BT,

BLiE SMC %E#288 AWS Health

T LU A IR S ETEE 285 (SMC) ¥ AWS Health B4 5 JIRA 5, BURIREMKFEE , it
WERMIFHES , UREE Health B4, ServiceNow 5 SMC £ AWS Health ] LA &% K
Health S EventBridge Sk B3I 022, BT EHT JIRA TH M ServiceNow=E#4,

B UEAALMBAMERNER R FENRE JIRA MG BRINEBEENALK Health B4
ServiceNow , HfF AWS Health E 2 EZE S 2 AN TEFREF,

BXfER SMC #1T ServiceNow £ EZE L |, BESHEERK AWS Health ., ServiceNow

BXfEHA SMC £ JRAEB=MNEZEER |, 5% JIRA AWS Health

B SMC iE$#8F AWS Health
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https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
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#5¥2 AWS Health

BERErMEMm AWS SRS RNTEME., THAMMUENEEHAMKE D, AWS Health AWS 21
AT T B AWS Health , &5, R A2 HEE Y0 REUEHE

« Amazon £3E8t CloudWatch %1281 AWS BIRFEIZIT AWS WA AR, B0 LARE IR ER
B, QIR B ENWEGEIYHEH , UK REBHR LR ENEIRE DG ER R BB &S KIS
. BXEZEL , 55 Amazon CloudWatch FiF$§R,

A LAE A Amazon , EventBridge BAE U EI G 5% I RE B2 I S8 1Y AR 5 F1 8RR AWS Health BV S 41018
4, a0, FER AWS Health £ 7 B XIER Amazon EC2 SEHIMEH | B e LAMEAIXLEBEHRE
T3 , HRBEEEEMRBRENRR. BXEZEE , 5ZH £H Amazon 4 AWS Health
E# EventBridgeo

* AWS CloudTrail 3R BRI IK P A RER AWS 1K & HAVAPIRA R MRS |, AR BEXHE
i 2| IS ER) Amazon S3 T, AT LR BIGRLE F - MK 4R 4T 7 BiE AWS, R HFILAYER IP
hht AR LR ERETR, BXEZER , 28 A/ ERM. AWS CloudTrail

ES]

o fFAid3% AWS Health API3EiE AWS CloudTrail

fE i AWS Health APIi@iEF AWS CloudTrail

AWS Health 5 AWS CloudTrail—BilRF &R , ZRFREMEAF. AEH AWS RFEPHITH
BERMIEF AWS Health, CloudTrail SFAPIFEILHEIR AWS Health I E4., BRHVBASIERE
AWS Health ##1 &K FAFX AWS Health APHRENARB AR, MRECIETRE , WA AEF
CloudTrail EHEF£& &M ZE| Amazon S3 R , SIEANEH AWS Health, MMREREERE , &1
AR LATE CloudTrail H &K “SHHLIER FEERFNEHN. EHKEZINEE CloudTrail , &
A LATA E @ BNME R R HH AWS Health, & HEREY IP sk, #AH THER, @K EHERARHA
HFHES

ETHEZELR CloudTrail , SIEMAEEMNESATE , 555 AWS CloudTrail AFEE) .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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AWS Health £ E.7£ CloudTrail

CloudTrail &8I AWS IKFR EEZLNKS LEA, SAXBFNBEHEDREEPE AWS Health
ZEFHSEHM AWS RS CloudTrail B4 —BIZERESHHELIEFRKF, EALEBCH AWS K/
B, BENTHRERENEN. BXESZER , BFEHAEASHALIZFEEF CloudTrail .

ERZIIREAWS KFHHESH |, SFENSEH AWS Health |, iB8I2RE, BERAY CloudTrail A
FX L2 Amazon S3 FfiEfE. BRINBERT , HEBERH A PABRERN , ZRESNATHRE
AWS XiF, RERIDRE AWS 2 XFPiERMEXEFNES , HYEEXHERIEZERIEEN Simple
Storage Service ( Amazon S3 ) Ff##. LA, BB EHAM AWS RS , LU —F o RLE
CloudTrail BERRENSHEBIE. EXELZEE , BZATINE .

- BIEREREHR

« CloudTrail MRS MERK

« AUTHEIMEETSFHSNSEZ CloudTrail

- BRKRBEZANXEH CloudTrail B EXHMERK B Z KT CloudTrail B&EX 4

A AWS Health APHE/EIH (AWS Health APIZZ % #) i2% CloudTrail FidR#ER. Hl0
¥fDescribeEventsDescribeEventDetails. FlDescribeAffectedEntitiesiE#{EMIARESTHE
CloudTrail BEXHFHERKFE

AWS Health XA N REEREHIERTE CloudTrail B EIHFH -

- BREEARASTEAMEER H
- BREGAAGIERA A/ NN RS TR LN
. EREFHEM AWS BE K

BXEZELR , S FCloudTrail userldentity 7t 3,

&R LA B EXHE Amazon S3 FREEHFEEERNAE, Bt LE L Amazon S3 A5 EHM
M B3 MR B S . BIAMBERT |, BH BEXHERA Amazon S3 BRSarim H% (SSE) #1T
&,

EEBEXEEIZENKEEA |, ELa LR E CloudTrail & B &34 3218t &% Amazon SNS &
H, BREZER , BSHANEEE Amazon SNS EA] CloudTrail,

EET LUK B 21 AWS XBMZ4 AWS IKFH AWS Health B EXHR S F| 824 Amazon S3 17
T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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EXEZER , BN ZANXEEW CloudTrail BEXHFMZ 4K 32U CloudTrail B &3 4.
A~ AWS Health BESI 5% HE

BERERER—MEE  AFSSH4ERNBEXHEHEEEERN Amazon S3 7%, CloudTrail B &34
BE—NEENMNAEZE. BHRKRKRBEARENEMER , BEEXFRWRE. BEN BB
B, BRSHBENFER. CloudTrail BEXH TR ARAPIEANEFHRRE , HtelIFT2REM
BFEMNIRFHI,

LA R BIE R T & RiZDescribeEntityAggregatesi® #E#Y CloudTrail B&E% B,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "AWS Internal"
I
"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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