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« AWS::ElasticLoadBalancingV2::LoadBalancer

- AWS B AT EG — BHEBEESN AP, FAIEGXIFSEZFMAGEE , LNitEZ
. LEBEFEREFAMNLEHEIR. BXELZELR , BSRABEIE AWS,

- &) APl — RREEFER HTTPS B RBAMNKE S API B, FERAZEH API 215E Amazon VPC
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https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://aws.amazon.com/privatelink/pricing/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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ERALE E—SH RN VPC , EAETRRRHELEN , FEREFRRREHLAL
SR M

- £ pem KR ABEZRAN . BHEB2ENMERHIT , BTUERBZAR,
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4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/
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2FNERRLA,
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S8, 3 : it CloudWatch 1778 X BR 9


https://console.aws.amazon.com/ec2/
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SR 4 BIEEHEM VPC LiFT & CloudWatch 10


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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Rl VPC KixTT & CloudWatch
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MRFRER |, FRIUMLATAR :

- RIgTRNEZLEATFREH A CloudWatch,
« --region EIEE T HEHPBIE VPC i L0 X,
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SR 6 FE

NRTBRFELNTHECIENES L2 MNEE , AT SUFEM ER,

AN
nmnx

T

-

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
2. ESMBEHES , %#F Instances (3EHl).

3. EBHAMNREH , REMKXIER Instance state ( EHPAZ ) . Terminate instance ( &1k

Bl o
4. HRZRREWEIAE | ERLLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. ESMERTP , ERRR.
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4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i%& ) -
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XEERETEEM VPC [ AWS RS, MRNMBEEFTFSEBNMEZESER | N AT LAEAFEN VPC
%E3## AWS PrivateLink | , AWS Hl?z”1 MEBEMNELH VPCH—8H | TEEABEBRMMK,

BT LL AWS PrivateLink £ VPC LinT RAZRHRIEZERNANE. AWS RS BEEFERAEBKN
MXENTHEMEENAREFERNAER,

EM

"‘%EE’E%A—IH@ XEEEO VPC KinT RS/ a1t 2R, BEEEREN GB HiEA%E, X
BEZER , HSHAWS PrivateLink E4T

AEN

- DNS £

 DNS f##fr

- #,F DNS

- FRAATAKX
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« AWS B;$ 52 &K AWS PrivateLink
- AWS BR$ RO VPC KinTi R
- BEZEORK

- BREDRSEHNIRE

- BiBRENRKS
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o LA AWS BRSS B A RS w Bt TiHR , LB AWS BRSS FAEREIIZFN LR
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TEERTRAIMMA AWS RS BE AHBRSLET RIFTHE. AWS BS NoBF FHHRISEHIE
HREMIEBAE VPC B Internet Mk , RIEEREE AWS BRF. NIARE FRBBKGIRRE AWS RS

HRERBE NAT Wx , RAEKEHE VPC WEBERMx , AEBRHET AWS RS, YiXEREBEST
BERMXE , EFaBFME, AWS

______________________________ A
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. i ' T
B
3

)X Connect AWS PrivateLink

TERESRTEFEM AWS RS @5 AWS PrivateLink®, B % , 012#E DO VPC KixT S |,
FEEH VPC A FRF AWS RS EEFERNMKEOZREIEE, KT HREFER DNS #47
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AWS BR% B EZEEIER. RELEBEY VPC in R AN FIRNIER,

DNS E#H.5

REHE AWS RF RELARXFLIEET R, HiBZENOT,
protocol://service_code.region_code.amazonaws.com

40 | us-east-2 CloudWatch A E 2 #h Y 20 H L 3w T R80T AR o

https://monitoring.us-east-2.amazonaws.com

5/ AWS PrivateLink , B LAEAAELET RORSEERE. HECIEEND VPC KingT =6t
R4t ZXEMXE DNS B, B LAEHXLEZFR AWS RS WEW VPC 53 1TEE,

0O VPC i [RY X IE DNS BMMEEMT ¢

endpoint_id.service_id.region.vpce.amazonaws.com

7 [X DNS BFEVIEEMT

endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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FERAEBED VPC KinT 28T AWS RS , TS AFAE DNS, &BIFAH DNS |, S UL FRAH
NHiIFSH DNS EME RS A HiER |, BEFEFEED VPC i SR AREIERE, ﬁ%E%L:.M BS
i the section called “DNS 47",

AR describe-vpc-endpoints a8 $ &R & Qw8 DNS & B,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT RERAR CIoudWatch & DNS E# K Amazon EOLKHT RBmE RHl. F— 1 KB RMEXE
R, BTRWN=ZARERAEIRER. RE—TMREXRBBRENLRERERX | ZREG AN L ERK
REERBTRA Jaa,mlW%i%D NFE P thiit,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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FEO, BIFERE VPCIHAW IP iR  REFHINESNMNEANEEOLER IP ik, kRN
LEOW IP#utEH VPC ImaNEREAHRNFTLTE,

HEEFRESR , RS THENEYE | BITEVCRIBATERE :

* ABNVPCARNTRBEZEDHNTAX , AEXETARX AWS RS FEBAM I EAY AWS B
/J/?O

+ % VPC % AE BB DNS B
+ £/ AWS BRZ EXi DNS & (A REHT K ) #HTHHE,

TEERT Amazon CloudWatch B VPC KT = E RMEEANTENMNTARX, 3 VPC
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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« IPv6 - IPv6 it D ELA TR RN E O, RYFTEIEE FMNGRNER IPv6 B9 FMAET , F it
EIN,

- Dualstack ( X3tk ) — 4 IPv4 M IPv6 st DB RN EED, NEMBEEFMEEER IPv4
M 1Pv6 hubSEEAY |, F XIFULIED,

WMEREEND VPC mRXHF IPv4 , N SMEEOESR IPv4 ik, RO VPC i XX HF IPv6 , Nk
AMEEOEER IPv6 thit, TEMNEBRMIGRIGSMEZEOR IPv6 itk MREEA IPve kiR
WmRMEED , HEECEHA denyAllIgwTraffic,

AWS BRSS 52 &£/ AWS PrivateLink

UTAAES AWS RS S£5L AWS PrivateLink, &R A1 —MNVPCLIRT QR T EEBIX LRSS |
REENELB KRS FET—HVPC,

EEAWS RFFIPHEE  EFEECERNRS A AWS PrivateLink. RS &5 T EBECIE
EOVPCHRIFT AIEENRS BN , RBECRTRFEELET o

AWS fRS5 AR5 B 5

Palllb iR com.amazonaws. region.access-analy
AWS Account Management com.amazonaws., regionaccount,

NI S b AP < com.amazonaws. region.execute-api
AWS AppConfig com.amazonaws. region.appconfig

com.amazonaws, region.appconfigdat

AWS App Mesh com.amazonaws., region.appmesh

com.amazonaws. region.appmesh-envoy-management

AWS N AREFEITE com.amazonaws, region.apprunner
AWS App Runner R com.amazonaws. region.apprunner.requests
Application Auto Scaling com.amazonaws, region. BFATEF B3IH M
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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AWS NAEFEBRS

I 5;5# AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B #HiER ik

AWS Backup

AWS Batch

Amazon Bedrock

AWS Billing and Cost Management

AWS Billing Conductor

Amazon Braket

ARSS & 75

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.mgn
region.appstream.api
region.appstream.streamin
region.appsync-api
regionathena.

region. Wit EEER
regionrds,

region. BEIH Mt X
region.b2bi

region. %17
region.backup-gatew
region.batch

region. bedrock
region.bedrock-agent
region.bedrock-agent-runtime
region.bedrock-rutime
region. freetier
region.tax

region. billingcond

region.braket

5. &BHRS

22


https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-privatelink.html
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
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AWS Clean Rooms

AWS Clean Rooms

AWS Cloud Control API

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

Amazon CloudWatch B&
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
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com.amazonaws.

region. JE&E
region.cleanrooms-ml
region.cloudcontro
region.cloudcontrolapi-fi
region.cloud B %
regioncloudformation.
region.cloudhsmv2
region. IRE &I
region.servicediscovery-
region. BIERS KM
region.data-servicediscovery-fips
region.cloudtra

region. NRAEFES
region, SR

region. £ S NHWHEFE
region. %

region.rum
region.rum-dataplane
region. 8K

region.logs
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
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AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon P CodeGuru rofiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon Comprehend

Amazon Comprehend Medical

AWS Config

Amazon Connect
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws,
secure

com.amazonaws.
com.amazonaws,
com.amazonaws,
com.amazonaws.
com.amazonaws.
com.amazonaws,

com.amazonaws.

region. MLEYE 25
region.codeartifact.api
region.codeartifact. 174 &
region.codebuild
region.codebuild-fips
regioncodecommit,
region.codemmit-fips
region.git-codecommi
region.git-codecommit-fips
region.codeconnections.api
region.codestar-connections.api
region.codeplo

region.codedeploy-commands-

region.codeguru-profiler
region.codeguru-reviewer
region.codepilin
region.comprehend
region.comprehendmedical
region. Bi&

region.app MR
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https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
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AWS BRE

AWS Connector Service

AWS 2% B 3

AWS Cost Explorer

AWS Data Exchange

AWS Data Exports

Amazon Data Firehose

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon DevOps Guru

AWS Directory Service

Amazon DynamoDB
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region. &4l
region.connect-cam
region. PAER
region.voiceid

region. 88
region.awsiE 85
region. #H B %
region.ce

region. BER
region.bcm-data-exports
region.kinesis-firehose
regiondms,
region.dms-fips
region.datasync
region.datazone
region. Bt B, BE
region.deadline, HIEZRHF
region.devops-guru
region.ds

regiondynamodb.
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
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AWS BRE

I 5 #EBSIESH APIs

Amazon EC2

Amazon A EC2 uto Scaling

EC2 R4 87

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

Amazon ElastiCache
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com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.ebs

regionec2,

region. BB
region.imagebuilder
region.ecr.api
region.ecr.dkr

region.ecs
region.ecs-agent
region.ecs-telemetry
region.eks

region.eks-auth
region.elasticbeanstalk
region.elasticbeanstalk-health
region.drs
regionelasticfilesystems,
region.elasticfilesystem-fips
region.elastic-inference.runtime
region.elasticload bal
region. elasticache

region.elasticache-fips
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
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AWS PrivateLink

AWS BRE

AWS Elemental MediaConnect

Amazon EMR

Amazon EMR on EKS

Amazon EMR LRSS 28

Amazon EMR WAL

AWS Entity Resolution #{#& PLfit BR 55

Amazon EventBridge

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

Amazon Fraud Detector

AR5 B #5

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

com.amazonaws,
y

com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,
com.amazonaws,

com.amazonaws.

region.mediaConnect
region.elasticmapreduc
region.emr-B&5
region.emr-serverless

region. emr-serverless-services.liv

region.emrwal.prod
region. SERFRR A R
region.events
region.pipes
region.pipes-data
region.pipes-fips
region.schemas
region.fis
region.finspace
region.finspace api
region. T
region.forecastquer
region.forecast-fips

region.forecastquery-fips

region. BREHRNI 2R
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https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
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com.amazonaws,
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region.fsx-fips

region. glue
region.databrew
region.grafana
region.grafana- T{EX
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region.guardduty-data
region.guardduty-data-fips
region.dicom-medical-imaging
region. BE&
region.runtime-medical-imaging
region.healthl
region.analytics-omics
region.control-storage-omics
region.storage-omics
region.tags-omics
region.workflows-omics
region.identitystore
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https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
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https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
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Amazon Virtual Private Cloud

AWS PrivateLink

AWS AR
Amazon Inspector

AWS loT Core

AWS |oT Core Device Advisor

EHT LoRaWAN B AWS loT Core

AWS loT FleetWise
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com.amazonaws,
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https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
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com.amazonaws,
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regionlambda.
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region.runtime-v2-lex
region. WAEEESR
region.license-manager-fips

region.license-manager-linux-subs

region. license-manager-linux-

region.license-manager-user-subsc

region.lookoutequipment
region.lookoutmetric
region.lookoutvision
region.macie2
region.apptest
region.m2

region.managed X521
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https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
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AWS Migration Hub Orchestrator
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Amazon Neptune Analytics
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i &% OpenSearch RS
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mainnet

com.amazonaws,.
testne
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region.airflow.api
region.airflow.env
region.airflow.ops
regionconsole,

region., &3
region.memory-db
region.memorydb-fips
region.migrationHub-Orchestrat
region.refactor-spaces
region.migrationHub-strag
region.neptune-grap

region.nimble
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com.amazonaws.
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5. &BHRS

31


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
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https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
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I 5 RDSE#E API

Amazon Per RDS formance In
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Amazon Redshift
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Amazon Rekognition

AWS RoboMaker
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Amazon S3 on Outposts
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com.amazonaws,
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region.rds-data

region.pi
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region.repostspace
region.rbin

regionredshift,
region.redshift-fips
region.redShift-data
region.redshift-data-fips
region. rekognition
region.rekognition-fips
region.streaming-rekognition
region.streaming-rekognition-fips
region.robomaker

regionS3,

com.amazonaws.s3-global.accesspoint

com.amazonaws.

region.s3-outposts

aws.sagemaker, region. &icA
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https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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AWS Secrets Manager
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AR%S B 3%
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AWS SimSpace Weaver

AWS Snow Device Management
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Amazon SQS

Amazon SWF

AWS Step Functions

ARSS& R

aws.sagemaker, region.studio

com.amazonaws.

com.amazonaws,.
time

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,
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region.sagemaker.api

region.sagemaker.featurestore-run

region.sagemaker.metrics
region.sagemaker.runtime
region.sagemaker.runtime-fips
regionsecretsmanager,
region.securityh
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region.serviceCatalog
region.servicecatalog-appregistry
region.email-smtp
region.simspaceweaver
region.snow-device-management
region.sns
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region.swf

region.swif-fips
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region.sync-states
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
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m
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Amazon Transcribe Medical
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com.amazonaws.
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com.amazonaws,
com.amazonaws,
com.amazonaws.

com.amazonaws,

region. storagegateway
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region.ec2messages
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region.ssm-contacts
region.ssm-B4
region.ssm-quicksetup
region.ssmmessages
region.tnb

region.extract
region.textract-fips
region.timestream.ingest-cell
region.timestream.query-cell

region.timestream-influxdb

region. ¥%
region.transcribe
region. #%
region.transcribe
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region.transfer.s
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https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
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AWS fRS5 AR5 B #5

Amazon Translate com.amazonaws., region. ¥

AWS Trusted Advisor com.amazonaws, region. {EEBEHHIEE]
Amazon Verified Permissions com.amazonaws, region. BRI R
Amazon VPC Lattice com.amazonaws. region.vpc-lattice
Amazon WorkSpaces com.amazonaws., regionworkspaces.
Amazon WorkSpaces &% 7 #l com.amazonaws, region.thinclient.api
AWS X-Ray com.amazonaws. region.xray

EEAAN AWS BE &8=F

& 7] LAfE F describe-vpc-endpoint-servicesfi B & & X FVPCw R I RS & #o

UTROIERT AWS RS EREERXSHPZFEOLIRT K. 1% --query ETUGH HRBI N RSB
Fho

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THRRHEE

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
com.amazonaws.s3-global.accesspoint",

com.amazonaws.us-east-1.access-analyzer",

com.amazonaws.us-east-1.account",
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https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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EERARBSWER

RIBIRSBFGE , B A LUE A describe-vpc-endpoint-servicesin S EE B X B MK i

() Yo

s

LT RHIE REXEEXEH Amazon CloudWatch EO K iET SWER,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

THEHR R E, VpcEndpointPolicySupported RAREE X iFin 2%
B&. SupportedIpAddressTypes RAXZIGFHLE IP kKA,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"
1,
"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"
1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [

{

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

T RERSHEAE
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"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

BB in AR

ERITIRSEEZHFLIET 25K |, 1§18 Hdescribe-vpc-endpoint-servicesin & H 1 & #Y
{EVpcEndpointPolicySupported, AIBERIERN true M false,

DT REIREEERS_REXGEEXEHFNIHARME, --query IETUR 5 HRHIH
VpcEndpointPolicySupported BI{E,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRGHEH,

True

LTFRBIFIET AWS RS EREEXEXFLRT QRN % --query IR HRFIN RS A
Mo BEEM Windows 8 T RRFZITUSG T , FHRENZHREABNESS | HFRTEEFHFM\
BERA A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'
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amazonaws.
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s3-global.
us-east-1.
us-east-1.

notebook",
studio",
accesspoint",
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account",

LTFRBIFIET AWS BRSS EREXEPFZIFLRT RIKRBN. 1% --query ETURH H R HN RS

Z#. EfH Windows i SR RHFI=
\EHRH A

TS,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHHEH,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.codewhisperer",
us-east-1.
.datazone",
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",
cleanrooms",
cleanrooms-ml",
cloudtrail",
codeguru-profiler",
codeguru-reviewer",
codepipeline",

datasync",

deadline.management",
deadline.scheduling",
deviceadvisor.iot",

eks",
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& 7] LAfE A LA R describe-vpe-endpoint-servicestn B & & AWS RS EI8E X IPveR aJ LAiF R, iZ
- -query ETUR 5 Hi PR &9 AR S & o

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.us-east-1.
.us-east-1.
amazonaws.

us-east-1

us-east-1

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.redshift-data-fips",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.verifiedpermissions"

elastic-inference.runtime",

email-smtp",

grafana-workspace",

iot.credentials",
jot.data",
iotwireless.api",
lorawan.cups",
lorawan.1lns",
macie2",
neptune-graph",
nimble",
organizations",
outposts",
pipes-data",

q,
redshift-data",

refactor-spaces",

sagemaker.runtime-fips",

storagegateway",
transfer",
transfer.server",

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \

--query ServiceNames

THRRHEE

"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",

""com.amazonaws.us-east-1.athena",

EFIPv6XIF
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

cloudcontrolapi",
cloudcontrolapi-fips",
data-servicediscovery",

data-servicediscovery-fips",

eks",
eks-auth",

glue",

lakeformation",

pi",

pi-fips",
quicksight-website",
s3-outposts",
servicediscovery",
servicediscovery-fips",
timestream-influxdb"

AWS RS EAEORR VPC KT =

R BRI D VPC Kin T QREZEAERHIFH RS AWS PrivateLink , @ Z RS AWS Bk

%o BREIL

55 ¥ the section called *

2 M ERRR AWS BRSS.

X FEE VPC REENENFN , BIHEFNA R - M QMEED , HAESE FRitbit B HE

EEITEE.

REERESINEAENRAINEELERA. AXESER

nE

- EREH

- BIZ VPC %R

. HEFR

FRZM

. &M VPC AWS RS FEEBA T iH RN AR,

- EEMERALBDNS,

B2 A VPC J5 A DNS £#1E 1 DNS ##f. BEXEZEE

- R

NWFLAE IP thit, SMANEFEOESHBFEREESENMNSEED &

{Amazon VPC AAFEr) FMEFHEF DNS B,

BZREEDIRLEN,.

B AWS Ik HEE , BE

FSH

BIEEORR
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- ERNEOKIRTRSAIPVE, AWS RS LA FHET IPv6 #1T1HR. BXESZEER , S0 the

section called ° IP 5 | i

- NAGETAMZEOGNERZSHE , AFKRBEN VPC FHRRNMERE. HlW , H#AR AWS CLI

AI LA &iE HTTPS 55k AWS RS , ZEAMMATF AL HTTPS RE.

- MREWFRFNLTEEMLE ACL E’J?MEF , BRIEM 4 ACL BB AWEMN VPC R IRER KT

RMSZEAOZERE.

« &1 AWS PrivateLink BR BB, BXxEZEE , 55 @ AWS PrivateLink Ei&i,

2& VPC iwm K

FERAUTIRENEERES AWS BESHED VPC e,

NEIBEOL KT R AWS BRSS

o K~ w0 bhd =

o

BN AT Mt 3TH Amazon VPC #8&l8& : https://console.aws.amazon.com/vpc/o

ESHMBEESF |, % Endpoints (IHR ) -

TR B m R

3 F Service category ( BRI ) , %EE AWS RS

3 F Service name ( RFEH ) , EEERF. BXEZEE , S H the section called “5... 5K
F VPC |, FEEMNFIFE AWS RFH VPC,

WMREELER 5 PIEE T Amazon S3 MRS EM , F BB EREBEFLSE DNS XiF |, NiFEFEHAb
RE., 5/ DNS &5, &MHItiEReR , RS BFNERAX AR S AFAHE DNS, &R
AEJ Amazon S3 W Miw AELE T A AW 2R im RV FAH DNS, MR HE Amazon S3 B

KR, FRERNAAUKRLSAFE DNS | WEZHRNITHEERN&ER - TS RIEIRHE
2

MRIBELER 5 B HBER Amazon S3 ZHANFTERFSEIER TRSEH , NRASEFR T HAMIE
2. S A DNS B#f. B RERINE, IHETUBREALEBRSLHET SMER (HluEs
AWS SDK & HEVIER ) ST EIERH VPC LiwTT =o

£ Subnets ( M ) &I | AENTHXER —NMEREMNFHRE AWS RS FM, BFEEMNE
—AAXPERZNFN, BXEZEE |, 5 the section called “FMFAATHX",

?Jaﬂuvﬂi*"ﬁ#%mﬁ/\%wmuzz — N MEEOD, RAMBRT , BRIERFN IP it e+
B IP it | HRESPBARKMEED, ERARSIMEEDRE IP it | FEREE IP #hit |
%Jﬁﬁ)\%lﬂi&iﬁﬁlﬂﬂhﬂo IPv4 #hiik, IR SRS XIE IPv6 , B LU A FMibitSEE e
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nk

10.

11.

12.
13.

IPv6 thiit, EEE , ™ CIDR RAMEIEAN IP it FMHE— IP it REHAIBER , Bt
BEAENLRETRAMEEOEEE].
Xt F IP address type ( IP a3 A ) | ATALA R LT A3 1TIRSEE

« IPv4 —fF IPv4 it D EAIR R MEED, NEMBERE FMELEE IPv4 thuBE BRSES
IPv4 EREY , F %R,

* IPv6 - 5 IPv6 bt DELARIH /MO, NEFRBEE FNENNR IPv6 197 M ERS#R2
IPv6 & 3RET , F ZHFLIET,

- Dualstack ( Stk ) — 4F IPv4 H IPv6 it P ELAmAMEEO, XEAPMBEEFHEESR
IPv4 F 1Pv6 #iitSE B B RSS2 IPv4 F IPv6 E3REY , F X Ia I,

Xt F Security groups ( Z24 ) , EEEES VPC I /m R MEZEOXBKNEZSA, RIANER

T, EM&XxE VPC NEINR £ 4,

4 F Policy ( 2B ) , &% Full access ( T£HRIMNER ) RAFAE EMAES VPC i )X FIE

FRIATAIARE. BN |, % Custom ( BENX ) LAM N VPC % SR HE | iZ%%?"“%UIﬁSiEL

VPC i R 3 BIRMATRENR, ZIETNERS XF VPC m R RN ATA. BXEZER,

S h LR

( Wik ) BERMIRE |, FiEE Add new tag ( FINFHRE ) , RERAZRSHEINE.

prize gl FEd AN

EARTTRREORS

« create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

/\E%m

BIEEEESEAZNTNACIE, #HiR, BRIMER VPC HR. BER , BAUESEREN TR
A VPC R

MEEOKR

BIZ2EN VPC w5 , BRI LEHRHEEE,

5
o ANHER BR T M

HE=EFH
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« XERZ24

- Y718 VPC in S KB

- BAFAE DNS &£#5

- BERE

72N DS A B F- P

BAIURAEORSNENTARERE—NFN, MREEBRMFN , RIESELEERINKN F M aI2iRE
BMEED , HABNFR OB FRtuSEE N FAE IP ik, MREBEBRFH , RIMSBIRERS
MEEO, BXEZEE |, BHSH the section called “FMA AT A X",

EREFHEERFN

1. BELLT®utiTH Amazon VPC #2#1& : https://console.aws.amazon.com/vpc/e

2. ESMERP RS

3. EEEAORR.

4. {KIXRIERE Actions ( #4E ) . Manage subnets ( EEFM ) .

5. BEFELREIEFIHERTAX, WTE8A NTAKX , BF—1NFM, BRIABERAT , BIIEEF
M P #haSEE M IP it |, FRHESBEARSMEED, ERNRLIMEZEDOER P it |, FiE

BRIEE IP thit , AEHAFMHSTE R IPv4 ik, MR SRS XIS IPve , BMaLUm A
T Mt SEE AR IPv6 Mot

MRERNELEM VPC maNmaMEZEONFMIEE IP il , RMNSBAFNHESMEEOS
izmaMEED, KRS RETFMM VPC ik aiiER,

6. i&# Modify subnets ( {EHFM ) o
FEABPSITERFH

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

KEZEA

FBANEREEEDRS/NMNEZEOEXBKNETLE., ZEEARNPFEZESITUM VPC FHEIR AL
iR MEEANRE,
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EREHEERLE4A

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
EEMERD , ERRR.

EREEORS.

%32 Actions ( #4E ) . Manage security groups ( BEZ£4 ) .
BEEEERIEHERRZ24YA,

1% Modify security groups ( & £4 ) .

2

FRBTITERREA

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

4miE VPC im R R B

R AWS fRS XIFLIRT RRE , WA EEL T RNLRT KK, EEfTRIUREE &
FIERATRFBE/ILTHTREN. BREZER , TSR mRKE,

{5 F 2 1 & BB ot U R B

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o

2. ESMERP  ERRS

3. EREORR.

4. {KIX%EFE Actions ( #4E ) . Manage policy ( EEXE ) .

5. 1%&$2 Full Access ( T2 ) UATFN RS HTTEIHE , REIEEFE Custom ( BEX ) HH
B E R

ERRF

o

AT E in AR
» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )
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/= FA%#.%B DNS &

BINEWENW VPC Kim T QS FAFE DNS B AWS RS, XHFETUAREALNHBRSLET R
RYTESR ( HIENEE AWS SDK K I ER ) BT BIEH VPC LimT Ko

ZEFHAFE DNS B8F , BX%HN VPC B DNS £#1% 1 DNS f#47. BRAFE DNS ZF5et |, FA
B IP it e BE) Lo FRET N T H, RIELBHFE DNS BFEFTeIZ2H DNS iEkNnFEIR
. AL , A5 DNS BF#T Al A FF 47,

fEREH & EQFA DNS BFEM

1. BELLTMutiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
ESMERTD , EFKR

EFREORR,.

)X %4% Actions ( 4 ) . Modify private DNS name ( #§t#%& DNS &#: ) o
BRIFEFEERZHRERR Enable for this endpoint ( AtHERBH ) -

MRRFZ A Amazon S3 , MIEL—FH |, EFNEHSEALRNERNNALRERESAFAE
DNS., tu%i@ﬁﬁﬁﬁ%ﬁ;ﬁﬂﬁ DNS ZhgE , MEEBRX K Mﬁ RIGFA%.E DNS, MRRT
Amazon S3 BIENwmR 2 |, #8588 Amazon S3 WM XximR , FEEFRXAALIRSE ARG
DNS , E T —HREFEXN , 2RFIERES. E%E%ﬂ:@ &2 the section called “FAF
DNS”,

7. BEBRREFEER.

I T

EAT{TERFAE DNS BFEM

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( 3& A F Windows B T & PowerShell )

EERZ
BRI LA O S HTHRIE , USSR ERBIEALNEENHBITDE,
EAEH A EERE

1. B LT MuEITFF Amazon VPC #%|#& : hitps://console.aws.amazon.com/vpc/e
2. ESMBERT , EFKS
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3. EREORR,

4. X% Actions ( #4E ) . Manage tags ( EEHFZE ),

5. EERFMIRZ |, BikE Add new tag ( RIIFHREL ) , AEMARSHETNE,
6. EEMBRGRZ , HEFRRSHWRBRMEENH Remove ( HIBR ) -

7. %3 Save (RT7TF) o

FABSITEERERE

- create-tags H delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag ( &M F Windows # T & PowerShell )

ERE DR REARVIRE

EAUGIRBANER SO SRS EEHORE, N SRR RRES RIS N
BB TR

f£5

- B2 SNS B4

. TR0 PSR

.+ PRI

#17 SNS @4
FERAUTIERBHCIE— Amazon SNS B HTHEZEA,
FRRSIANEORIAEBED

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e
ESMERP , EEKR

iz Jmbr g

£ Notifications ( @H1 ) %I+ £ , i£#¥ Create notofication ( BIEEH ) -

¥ F Notification ARN ( BA ARN ) , EBRECIZENERTF SNS EFH ARN,
E{THEH , BM Events ( B4 ) ik,

o g ~ w N

BRI SHIRE 47


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink
 Connect (iE# ) - REEAZECETENRR., XLARFREBRXEEER,

Accept ( #% ) - RS REAMES TiEEER,

Reject ( E4 ) - RFSRMEIEL TiEBEE R,

Delete ( #ilBR ) - BRSEAEMBR TEORKSR.

7. i&#E Create notification ( RIZEH ) .

ERABTITAEORICIEEL

* create-vpc-endpoint-connection-notification (AWS CLI)
« New-EC2VpcEndpointConnectionNotification ( 3& A F Windows #J T & PowerShell )

N D017 (8] 5% B

£ Amazon SNS EEZ AR I AWS PrivateLink RIFRRE XA BHMNIHRIKEE , TR,
BEXELZER , FSEAN{T4%%% Amazon SNS EZHHE R 2 8 aws:SourceArn
aws:SourceAccount £RFMHEXRR IEEEE AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
3,
"StringEquals": {
"aws:SourceAccount": "account-id"
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7N I3 4R SR B

MREERRIRINEZR SNS £& , N KMS ZHM R IRREE LIS E AWS PrivateLink 828 A AWS
KMS API ##4E. BAT R RHIZEA K,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"

1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
.
"StringEquals": {
"aws:SourceAccount": "account-id"

T B 4 O i
A58 VPC % = /5 ol LURF EL A BR . I BR2E O i R S BR L o R I 48482 O
EAEHAMBRED RS

1. BELATMutITHF Amazon VPC #2&1& : hitps://console.aws.amazon.com/vpc/o
2. ESMERP | ERIRR

3. EEEAORR.

4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i ) -
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5. YHRZERFFTHEIAR , A delete,
6. IEIZEMIBR,

£ A e & 1T BR i O ik =

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & A F Windows By T & PowerShell )

P 5% Ui =

Mk VPC ik R o] 12t 5 Amazon S3 Ml DynamoDB WY Al EiE#: , MAHE R EM VPC R4 B Bk M M <
= NAT lx% SHAMREHN VPC KinT SR [E AWS PrivateLink , MXL T R FER

Amazon S3 # DynamoDB BB} XM XL T RMBEOL R T R ARETWLR , FSHUTR

= .

- W3 S3 B VPC KimT mEH
« 53 DynamoDB #y VPC A&in 7 m A

EH
ERAMXIRRXT 2R EEMFNEA

t S
¥ 0
=

5
B

it
p

j£3
F Amazon S3 KW % i =
F Amazon DynamoDB &Y 5 % =

& A
& A

o |

B
B LA Amazon S3 #l DynamoDB M /AB RS in RS MK in [ ihE. ABRLER 7iXLEHE,

y:hoRER BN Z P S
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TEERTEFMMESHAERS SR E Amazon S3 F DynamoDB, M8 F M A 89 324157 6]
Amazon S3 = DynamoDB B REMHEE VPC WEBRMMXx , REHHBEIERS. B FRHPHEHE
7@ Amazon S3 5 DynamoDB X ERE , RARBEN , MEFREEBEERMMXNEH. &
EFEE TP EHFIEES [ Amazon S3 5 DynamoDB X FRE , BEE M/ HE FMAI NAT i%
ZHGEAEFHHERER BT NAT 8%, M@ Amazon S3 5 DynamoDB IR E&E S B Bk N M <
B, EFLBEFME. AWS

F Reqgion

B Fublic subnet
I n)
D—’C\ 5]

Private subnet

B MK i QAT U5 R

TEERT R4 &N o< im 51" Amazon S3 #l DynamoDB. WM& VPC i@ Amazon S3 =
DynamoDB M RENEHEIMXIHER. SN FMEHARBPLIAE —FKEH , ZEAHAEARSHHIRS!
KEUBRFSHENHNREREZTMXFKER. BXEZER , $5H (Amazon VPC AFIEmM) P
AWSHEN IR SIR.
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il
9

-

B EH

BIEMXIE QR |, EREE AN TN VPC BBHR. UATHRAFEIFNICEENE N ERR. B
Y3t R AT A RS AR SIR AWS |, BIRZMXLIRT Ko

B E B 5
prefix_list_id gateway_endpoint_id
RSB

- WAILEFERINNFAMBENBERPOELIAE , EFEERIRIREN]. EMEBRINESE
B, BNEEMXELSXEK, HZEUHR BRSNS CER M BRF iR S, BITSBRER
B

s EMXmRAXBKNEHERXEN FRPNERfSBaIFERAZMNXERISKGEZRS. REXLEE
HARXBEHNTFHNHPNEFERALERSHR , MARMXIBER.

- BBERBETLABE Amazon S3 WimSBEH , LA LAFEE DynamoDB Mim S B&H, BRI ES
NEHERBPIWEBEERE— RS ( Amazon S3 5 DynamoDB ) Hin S H. BFREE—NEAKXTIH
BBEER—BRS ( Amazon S3 5 DynamoDB ) #9% N if S o

s BAMEASRECE M SKATER B MBERNEEAN (REIREE), XN T8 w5
Hm&k , XEREUATHASA :
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- MREAE—ZBEBRRMRXLZEREERMNRE (0.0.0.0/0) WA , B HE LT U260 X
FHYBRS ( Amazon S3 ¢ DynamoDB ) N E WA RE, XRAETRIBRE AWS RS FRE

BRI 5%

o LARKXE RS ( Amazon S3 5 DynamoDB ) F Bt HRELRE EEBRMM < , B aI&51
REFETEANMXE,

- MRER—RXFFEFEENEKRS ( Amazon S3 5 DynamoDB ) I§EBY] IP #hiutSEEMEEH |, MiZ
B L E TR H,

ZEMh

U IR B9 SE BT R < 3% R 1A 1) Amazon S3 5 DynamoDB Y , EM1&ERAE LA B R/ RIRS ., XL
S5 B 22 2 4R A bﬁlﬁﬁﬂb’z“ﬁﬁumgo DT REEMRMUB =6l E5ARSHEIZESIZRMN ID.

BFRr V& X ¥ 3B E

prefix_list_id TCP 443

XKLL F A4S ACL B VFit MRS AR E. AT RHWEMNARE, BTEEEMLS ACL
MNP 5| ARSI , BT AMNEBIRSIRAPIREBRSHY IP kS,

BirfLE 7308 im ASEE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

EA T Amazon S3 B < i &

O LAEA MK VPC 3% S M VPC 1518 Amazon S3, SIERximRfE , A LURE RN MER VPC
| Amazon S3 E’Jum;E’J%EEE%EFEI’J B o

EAMXIRRIT 2R EEMFNEA,
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Amazon S3 Eit X FEMKxim [ MEORR. EEIMXEmR , LA LM VPC 1518 Amazon S3 , Tk
EFH VPC BERBBEBMMKET NAT 8% , &%wa&ﬂ%ﬁ%ﬁ’ﬁ& ER, Iﬂ%é‘;‘*”‘*'ETJLﬁMZIKi&W
&, Hib AWS XX E VPC B I EmMMRFTHR. WFXLFE 6 B4NERAZEORS , B

EEBHNTTE., BXEZER , 55 (Amazon S3 AFE™E) K EH T Amazon S3 # VPC %
J=E i

AEN

- XEEM

- ¥4 DNS

- BIEMXIES

o AR R IR F1 ]
- KEKEBHAE

. R%E VPC if UK

o I BR P 5% i

= =30

« MXIHE/RELCEZ[L~FTENXKIBATH, FHEAELRAY S3 74 AT E R X8R 2 2 M X ik

- WMREFEAHR Amazon DNS RS2 , MAFHER VPC FEEt/E A DNS E41E H DNS fi#Hf, 4
RIEFEFABECH DNS BREE5 , BHMANEI Amazon S3 BiER EWMET N AWSHEFHY IP i,

« WFBEMKIEKFE Amazon S3 HISE] | REHRY HEH N A0 213 H Amazon S3 HRE.
FBA L EREEAN 5 A Amazon S3 TS 5IZRM 1D,

. R‘ITELM?& KR IFR Amazon S3 BY3Ef , FMEIM L ACL 40 /o iF i H Amazon S3 IR E, &

RETEM LR ACL M 5| ARSI , B LAM Amazon S3 #5145 513 HIREX Amazon S3 #9 IP
i&th,EEIo

- REZFERANEAFEERR S3 7M. AWS RS fltn , RS TEZFEHEETE HEXHNE
e RETVEEELERIEBFRAETHE EC2 £4l, MRER , FHERKRENARFET SFXKAY
AWS RS SRR Hs3:GetObjectBIEL MIX LZMERE,

- X¥FBN VPC iR M@ Amazon S3 R HWIER , TeeE B R KRB EEE R P FEH
aws:Sourcelp &, WHMEH aws:VpcSourcelp &, =F | &0 LUGE B 2RS35 i L
EC2 SEfI A LAEBIE VPC i & 15 1B Amazon S3.

- MXRiFERNEEF IPv4 RE,

« Amazon S3 \Z &M F MK SEHIRZIRR 1Pv4 st M AE IPv4 it R IEE VPC FRHFAE
IPv4 thsit, BSOS EIRMEEEE , FHMFITHN TCP E#E. HUaiEALE IPv4 it fEET 2R
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£, BN ESBRNR AN TEEZTEMNEERES ; F TR UABRENRGEEZPMET
Bz EFEEZE Amazon S3,

TooE N im RIEEYT B IJVPC 25 VPN E#, VPC WEiEHE, ERMNXxmEHN VPC A AWS
Direct Connect i1 % —im RIR T L FE A M XL imT 25 Amazon S3 B1{E,

« BHK S RARF N ENXE 20 MRS | ZEFT AR, F1 VPC HMXinBREN 255

M

o

#.58 DNS
£/ Amazon S3 BIEMxix /R MIEO KSR |, EALABLEFAHE DNS LUEIL R,
Route 53 Resolver

Amazon R &K VPC 124 DNS BR%585 , #74 Route 53 Resolver, Route 53 Resolver B 31 47 FA
EREXEFHAM VPC HE MK, B2 , BFEEM VPC 4 EB#E A Route 53 Resolver, Route
53 IRt R AT R i SR R AT BR AL J«ME""_IM VPC #\ERfE A Route 53 Resolver, A V#4785 ik s RF
SRE AR MR DNS &if3 % 2l Route 53 Resolver, H U5 4T850% =¥k B Route 53 Resolver By
DNS &ifj# &K El A i R 4%

L IRHF Amazon S3 WY1E O i [UELE RIS A UL FEAT 2R in S E A FAE DNS B , AT BI AR SR
Ko XfTF Amazon S3 9 DNS &if] , A TSRin S SN ENA T EIZEOKINFAE IP ik,
A1 HF Route 53 Resolver #Y ALIAS 12 ZiANE| Amazon S3 I ARIEE X , iX#XKE VPCH
DNS EifE 2 E| Amazon S3 AF IP ittt , MR £ 2% B 2 < im o

#.%5 DNS

WMRES Amazon S3 O wmIEEFAE DNS , BHIERX N AUBFETER IR B EFRE DNS , NIKE
B AR F VPC WiEREME A Oi% 215\ Amazon S3, At , BEENBFEHEO KL E
kB VPC BRE , M 25 %A MmN,
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. On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

= i 0
VPN connection Interface endpoint

FAF DNS {UE M T A vh 47 25 i R

WMRIEAR A AN AT BRin RECEFAE DNS |, NIk B EH A M &N FRAERE O RKTE Amazon
S3, M*X B VPC MiEREAMXiIR KR Amazon S3, Eit , BAMEILEE , RNEBRERNT
5%@% M*Jﬁl\\\ﬁﬁﬁi 1—]-%@%?&['%/\\\0

. On-premises

data center

rt’ 53 bucket
) /
& @)

VPN connection Interface endpoint

BLEFHE DNS

&R LAE I Amazon S3 MENRRNRAECIES , NHEENSE DNS. BXREZFEEL , 55K the
section called “BlE VPC im K" ( BIZHABEIHAE ) =X the section called “/Z AAFAE DNS B#” ( BIRE
BiE ),

B 22 P o< Ui =
FERUTIEREZEREE Amazon S3 IR XH R
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EREH A IR MK KR

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
ESME®KS |, %# Endpoints (%R ) o

T SRR R

Xt F Service category ( BRSFER ) |, EF AWS RS

NTF RS , AIEERE R = WX, R/FIEE com. amazonaws, ## .s3.

£ VPC &IH | R E4|Bis<H VPC,

X T Route tables ( BH&R ) , BRR[EFEANBEER, RIFEHHFM—NEEH , FARSH
B AR R E S [ i A & O,

8. X TF Policy ( ZKB§ ) , #%&# Full access ( T2 BN ) UAFFE EHES VPC IR FTE
BRIATAERIE. BN, %R Custom ( BEX ) SAMIN VPC iR KEE |, 2R IR H E4EN
VPC i 251 BRI AT IR R

9. ( Wk ) BERMFRZL |, FIEE Add new tag ( RIFHIRE ) , AR AZIFZNENE.
10. EFEAIE KR

N o g bk~ w0 b

FERAMTITOEMXR S
 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 1)

BRI LERFEBREREFHBZELART K. VPC, IP ISR MM @B IER, AWS K/ XL
RHBRIRER — N SV IRRY £ A SR OIFR B 15 R X BRAY R BEE Ao

Example R : FRHIXY 45 E v S BY U3 7]

"‘—IJ«XEFH aws:sourceVpce SR A2 R HIXT 45 Eim L B 7 B N F AR, MRIEFEATIEE
EWMXIFER , BMUTRBE2ERAEENREELNIEERNIER, HEE , HEEKET AWS
Management Consoleﬁﬁﬁ EERNREMLEXEEMANHFE.

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}

Example Rl : BR&HIXI4FE VPC K7 H]

A AE R aws:sourceVpe R RROIEFHABRE , A TREXBEE VPC BWimE,. MREER—
VPC HEE T ZMNmR , X&FEEA. RIFFERRBEEN VPC , BNUATRELFERIEENRE
ELFIIEERNIGN, BEE , KRIKEET AWS Management Consoleff 5 EMIREE L X ER®
AV

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}
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Example Rl : FREIXH4FE IP bk S B Ay (8]

AT AE R aws: VpcSource lp &HZACIZRRFIXNSFE IP it STE R H R REE, BRIFERKE
EBEM IP it , SN TREBSFEREENREELTIEERNVIGME, HEE , LREBET AWS
Management Consolef Fi {5 E#Y R EFE L XY 18 E MY 17 [F]

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}

Example R : FREIXT 45 E M FBRY G RIAUR AWS IK

O LAE s3:ResourceAccount AR OGIZERKAEE  ATRHIXISGE AWS K/ & S3 F#EHN
A, BRIE S3IHFIHIBEN AWS IKFFTE , BN T REEASFERIEENIREELTT X LEFIIHA,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",

"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
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}
}
]
}

RERER &

LA NEREM R QARBKNIEHAR, SEXRKEBHERN , BIF AR M—NEE , FURSHEN
R REEERAMEED, SEBUEXBKIEHAREN , B4 B3h BB R+ BBRm B,

EREH A xEREAR

B AT Mt 3TH Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
ESMERSD , ERRR.

RN KRR R o

%32 Actions, Manage route tables,

BIEEEERHEUHERERB R,

%32 Modify route tables ( EBEHE ) -

2 e

EABTITREREEHE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

Y% VPC i SR BE

&R BN MR i AR IR IR SR, DU RSB iR KM VPC X Amazon S3 #ATRY AR, BRIAKES 7
Teihm,. BRESZEE , FEHH KAEKK,

15 F 2 15l & 38 i SR g

B LA T Mt 3T Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
EEMERD , ERIRER

1 W oK i

IR IE$E Actions ( #4E ) . Manage policy ( BEKEE ) o

1E$E Full Access ( T2 151 ) UAFXN RS HITELEHIR |, &% Custom ( BEN ) FEHi0
B E SR RE,

o K~ w0 Dd =
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6. ‘&R

THER17\ Amazon S3 K% R KB RHI,
Example =l : BRHIX 45 E 17 Y 177 5]

IER LA — N RBERX AT IR R E S3 FM. WRER VPC AWS RS R EMER S3 76
W, WIhaer BB/ A

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "Allow-access-to-specific-bucket",

"Effect": "Allow",

"Principal": "*",

"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

]

}
]

Example Rl : FREIXHFE IAM & BRI R R

BRI AR R HIXN4SE IAM S TF RN R, YMER aws:PrincipalArn EEAR FiFE
PR,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal: "*",
"Action": "*",

Amazon S3 Hix R 61



Amazon Virtual Private Cloud

AWS PrivateLink

"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example R~ : BR&EIXH4FE MK~ A5
A2 7 LA 61 32 BR 61 X 45 ZE I 7 A 1 1R A PR A9 3R B

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i) B P < g =

RTEMXR G RS AT SR EMIBR. B MIBRM X iR B, AT M -7 RIE% H & AP I R i B

WMEFE DNS BB , WFEM BRI < imH S
{55 F 2 41 & 1) BR P 5% i

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e

2. ESMERT , BRES
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3. EEMXmR.

% Actions ( #4E ) . Delete VPC Endpoint ( Ml VPC it )
HRARRHTHIAR , WA delete,

R BR o

o o &

£ A B ITHIBRM X iR R

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

& F Amazon DynamoDB #J R i &

BRI LAMERA MK VPC 3w =M VPC 1781 Amazon DynamoDB, SIZ2Mxis 25 , &0 U E R IR B
HERFHWE SR , ATMNEH VPC [ DynamoDB FIRE,

ERAMX IR RQT 2R EFEMFNZA.

DynamoDB i} X #FHMXLimr T KRMEOLRT R, FAMXLRTR , BRI SIMNER VPC 1A E
DynamoDB , TEH VPC A EBRMMXE NAT 8% , bt EEIFT|ANRRH. B2, MXLKRKT
,§$ﬁ1¢M$i&ﬂf§ Hth AWS X VPC & Ziiﬁﬁﬁﬁi@%i& TiHREl, WTFXEGR , B0
MERENRR , FEFTEIIINTR. BXEZEE , EZHL % DynamoDB FF A EIEEHH
DynamoDB &Y VPC & ixTi 23K 8,

AE

BIEMRIKR

E F |IAM policy #2517 8]
KERER R

iR VPC ik SRR
IS T

FEED

« MXHmRANELRVNBZIFSFIENXETA, A7 DynamoDB FRFTTEKY M [E X 13 A £ 2 W o< i
M.

N2
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- WMREFEHAME Amazon DNS IREE8 , MR ER VPC BIET/E B DNS E=41E A DNS f#4r, 0

RIEFEHABCH DNS RS , BHEASE X DynamoDB HIiE SR EHEAT N AWSHEF#Y IP Hbit,

o XN FBEMKRimRTGR DynamoDB ISEHI , 2244 BN 40 52 iF# Hf DynamoDB HRE., &1

REZREHMN 5| A DynamoDB HIFIZ 5K 1D,

. S{ﬂZJEL K 2GR DynamoDB #ISEHI , FREIMLE ACL A S i H DynamoDB HIRE, &

BETEM & ACL M 5| ARIZ %Ik , 1B R LAM DynamoDB #9 #1455l & H3REX DynamoDB #J IP
iﬂziJL,BEIo

- WMREFEH AWS CloudTrail i85 DynamoDB #4E , M BEX 42 ERSFZEAE VPC # EC2 =41

KYFAR IP ik DK B %L i T RAT BV AE AR SR B IR R i 75 BV 1D,

« Mxima{N#E IPv4 RE,
o IBNZ TN ASSEIRR IPv4 bR AE IPv4 it 3 R 8 VPC RIIFAE IPv4 Hidit, i

PP EEEER , HEFITFTH TCP iERE, HUEIFERALE IPv4 thit NEZETLIRE, ED{"\"’E@U
B BEAMXERAN AT ESTEAEERES., F , #HITNRUBREEZPE SN REGEY B3
E#HiE#EE DynamoDB,

TR in RUEET R E VPC 25 VPN E#E, VPC WEE#E, HRMAHEN VPC 1 AWS
Direct Connect & # 5 —iwHY &R TT A A M X LT R 5 DynamoDB &S,

« BHK S BRIARF N BN XE 20 MHXIER | ZEFMATARE, S0 VPC HMXimRREN 255

0

o

B M X im R

FRAUT I Ei%EEE DynamoDB #Y M < ik &0

EREH A EMXER

1.

N o o bk~ w b

BN LA T ML 3TFH Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMBEES |, % Endpoints (R ) o

pvig 2 ni F= AT JN

¥tF Service category ( BRFZER ) , % AWS RS,

XFRRS , AR EE KB = FX", RFIEE com. amazonaws, regi@@ on .dynamodb,
£ VPC &IH | FE0Bix<H VPC,

3F Route tables ( B¥H® ) , EBRHL[REFANKAR. RIEEHRM—NEH |, FURSH
BB R EE RS MNEED,
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8. XITF Policy ( 5RE& ) , i Full access ( T2 HREIMNER ) LA FREEEHBET VPC mRXNAE
BRIATAIERIE. BN, %R Custom ( BEX ) SAMHN VPC Im R KEE |, 2R IR H E4E
VPC ¥ 25 R ATIR R R

9. ( Wk ) BERMIRZL |, BIEE Add new tag ( RIFHIRE ) , AR AZIFZNENE.
10. EHEIEKR.

ﬁﬁﬁﬁn T Ol 2 P 5% i R

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

fEF 1AM policy #1175 8]

SR LB |IAM policy SRIZ 5 BRLE IAM E &R LAE R4 ER VPC ik R K14 E DynamoDB .
Example R4 : BRIt 4% 7 i = 1Y 175 18]

&I LAE A aws:sourceVpce A ERGIEZA TRFIX K E VPC in SRR KB, FRIEEREEN

VPC im R , BT RERFEL X K~ & DynamoDB &M 1A E, RFIRIZEE —MATFENEAR
Bl PR IR U5 R PR AV R BEIE Ao

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}
]
}
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Example "4l : RIFRBIFE IAM BEAGE

B L BIERE |, UATEREE IAM A#TER. A TREFEEE IAM B8R T HRRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"
}
}
}
]
}

Example R~ : R B4SEKF 954

BHBE—MUAFREBERKST WG RINRE. UTREQEEKSRHAFRTFIHRXER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
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RERESH &

BAUEREMRImQURBKNEHAR, SEXRKBERN , BPFEIAM—IEE , SURSHEN
R REERRQAMEED, SEBUHXBKEEHAREN , RIS B30 BB R B BRG R B,

EREH A& XERIRAR

1. BELATMutiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e

2. ESMERF , ERIFR

3. EEMXKIKR

4. 1%3F Actions, Manage route tables,

5. REFELEFEFIUHERERAR.

6. i%#% Modify route tables ( S HE ) -
ERmTITREREAR

« modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

Ym%E VPC i SR RE

& 7] LU R 5% i ) 4 BB s S, %lﬂ% LAtk 12 38 3 5% =M VPC 3F DynamoDB #4THI 1R, BRIAZEEE /o
-Lq:?l::é-ljﬂﬁ.lo ﬁ*ggﬂq'm\ y /lﬁ'—.l jﬁuﬁzﬁﬁmﬁo

{5 2  & BB oltum LR B

1. BT MuEITH Amazon VPC #%& : https://console.aws.amazon.com/vpc/o

2. ESMERP  ERRS

3. EEMXmR.

4. HRIRIEFE Actions ( #4E ) . Manage policy ( BRI ) o

5. 1%&$R Full Access ( T2 ) UA TN RS HITTEIHE , REIEEFE Custom ( BEX ) HH
B E R

6. EERRF.
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ERAWTTERMRER

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

THER15 1\ DynamoDB Bk s K B R 451,
Example Rl : f1F R LT E

&R LA — MR RIBR HY RIRIG R YR B, AT SRR T 5 H MR DynamoDB KRR,

{
"Statement": [

{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

P

"Resource": "*"

Example R : FRHIR 45 E RV U5 R PR

IR AT LABI R R HIXY 45 E DynamoDB FRH 17 RN PRAYERBE . LA T R BE R FXTHEE DynamoDB &RW 1A
7]

{
"Statement": [
{
"Sid": "Allow-access-to-specific-table",
"Effect": "Allow",
"Principal: "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
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"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

}
]
}

ERES =
AR xim SE AT LU EMBR. 24 &1 BRI < im BT , BATESM FME& B 2= P BRIm LB H .
5 FH 22 1) & 1 BR P 5% U =

BN AT MUt 3TH Amazon VPC #&l5& : https://console.aws.amazon.com/vpc/o
ESMERT , EFRR.

TR RImR o

%3 Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC i%8 )
HRERTHITHEHIAR , WA delete,

I BR

2

AW TITHERMXRR

 delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & F Windows ¥ T & PowerShell )
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BERSEAELCTAEMNKS A , us-east-la ETARX B ARELAMEF REFN AWS K &
TEMNERRTAX, B LFER AZ IDs RIEL M —iRBIRSHATAX, BEXESELE , BSHA
mazon EC2 P $ERIDsH YAl A X,

s HRSFEAEBRIEOBREREREZEZRSH , INAREFREMENR IP it EAFEERTR
WA IP it M ARRSEAEN IP ik, MREENEGERSE LB AREHN , WAUME

N4/
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M ARSL FIREVARSS fE B W ik FN42 O im B9 bk, IDsBEXREZEER |, 57 Network Load
Balancer AAF 18/ PRV ETL,

- Network Load Balancer AJ A £ NKIHT RRF KB , B — P AHET KBRS ATUEZSNMNNE AR
#ESME<ER,

s WR—NMNHABRFESNHNEABHEERFEXEK , UEMNERMEZEOERE —NMAKTEIFHEEK,
LRk BIHRAMZEONE - NEESN , BINSBIERFINEZEOMENE—TRARKPH -
MERBEER. RELKESMEZEONMEELEZFRBEAMENARITESR. BMNBUER
R RSN AE RIS ERFEAERNMTSEMBERERE , XELTICERREPNASTESS  £HE
ERB] LARK Zh 5 A ik R RS o

« &1 AWS PrivateLink BR BB, BXxEZEE , 55 @ AWS PrivateLink Ei&,

FRF M

* VPCALZHARRT RERSEIE—1 , ZRENESIMTARHPEDLF-IFN,

- BEFERSEAERBNEHVPCAIRT JIRFZQZIPV6EOLIKT K , VPCHF ML ERREH
IPv6CIDR#R

. EZENHE— Network Load Balancer VPC, RABANTAKIERE—MNFWN , BiZFNE |, RSN
AIHRSEREFER, IXIRERMBLERE D , BB EZXKENELDHNTHAXHRERS,

- WREH Network Load Balancer BZ £ , MIEHAAATFRBEEFin IP it AR E, RNE ,
BRI LA XA B R EN AR 2 AN A IEE AWS PrivateLink, BAXEZELR |, FSHEAMERE
HERAFEERNEZ S 4,

- EfEHNKRET RIRSEBESIPV6IER , HNE B E R SMERAIERK 1P kKB, BHRT
FEXFRIPV6E. BXEZER , B (NENFHEHFAFIEE) T IP iR,

MRERERBHWARA 2 FrLHHR IP bk |, EHINE R LA E P61t

« EENREHABRSHITRAXTEES , HREERIABGERERE. IREKBEMBEERAN
ARAXER B, N LS B X R 39 8 b #3568 A X EIDNS E 41 & 5 8 AR 55 49 AR 55 £ AR
&, ERBEXSNHEEE  TRRBXEHEECATEA. AXESER  B5H (MERF8ER
RAFEmRE) PRV XE AT,

IR RBRS

BRUTSR , EAMNKZABIGERER SRS
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e RS A ol 2w RS

T ZEVPCEF S , Bt A https://console.aws.amazon.com/vpc/o
ESMBE®KT | %2 Endpoint services ( IwRBEE ) -

1%£$# Create endpoint service ( 812w 2RSS ) -

1 F Load balancer type ( A9 EEREHE ) |, 1E#F Network ( & ) o

XfF Available load balancers ( AJRfAEHEER ) , ERESHK[RSKEKH Network Load
Balancer, @M A ARXSIE T HAEMEZ AR IGEREANTHAKX, ZNLET QRS FHEXL
AAXEH IR,

6. 1E Require acceptance for endpoint ( EEESZUFEARSK ) EIH |, %&#F Acceptance
required ( REES ) UERFHESZIHNIHKEKESH Eiﬁlﬁ"o BN A EZXLEER,

7. XWF BAILBEDNSHEF , & “FIEDNSEMERFR]E” LB RS £ A E 7 LA X EE
WIRFSHMIEEN , RAEMAFAEDNSEM. DNSEN , REEAEITUCARMNLRRETRET
FAIDNSE . AWSERSFEAETUFERAFLEDNSEH 28 , REEEELAARIEMIIEREE
ZEE. BXESZEE , B W EEDNSHE,

8. XITF Supported IP address types ( Z#HY IP #hub KA ) | HITUATE—E%E -

o > o bh -

o % IPv4-JE LT RIRSEZIPVAER,
o EFF IPv6-E AL SRS UEZIPVEE R,
o EFIPvAR IPvE-fE 40T R ARG EEH B BT 12 Z IPv4ARIPVEiE K,
9. (W) BEERMFRL |, FILE Add new tag ( RIMFIHRZ ) , RERAZRSIHNENE.
10. 1%£3® Create (812 ) ,

EARTTERERRS

« create-vpc-endpoint-service-Ft & (JAWS CLI
« New-EC2VpcEndpointServiceConfiguration ( 3&FfA F Windows #J T & PowerShell )

fstim AR S5 AT (AR S5 62 A 3 1 A

AWS ZH AT LUEE 602 QLT RULBRS A ERIEHVPCEA KT RIRS. RS RHAFLIMN
TEATRAES BEM AR S5 (2 A B 1R ARSS

o AMBRUAAFBNRSFEAEZBEZINENBERRS. BEXEZEER |, 58 the section called “B
EAR",
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- RS EAZFREEHRSEHRNIFNTAKX | MEMIES ZEZE DR ALUEEIENERS. 5
XEZEE  BESHAUTSE,

- BXBSEAENRRIUEZER, AXRESER | HSH the section called “EZ L EEFR"

1R IR S5 2 F & 12 B i SR S5
AR S £ A & FTIE LU 5 PR OIER 2 1 I mUSUE SE B IR URSS o
fEFA A RREOR A

1. {TFLEEVPCEFIA , Mk Ahttps://console.aws.amazon.com/vpc/e

ESMBERSD , ERRR.

1%£3$% Create endpoint ( 812w ) -

£ Service category ( lRZ5E5! ) A , 1£#F Other endpoint services ( Ebim KBRS ) o

X F Service name ( RFEH ) , B ARSHIZ ( HlE0 com.amazonaws.vpce.us-
east-1.vpce-svc-0el23abc123198abc ) RE1ER Verify service ( BUERS ) -

3 F VPC , itBEVPCEEPHIEK AN,
7. 3F Subnets ( M ) , EFEFGMNPIFRFELBRSHFR (TAKX ),
8. XIF IP address type ( IP k3R A ) | AJMBA TR #ITIEER -

o & 0N

o

o IPv4— RIEMNHRAMEEO D EIPvAELE, REFFEEREN FMNEBIPvAEHESEE H B L imT
RIS EZIPVAERE |, ik,

« IPv6— RN IR K MEEO DB PV, XNUMMEREN FRNAFRHBLIRET LIRS
ZIPveERET |, IPveSF i IEIA,

+ Dualstack — FfIPv4FIPv6ib it B BLA BN IR R MEEO, XNHMBEEEN FRER EBIPv4H
|Pv6ith it B H B & im T RARSS B A2 IPv4FIIPV6IE KRBT |, F Z#F LT,

9. XTDNSiEx IP RE |, HMUTRI HB1TIEE

o IPvd— RAFAA. HXFXDNSEFEIE A id%, IP ik MM EIPv4E, Dual stacks
o IPv6— RFAA., i XFh XDNSEMBIZEAAAAIEF, IP kR HTZIPv6ER Dual stacke

 Dualstack — B2 A HAAAALERIAE, XERXIEHEA M. DNSIP bk 3 & 205
Dualstack ( M%) o

s BEEXL-RNEAA, KEMXIFGAFOIE A AAAA B35 , IXIFHFXEBHDNSE#EIE ADNS ig
o IP ik BB NUIN Dualstack ( X3 ) o

10. XF Security group ( Z£4H ) , ERESHFANKEORBKNLZ A,
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1. REREE RS

ERBTITREORSR

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

B B um RUBRSS

BIBRRRSE , BUNERERE.,

5

- EENE

- ESSIELIEREER

- BEEARGES

« XEXFAEDNSE#

o 1B IP ik H
. BERZ

BEEMNR

RRMERRENASTHEBEREPLERSERE (AWS ZREA ) ARG REHLRET RIRS. B
W, TUABEENRETERTINR , A D EIMBEZER ; "‘JI‘IUJLBIEEF‘E’JE&ISQHE%
R, A FHEZLEENHEEEE R,

HRINMERT , ENRSBRENRSERAETTH, BLTURMATHE AWS ZREACIEEOVPCL
T REERENKRET RBRFSHNER. EN AWS é?%)k}?ﬁbuﬂﬁﬂ BEEH Amazon BIRE W
(ARN), AT %I %@?ﬁi%ﬂﬁ AWS ZFEARNs A KRB,

ARNsXF AWS &K
AWS Ik ( BREKFHRHNABEEIEA)

arn: aws: iam::account_id:root

y=h=)

arn: aws: iam::account_id:fAt/role_name
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AP

arn: aws: iam::account_id:FAF/luser_name

FIERKEMA — AWS K/

*

EEER

. MBLBTFHEAGRRABSORER , TR ARSRENESAHAER , NE N RRIHS
RAENE P i CEFRAEN.

. MBLBRAR , NP2 SRR T AR 2 8 TS,

{55 F 2 51 & B 22 ik S ARSI AR

1. IIALEEVPCEF A , Mt https://console.aws.amazon.com/vpc/e
ESMBE®KS | % Endpoint services ( IwRBEE ) o
TRBIE SRS |, RIFERE Allow principals ( A E4K ) EIF+,

ERINPR , EE$E Allow principals ( RFEMR ) o EFMEBRLA , FRAZIETARNAM,
ERAMB—NEFEA |, HikER Add principal ( FINEFEA ) o BINEMES , FikE Allow
principals ( 2 E4& )

5. ERIBRNER , BiEBiZER , RIFMORIERER Actions (4E ) . Delete (IR ) o BRFITHIA
i, M A delete , AAFI%IE Delete ( HIBR )

R

AW ST R IR RRS IR

« modify-vpc-endpoint-service-tX R (JAWS CLI

« Edit-EC2EndpointServicePermission ( &M F Windows B T & PowerShell )

B RELEREIFER

RRAMEZRENASTHBEEREPLERSERE (AWS ZREA ) ARG RENLHET QIRS. B
W, TAGEENRBEEERTNR , AEHEZIMBAEZER ; EETUNEEE WEFKEART
NR , FAFHEZLEEENBEEEER.
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R LU IR RUARSSECIE ﬁﬁﬁﬂ%‘z‘ EiER, BN, BLMFHESIHIELFR, NRETEIEZF
R, RS ERBRT LT R RS

MRERTFABAGRGERLRSHNR , AFRQBRSEENEZFREER , WEMEEN ABSEHRR
BAKR P it , ERELAEH,

HEBEEREEZIHIELEN |, B2RBEH, BXEZEE , BZH the section called “#Wim 2RSS
EHNIRE,

EREHSERERRE

1. FTFLEEVPCIEHIE |, Wik Rhttps://console.aws.amazon.com/vpc/e
ESME®KS |, %# Endpoint services ( i RIRS ) -

B IR R BRS .

1%£$# Actions, Modify endpoint acceptance setting,

R EBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

e ZH B X HIELEREFR

1. FTFLEEVPCIEHIE , Wik https://console.aws.amazon.com/vpc/e

2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERRmRERS.

4. M Endpoint connections ( % RiE#EE ) kTR , EF ik REE

5. BEREZIEREBER , MKORIEE Actions ( #4E ) . Accept endpoint connection request ( 1% ik RE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4EREER | HiER Actions ( #1E ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHIHITHIAR | WA reject , RF%ER Reject (B4 ) o
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EABTITEIHIELEZFR

- accept-vpc-endpoint-connections 3k reject-vpc-endpoint-connections(AWS CLI)

« Approve-EC2EndpointConnectionst Deny-EC2EndpointConnection ( & HF Windows B T &
PowerShell )

BEE NS
BT S B S AR ST SRS XB N ASIERE, ME DA AEEEARS | AT EIUEXB
MERIGEEE,

MR IE 7 Network Load Balancer BRTZ—MNTAKX , NEAUANLETRRFZSEAZTAX, AL
WTRBRESEATAHARE , BREEAETHZUTAXN FRAMNEEEOVPCARET R

EAEH A EEL R T QRSN RARIDER

1. ITFLEEVPCEEA , it A https://console.aws.amazon.com/vpc/e

2. TESMBEKD , %#F Endpoint services ( i RRSE ) -

3. BERmRARS.

4. fRORERR Actions (384E ) . Associate or disassociate load balancers ( S<Bx 5 EUH X< Bx g 15
) o

5. REFEFLRTRARSEE, Hlw .
o EPAEGEHRNEEENTEELRET QRS HEXEK,
o FBRAERGESRSXEEUNIEEELET RIRFSHXEK, SS4NEDEE—NMABEOESR.

« MREHRILNABEEREATE—NMTRAX , NZTAXLERE BEENTHX" T
MREHET —FHPREFER , WNHHTHXEALET RS

6. i%# Save changes ( REFEEX )

EANSTEERELRT QRSN AR ER

« modify-vpc-endpoint-service-Ft & (JAWS CLI
« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #9 T & PowerShell )

EEBRENAROEREANTARFEALBTRRS , REEALHT RRSH ID @AM TE
CIB
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https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html

Amazon Virtual Private Cloud AWS PrivateLink

REXFLBDNSE

IER LA BDNS B ELiInT RIRS KRB, XEXFABDNSEM/G , BHMAEDNSHRS 28 L E#T1%
BHEE. ERFEAETUERALEONSERZE , RFREBLTARIEMINIRERAZER. A
XEZER , FS0 EEDNSH A,

EREH A RLIRT LIRS BDNSH I

1. AL S#VPCEGIE , ikl https://console.aws.amazon.com/vpc/e
2. TESMBE®D , %#F Endpoint services ( i RRS ) -

3. ERRIRS.

4. EFRME , ERFAADNSHE R,

5. 1% “MILBDNSEMERSXE , AEHW AFLBDNSE .

- WAXBIERDNE,
- BWAILAESAPERBES (20 *.myexampleservice.com),

6. i%# Save changes (REEX ).
7. WIPRSE , AEDNSEMAHBESEAEFERH. IRBRIPRSKRET , FNEREERSGKIE

%, BREEET IR,

FEABTITERERT RIRFHNFLEDNSE TR

« modify-vpc-endpoint-service-Bt & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows #¥ T & PowerShell )

EREH & BHEBRIEERE

1. ITALS#VPCHEHA , Mk https://console.aws.amazon.com/vpc/o
ESMBE®KS | % Endpoint services ( IwRBEE ) -

R iw RARSS

ERRE |, BUFFAEDNSE M E B FTEN.

RRHHITEIAR |, WA verify , RF%ERF Verify ( i ) .

o & w0 DN
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ERANSTEIERIETRE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

SR HFRY P iy 3R
SR LA SE i SRR 25 ST R 1P b K
ZREE

EFEENLIRT QRSEBEZIPV6ER , HMENHERLAERANER P iRk, BHEAE
EXEFRIPV6E, BAXEZER , B2H (MENHGERATIER) P 1P iR,

EREE B R EFN P it RE

1. AL S#VPCEGIE , Bt https://console.aws.amazon.com/vpc/e

2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. BEBRLKRVPCHET SRS

4. fRRERR Actions ( 324E ) . Modify supported IP address types ( 1820 IP #hub A )
5. X¥F Supported IP address types ( X##Y IP ik A ) | ITUATE—BRE -

Or

o &R IPv4-E LT RIRS EZIPVAE R,

o« EFF IPv6-E AL T RIRS LEZIPVEE R,

o EFRIPv4AR IPVE-E L unTT RARSS BEWE R BT 22 IPVARIIPVEiE K,
6. i%#¥ Save changes (RTFEX )

=+
T
=+
T

Or

FRGSTIERIEN IP k3R

« modify-vpc-endpoint-service-Ft & (JAWS CLI

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

EERE

AN RTINS , AR BRI R R BRIFEARNFRHEITO R,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.aws.amazon.com/vpc/
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ERESa RBSHIRE

1. FALES#VPCEGIE , Mt https://console.aws.amazon.com/vpc/e

ESMHBEES |, % Endpoint services ( iImRBRE ) -

ERAVPCIw T RARSS

fORIE SR Actions ( #4E ) . Manage tags ( BERE )

N FENERMIIRE |, FEEF Add new tag ( RINFIRZ ) , REEARSEBNRSE.
EERRIFE | BEFEFRENENELENHN Remove (MR ) .

1£$® Save (R%E ) o

N o g bk~ 0N

(EFAEH A E R i RIEEARE

1. ITALS#VPCIHEFA , Mk https://console.aws.amazon.com/vpc/o

ESMBEESF |, % Endpoint services ( im RS ) -

ERLVPCIRT RIS , ARERRLIEEETF,

R RERE |, REMRER Actions ( #81E ) . Manage tags ( BEBHFE ) .
NFENERMPARL | HikFE Add new tag ( AMFHFE ) , RAEWANSEBARZE,
HEMBRRE | EEREFZHNENELENE Remove ( MIBR ) -

1£$# Save (RTE ) o

N o g b~ DN

EREH A ERE iR RS RRE

1. AL S#HVPCEGIE , Mkl https://console.aws.amazon.com/vpc/e

ESHBEES |, % Endpoint services ( iImRBRE ) -

ERVPCAIRT RIRS , RARERATERANLETF,

B E | RFHORER Actions ( #1E ) . Manage tags ( BEB#FE ) .

N FENERMIIRE |, FEEF Add new tag ( RINFIRZ ) , REEARSEBINRSE.
EERRFE | BEFEFRENENELENHN Remove (MR ) .

1£$® Save (R%E ) o

N o o bk~ 0N

{5 A 8 5 17 7 DN A0 BRAR 25

- create-tags M delete-tags (AWS CLI)
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« New-EC2Tagf Remove-EC2Tag ( &M F Windows #¥ T & PowerShell )

EEVPCAiImT RS HIDNSE 5

RS RHUBAIUNELE T RIRSEEFLEDNSEN, HRFSERHPEANELADNSEMENHL
i T RRSNWFAEDNSERE , RS EAELTEEIEMEANT LADNSERINAEF. EAL
imT RIRSEERBDNSEMZE , ABIHITEHMMANKIERERIEBERE L.

EEREM

o —NRIFHT RS REE — N FLBEDNSE .

- BABNILEDNSEMAUE A LR , IERAERFSFEAEFNRSFVPCT sefif T iZFEDNSE
Mo

- Gateway Load Balancer & R A X HFFAEDNSE o

- ERIUEE , BATIPE AL EN BRI L HIRHEDNSHE,

o IBOLASAE FIMMIE . Hltn |, A LARIE example.com , T AR a.example.com. EF/DNSIrZEH
2328 63 MNFR , ENMNIBNEKETSET 255 MNE/

MEARMMEAMFE , WABUEFEHRE, Fla, RIREE .example.com FHIET example.com,
MIE , B LU b.example.com FIMAFAA BT, DNSTERSERAERUERZBMZE , B4R
¥ example.com = b.example.com,

AT AR E

LEE 5EBIDNSRUBEEN —HH B RS (DNS) iIEFMXEK, TXTDNSIEFKE —MEREMAEX
FLHEENINEENIERK, HEPEE—INEHN—ME, ENRIEIEN -0 , BYLMIEDNSHR
SR LN A HIERIN—RTXTiE %o

HEMNELNIFHEONSKREPR MBI TXTIEREFEN , HEMENR IR &Ko

WINERE , WA LER Amazon VPC #H A EFHBRIDRENRS. ESMBEES , &F
Endpoint services ( iR IRS ) o EFWKRIRS , HE Details ( FHAFE. ) ETM-FH 4 ZE Domain
verification status ( BRIERA ) W{E. IRERIIEESSLE , BEF/L08 , RERFRE. W
REE , BUUFHFIHRIETE, EFBRE , RIEFABEDONSEHRNE B PTEN.

BIPRASE , AEDNSEMAIRRSEAEER, MRRIPRSREZN | fINEEERFEIEL |
BIEEET2Z IR,
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WMRIUPIRZS A failed ( KM ) , iEZS [ the section called “f R B 7,
FRENE W A{E

BAIAEREEETXTIERPERANBHRFE, B0, £ AWS Management Console P iR E 2., &
Bin 2RSS , HERSRS W Details (1FHAER ) ®EIFHZEFE Domain verification name ( 323 iE
% ) M Domain verification value ( ¥ UEE ) . BIERSAERALLT describe-vpc-endpoint-service-
configur ation AWS CLI sis SRR XRIEELXHT RIRSHWFAEDNSEMEENFE R

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

TEHERAHE, YREBTXTiEENames |, fREFFEAValued,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flan | BRIZEEIEE 2 example.com , 3B Value 1 Name M HA RAIMH HT R, FTRETXTIER
RIER RB,

AW Type =]
_6e86v84tqgqubxbwi TXT vpce: 16p0 ERxITt45jevFwOCp

i1Tm.example.com

BIEEA Name EAIBRFIE , RAERGEAEESEEAT., B2 , MREZVDNSEHER AT
DNSiZZBMHEETRIL , M ATLLEBE “_6e86v84tqqqubxbwiiim” , LREE IR A E A “example.com”
Bid], TXT

ERATRIE"_6e86v84tqgqubxbwiilim.example.com’Zf& , BREfE F & 0] £ F “example.com”=, 713
( #lan“service.example.com”=“my.service.example.com” )
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
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IAMAS1E AWS PrivateLink X #
RSHEXRAE )

E4HTHRASEHIAMINEENFE A AR AWS PrivateLink F1E M AWS BRS Thae |, 55 H (AMAF IS
B IAMBRS 2B S EHANAWS RS,

ET 598 E B AWS PrivateLink
TRETESHNER : 2

ETHONREEAUMMES G (FMAMAF, AFASAR ) WISONRERM X, XLEXR
BE IR HIA A S ARG T BERFRRTHERE, BETHRNMFEZETSHNNRE , 5
FIAMEA = $5 7 P Y B2 IAM R BE

ERIAMET S RRE BT UEEATRIELWREMTR , URAFSIELEENSRG, BTE
HETHEONRBPEETE RN CERTEMMWAFSAE®, BT H I UEIJSONKHHEAK
FERE , BZRIAMAFEETRIAMISONER TESE,

HT 5 M8 RrERH AWS PrivateLink

EEE AWS PrivateLink ET BB REN RG] , BSR, ET 55K =B AWS PrivateLink
NEPE T EIRAVBEE AWS PrivateLink
TEHETHRROERE : 2

ETRIFHJISONKEE R EM IR RN R, ETRFENRBENRESEAMABEEREM

Amazon S3 FERBEKK, EXHETRARNEKBHREST , RSEER JUEACIREFHNEBER
BRI E. N THEERMMKRBEHER , REE IS EEE AN 2R RNTHREREARET LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

ARSS o

ESABKFIERNR , SAULCRRNKSA RS —NKP PRIAMSKEEEENE T RRN RPN R
Ao FEKFEERMMEETRRNRBEARBYCGEXRRIEN—F¥ME. HEZERANBRLTE
EfERf AWS Ik, AIEKFAHFNIAMEZREXRNEAMERAZE (AFSASR ) BRFIBRTRIN
fRo BT FET &0 REEMINBISHEURTRIR. ER , WRET R RN RBEE E—NKS P
FRRTFHANR , WFEBFHNET HOHRE, BXESEER , 50 (AMAFER) IAMH
BY B K 7= 5 R 1 R A PR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AWS PrivateLink RS X —fE T ARNER | BNKRERT S KK, A KK a4l AWS =40
LERmSIAREEERS. BXEZEELR |, 5 the section called “iff S 5K B8,

KB 1730 AWS PrivateLink
TEHRIRE 2

EIE R A LAER AWS JSONKEERIEE WA RIF R L, BREER , WM AL AR RINITER
E , UREFAZRHETHIT,

JSONZKEAction U= MR T Al T HE R R SIEL L R VERF, RBRFEEESXEKE AWS
APIRERIE. WA —EHIH | flaN B TEEAPHRENRNRNRE, 27 - EREFEERKES
MITZMRIE. LM IREMRNABRIRIE,

R B EREUR FHATRERIBEN IR,

AWS PrivateLink & Amazon £ZHAPIG B ZZHEC2, EENITHRBIREEIRIER AWS
PrivateLink SEFALL T RI4R :

ec2
EESENMNEADEESWMRE  BEAEZSNEENRT.
"Action": [

"ec2:actionl",
"ec2:action2"

BHETLAERBER (*) BEZS/MRE, Hlin , EIZELLEE Describe FAHFIERE , @R/UT
BIE -

"Action": "ec2:Describe*"

EEE AWS PrivateLink 21E%5I% , 52 ¥ Amazon EC2 APl ZZ i AWS PrivateLink #1/E, B
BZEER , B2 (REENS#E) EC2HH Amazon E N IR E,

B BE &R AWS PrivateLink

TEHEBRR . 2
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
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EE R W LAER AWS JSONSKEERIEEWERNGFEMFT L. URMRY , MAEMA TN AR FRITER
B, UREF ARG THIT,

ResourceJSONKEE TRIEEENAREN —IPIZ IR, BAXMEIE Resource
NotResource t¥., REMER , FHREMN Amazon BRAF (ARN) RIEERR. N TXFEHE
TRFEE (MMARBERIR ) BVRE |, B ITIIEE,

XN FAZFRRENRAOIRE (NI HRE ) | BEABES () ENEUNATHRRERF.

"Resource": "*"

K SR BSR4 2248 AWS PrivateLink

XBBETRSHRBERMGAE : B

EER WLAER AWS JSONKREERIEEE AN TR A, HHMEY , WA EETTUX T LR RNITER
&, AREMHAZRHETHIT,

£ Condition Jt3& ( =% Condition 3R ) 1 , AIEEEEAEMMNEY. Condition TERAE
N, BACIEFERAZGZER (i, FTFHNT ) BEHERER , UERBPHNFESERPHE
HTE,

MREE-—MEAIPEESZ D Condition THE , WEEA Condition TEFEESZME , N AWS
EFZHE AND BEITH TN, IRENENFHREESME , NERZBBORZER AWS WESF
o ERTIEDNNR B LI BFIBISA.

EIEERMSN , BETUUEASNETE, i, REERERLAEIAMBRPNAREN |, B 8D
IAMAFPEFIFRZERNNE. BXEZER , 520 (AMAFPEE) ¥FMNIAVMERTE  TER

AWS X EERFHEZANBETRSHFZMHENR. EEEME AWS 2RZHRE , F5H (AMAF
Er) FHVAWS £ /&M LT XHEH.

AT & 4%4ETF AWS PrivateLink :

* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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ETHRIETUERFARNREMZTIR , 25 Amazon E LEREEC2,

ACLsTE AWS PrivateLink

T#HACLs : &

TREFIFIR (ACLs) BHBLRIEA (KFKR. AFRAE ) ARNBARF. ACLsSETHIRA
REEREL , RECNITEHISONKEE XA,

ABACE AWS PrivateLink

XFEABAC ( KBHHHIRE) 1 B

ETEMMERES (ABAC) R —HETEME U RNED R, £ AWS , XEBHMNIRZL,
RS INEIAMSSHE ( AP RAE ) MFS AWS BiR. NSRAENRFRINIRE R/ E —

#, ABACARJE , &R BURITABACEKE , R EZRFEANIRE SN2 15 B A 5 R £ R AR Pef A
HATHRAE.

ABACHEREEKMIMREHREA , BB THRARBEETSEBINER.

BEEHTHREEGHRE , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER,

MRENRSEN TEMERREBIFABX=AFER , WX T RS , ZEAR. NREDMERSNX
N T RBRREZFRAEX=ZAZARE , WZENTD.

BEXMNEZEBABAC , BS{T4L2ABAC? & K(IAMAFER) 9. EEFISRESRNHUE
ABAC , BZHIAMAFEEFNEAE TE MM EIES (ABAC).

FinetEiIE 58S A AWS PrivateLink

X FFIREAEIE : &

HIREAIFHEP R R , HL AWS RS FRER. BAXEMER , SEWL AWS RS ERTIE
FHEH AWS RS , B2 (IAMAFERE) IAMAR &R T IREHE+H"

MREEARAF B NEBZANEMRAEERER , Il AWS Management Console {8 F B =2 I BB
fln |, HE AWS FALTINE QLB F (SSO) s#EHTHEN , ZEEL B RIGHER, HEU
AP emEREHs  ARYMRACH K BEBHCRIGHNEILE. BXURACGHNESER , HZH
(AMAFER) PHYBREAS (BFE ).
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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BATLAE A AWS CLI S FE s I 2 IGETER AWS APl, ARG, &0 LA X LI B 3 4T 15 1]
AWS, AWS BWEZHRERIGHHES , MAREAKBHEBNA. EXEZEE , BSEFH et
LZEIUEFIAM,

1Y 58 IR S5 £ BR AWS PrivateLink

XBFRRBFIRE (FAS) :

LHIEERAMAFPSABEFRITRER AWS |, BEUARNEZRA, EFAELRSH , BT —
MR, RAERBREEEMBRSHEN S —MEE. FASERRAZEANKER AWS RF UK AWS
RS M TFHERFS R EHERNIER. FASREIARSBEIZTESHM AWS RF R BFERXE T TR
BERE, FEREER, EXMBERT , BLMEFRITXAMRENNR, BRIBHFASERE
KRiFE , BZREAFRSIE,

RS A AWS PrivateLink
YERSAR B

REIAMEERRSREEHTRENAR. IAMEER ATUERBCIE. SRMBIBRES A BIAM,
BXREZER , F5H (AMAFERE) AWS RSP GRS 6 L[ ZRAUR,

KRS M= A AWS PrivateLink

XERSHEXAG &

BRSHERABR—TERSHEXEKN AWS RFRSF AR, BSTURARKRENTRENAR. KBS
BXABHNELZNH AWS K/ |, FEBARSHE. IAMEER AIUERERREBRSHEXAGH
R

ET 51 RERH] AWS PrivateLink

BRINERT , ARMAR&EAIESRIEH AWS PrivateLink FIRHIR, 41T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 53R#1T1ESE AWS APl, BT
APXNEMERBERITRENNR , IAMEE R A ZIAMER, AT, B3 8 7 LUFIAMR B N
AAeth  ARFTURAXERE,

BT R A0AIE X LR PSR B SO B R IAME T B0 BV JSONERBE | S HIAMA F s B a6 2 1AM
B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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B H AWS PrivateLink EXWIREMARRE ( S FEMAFRRENRN ) NEARE |, F5H (R
FRNSE) EC2HHY Amazon #B1E, HIFEMEZHZEH. ARNs

=i

- E#HVPCIR SR FEA

- RIEBRSFEEERGIVPCART S8

- BHRIURVPCAIRT SRS EEMNFEDNSE
- BEAARVPCAGKT RRSEENRSER

2 VP Cu RURY 5

BRANBERT , AFERERALENT R, SUNR-METHORRE  QRAFRTR, Bd, #
ARANM BRI RV R . RAINT

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXFERAVPCKiIRT RIEFIXRSMIFRINEES |, 5 Mthe section called “if A K #E”,

BIERSS B & EHIVPCLIRT S EE

B LAMfEAec2: VpceServiceOwner &4 HEARTFBHRME RS ( amazonaws-marketplace,
T ID ) RIBHATAMBAVPCAET K. AT REIRFERABERSFIEEARVPCALT RHN
R, EEALRA , EEHRXE., K~ ID MERESHEEE.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"

FHI AT LU VPCA IR T RBRSS IR ERYFABDNS B 5

A LAfEfec2: VpceServicePrivateDnsName &4 Z AR ESVPCA R R ARG X EXHFFABDNS
B REH TSR R BBEVPCEIRT RIES. AT RERFERIBEFLEDNSEHEEVPCK
wmT ARSI R, EEALRE , FERXE. K/~ ID MFBEDNSE .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"
1,
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

]I
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"Condition": {
"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"

ZFI A LUAVPCA s T RURS I ER RS B 15

A LAfE A ec2: VpceServiceName &4 ZFHREVPCL IR T SRS B FRok 1% & 7T L 61 2 B L VP Clk
Ro AT REIRFERAEERS BHUEVPCART RNNIR, EFALTRA , HERXE, K/~ ID
MRS & o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
""com.amazonaws.region.s3"
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}

{5 i v SR B4 I3 VPC i RV i (A

LG RREE—HETRENERE , S LUNEK IS VPC KinT 2 , ABEHIHL AWS ZEAT
LMEJ% ZAWTRIFA. AWS RS

HMARKBTREEIBRET SN REIET RRNK, fl, WREBFFEREDORIEES
Amazon S3 , M3E AT LAfE A Amazon S3 TF R B RIZHI M ER L BFE VPC X‘H—?—ﬁ%‘ﬁ HITHI T
8] o

AES

- EEEBM

- BN SIREE

- BORSER

- MximSEESE

- F# VPC SRR

FEE

REBEZMFEHA IAM policy IEEH) JSON ZKBE XK, HANXMIE— Principal TR, R KEEH
M\T ST 20480 NFR (BEEK) 6

« ERARIEEOSMKRLET R AWS BRS , TLHENEIRT QURBEH IR ZLRT R ALK
B B T SR B o AN RIS Mnvm SR B, FATR IR A IR SR B

o HEMBH AWS BE XA KK, R AWS BE TXEHLET SRKK , WRMNATFTZEBRS
HEMLRT RFETELHENR, BEXREZEE |, ESH the section called “& & i AR B

o HBRNIHKIRSIE AWS RS OIE VPC in Kbt , BMNATN ZR[HITTELIEE.
TREFEABEM (*H? ) AFESIAREEANIMRATNER ETXRNBFREEZEN (H

|, aws:PrincipalAccount=aws:SourceVpc ) o
- FRAFHERMZENN , XAFAEDPANELEFH , ARTEHEISBEF.

« HEBERRIFMHTEFIEE ARN B, ARN WK 82 AT LG 8K ID SBERF , EFsERA2
LR

N4/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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N > Ll
BR A Ui =R B

AIAUE R T i QA T2 T RAUR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*"
}
]
}

2 O im UK S

BXARiET S FKBHN ARG AWS RS , i55Fthe section called “5.. £ RS, RENE—FSE
S AWS PrivateLink XR4#9 8532 AWS RS, IR AWS RS Z#Fim 2K | N E X IEE L RKE
Bl

P 5% i )Y E 4

NFRXLKHBT R, BPFPrincipal tRIREN*. BREEZRA , EEMHaws:Principal Arn%k
e,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MREBZATERIXEERZEA , M AWS IKFRAF ReEmiZKANARPMACKRTIHENE , mIE
FMERAFNAR,

"AWS": "account_id"
BxRMxim [ in LKA BSEUATHE -

« EATF Amazon S3 B =
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« & T DynamoDB Hi% &

BE# VPC i SR B

BRBUTLSRERH AWS BSHIRRAEKKE, EEFTHARKERE SN ERTEEE/ Lo T 8L
)‘&o

15 P 2 15 & BB v AL SR B

B AT Mt 3TH Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
ESMERT , EFRRRo

%8 VPC i =

fI R %R Actions ( 384E ) . Manage policy ( BEEREE ) .

1%3% Full Access ( T2 11 ) AAFNRSHITELTGE , HEEEF Custom ( BEX ) FHimn
BE XK,

pvi= 2 3 EN

o k~ w0 bh =

o

{5 Al 85 T 1T E A v SR B

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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AWS PrivateLink 9 CloudWatch 3§#%r

AWS PrivateLink £5F8X# 0N, Gateway Load Balancer i 2 i S BRESHBRE S L HE
Amazon CloudWatch, A CloudWatch , A L R —H B FH BB FHIEEE ( FAIERR ) KREREX
FXEHBFBINRITHE. THEFRANEZEGEENTE K MEREIRNZTERENEECHE. BN
iR S ER A S<BR Y B B 2 A0 Ak YN 2 4

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERV ISR , &
EREHEN TEIUEN B EMRE (@B FERF I R IXBA ) .

FakmrEEOIRS, Gateway Load Balancer i 2 Mk R RS HIIEHR. BEFSK M Kin A1
Fro FURIER T , AWS PrivateLink 28— 2 [ CloudWatch &ixiE4r , F BT~ H N5
A,

EXEZEER , {52 Amazon CloudWatch B ¥/,

Bx

- WmRIERN4ERE

- mRRSIERNEE

« & & CloudWatch IEHR

- EFWER Contributor Insights #LMI

Ll e 4= s
s RIEMR A EE
AWS/PrivatelLinkEndpoints & ZH@EH *#E Ok =M Gateway Load Balancer i 28 T 515
FRo
fE¥R iR

ActiveConnections HEFNEENHE, XBELLT SYN_SENT f ESTABLISHED iRk
AHERE,

WEPRAE  MRE—DHAKRE T RE.

SiHHIE REANKITIER Average, Maximum 1 Minimums
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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AWS PrivateLink

1R

BytesProcessed

NewConnections

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

i AR KRR ZARXRNFZTH , REPCE. XRGERARTES
BENENFTH. KB GB HEMLERILE,

REFE  BRE—DHAKE T RE.
ST HIE  REANKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id,VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

B R B WIEERE,
REFE  BRE—DHAKE T RE.
ST BIE REANSKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

I RIER M4 E
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EFR HiR
PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA

BEARKRIWKARSETFER,

REFRA  IRRE—DHRKRE T RE.

SUTHIE - RERAMNSITIER Average. Sum # Maximum,
“E

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived s SN EIM RST BIEEHE, EEMNTRERARKRBRZEITTE
Ho

REMAE  mRE—2HRNKETRE,
SUHHIE - RERANSITIER Average. Sum #l Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE EPUN

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,
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%
VPC Endpoint Id

VPC Id

iR
¥ VPC in RUIFIEEAREIRE
B VPC TRt fEPrEdR.

i RIRF R4 E

AWS/PrivatelLinkServices @& Z= 6 BIEE X in 2RSS H T F3ERR,

1R

ActiveCon
nections

BytesProcessed

£

iR

B wRQNE S IRE BN R AOESEERE. ERMAREARE
1@ R BITE AR Y B R,

RERA  EEIRRBRSHNHERE-—IHARET RE,
SIHEIE - REANSKITITERN Average Ml Maximums
$HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

T im RIRS ik R Z B SR FHE, MESCE

BEFE  EEFH/RSHIRR/E—DHANRETRE,
SITHIE  FEANSKITIAER Average, Sum H Maximumo,
HE

* Service Id
* Az, Service Id

* Load Balancer Arn, Service Id

oE-3 il

IR IRS R4 E

125



Amazon Virtual Private Cloud

AWS PrivateLink

1R

EndpointsCount

NewConnections

iR
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BT RUBRSS IR R E,

REE - ERED B AEFREE,

SitEdE RERANSITTERN Average M Maximum.
HE

* Service Id

wmRAMNEFIREI BB NIERRE. ERNTRAKRFEERMNE

Fﬁ]ﬁﬁziﬂfﬁlﬁﬁﬂ’ﬂ B #%o
HRENE  EEIRIBESFHNRERE—SHARIETRE.
SitEIE - FERANSITIER Average. Sum #l Maximum,

HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR IRS R4 E
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1R iR

RstPacketsSent KRIEREKIEFH S RST HIEBHE, EEMAERREEEZITAE
K B ¥ro

REE  EEIRIBSHRIE—PHARET RE,
SitEiE - FEAMSITIER Average. Sum #l Maximum,
$E

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BEifEXLEER , EAUTHE

“E PO

Az A H X s iE PR 3R
Load Balancer B ARG AR IE i iR ER
Arn

Service Id B KRR S Bk iE PR 8=

VPC Endpoint Id & VPC i Rk IS R8Iz

& & CloudWatch E#r

Al Amazon VPC ##l&. CloudWatch ##|& = AWS CLI EF XL CloudWatch 18#x , E4&10
To

& & CloudWatch 1845 127
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£/ Amazon VPC ##H 8 EFEH

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBEHKD , %4 Endpoints (IwR ) » EBREHIRR , RFEER Monitoring ( K8 ) &I+,

3. ESMBE®ED , %£4F Endpoint services ( RIS ) . ERENIHRIRS , REEE
Monitoring ( %18 ) &I+,

£ A CloudWatch 2 H| A EFIEIF

1. 15IA] https://console.aws.amazon.com/cloudwatch/ T FF CloudWatch &l &
ESMERD , HEFE.

1%+ AWS/PrivateLinkEndpoints 5% Z= 8],

1% AWS/PrivateLinkServices #5# Z2 8,

w0 N

£/ AWS CLI EFIE

FEALLT list-metrics @ % H$% 0% 2 # Gateway Load Balancer 3 S 89 7] F154F
aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
AT list-metrics w5 Hiw S BRSH A A IEFR -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

£ MAER Contributor Insights # N

AWS PrivateLink Rim R RFIRMT E’J Contributor Insights FN , #FBBYEEEN SN ZZIFHIE
RS RER AN IKR,. E%E%Em , 2@ (Amazon CloudWatch AIFF#§®) " # Contributor

Insights.

AWS PrivateLink I2tA T4 R -

 VpcEndpointService-ActiveConnectionsByEndpointId-v1 — &iEBNERELH TR BE
Fo

 VpcEndpointService-BytesByEndpointId-vl — R4 B F T Bt Tim _BES

fEAMEH Contributor Insights H1M 128


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html

Amazon Virtual Private Cloud AWS PrivateLink

 VpcEndpointService-NewConnectionsByEndpointId-vl — RHEESH Tin S HER,

« VpcEndpointService-RstPacketsByEndpointId-vl — R &XXFwSA RST HiESHH 1T
iR BER .

EEANERANZET , XAEBAMAN. BRAANG , BFABRBERBERIE. HX Contributor
Insights ZZAMER , HZ [ Amazon CloudWatch E .

B ER LT RBRF 8EfE A Contributor Insights :

« cloudwatch:DeleteInsightRules — fiBk Contributor Insights N,

« cloudwatch:DisableInsightRules — ZH Contributor Insights HM,

+ cloudwatch:GetInsightRuleReport — FREUHIE,

« cloudwatch:ListManagedInsightRules — %IH AT A AY Contributor Insights F N,
 cloudwatch:PutManagedInsightRules — /g i Contributor Insights # M,

)
« J5 A Contributor Insights #1|
« ZF Contributor Insights #11I

« HIBR Contributor Insights #iM|

/& B Contributor Insights # 1|

BBLAT IR , /A AWS Management Console 5 AWS CLI /& F5&F F AWS PrivateLink B9 EH
m,

A4 A B AERT AWS PrivateLink B9 Contributor Insights #0

1. BT MuLITFHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKD , % Endpoint services ( ImRKRSE ) -

3. ERRmIRS.

4. £ Contributor Insights J£IiF £ , %3 Enable (BH ) »

5

(&) RINMERT , RERAMEAN. ENSABEAN , FERLEBSRANMAN , REHIRE
¥ Actions ( #4E ) . Disable rule ( ZAMN ) . HRGRRFEIAN , EEEZA .

/8 A Contributor Insights # M 129


https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

£/ AWS CLI /3 & T AWS PrivateLink 8 Contributor Insights # 0

1. AT listmanaged-insight-rules Sr S B RAMN, X F --resource-arn &M , iHIEERH
KRIRFH ARN,

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

2. 1 list-managed-insight-rules &M EHF , M TemplateName F B & IR E #ro
LT RZFERNRA,

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

3. fERABLT put-managed-insight-rules a5 /8 AN, &AM E IR LIRS HERBEFRF ARN,

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-v1,
ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

2 M Contributor Insights #1I

&R LARERTZE FSE A T AWS PrivateLink WREM N, ZRAMNE |, FHELWETEMERE , BINA
MM ERELRE 15 R ZAANGE , EFEREAMAN |, UK ETEREHE,

FAEH AZAERT AWS PrivateLink B Contributor Insights #1

1. BELATMutiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e

2. TESMBE®RD , %#F Endpoint services ( i RBRSE ) -

3. ERRIRS.

4. £ Contributor Insights %I+ £ , #%4% Disable all ( £&82/ ) , UZAHLIHHAN, RE , BF

Rules ( #LN ) EAR , EEEEANAN , RFHKIXIERF Actions ( #4E ) . Disable rule ( ZRA#M
)

5. HREETHIAR , EEEZEA

5 AWS CLI ZAEHF AWS PrivateLink B Contributor Insights #0

f#/ disable-insight-rules ss S ZRAHN,

# A Contributor Insights # I 130


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-managed-insight-rules.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/put-managed-insight-rules.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-insight-rules.html

Amazon Virtual Private Cloud AWS PrivateLink

f#i BR Contributor Insights L0

BBLLT I , /A AWS Management Console 2 AWS CLI il Bx5EF F AWS PrivateLink B9 R EH
N, WBERMNE |, FEIERETBELIE , AT 2MBRINEHTEE HE.

{5 A 32 4 & M BRSE A F AWS PrivateLink B9 Contributor Insights #0

B LA TMutITH CloudWatch ###14& : https://console.aws.amazon.com/cloudwatch/o
ESMBEEF , %R Insights, Contributor Insights.

BJT Rules ( #N ) EHR , EFEHN,

MG HORIERR Actions ( #1E ) . Delete rule ( HiIBRAN ) o

HRGRTHITHEINGS |, 1% Delete ( MIBR ) o

o ~ w0 bh =

{F/H AWS CLI MiIB&5EB F AWS PrivateLink 8 Contributor Insights #1 0

£/ delete-insight-rules &y Ml BRA N,

& Contributor Insights #10 131


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/delete-insight-rules.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS PrivateLink Btz

LR REFIH T EH KBS X8 AWS PrivateLink FROEH ( 2B AEE ) . BRIEZHHA ,
BNEALERIGINX LS. BXREZELR , BZH Service Quotas User Guide ( BRFREAFF
$8™) ) P Requesting a quota increase ( iERE MRS R ) -

MREFERNBINHREAEANESR , RITFRAZXEFRAERFRNEH

=L MINE CIREE: AR

B4 VPC NEAMMXAE 50 = TR O in QMM < A9 ER iR SAEYA
2R i AR SR,

BNMXEHMX VPC iIs R 20 = /1 VPC RZ W82 255 MRXIHR

|1 VPC Lim T QERMEEYFE 20,480 T # VPC i QIR R A KRN ( BIRZER )
EE

LTEESRIEATEN VPC inRIZERNRE !

- MABRT , BMNTAXHNEAN VPC iR A Xk 10 Gbps WH R , HEaYUET BESiE 100
Gbps., EFEAAXZRZEAZE , VPC i SN AFRET IRAXHERES 100 Gbps. R
EWNARFEEESNELE | B3R AWS Support,

o MEEBPBRAREHEN (MTU) REBET VPC I REBENRATAFRBIRD (UAFTRE
i), MTUMBX , IZEENMNRFESPERENBIEBZ, VPC mRXHEF 8500 FTH MTU, EiE
VPC i S K/ 8500 I BIESFHHER

« FEEFEE MTU &I (PMTUD), VPC i RAERKLLT ICMP JEE : Destination
Unreachable: Fragmentation needed and Don't Fragment was Set ( # 3, %5
4),

« VPC I RN FIEHIEEBHRITERARDERKRN (MSS) BIE. BXEZEER , FZH RFC879,

132


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-29B6F2EB
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-1B52E74A
https://datatracker.ietf.org/doc/html/rfc879

Amazon Virtual Private Cloud

AWS PrivateLink

B9 TS A 12 3% AWS PrivateLink

TRIER T BARZA AWS PrivateLinko

TE

BER P Hbik

IPv6 X ¥

Contributor Insights

IPv6 X ¥

CloudWatch %5

P < G 335 17 25 i =

L

ERIEHEH VPC w2 , &
A AR ZEOEE P i
ik

BB LU R S AT T 2R i
B S5 0 P < £ 85 19 1 25 v =L B
B R ER X IPv4 f IPv6 it
AN X IPv6 Hbdit,

BRI AERRNEN TTENL
i ANKIRBBFELH TR,
Xtim 2 H CloudWatch 5
FREV B KITERE AWS PrivatelLi
NKo

AR5 1R R A LAt F H i RUBR
S IPv6 X, BIEMM
R ARSI 35T IPv4. HNR iR
RIRFER IPv6 BR , MRS
2R & AT Ay B O iR RS A
IPv6 ¥ , LAEfR{] A SUES
IPv6 1 R ¥ AR SS

AWS PrivateLink & 71 #& 191
A4 R, Gateway Load
Balancer Xix T R MK iwT &
BRZ-8Y CloudWatch $8#xR.

&I LATE VPC H el 2R X 12
BIOEREL  RRERBE

B

20238 A 17 H

2022 €12 A 12 H

2022 8 A 18 H

2022 5H 11 H

20221 H27H

2020 €11 A 10 H

133


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html#privatelink-contributor-insights
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-share-your-services.html#endpoint-service-ip-address-type
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html

Amazon Virtual Private Cloud

AWS PrivateLink

VPC U SR B

VPC i S Ml KBRS B SR 48

6% VPC i & M < AR S5 A

A PR
#.%5 DNS £

VPC i S ARSS

O VPC KinT & AWS RS

& A F DynamoDB Y VPC %
o

PAN

S&ER R X BT RREC E Y
VPC i [UBRSS

BRI LU E AN 1AM policy B i
FEAN AWS REHIZEDO VPC
iR, UERGX RSN H
8],

&I LAEA EC2 SR KiRH

X VPC i R Mim /AR 1A

I8 o

&R AE 2 VPC s SR A
AR S5 B AN AR o

&R LAE A FAE DNS BHMNE

B VPC A if R AWS PrivateLi
nk E2F VPC IR .

B L IR B Wi SRS H
ARUFHEM AWS Ik K~
RAF@EN#ED VPC ik RIERE
BB BRSS . BALAE AWS
Marketplace {2 1Y i < AR S5
EZRETF AT

& AWS PrivateLink TE
BEAMM K NAT iR Z 17l 81
ERT AWS RS EEEO
KIRT R

B LBIEM X VPC Im s
BAMNIZEY VPC 18] Amazon
DynamoDB , M FE £ A BBk
MR <2 NAT 8%

2020 3 A 23 H

2020 3 A6 H

2020 2 A5H

20201 A6 H

2017 £11 A 28 H

2017 £ 11 A8 H

2017 8 A16 B

134


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html

Amazon Virtual Private Cloud AWS PrivateLink

Amazon S3 #J VPC = Ba U BlEMx VPC ima M 2015 5 A 11 B
&M VPC 1518) Amazon S3
MAEFERABEBRMMKE NAT

R

135


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html

Amazon Virtual Private Cloud AWS PrivateLink

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

CXXXVi



	Amazon Virtual Private Cloud
	Table of Contents
	什么是 AWS PrivateLink？
	使用案例
	与 VPC 端点结合使用
	定价
	AWS PrivateLink 概念
	架构示意图
	服务提供商
	端点服务
	服务名称
	服务状态

	服务使用者
	VPC 端点
	端点网络接口
	端点策略
	端点状态

	AWS PrivateLink 连接
	私有托管区


	开始使用 AWS PrivateLink
	步骤 1：创建具有子网的 VPC
	步骤 2：启动实例
	步骤 3：测试 CloudWatch 访问权限
	步骤 4：创建要访问的 VPC 终端节点 CloudWatch
	步骤 5：测试 VPC 端点
	步骤 6：清理

	AWS 服务 通过以下方式访问 AWS PrivateLink
	概述
	DNS 主机名
	DNS 解析
	私有 DNS
	子网和可用区
	IP 地址类型
	AWS 服务 与之集成 AWS PrivateLink
	查看可用的 AWS 服务 名字
	查看有关服务的信息
	查看端点策略支持
	查看IPv6支持

	AWS 服务 使用接口访问 VPC 终端节点
	先决条件
	创建 VPC 端点
	共享子网

	配置接口端点
	添加或删除子网
	关联安全组
	编辑 VPC 端点策略
	启用私有 DNS 名称
	管理标签

	接收接口端点事件的提醒
	创建 SNS 通知
	添加访问策略
	添加密钥策略

	删除接口端点
	网关端点
	概述
	路由
	安全性
	适用于 Amazon S3 的网关端点
	注意事项
	私有 DNS
	创建网关端点
	使用存储桶策略控制访问
	关联路由表
	编辑 VPC 端点策略
	删除网关端点

	适用于 Amazon DynamoDB 的网关端点
	注意事项
	创建网关端点
	使用 IAM policy 控制访问
	关联路由表
	编辑 VPC 端点策略
	删除网关端点



	通过以下方式访问 SaaS 产品 AWS PrivateLink
	概述
	创建接口端点

	通过以下方式访问虚拟设备 AWS PrivateLink
	概述
	IP 地址类型
	路由
	创建检查系统作为网关负载均衡器端点服务
	注意事项
	先决条件
	创建端点服务
	使您的端点服务可用

	使用网关负载均衡器端点访问检查系统
	注意事项
	先决条件
	创建端点
	配置路由
	管理标签
	删除网关负载均衡器端点


	通过以下方式共享您的服务 AWS PrivateLink
	概述
	DNS主机名
	私人 DNS
	IP 地址类型
	创建由... 提供支持的服务 AWS PrivateLink
	注意事项
	先决条件
	创建端点服务
	使端点服务可供服务使用者使用
	作为服务使用者连接到端点服务


	配置端点服务
	管理权限
	接受或拒绝连接请求
	管理负载均衡器
	关联私有DNS名称
	修改支持的 IP 地址类型
	管理标签

	管理VPC终端节点服务的DNS名称
	域所有权验证
	获取名称和值
	向你的域名的DNS服务器添加TXT一条记录
	Amazon Route 53
	一般过程

	检查TXT记录是否已发布
	解决域验证问题

	接收端点服务事件的提醒
	创建SNS通知
	添加访问策略
	添加密钥策略

	删除端点服务

	的身份和访问管理 AWS PrivateLink
	受众
	使用身份进行身份验证
	AWS 账户 root 用户
	联合身份
	IAM 用户和组
	IAM角色

	使用策略管理访问
	基于身份的策略
	基于资源的策略
	访问控制列表 (ACLs)
	其他策略类型
	多个策略类型

	AWS PrivateLink 如何使用 IAM
	基于身份的策略 AWS PrivateLink
	基于身份的策略示例 AWS PrivateLink

	内部基于资源的政策 AWS PrivateLink
	的政策行动 AWS PrivateLink
	的政策资源 AWS PrivateLink
	的策略条件密钥 AWS PrivateLink
	ACLs在 AWS PrivateLink
	ABAC与 AWS PrivateLink
	将临时凭证与配合使用 AWS PrivateLink
	的跨服务主体权限 AWS PrivateLink
	的服务角色 AWS PrivateLink
	的服务相关角色 AWS PrivateLink

	基于身份的策略示例 AWS PrivateLink
	控制VPC端点的使用
	根据服务所有者控制VPC终端节点的创建
	控制可以为VPC终端节点服务指定的私有DNS名称
	控制可以为VPC终端节点服务指定的服务名称

	使用端点策略控制对 VPC 端点的访问
	注意事项
	默认端点策略
	接口端点策略
	网关端点的主体
	更新 VPC 端点策略


	AWS PrivateLink 的 CloudWatch 指标
	端点指标和维度
	端点服务指标和维度
	查看 CloudWatch 指标
	使用内置的 Contributor Insights 规则
	启用 Contributor Insights 规则
	禁用 Contributor Insights 规则
	删除 Contributor Insights 规则


	AWS PrivateLink 配额
	的文档历史记录 AWS PrivateLink
	

