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Secrets Manager ## R E 1 ?

1t Secrets Manager H , WEHMEZEF. WEE , URBARBENPEERER. MBEEAUAT
R —H#EA,

BERZEFREREE—ABNT K EREMER JSON XFFREREBERY , Hlm

{
"host" : "ProdServer-01.databases.example.com",
"port" . "'8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" ¢ "mysqgl"
}

HRERNEZRE K NRECEERREDHR K SELEASSERNENEFEEN , BRFAERERN JSON
EB, WEFAER , B2 the section called “#Z2 K JSON &7

hREE R

WEN T RENIIE

 Amazon Resource Name (ARN) EB L TR :

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager 8 EMEZEEB B KBTS AERE T T , HEEEAWE ARN 22—, WRMERELR
WE L AEREAMRNEBELHNEE  IEMERZERA/AELEF IMEEREN ARN, EFE
REFTIRENEAETSEDNESHBENTEE , A ARN FE,

- WENER, #R, BREENER.

- INFZEEEY ARN , B8 AWS KMS key Secrets Manager AR INZ M #F# 2R EE. Secrets Manager
—EEUMBERTFRREXT , Y H—ENBERPHOMWE, F2/the section called “WEINZE
MEER",

- BRUMRBHENER (WR[EWER), FSRHHR WE,
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Secrets Manager FA B 7 HEREEE S THERBERRAEESRENFRE T I & i
%, m2RRJ|ANEFEIEES AWS Secrets Manager.

REBEEERENZZIBEBIAVRAE, TE2FNRERHIRWZEE |, Secrets Manager 21 I AR
X, 552 [the section called “WEE R,

BAELAWS B BBEREZBREZEAZREAT. TERUERR , C2BYRRAITIENE (BAE
AR NEIFX, EFAURERFEIENENER, F2REEIERER.

R2REEVNEEWE,

RN RN

RBEARTFNEZEFZHEEEANWRE, EEFRBRERHBBRMWER , Secrets Manager 21 3 FHI IR
b

Secrets Manager TR FHFERAIWRZMEELLE , R , TEBER =B ERAREERE
1M :

« BHATARZA : AWSCURRENT

« BRRZA : AWSPREVIOUS

o RBUBMRA (BiHAME) | AWSPENDING

WHRIRIRE —{E1ESE A AWSCURRENT HIMRAS | B HEEVZRERS | Secrets Manager SR EE &
MR,

B A LAREAY update-secret-version-stage AWS CLI. R Z AL 20 EERERZETHH T
HARA, WEBHRERESTEEEHENAFEER. —EREATUEZEES,

Secrets Manager KIEFTEBREFRLERE , EERARLRERACERNK. WRRAEIB 100
{8l , Secrets Manager €K EEF XA, Secrets Manager T &M BRE M SRR 2 24 /NEFRIRRAS,

TEERTERRANEF AWS ERBRAVER ., RIECHMAGEIEASEDR , WAGHERRIEER
& 254 Secrets Manager BB,

MWE A 10


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html

AWS Secrets Manager EREEmR

MySecret

P AWSPENDING P AWSCURRENT AWSPREVIOUS

credential10 ‘ credential® ‘ credentiald

|

.,.
o,

wyLaber

L credential3 ) credential? )
I ™ il N

credentiald credentials [ credentiald
b & h, r

credential? credentialt

- y
. -
| —

MR R 11



AWS Secrets Manager EREEmR

AWS Secrets Manager ¥ 2 F 12

e

« &8 Amazon CodeGuru Reviewer E BN ERN BT SR AZREN KR
- BB BB ZE AWS Secrets Manager

- BEXIRIBHEREFRFZBE AWS Secrets Manager

« REXEFEHAE#WMIE AWS Secrets Manager

+ 5 AWS Secrets Manageri% & 8 — # i B g it

i%£1B Amazon CodeGuru Reviewer EZEHNERIBEFE R EAZREN

Amazon CodeGuru Reviewer 2 —1EHR# , F AR 2 MHKBZ 2T RERIBEZASHUIREIN
BERRE , XRMHEKZE Java f Python BXIBAERE. CodeGuru Reviewer BBl ERE RS | £
ZHREANBPRERSRBEOEE, NEZRBEITURIWEZER | F2/8 (Amazon CodeGuru
Reviewer fEF & #E/) FH CodeGuru Reviewer 188 f #2258 7,

— BRI CRIEME | FERIERREREM

« the section called “Bf B ILE B ERE "
« the section called “BifiE BEMZR "

BREX RGN ZEBEE AWS Secrets Manager

MRENBEXABPERNFHE  RMABRBEBREMABCMRFERREES . SREBDIIH
ZEBSHRABTEREE  BEMSIEXBHWARELEER  AABT—F , ENEXBRREER
RURTEESHAED, BRUZRBEENCRIERE K EEFBEN.

MEERERTUE , B20 BEAGFBHEREREREZE AWS Secrets Manager,

HEREH  BREREFTEFNZHEZNA, RAIZBEAME AM AREEENEZER

- BHESPETNAR, MEHBES , 5528 the section called “Secrets Manager B &5 1",
FREERAGER W RREE,
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- AUEZITHREFERAZRNAER  fINERKBREFESE
FRoleToRetrieveSecretAtRuntime, BN IBRT U ACLUEEKE, EXAHED  &RE
RTFZACHN—ERZENER , WEBFEAKENERERETHER, ISHMUBERER , F2
B the section called “B BB,

')

HER

- B BUMsR

- FER2  FEHENENR
- $B3 . FHME

- RESER

S BIUEE

F—IRERENCERREBERIMEREERP, MREHIFHEAWS EREE , FEHRETFEHRER
HENEFH ., B8, SRERTFEHEEFEARMEERENEZETP,

EEBUME (BHA)

1. BIEUTUERBEEZEEEEE| A | https://console.aws.amazon.com/secretsmanager/o

2. i#IZ Store a new secret (TF TR,
3. 7 Choose secret type (ZEWZEA) HE L , BT THEE :

a. ¥ Secret type (WZEHA) , 1E$E Other type of secret (A ZHH),
b. BB ZE A Key/value pairs (£8/{E¥]) = Plaintext (fiXF), —LE&fH)

AP iR/EH :

ClientID : my_client_id

ClientSecret : MZEBH/KT mit#/ ##### bPxRfi
BRTREY .

Username : saanvis

Password : EXAMPLE-PASSWORD
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AP| £8/{E¥

ClientID : my_client_id

ClientSecret : MEBH/KT m##/ ##### bPxRfi
OAuth F & F :

AKIAT44QH8DHBEXAMPLE

HBRMANT

AR T

----BEGIN PRIVATE KEY ---
EXAMPLE
---- END PRIVATE KEY ----

c. H%E Encryption key (I1Z£88) , 518 1E aws/secretsmanager F A FAREZEEEM AWS
SESHR ., FALEREETMAKA, BFEAUUFEHAECHBEEIE SR , flts —1@
AWS IRF 7B ZE, NEEEEATFZESRNNEANEN , F2E8 EE.

d. iEE-F_Z’Fo
4. 1£ Choose secret type (IRIERZER) EE L , M7 FHIENE :

a. B AERMR Secret name (#%: & #) F Description (i),

b. 7 Resource permissions (EJRETH) & , i#IF Edit permissions (#REEFT ). Bh LT 5l A #HER
ZiBRoleToRetrieveSecretAtRuntimeI R Al | REIBZ [E1F].

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :AccountId:role/RoleToRetrieveSecretAtRuntime"
1,
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

c. WMEEBREHHEEZTFAIH Next(T—H),
5. & Configure rotation (FREW) HE L , RIFWREIM. 1BIZE Next (T—D).
6. 7& Review () EE L , BB FHEN , REIEIEF Store ().

HER 2 EHEHERR

BRI BL AR IAM B8 RoleToRetrieveSecretAtRuntime , F BEREENZTS, MEFME
7, FSEYEE IAM A6 (AWS API),

BETR, SuUlERARREESRHUNEARABENRCNENS , LEREREES D EEIHE,

EESRELFENE
1. BIEUTERBMEEEREEEE A ; https://console.aws.amazon.com/secretsmanager/o

£ Secrets (M%) HE T , BEHR,
[B T#B)E Sample code (BARENE), BRELNEAKRE

mm

w N

, AR ERRAES K
EENEARRT  MRECREMBLYE FRABAR. RBENEXBES  CTHERARRBEA
BeR E B R T

ARCNEARRETRANES  BEARBRBECREMR,

SER 3 EEME

RE—ELREHELEFRCRERE. §
RREEFR BB ELETHEE,

nl‘ﬂ

SRERTHRREASRBOENENEZNER. Hlo,

15 P T {E E AT 2

1. BFBULAKNBZREEB24]A hitps:/console.aws.amazon.com/secretsmanager/o

2. 1EIE Secrets () , AR BIEIME,

3. £ Secret details (M FFMEA) EE , @ FEE)IIEIF Retrieve secret value (FEUEZRE) , R
#IRIE Edit (fRE).
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4. EHHE , RRIEE Save ().

BT, AREHEARRERME T 2T RENEE,
BESR

REXNBPIRIRCHIERER  BTREFEDEZE-LBE .

« BZE Java #l Python ERRAFESREANRBEORE , RMABBEMER Amazon CodeGuru #
%&,

« BULEBREERRIES UL FFERN, MFFMEEF , F2H BEME,

- WARZEREFNNEE K FEBERECNEZURELE, WEFHAEN  F2H BEESER
EALE

o EAXRHERED  BRoleToRetrieveSecretAtRuntimeEISHEEINRIEENER, EEQAE
RYIEZHT BINENEBRBZENPEERIRIBEZFE) | 552 E the section called “5F 7] BUER
g5,

« EERHEBRRED  BHRoleToRetrieveSecretAtRuntimeE A BB ERFKIZEHER, WFE
EFERNEMER , 5528 the section called “HF AT BEEEET D,

EX RIS E R EFR R B E AWS Secrets Manager

NRENBEABPEMXFTERERE  BRAERBLERBELHINEEES AR YRR EMH. &
BEBDIMTERSRABEEIEE  FEMEFIEXNRBHOAEELER  RABT—F , BNE
ABHEERENUTRERSHIRRE . RERPREENRR , ARBBENNERERR  £EFTER
Mo

& Amazon RDS. Amazon Redshift 1 Amazon DocumentDB E¥lE , FEALEETHNSBES
RBEFEHIRZEEE, NFTHMOBEAWEENEMEDR | 5520 the section called “B2 E B

[l

ERBZH , FEEREEEFNEEZNA, RPEBFEANE IAM SEREBEHVBRER -
- BEESTRFNAG, NEMHBEN , 52/ the section called “Secrets Manager B2 &5 1]
EBRERLEAERETWRREE,

« RoleToRetrieveSecretAtRuntimeEAHERER K WUEHTRECHARENAER®, BNE
NISE(T I A U REEE
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BT

- T2 FEHENERR

« SR 3 IRAHE

- RESR

R BAUEE

E-SERRANREERRERIRZEESPNRED., UFERKEILEE 6 FERERFEEER
EMHENESF,

EEEVME

1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. iZIZ Store a new secret (TZ TR,
3. 7 Choose secret type (ZEWZER) HE L , BT T5EE -

a.

d.

e.

#t¥f Secret type (HZEE) , REEFTHNENERENER

 Amazon RDS & ¥ &

« Amazon DocumentDB & &

« Amazon Redshift Bif 2 &,

- MEHMBENKE K F2H (BREFIEEER) .
WERE , FRAERENREREEER.

#NEE Encryption key (I £48) , 75128 aws/secretsmanager fE ARKEZREESH AWS
TELHR ., TALSRETEMAER, ZLAUFEAEBCHEETESR  fluts—@
AWS IRF 7B ZE, NEEREEAEFZESRNNEANEN , F2E EE.

NEERE  FREENERE,
1E# Next (-F_i)o

4. 7f Configure secret (GREWE) HE L , #1T T 5IEE :

a.

b.

B AR IR MR Secret name (# 3 & #) A Description (i),

£ Resource permissions (BJRFFH) & , 1#1Z Edit permissions (fREFT ). B LTI AT #EER
EWERoleToRetrieveSecretAtRuntimeRR , REIRIE [REF

SEB1 BUMER 17


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/hardcoded.html

AWS Secrets Manager EREEmR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:role/RoleToRetrieveSecretAtRuntime"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

c. FHEEEHEKTHK Next(T—E).
5. 7 Configure rotation (R E¥w#) EE L , ERSRIAER., ZHEHEITH. #E Next (T—%).
6. 1E Review (#(]) EE L , MEMZFHMEN , ARIRE Store (FH).

SR 2 EHMENENLS

BHRERIBLEET IAM &t RoleToRetrieveSecretAtRuntime , FBEREENZR G, WMEFMAE
A, BERETRE IAM AR (AWS API),

BETR, SfUNEARZERSRUNEFIEABENRCNERNS  UEXREZEESPEIIME,
FESRERENR

1. BIEUTERBEEZEREE S A | https://console.aws.amazon.com/secretsmanager/o
2. 1f Secrets (M%) HEY |, EIEHE,
3. @ETHEEZE Sample code (BARENEE), BELNES , AREREXBHER.

EENEREXD  MREERRLM LEXBHR. RBENEXRES  EUTRFEQERNBTH R
PR RBE G ENEAR,

ARENEAEARTRANENF  YEARERERREER.
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FER 3 iR

BE-SREBHMBUBBERIEEE. WRREHNENRENBE. ELRBREER K SEFTREN
ERERHNER. BREESTUELRENRRE LADAGWIREE,

REMIHN — o RHER Lambda MIBEHH AU FIRBEEEENENERE. ELFHME BRI
% BMEEHEEKTRERNEMARBN VPC HEI Lambda BIREKE , FECEARBETIEFEIER
E. Lambda BN EENEREMNFAKREZEESRENME, RMABRREE VPC I Secrets
Manager i 2 , SAEHE Lambda M AU E# Secrets Manager BF A2 B#E AWS EfEREE, MERHA
ESHVPC K3,

= ETRmRIhEE

1. EFEBABMIA https://console.aws.amazon.com/secretsmanager/ H R EIR BI24I4,
2. 7t Secrets (%) EEHY , BEHRZ,

3. 7 Secret details (K2 5£#E ) BE A Rotation configuration (Ei4HRE) EER S | iBIE Edit
rotation (mEEERIR),

4. 7£ Edit rotation configuration (R ERiR4ERE) BEE AR |, MITUTEE -

a. BARX Automatic rotation (B EhEsi),
b. £ Rotation schedule (2 8ER2) T , U UTC KR A BV HERE,

c. iZ#E Rotate immediately when the secret is stored (& Z#Z 85 3 BNERI%) LIERFEERR
BRIEH R,

d. 7E Rotation function (B2 E) T , i#{E Create a new Lambda function (337 Lambda B #)
WHALHTHREERE, EEEE R4S "SecretsManager, #IEZI RS BHIBAE,

e. HREWMMER 6 BREE-ERE

f. BRERE
EERERRERWIR

1. FEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EEERE| A,
2. EIF Secrets (BE) , AR BEFEZIME,
3. 7t Secret details (HZFMER) HE , @ T E)IEIZF Retrieve secret value (FEEEZE).

MREREENRGT , AEwRER, RHBRERZEEN , AEE Gt H M EaEEINREN
CloudWatch B3,
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WEEHEARRERRNME T 2B RRDEE,
BESR

REXNBPIMIRCHIERER  BTREFRZDE-LBE .

o FBULUBE BRIV R RIES RS BREAAR, MEFHMET , BB EERE,
- BOULLEETRINERRETE, MEFMENR , 52M the section called “FEEBAAZR,

« BE7 Java Ml Python EABRRPEREXARIBONE , RPOEZBEMER Amazon CodeGuru #
“Eo

HREXREMEHAEBWITE AWS Secrets Manager

EHET  SEEFNMAISSENESRENREREREFAERE, XEFCAEHRE—ERR
KL , TERZRBET | Secrets Manager B ERFEHE , ARXBEFEHEFINEAERE. NREEER
ZeuUAMt  KREETHENEE  RAET - EAXEFEREEEENENSHER M3 —ERERE
Fi. MEFHMEN , 552 M the section called “REFEHE",

FEXREREEAERLR  CEEMEWE !
- —ERFITELERBNEE
- EREEERENS —EAWE,
hEREERERE—EEAEYRES —EEAERRNFTT. £XAHBH , £5 Amazon RDS

HEEEMFERAERI WS, Amazon RDS BB EEEZHWIR, WEFHMEN , F2H the
section called “S B,

FYBENE-HoRRE—FEENRE, ATAZETHBBRNEESR | LBBER T — @5
Amazon RDS MySQL E¥lE. RLZEREER , ERENMRRFIEABBRRERFIEN VPC B, FEEB
MERERAUERERETERNE , FEAEEEIH  ER VPC PAEREENENRARSE , MAR
ATIERBR RN ETT SSH &R, HBHNERETHE Amazon EC2 #1TERE , ZTEBHNREEH
AELRR I H A B AV IELR

ERAHBR  BREBHRAHUBNER, FTEEEREFEA.

Secrets Manager £l AWS Lambda BREIREFHZBMERE, WEBBEM Lambda BB KA
WEH , F2H EE.
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- FFH

- DERHE

« SE1: 3 Amazon RDS ERIEF A&

- FR2 AEAENEBREVME

- SR 3 AEBBRNME

- SB 4 ERER

- BRESR

S|

HRHBLEFS , EFE AWS IRFNEER T, FLEERES , REERRHHESEASRERTE
HAat. flm, EEENEEESHINAGKERI Amazon RDS EXE , EAEREESHAIMN
ABKIRE VPC MREFE, HRHESR  RMAEBLRECAERNS D,

MBNTELERERREFTOHEET , H2H 5o RBREIE,
LB AR

FEHHBRED , ZEHTTHIERA

o FSRIEH A : Amazon VPC

o FREH B : Amazon EC2 #i1T1EEE

o SORIRH C . BEEREMN Amazon RDS E#HEF Secrets Manager # 3
o SRIFHE D AFEHNABERERSE EC2 #FTERE

ORI A - Amazon VPC

HEWS B | EBEEY VPC , AIEH B EE Amazon RDS & ¥ EHM Amazon EC2 #11T1HE., £
BHNLSHRD K LEFAEKEEEBRKRERIEE  RREFIERE , ILEFEAHRESEE
VPC, 5t , Amazon VPC SR EEERE VPC , WHEMBAXRTFIIERE , MEKENHEE
VPC A\WHEEIXE EMREERANEFE,

£ VPC /1 | #8838 1] Secrets Manager %2 ] Amazon RDS %%, EHENSBHRE BB WML
K , Secrets Manager 7 VPC R Lambda WIS , IEREHFIERE, Lambda WK E
&MY Secrets Manager RE#H % , WA Amazon RDS KBNS E R EEBFERA. FEIBE VPC
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NI IGE , B LR E Lambda BT IL# Secrets Manager 1 Amazon RDS B9 IU R £ BB
AWS Bz, mMEKHEE VPC AN mE.

B3 VPC

1. BIfE https://console.aws.amazon.com/vpc/ BAEX Amazon VPC X &,

2. EEE VPC,

3. 1£ Create VPC (33 VPC) HE L , i##8 VPC and more (VPC FIE %),

4. 1 Name tag auto-generation (B BhE 4 & TBEH) B9 Auto-generate (BENEXE) F , @A

SecretsManagexTutorial.

5. ¥4 DNS options (DNS i#1H) , 551#F Enable DNS hostnames 1 Enable DNS
resolution,

6. EEEI VPC,

£ VPC W I Secrets Manager i 2

1. 7£ Amazon VPC E£# & H Endpoints (i E) & , i#1#F Create Endpoint (B i%E).

2. 1£ Endpoint settings (i EERE) B , &% Name (B78) @A
SecretsManagexTutorialEndpoint,

3. 7E Services (FR#§) # , #i A secretsmanager LABFIEEE | REE AWS [EiEFIiEE
Secrets Manager im#, B0 , EXBE KL (#FEE2dbEF) |, i#EIE com.amazonaws.us-

east-1l.secretsmanager,
4. ¥ VPC , 551242 vpc**** (SecretsManagerTutorial),

HH Subnets (FHER) , SBELFTAE Availability Zones (AT E1H) , A& Y ESEREZE-EES
EH# Subnet ID (F#E D),

¥ IP address type (IP it 3R | F5#1F IPv4,

B Security Groups (Z£##) , FEEERN LR,
H1 Policy (B3R) , 751## Full access.,
BERIWH,

o

© © N o

1£ VPC AZE I Amazon RDS i 2,

1. 7 Amazon VPC E# & H Endpoints (imEh) F , 11 Create Endpoint (B %% 2).
2. 1£ Endpoint settings (i 25X E) # , &% Name (&%) B A RDSTutorialEndpoint,

DB 22
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3. 7 Services (BR#) # , WA rds HUENEFE , REE AWS [EIFHHZEE Amazon RDS in. fl
o, EXEBIRE (S eiEdtEB) &, i### com.amazonaws.us-east-1.rds,

4. ¥ VPC , 552 vpc**** (SecretsManagerTutorial),

HH Subnets (FHER) , SBELFTA Availability Zones (AT A E1H) , A& Y ESERERE-EES
&1 Subnet ID (F#38 ID).

$7A IP address type (IP #biH3EH) | $EiRZE IPvA4,

¥ Security Groups (Z£#1#0) , FREERNZ A,
¥R Policy (B) , 751### Full access.,
BIEEIREH,

o

© © N o

SR 14 B - Amazon EC2 #1T{EEE

BHEMEBIRPEIR Amazon RDS EREENUN VPC H , ALEEFN , CEFEETH. B2
FRBUR VPC F , BERENSRD , LERERLFHE , A ENEFRERER SSH ERIE
L e N

AEETHEYT EC2 HITER

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 £12 A&,
2. iEIF Instances (B1TER) , AAEIEIE Launch Instances (RA BN 1TIERE).
3. 7 Name and tags (B BERR) T , BN Name (1) , @A

SecretsManagexTutorialInstance,

4. 7£ Application and OS Images (BRI MEEZRKIRE) F , RBETERE Amazon Linux 2
AMI (HMV) Kernel 5.10,

5. 7 Instance type (BA{TEIBER) h , REERE t2.micro,
6. 1£ Key pair (£#8¥%) & , iBIF Create key pair (B £8¥).

£ Create Key Pair (B €8 ¥ HEEH AP |, ¥ Key pair name (£WE B E) WA
SecretsManagerTutorialKeyPair , /A%%i&{E Create key pair (£ £8¥),

g TEHRESRY,
7. 7E Network settings (#8B&E%E) B , iBIE Edit ({REB) , EEHATTHIE/E -

a. ¥M VPC, 55&#E vpc-**** SecretsManagerTutorial,
b. 7E Auto-assign Public IP (B B3Ik~ E IP) # , i#Z Enable,
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c. ¥ Firewall (B5AA%) , FEIRIE Select existing security group (ZEUEEHNZ &),
d. ¥ Common security groups (£ RZ 28 1H) , H##F default,
8. EEMBHITHEE.

FRIEH C : EEBEBEM Amazon RDS & HEM Secrets Manager #%

EUZBP |, BEE Amazon RDS MySQL EREIN INEAERTE , LAE Amazon RDS B ME LM A
EEBFE, Amazon RDS EESEHALEERNEEESNE., NEFHMAEH A6 F2H ZEHE,

ERVERER  SE8EEEL—ESXRIEYNEETH, Amazon RDS HESRERZLEHME , U
EERENATERTRLEN. SERRAAMESERNTERNLZSRHE , LA RER BERD
TR

FREESEESRFEM Secrets Manager W& Amazon RDS & ¥l E

1. 7 Amazon RDS £ & , i#1Z Create database (B2 E R E).

2. 7E Engine options (5|2i#18) EEH , & ¥ Engine type (5|23 H) ##F MySQL.
3. 1 Templates (874 BERH , 1#IE Free tier,

4. 7 Settings (FRE) B , 1T T5IEE :

a. ¥ DB instance identifier (EX E#1TE B BIET) , B A

SecretsManagexTutorial.
b. ESMRBERET , BEMEEPHEEFTRE AWS Secrets Manager,

5. 1E Connectivity (E#R) B , ¥ Computer resource (Ef§ER) , :&F Connect to an EC2
computer resource (JE#RE| EC2 EfMEIR) , A& & ¥ EC2 Instance (EC2 HITER) , 1BIE
SecretsManagexrTutorialInstance,

6. EREVERE,
FORIRME D : RFFENAHERERE EC2 FT{EE

EWTRD | SGSREREH B FEIN EC2 HITEE , SREAATAKEKER, Alt , Z2iRE
Amazon RDS EFRFEH C R8N ZSEE , MAKRA , AHFERK IP it FH SSH ELR, IR A
REFENAKER CURB TR IP a3 A FiBFERREMKER SSH ERIREF K,

AFFENAMERERE EC2 #TEE

1. HI{E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £ &,
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AWS Secrets Manager RS
2. 1 EC2 #1T{EBSecretsManagerTutoriallnstancefy [Z£ %] REIEZEEBHN [Z£ 8B T , Ei¥Esg-
*** (ec2-rds-X).
£ Inbound Rules (EA R Al & | ;& Edit inbound rules (FREEE AR ).
1 Add rule (AR B) , AR EZR BT TINEE -

a. &H¥ Type () , i#IE SSH,
b. &% Source type CRIFER) , #EIF My IP,

$E2 1 : B3I Amazon RDS BRIEFHE

B  SFREABRFRAERBETINERE, EERMERE  FEAESEREEE A Amazon RDS
BRE. AEERR  EXAHES  LEEVERENETENTNEAE, EEERES , EXTH
B, ZREETREERER,

EEERTERE , BEA MySQL AFWITE, EHHZBHR | A MySQL Workbench , iE2
—1E GUI AR, EEZR%E MySQL Workbench , 5528 Download MySQL Workbench (T £
MySQL Workbench),

EEEFREZTERE , 551 MySQL Workbench FZEEFHARE, HRERE | BFEE Amazon EC2 H
Amazon RDS 122 &

£ MySQL Workbench A% 31 & B E 4R

1. 7€ MySQL Workbench B MySQL Connections (MySQL E#R) 3538 , &2 (+) &,
2. 1£ Setup New Connection (R EFTELR) HIFEHRHP , BT T HIEE -

a. ¥ Connection Name (E#R B M) , FF# A SecretsManagerTutorial,
b. ¥M Connection Method GE#RJ55%) , 58121F Standard TCP/IP over SSH.
c. 1E Parameters (B8) &5|BE L , FHIT T I EE :

i. ¥ SSH Hostname (SSH E# &%) , F# A Amazon EC2 #{TEBMNAHE IP bk,

B LR EHTEE , /£ Amazon EC2 12 & EHE IP 1
it SecretsManagerTutoriallnstance, £ Public IPv4 DNS (AF IPv4 DNS) TEE IP i
ko

i. ¥ SSH Username (SSH A& &) , FH@ A ec2-user,
i. ¥ SSH £BER A FHRELE L —ELREHFT TEHN key pair R

SecretsManagerTutorialKeyPair.pem,
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http://dev.mysql.com/downloads/workbench/
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iv. ¥ MySQL Hostname (MySQL F#% ) , 5% A Amazon RDS ¥ it

BB LATE Amazon RDS £# & L |, EiBIEE secretsmanagertutorialdb &R E#1TE 8
RESHImB U, £ Endpoint (Ii3h) TES Mt

v. ¥R Username ((EA&EEM) , 58 A admin,

d. EBIERETE.
HNEEERR

1. 1€ Amazon RDS £# &7 , EEEZENERE,

2. 1£ Configuration (#188) R 5|#Z#, A Master Credentials ARN (X ZE/&RE ARN) A | i### Manage
in Secrets Manager (£ Secrets Manager A E &),
Secrets Manager F 12 & FE B BH R

3. EMFFMEFEMEL , £ Retrieve secret value (HEVFE).

4. BELERI Secret value (MERE) EBER,

BUEBNEFERE

1. & MySQL IfE&H , BEEHESecretsManagerTutorial,
2. WMAZLRBEPEIRNEESER,

3. 1 MySQL Workbench # Query (£#) B+ , A TGS (BE—ERZEE) , AR EE
Execute (#117)-

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'appuser'e'%';

£ Output (far i) REF , EFFIHTERKI.

SR2 AEAENBRRINE

BE  LUNBRY - ERERFHRAIRIEAENEE. ERREKERRNREE. RRABWER , X
ERREEAERRE  GUNERERENERERAERE  ZUBEREES —ACLAERBHNT,

1. BIEUATEMBBRERESEHA  https://console.aws.amazon.com/secretsmanager/o
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2. iZIZ Store a new secret (TF TR,
3. £ Choose secret type (BIEFEWZHA) EE L , BT THIEE -

a. ¥R Secret type (WEFEH) , FBiEEF Credentials for Amazon RDS database (Amazon RDS

ERENEF).

b. ¥ Credentials (B7&) , FW A LA EE R appuser UAREBEMA MySQL Workbench 2
VHERESRAERANER,

c. ¥ Database (ERlE) , 771##F secretsmanagertutorialdb,

d EBET—-F,

4. 7£ Configure secret (BREWE) HE L , B Secret name (MEZEEZE) , F#A
SecretsManagerTutorialAppuser , AREZIRIE Next (T —F),

5. & Configure rotation (FREW#) HE L , BT T 5Bk :

a. BB Automatic rotation (B EhER#2),

b. ¥ Rotation schedule (11 5E52) , #SBEFRERE A Days (XE) : 2 Duration (&)
: 2h, fR#FHIZH Rotate immediately (3 EN#Ew1),

c. ¥ Rotation function (BRI E) , 55121 Create a rotation function (B WRKE) , K&
HARHEEE , 558 A tutorial-alternating-users-rotation,

d. HRREXR A BEXBERAE K ARTEEERIMUEZT , BESR A rdsicluster...
Wk, HEEHER , EP3IEBRELRHE secretsmanagertutorial FRTEIL
ERENATE , 0 Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. EET-—
6. 7E Review (#R) EME , :##F Store ().

Secrets Manager 8 REZFHMAER EH, EEMEIENR , B LS ZHIBEREIRE, Secrets
Manager i CloudFormation 3RE 3 &jF , 540 Lambda SRR MHEIT Lambda BN HITH
&, CloudFormation EF#% , BIEEE2EAEEWMBN "Bk, . FE—RWBRTK.
BACRRANE S UBERERTESERNTEE. REPNRBCEEARKRER.
R 26 25 P FR EUHT 2 5

1. BT ERBEZEEEREA ; https://console.aws.amazon.com/secretsmanager/o
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2. B Secrets (WF) , RRBENF SecretsManagerTutorialAppuser,
3. 1f Secret details (MZFFMEF) BEE , @ THEEIULEF Retrieve secret value (FEERMZE),
4. 7f Keyl/value (8/{8) # , B password #J Secret value (B Z1H).

AEER

1. £ MySQL I+ , BB GHRIE—TEMR , SecretsManagerTutorial A% 1Z FiREER

2. 7E£ Manage Server Connections (B Al [REFELR) BFE A , ¥ Username (FREEBR) |
A appuser , R#%1#EZ Close (B3FA).

EE MySQL THEEF , EiFEESecretsManagerTutorial,

4. £ Open SSH Connection (BBt SSH E#R) BEE SR , 5 Password (%15) , By E {2 FEER
MR , RBIEE OK (FBE).

3
i

MEBHER , Bl MySQL Workbench ERRE R ERERETEME,

EXREVZHB/EIRIN., BTN EECEN , YHEREEETERNENERNZE,
SR 4 BFRER

MREBVEERAS —ERMRBE —EAERR , FHRBBRERILAIE the section called “E— A
EWE,

B, ABRBENER , URBRAFEUEMRMARA EC2 HTER , FRREELHBHEYNT
BB R e B SR AR

« Amazon RDS BB EH1TEE, WFERP , 5528 (Amazon RDS FHEIER) PHVMEREREH
1T1EER.
« Amazon EC2 #I1T{EEE. WMFEIER , 782 F Amazon EC2 FREIEF PR IEHITEE,

- Secrets Manager ## SecretsManagerTutorialAppuser., WMZERE , 5 Bthe section
called “fHER#EZE",

- Secrets Manager i 2. WERA , FSHB (AWS PrivateLink $85) HHIMIER VPC i 2,
« VPC i, fERA |, 5528 (AWS PrivateLink ¥8/8) FMIERER VPC,

BRESR
« BRARA0ATEHE AR R BB
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html#terminating-instances-console
https://docs.aws.amazon.com/vpc/latest/privatelink/delete-vpc-endpoint.html
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- BREEEfbEmiREEE.

% AWS Secrets Managers& & — F F gt

Elt#HER S22FNMNAIEERNERRNRE K REE—FHEHRR, E—FHEHBE—EH
HARRE | EFILLEREE |, Secrets Manager EEMEZEMNEREREFHFEAEN TR, WEFHAEN , F2
B the section called “EE—fEFH &,

ERAHBR  BREBHRAHUBNER, FTEEEREFEA.

Secrets Manager #ifEEF] AWS Lambda BHEIREFHZHB N ERE, WEEEMEA Lambda BE KA
E’Jﬁnﬂ - 22 20 L-EF

RE

- RERH

- B 1: 83 Amazon RDS BRI EMFHE
- FR2 RERNEFAEREEYMNE

- B3 AEWmBREE

« B4 BRER

- BRESR

AT A

HRHBBANEFRYE  BEEAWS IRFNEENT, T4XEREF , REEXRHYSELSBEATE
HEE, flin, EEERNEEESHTHNACKEREY Amazon RDS ERE , EEWKREEENTHN
AREHRTE VPC MZHiE. ¥RH2SE  RMAERECEEEANENEG D

NEOAEEERFFREFTNHMEN , H2H 52 RBEFIURH,
BEGRMF

L E BRI S0RAEH 2 the section called “REFHEWIR, BNEE —EHBERTERER, £
HEBLR  LEHEE—EEERE , B8 Amazon RDS ERENSSEREEHE S B/EMN Secrets
Manager #%, Bt EE_EART A HPISEREFHENER  BEEXEERTSFEAZIRE,

eS| BB MySQL Workbench FERE T —fEiERR , LEEAEEEBREREERE.
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$SER1: B3 Amazon RDS BEREFEAE

B  SFREABRFRAERBETINERE, EERUERE K FEAFRENETINEEZERRE B
A Amazon RDS E¥lE, REERR , #4#2h LBV EREREXENINERAE, £E£E
RIED  SXTHE  BREETHREZREFEA,

HEEEEZE

1. 7€ Amazon RDS A K EBEZHENERE,

2. £ Configuration (#H58) 3R 5|#Z 8 H Master Credentials ARN (EEEF® ARN) A |, #1F Manage
in Secrets Manager (£ Secrets Manager A& &),

Secrets Manager 1% & FERIFA R
3. EWZRFMEFEMEL , 22 Retrieve secret value (B ZE).
4. BEEE R Secret value (MERE) EER,

BUEBNEERE

1. £ MySQL IT¥&EF , ABBEGHIZ—TEMR , SecretsManagerTutorial AR IR IZIREIELR

2. 7£ Manage Server Connections (& ] [RBEFELR) HFE AR , ¥ Username (FREEBR) |
A admin , R&REIZ Close (B3FA).

3. [EZE MySQL T##& , EEE#ESecretsManagerTutorial,
4. WALRBEBHHEINEEERR,

5. 1 MySQL Workbench # Query (£#) B+ , A TGS (BE—ERZEE) , REREE
Execute (#117)o

3
i

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'dbuser'@'%';

£ Output (Far i) REF , EFFIHTERK.

S| 2 AEREEAEBRRIRE

BE LEERYME  FRARMELCAENER  AREMEDWR (SFEILEEWH), Secrets
Manager E@ifi® K EXRTRAMEUBRKRG A RAELERR  REATBEEFER. MARK®E
Huth T 1 BY B B R A (ERERR E R L
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1. BIEUTERREEZREEEEEA - https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. 7 Choose secret type (ZEWZER) HE L , BT T5EE :

a. ¥ Secret type (WZER) , 5582 Credentials for Amazon RDS database (Amazon RDS
BERENERF).

b. ¥# Credentials (&%) , FBWAE A EE R dbuser AR EAEA MySQL Workbench 31
WEREEAERANRR.

c. ¥ Database (B#lE) , 751##F secretsmanagertutorialdb.
d. igg-l:_ﬁo

4. 7£ Configure secret (R EWE) HE L , R Secret name (MEE) , FWA
SecretsManagerTutorialDbuser , AR&Zi&EE Next (T —%),

5. 1£ Configure rotation (X E&wi#t) BEE L , 1T T HIEE -

a. B9RX Automatic rotation (B EhEsi),

b. ¥{# Rotation schedule (S HEFE) , AFHERRERE A Days (RE) : 2 Duration (FEEHE)
. 2h, R¥FEE Rotate |mmed|ately (_LEﬂiﬁ?ﬂ')o

c. ¥R Rotation function (BB %) , 78181 Create a rotation function (B WmREHE) , A&
HAREER , FA tutorlal-s:.ngle-user-rotatlono

d. HRWmBREXE 6 BEE-FAE
e. igj%-lt_io
6. 7E Review (¥R) EME , :##F Store (FH).
Secrets Manager € REIZHHMER EEH. EEHEER , BUUEF R RPERRMREE, Secrets

Manager f CloudFormation 3RZE &R , #1420 Lambda 2K B FMEAIT Lambda B HITH
&, CloudFormation EF#% , HIESEEAEEWMBRN "BiK, . E—RWBTH.

T3 AERREG

EE-IUBHiRCER  EURESELPDE  LUUREHBRESNESSENER. MBPHNRBCS
FEARBEE,

HEDS 2 h R HURT 2 1S

1. BT ERBEZEREEF A ; https://console.aws.amazon.com/secretsmanager/o
TR ARBARE o
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2. IBIF Secrets (W) , AR BEFEWR SecretsManagerTutorialDbuser,
3. £ Secret details (WZFFMER) HE , @ FNEE) I IEIF Retrieve secret value (HEMEHE),
4. 7f Keyl/value (8/{8) # , B password #J Secret value (B Z1H).

AEER

1. £ MySQL T#EaHd , ABEARE — TEL , SecretsManagerTutorial AR ZFEREER

2. 7E£ Manage Server Connections (B Al [REFELR) BFE A , ¥ Username (FREEBR) |
A dbuser , R&EE Close (BIFA).

EZ| MySQL TR , EEFEE#ESecretsManagerTutorial,

4. 7E Open SSH Connection (FRX SSH E#R) BIFEH P , B Password (ZH5) , B - €M ZHE
M , REIEE OK (FE).

3
i

MRBEEM , B MySQL Workbench B RE R ENRFTE M,

T4 FRER

AEGEENER A FRREELBEBFRBINWE, WERHA , 552 Bthe section called “MHl B
ﬁ

EEBREL—EHBHREBIMNEIR , 5528 the section called “TEE 4 : BBRER,
BRESER

- BRUNAEEARIPRDRRE. F2H BRRE,
- BRHAREERE, 5528 the section called “FEEBIHER",
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Ea & A1z ER % AWS Secrets Manager

Secrets Manager &{#f AWS Identity and Access Management (IAM) SRR ERZHNFEE, 1AM 1B
HE S RFBHETFEIEG ., FoBREERFVEAFBRNE D, Secrets Manager EFEABZEARF. B,
EFRERNZEERNE (MFA) ZHRBREBEAENS D, B2EEAAWS, FREFITERIERE
BOEREATTE AWS ER (Hl0RER) $1TIRIE. Secrets Manager 1 3 BUR 3R E 2= 5 1] LLZEUHRLE &
R, ARIEES 2 AT A AL EREREVBL B, FSE 1AM RIVBERAFF A,

Secrets Manager EEE 875 1]

EERT Secrets Manager EE &5 , FEEAMEEBR IAM 52 FTPHREA , WEETHIK
R

» SecretsManagerReadWrite

* |AMFullAccess

BRELTESEEEHTRTFERHEAE, HAERMURFEHAEERIREEARS , ERAARBRME
(955 A (IAMFullAccess) B FREERETERNEES .

FE M ER T

SERBARIA 1AM FFATBCR |, BB HI AT FRRZNERAERRE. FFUBRERBEATERLEER
R ESATHRL R, BRI

« the section called “#&FF A BUREEZE &5
« the section called “#&5F Al BUREIZE E

Lambda #m B & 55 7]

Secrets Manager £/ AWS Lambda BIEUREE ZF. Lambda BIEIALEREMFEME , UAREMWE
SEHBENERELRYE. BFSRHIBNTA,
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Fﬁ#ﬂﬂﬂﬁ‘% H’an:—.l-

Secrets Manager £/ AWS Key Management Service (AWS KMS) £ R NZZH. AWS ZSE &8
aws/secretsmanager BB EHERNER, MRFEATRN KMS £88 , Secrets Manager FE&
SREFT, 552 Bthe section called “KMS £ HIFF A7

BRI HER

FEBFER IAM ERBER |, B BEMEFEAERRE TSN ZBESIHMESE, 528the
section called “By LL &Y,

AR ERES 2

B TREEEE AM 55  GAE. CRERENAG, TP BRRED | LIEEHXS 5 TUER
WL RT R E S S AU ERBTHEDE, NBESEH  BSH GHEABR AM 555
) .

B ERKREMREFEAEASRFEAENACRFHT, Fl10 , £ Amazon EC2 #11T1E 8 L3
THEAEXTHESEFINERE, BULENE EC2 HTEEREEEEN IAM At , RAREH
FUHRETACEHNESEERERBNEE, MEMBET , F20 (FA IAM BEHFE T
# Amazon EC2 #1TERE LHITHERRER) . HaZaAimA &L inA Amazon Redshift, AWS
Lambda , #1 Amazon ECS HJBR#%.

BB A LGSR AT R T8 IAM AN S 5 RicBRBNEAE, flm , B9 IAM BEEER Amazon
Cognito EAMTBRARAEAERIEN. S AACHTBRINFIRRTFEARATR
BAEH., AR, SULERATHIREHBENFRERTAG. UFHEES , F2H (GoEH
ENBHED o

BT LER & 2 BBR -

- B ESHSERRNFIE,
o REFEATRMHWE | DURFE A R EUE RE L VE
- BF 1AM FHEBWER FEUE,

MEFELFHMER , 53/ the section called “FF A BUEEE I,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum-add-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
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A& 55 AT BURE 2 E AWS Secrets Manager &

EERABED  SBULUETHEATEMRZNALS  UREMHITUEREHTHEE, BUERER
RIPUR -

- BE-HENFIRERTZEERENAR,
- BIFEEREHM AWS IRFFHNERAERAE,

522 Bthe section called “SF Al BUEK &340,

EREREBREZEZTFTHRATNMWERE | Secrets Manager £ B ENHEE 5| %2 Zelkova # API
ValidateResourcePolicy , BF Lt B MENFIRER TERE IAM ZFEA. BHATLUER CLI HHE
BEM4FWAES BlockPublicPolicy 88 PutResourcePolicy APl

/A Important
BRRAEFEMNBLockPublicPolicyB # AP LEBEZMMEZBTNERRIRTFLAART
i, HBRBEENEIR. BRTERAELIIEZN  FFARETIIRA , SUBEZEMTER
FRFEFEUE :

- MiNERAEE AWS X8 (B0 IAM B &) B & 2 E B B BR

- MIINZEREBE AWS ERHUERAEBABER (fl0 , AWS Key Management Service
(AWS KMS) &)

& B MEARGHMER , FF2EYEHE T BRI,

HEmE, BEIMRUEBENEREE (F2A)

1. B https://console.aws.amazon.com/secretsmanager/ BiRX Secrets Manager £ &,
RUBRBEPEEWER,
EUEFHEAREANBSIEIEL , EERFITERD , BERET,
ERABRUF , ATUATHEP-REE , RAREE Save (#F) :
BRERFIBERERBR , FEWAZEE,
EEMBREE , FEREXBRAL

w0 D
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https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://console.aws.amazon.com/secretsmanager/
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AWS CLI

Example fREVERBE

T % get-resource-policy EflEHEEEZEZMZNUERAERNBUR,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Example il BR &R BUR

T %] delete-resource-policy Sl EMERERZEERFHNUERAEBRNBER.

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 718 &R BUER

T3 put-resource-policy #HEMAFTHRMEEME K BELIREFREETIRUBBNEZT
HER, RNSRERFINBR, e EMBESEF , FAWS CLI 2F (AWS CLI EAKERE) T
(REXJAZED .

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json AR :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/put-resource-policy.html
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]

AWS SDK

= EEEE R EAEENBUER |, 55 A GetResourcePolicy,

= ZMBREMFERENEE , 55 DeleteResourcePolicy,

EERBEEZEENE , BEH PutResourcePolicy, MBRAFDEEEE , v D UHBERR
Mz, BERHEAEKNLA JSON BEB(LXF, FFLH JSON BRI A, A the section called
SRS FRRBREBUR.

WMEELHMET , 5528 the section called “AWS B EH,

AWS ZEIRM B AWS Secrets Manager

¥ AWS EENKBIHBUNEENE IR AWS, AWS ZEEBN KRB EERTZERERARS
RUER , UEETURBREERERIGERE, FENAE,

FARCIE . AWS REENBRTRISER/EHNBECARFIREZEERER , RAELERAHAR
AWS BEFER, ZMZBLERCARIIEBNESEEBUR , MEE—SBDEF T,

EEEER AWS EERBPERNER. MR AWS B AWS SEERFRAPERNER , AlILE
MeaTEmMmRERANAEZRRER (EAE. FENAR®). AWS EXMHNEZHH AWS R 9 API
RETHRREBRKE KB THRERN AWS ZEEKK.

WEFMER , F2E (AM E£RERERE) P AWS ZEEXE,

AWS S ERMERE : SecretsManagerReadWrite

R IRHBE B AZHUE AWS Secrets Manager , B#E#& Amazon RDS, Amazon Redshift
Amazon DocumentDB ERKIREIR , AR AR INZ MR ZZHE AWS KMS WEFAl, LWEBREREE
3 AWS CloudFormation #F %, #ZEHEM Amazon S3 FEFIFEESHEEE AR AWS, FIH AWS
Lambda B & A KRB Amazon EC2 VPC WEF A, BHIAFTEIELH T , TeeEARENRIREER
X Em L,

EFERVHNBERENE , KEXEHEEREIL AWS CloudFormation & AWS Lambda #{TABNE
FR, BATLUIEIR IAM FullAccess SEHBXR., B2BHTEMNETFT,
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FTAIRFAEEA

L BEREE LT,

« secretsmanager — AAFFEBEITFTE Secrets Manager Bk,

« cloudformation— AFFSEEEIT AWS CloudFormation &, ERNXEN , MEFERHZESA
FTRATEEE R =R AT LUEIB AWS CloudFormation #2812 Lambda HEE R, WEFMENR , B2
B the section called “Secrets Manager £ AWS CloudFormation B 5 3",

« ec2 - AFFEEER Amazon EC2 VPC, hAMEIER , MkFERAFEANETEI AIUEEERE
WEFNERREREHRN VPC FENWIEEKE,

« kms— AFFESEEMEA AWS KMS £ ETHEBREZEE, LAXEIEE |, Wtk Secrets
Manager = AILAMNB M EZEWE . WRFHER , 552 the section called “MENZEFFEE",

* lambda - AFFERIIH Lambda WIREE. LAMKEERE A MHKERATEENEIRS TLUEERE
Y B B B

e rds — RFFEEIFHIR Amazon RDS FEEMHATEE, LANSEEE Mt ERFEANTEST
A LLiE#E Amazon RDS #E & = #1T{E R,

« redshift - AFFFEREIR Amazon Redshift FHVEE, WAV EEE K N EAETEANEES
Al LLiE$#E Amazon Redshift # 5.,

« redshift-serverless— fiFFEX B4R Amazon Redshift ERABREFHN R EE[, EEXEN ,
LAMEE A=A/ 8T LLEE Amazon Redshift @ RS a6 B 28”1,

« docdb-elastic - fAEFE B8R Amazon DocumentDB HfyEEMEE, WANKEEE , tEH
FEAMEE S A LLEIE Amazon DocumentDB B EEE,

« tag- AFEBREBIIRFPEELENTEEIR.
« serverlessrepo— RAFFSEEEIT AWS CloudFormation 8F &, WANXEEE |, mMtFEH

FEAMNEBFTALIEN Lambda SwWREE, MEFMER , 552 E the section called “Secrets
Manager £/ AWS CloudFormation B 53",

« s3— AFFERNZIEEN Amazon S3 REFFHRIESYH AWS, LFEFEEEE Lambda BWiRE
HEIAR, WAKENT , MEEAFRENEET TUREBRETEBPNEREYL Lambda BWIRE
B, MEFMET , 5520 the section called “Secrets Manager {8 AWS CloudFormation B 75
X

EZERBEL , 552 SecretsManagerReadWrite JSSON B X 4,
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ERAEER

Secrets Manager E# AWS 3 E R KB

BIREE Secret EEE T AWS EE RN EMFAER.

g2E

SecretsManagerReadWrite —

EMBRBEE

SecretsManagerRead\Write —

EHRRBBUR

SecretsManagerReadWrite —

EHRABR

SecretsManagerReadWrite —

EHRRABUR

SecretsManagerReadWrite —

FERER

EEPUN

HWHREEH , AFERE
HY Amazon Redshift #{a] R
B, UEERAFERAEEEL
Amazon Redshift %385 8 o] LA
iZ## Amazon Redshift {7 iR
B EME,

HWEERESERH , AFFER
Amazon DocumentDB &%
EENTFEE , mtFEs
A& AT LATE 2 Amazon
DocumentDB # %% B i@ 58 1
B,

WBEREEH , AFFHER
Amazon Redshift By ZHUE |
mitFEaEERAET AIUER
3 Amazon Redshift %23 i
1212 Amazon Redshift #%.,
WEFIEHIE T HAET A
AFFEEFEHERK Lambda
WEEBER AWS FTEEN
Amazon S3 f#ZETEE,

WBEREEH , AFFHER
Amazon RDS # 5 M ZEUE |
mpytEREERETTUER
31 Amazon RDS MFEHRIESH
.
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BRREBETFEARFEEN

B

2024%3A12H

2023 9 A 12 H

2020 £ 6 A 24 H

2018 £ 5 A3 H

2018 4 A 04 B

BUREN
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ERAEER

-3:J DU B

FrEl , BEFFTE A Secrets
Manager PTG B / BATF
B,

Secrets Manager B Bi%AE K Secrets Manager BB M E 2018 £ 4 A 04 H
g2F AWS SEBEBRNEE,

Y| B3 12HL AWS Secrets Manager # &R 5F A

IR |,

IAM B3R BERMEZNT . ERTFHEZRNFERER |, Secrets Manager &7/ B2 3 %3 4B

ENEREBEER , URE IAM E£RAEREEBRNACHENIES D BEK, BTEEM , Secrets
Manager A LR IAM A E R PRV E RS RFFSRIEBFERPAIRNERF

ZEBEERBIFERE |, Secrets Manager 21§ F B BRI &5 ]

1.

MREMBRH EAAME deny WA EFREMEMERAR
Bt deny B RHMA B AR LMEIEZBIE.

. NRZERE deny , MEEHHME allow WHEARX EFEREEMERBR

Bt allow B FRARTHNEMEH R X F &R FEUHE.

MREZNMELRAMETENIREF , IEMENERBRFNERI S 2NBRPHBLER
allow , BRI AWS SiEEZA R, MEESHMAEF , F2R BIRFFIE,

MR BEAAE allow HRAXEFREENEFAR :

AWS FREREIERBFR , ERNBARBSIER,

EERBERBNEREBER

AT THER—H :

B ELA T EBIRR Secrets Manager & : https://console.aws.amazon.com/

secretsmanager/, EAMBZENWZRFFHEAEM , £ Resource permissions (BR{EFRER)

[E ER1Z {2 Edit permissions (#REEFF ).
fFH AWS CLI Pl get-resource-policy , Sif#EH AWS SDK FEAY
GetResourcePolicy,

Y ERER T E WERET

40
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
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BB & 7 B BRI B A T EE

£/ 1AM BURESRERR, F2REA IAM BEREH A IAM BUR

WA EMR S FH AWS Secrets Manager 215

BREAF—ERFPNEREFNS —BIRFFHRE (BIRFFR) , B4 ARKATFEERBERMNS
D BRPNFEUE, EERTFNMUBRMENRE—KRF PN S 2 FEETE.

RENBAHFE D ERAREMBFIAN KMS €8, ERRABETREMER AWS ZES® (aws/
secretsmanager) #{THEIIRFFHE. EXREFERAEIHN KMS |RMEBE , REESBBRE
BEEWR, BIKMS eBEXNER, EESENENMELSI® , 5520 the section called “I§

2o

T HIEHIBERBRERIETE Account! REMBZFINZE L |, £ Account2 FERE AN FRRZREN S

o
SR 1 BERBEKEREZE Account! FHMER

-  THRBIAHFApplicationRoletE [## 2] R [#F 1] PHIBIE, BEEMFEALEEK
the section called “A%&F Al BUREEZEE MR,

3
¢
8

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

S 2 : 7£ Account! FAEFRRNFIEE KMS £ SBECR

#unnnnnpnanApplicationRolest#t#t 2 ##### 1 ## KMS #u##anst 1 ##r#tBEERAL
BA , FAEEMEE KMS MW SMBUR. WEFHER  FSEEESMBEL

BiRF FEE 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
I
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

S 3 55 BEREREZE Account2 FE B &

o ###### Account2 ApplicationRole##### 1 HHAHHHHHHHHHHHAH Account] HHAHHHHHE
EFAIBER , 552/ the section called “HFFAIBEREEE 52", £ Secret ARN (B3 ARN)
THRZFMEFAETEE D , B LK Secrets Manager £ A K EIWZH ARN, 5FE , BTl
Y describe-secret,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
.
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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AN BEBIRBEFIEE

IEAILAER T{EM AWS Identity and Access Management B £ IAM A EUSRELZE2EAESR
AREEABTHRERSE. RRNERAEXSEIEER AWS, BN ITEEHTLUFERHE AWS EA
EXEEREANMER IAM BEER IAM A& RFH AWS iR, FiB IAM SEREETA , BaUEHR
Secrets Manager RFEMEEBAHERFIRNEAER , URATHBEE (HINEAEXFRES).
AWS IEFMEN , 5528 <IAM Roles Anywhere £ &EIERM) o

FEPR J Rl £ 5] AWS Secrets Manager

ATAIBURZ JSON BRI F. FSH JSON BUR X,
BEEFEERMS DNFTERFEEFALN. BEBRRTEESUETIREN —LTRITHE -

e Principal : BFFEENA. F2H IAM FREERTNIEEZTEA. BSEREZI G K , &
FEEZBEHPEE Principal T,

« Action : I AT LA EE, §ES:Bthe section called “Secrets Manager EjfE”,
« Resource : i AT AFERHPLE R ZR . FE SR the section called “Secrets Manager EJR’

EAFR () EETEANER , EREREABRNEZBEEME
c EEEEMZENBERS , * RIZBERERARLBE,
« FEEEFINBERTF , * RIZBREARIRFFHAEER (BEWE).

EERBREEENER , F2
EERBREERESD , F2

T

the section called “#&&F Al BUR B IZEEME,

£
B the section called “WEEF A BUEREEZE &5,

ES |

« 50 IS EREER TR

« SO : FREUHIHER () % A9 #E R

< 5] EHRRPHER—ERBENER

- E0l EAF

- Ef  BEYMBENTA

- Pl E/ETE AWS KMS iR AN 21
« g6 : FFaT M VPC

- 50 FRAEREHHMENFE

AHTFE 43
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying

AWS Secrets Manager EREEmR
- S5 FRATEHNEREBRNERRHYE S 2N FE
- 510l . RBEFTA

gHl . IS ENEERNRTE

EEZTFHIEMZRENTGTT , B LUEBREZEEWER S D, NEYEHEEABEBRENRSE b B2
BEoHABEMEREEE, MEEZEBRWHEBEER , 552/ the section called “#&&F Al BUER E#EE
W& M the section called “WEF AR EEZE D,

THEFIRRTRTHRBENFIRENPMERTE AR, F—E&HFRETNERZREZNEREBUR,
MRBERHE-UENEFRERTFSEACHESAC  HEFFEEER. F_HEHIR S 5 BEBUR ,
BALEBEEZ AMPRNERAESRACG, IREEKFERERT IAM 88 , LEHRERH. EER
B4R API FEIL AR FREN — A MR BV RERR |, 552 Blthe section called “E3 45l : £ #t)% AP FEEY — 4H 2 G (E Y
R,

Example BEl —EME (EEEUER)

BALIEBR TIBREZEZWE , RTEWBENFIE, FEERALBER , 552/ the section called
AEET A BUREEEWE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :AccountId:role/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}

Example EREAEFEEN TR (BRES D) MBENWE

MERBRRUBTFZESRMNER , B TIBREEZS Y , RFENREZNEIE, ZEFERHL
BUE |, 5520 the section called “HSF AT BREEZH 97,

{

g6l EEEEREENFT 44
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ERAEER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"

},

{

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"

5l - 5B EUHN R 18 Bl He =R Y RE PR
Example BB R —E#Z ( MBI &4 )

BELEBR TIBREREES S , RTHMENFIE, FE/EALBER ,
‘IR REEESD",

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,

"Resource": "SecretARN"

}
]
}

g6l EHOR PR — AR B ERHER

Example FEEUHLX P M ZEE (EEE S D)

52 the section called

WU LB B THBEREEES D |, RFE AP HIUEEE —EARRNEZEE, It FEAISR G MW E
LUE P RBEREEN SecretARNI, SecretARN2 Fl SecretARN3 FRIEEMZE |, BlE#H AR ILEE

g5 FEAHRE B Z R R
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Hiaemth 20k, MMBFFIUEZEHERIR AP RGP EMRE  REEEELFEERTEM, W
EFFIMER | 32 BBatchGetSecretValue, . BEEMRAMBUER |, 582/ the section called “#45F
AR EEZEE D,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"

]

gl - EAFT
BOLUERERAF A ERELRPEE —HE.
Example FERE RPN EHWE (EEE S D)

THRBEREFENMZTEBE "TestEnv/ HBENFMEZRBENFERE, SEZFEALBER , F2H the
section called ‘BT BKEZEZEE D,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

ghl - BRAFT 46


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
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"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"

}
}

Example FIFTEREZENHEER (EERES D)

THIBERIREF DescribeSecret MBITEA List (ListSecrets & ListSecretVersionlds) #
T, BEFALEEE , 5528 the section called ‘BT BEEZZES S,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"
1,
"Resource": "*"
}
}

Example Lt IR BB (EZEEF 7)

THHRESMRBBEETFUBNATE Secrets Manager 377, EEFAILEER | 5528 the section
called “BEFAIBUREEE S D,

EELHURER , BLUEE, 1RF ID. MWESBNEAFT @) RE—& , thkH
BEERERET , MBI EZLN ARN, Secrets Manager SN ERERZ T EZEIREER

EAHE ARN W—E89 , Rt AEALBERF OREERLEF T, MREFEANEES
"another_secret_name-*" , Bl Secrets Manager MEZLLHEFE 6 EREEFE THFAERSE | 8
ELb¥ "another_secret_name-<anything-here>alb2c3",

SETTLATER ARN BRT 6 EIRE#Z TUNMAERS , RtERBRFT 2777727 BEARERS
R ARTFEAFENRE, T8, FIE  NRERRBE K RARUEEERKEEE  FRES
BEWEF BN , BMER 6 BFTEe8E,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws: secretsmanager Region AccountId:secret:a_specific_secret_name-alb2c3",

00 BB

EERBUMENFAIRTERE  BRREETTHREREEAEMEN IAM B8, F268 AM &
M&E#E

Example B W% (EEZESS)

THHRRERTFEUMENREARBFEN T, FEFEALBER , 2 the section called “#5F 7]

BREEEF D

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

€5l : IEBISTE AWS KMS &8 LU T

/A Important

EEEREFEENSR  BERLEASRRISSRRERRBH T, WHEFMER ,
EIAWS Key Management Service B2 A E1EF AWS KMSH Y Bz 38 #1 7 BUZ Fl,

T
s
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Example 3EE¥ AWS EE €8 aws/secretsmanager (M iNZE & 25 5)

THRAERNAEBFER AWS SEEN S8 Raws/secretsmanagerBIUHEFHZFH. EX
TNERBVAFREFEENSRMNE, WRaws/secretsmanager£REE , KM BITEH
288 1D, BRI EEFH , [AA Secrets Manager E5ZFEHEEZA AWS ZEEN SBaws/
secretsmanager, F-ARARNSERLERBITITE KMS &8 , KA Secrets Manager
SREMEES AWS ZSEE S, aws/secretsmanager

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:UpdateSecret"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringLikeIfExists": {
"secretsmanager:KmsKeyId": [
"*3lias/aws/secretsmanager",
"*<key ID_of_the_AWS_managed_key>",

"Sid": "RequireKmsKeyIdParameterOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:KmsKeyId": "true"

g5 : IEBIETE AWS KMS €88 LUINEZ 26 49
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4l : FFAIF VPC

MREFEZNR VPC H77E Secrets Manager , BITJLUEBEFF AT BRI EHRM , RERE Secrets
Manager BIFER# R B VPC, MBEEZFHMEF , FSB VPC im B R4 & VPC imH,.

MARMEM AWS RIEFRERBHERBRE VPC , BRILKIEASIEBMPIEHR.
Example E3R5FEREIB VPC in SR H (EEEUE)

flan | AT BUR AR & #11T Secrets Manager 24 , {B{ERFERRIEIB VPC in %
vpce-1234a5678b9012c RHEMER. EEMFEALEK , 528 the section called “#% 5T A BUREE

{

"Id": "example-policy-1",

"Version": "2012-10-17",

"Statement": [

{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example ERFERR B VPC (BEEMWE)

DTFBERREGTRE vpc-12345678 by , T AFELEGHTEUNEEMER, I, LBERER
RIRB vpc-2b2b2b2b K , T AFFEREBMZENRE, NREEEME VPC pHTEAREN |, B
BERE—EREREN VPC RETEEINRE , B EERANTHER, BEEFEALBER , F28 the
section called “#&F T UK EZEZWE"

{
"Id": "example-policy-2",
"Version": "2012-10-17",
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"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret"”,
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

1,

"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

g6l - FFAM VPC

51



AWS Secrets Manager EREEmR
6l . EREREZEHEMENFE

CTUERRRREHEREOFR, EARBLHHT  ERERENRETHEANY | bRER
FETRERERRHEY. Kb EAMRLERELING  ARERELERTRBEBEYTE
755,

Example RFFERRBRERBEINRE (EEE5 D)

THEBfoFFétDescribeSecret I EE £ " F{EA ServerName"ServerABC" Z 2B HTE,
EEMFAMNBE 520 the section called ‘B AT BFEEEEZ T D,

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

gH ERFERERRVERRSIE S 9 VFE

Hpf —ERBEEEEREMEEENEN IAM 55, REETURMFFTEE , MES 2 WREHRE
MENRBAREAFRE. IFETBENAERE K F2ERBEERESUENFEET T,

FRERESHT , EFRRRENVRETEEEED , et EBREES S EERFIR#NE ., WEFH
B, F2E AWSH ABAC 2112

Example AFFFIEMZEFHEAEENAE (EEEUR)

THHEREEZER AccessProject WHENAGEMERBR , TEMEIRF 123456789012 & F
GetSecretValue. HEFEAILBX , 28 the section called “#FF I BEREEEWE,

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS Secrets Manager EREEmR

"Principal": {
"AWS": "123456789012"
},
"Condition": {
"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

gHl : lRIBEFTA

MR MBIRFNERBRITEAWS RiETE K BELAMEMA aws: SourceArn # aws: SourceAccount
2EHRF S/, ARN MIRFERSER RS — M@ AWS R R E| Secrets Manager Fi , I SER
ERARY, FHEEeREBENEEREARS,

EEJR ARN BEERBERPFAAFNET , AIBETEEKZER ARN AR aws:SourceArn &4 £
WNED, FBFUA aws:SourceAccount FHE£B, MEEZENR , F2E8 (AMFEXR) .

BREETREETSRAEMNEEZB 2 RAUATNEZEE  BRLEAWS BRBEFTETC. IFRBEREE
EEWECERBRNARES , F2RRBAIRAE X,

Example AFFRBEFEAREZFTEAFTIRHRE (EEEUE)

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"service-name.amazonaws.com"

]
I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
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I
"StringEquals": {
"aws:sourceAccount": "123456789012"

fy PR 22& AWS Secrets Manager
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
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#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
#awssecretsmanager-Secret
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#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_Description
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-secretsmanager_KmsKeyId
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_RequestTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-aws_TagKeys
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_AddReplicaRegions
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
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#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
#awssecretsmanager-Secret
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
#awssecretsmanager-Secret
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
#awssecretsmanager-Secret
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionId
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_VersionStage
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
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#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-aws_ResourceTag___TagKey_
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_BlockPublicPolicy
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
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£ BlockPublicPolicy 4 SH¥ B H EiZ FE

£ foFF PutResourcePolicyBREN D BEHR , BMBZREMEM BlockPublicPolicy: true.
ERGERZFREERRTATEZFIR , FAETBERBEREZIIRE,

Secrets Manager £/ Zelkova BEI#HER D TEZFIRNEREE. MFE Zelkova BWEEHENR , 2
RREMEES LN " AWS £ BB HEERBGEERKFE AWS 2, .

T 55l RE a4 A BlockPublicPolicy,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

IP i 1k {5 44

TEAFTHIERB Y Secrets Manager Z FEVEN R —BEBRARXAF |, 18E IP iR ESE 75
aws:Sourcelp 4RSI 86 , FFEENO, Hl0 , MREMNBEEK | ST IP VU SBERNE
R AWS EERGI AT , AR ARARIRBWAGBRN IAM FRAENFERGNEBRKEE. T
B, MREBEHMRERREENERE (HINEEERA Lambda BB ARWIRE) , REREBER® AWSK
TRz 4k 22 LY Secrets Manager fE%. £/ IP il BB R4 RS BEREENBERE L,

LA BFER¥E Amazon VPC 26 | aws:sourcelP (RSB BEN, BEMERBHAEE
VPC #% 2 | 55/ the section called “VPC i ZH &4

VPC i R 4

EERHFHIELEYYETE VPC = VPC inBiFrd B 2 BRI EEUE | 56 aws : SourceVpc HRBR &%
EE VPC PRt 2 BRIV IZEUE | SifEMA aws:SourceVpce KR HI¥EIEE VPC imBiFT S H 2 555
HNFEHE, 52 the section called “&i44 : FFa]F1 VPC”,

BlockPublicPolicy #&# 78


https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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* aws:SourceVpc ERGIHIEE VPC A 2 BF RN IFEUE,
« aws:SourceVpce BREI¥IEE VPC i BT e H 2 FFRNEFEE,

MREE LFFRIERB Y Secrets Manager MZ 2 FERENERBERR AN PEAELET S8 , AIE
EI%‘E%’F/J%\?E%@%TEFH Secrets Manager Z RISV FEE K MELRESRAREEFIHNE, REI

7 AWS BRI AT LAUEIR VPC A E#E 1T, MREKMBNFERRFIARE VPC = VPC xS, Bl
REXER RIS Secrets Manager ABE R KB,

=2E VPC in

VPC ih R4 79
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FREIFEEHEE AWS Secrets Manager

WEA LR UMBR R FRIE Secrets Manager F i) —EHE. —HEBE , flEAERBNE
. OAuth R HEMWEEH,

&

« B3 E AWS Secrets Manager #EZ1E

« AWS Secrets Manager #Z & BI# JSON ##
« ¥ AWS Secrets Manager %%

« ¥ AWS Secrets Manager ®ZHE

- FRABGEEEELEH

o BWEEIRE LG MR

- BERENMNZE S8 AWS Secrets Manager

+ &2k AWS Secrets Manager 15

- SHRMWE AWS Secrets Manager

« MBX AWS Secrets Manager 15

« BJR AWS Secrets Manager %1%
+ 1Z%, AWS Secrets Manager #3

#1E AWS Secrets Manager £ E &%

£ Amazon RDS. Amazon Aurora, Amazon Redshift 8 Amazon DocumentDB RN FHE 2% |
B LABITUA T SBRAGBEMETE Secrets Manager 1, E&FEH AWS CLI siE # —1E SDK 3K f#
BFEER , BXALERRN JSON FEREHZE. ERFEARHATHERESZR K BEEEESS
BE){E EFER JSON EEHE I,

® Tip
¥ Amazon RDS i Amazon Redshift BB EFEHAEEAER  RMAEREEHAZTEH
. BAILLEIREE servee BUZEENER , AREAUERAZIEEN R,

BUENERR 80
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ESHHTERIEMESNRRENERFENERRR  HESUSRRENENEREF. MR
ERENEE  AEARRERBFNREL YIS HEENEREF. SIS EMSR/EHHEIE
BERE AR,

EERURE , BT EREMNERSecretsManagerReadWriteAWS 2 & E BUR,

Secrets Manager & RIGEFE L CloudTrail ;88%IEE ., MEFMEN , FSE the section
called “f£ A H§E AWS CloudTrail ",

BEEMWE (F#A8)

1. BIEUTUERBEEZEEE S A | https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TFHFTHER),
3. 7 Choose secret type (ZEWZER) HE L , BT T5EE :

a. &r¥ Secrettype (RIFHE) , BEEEFEHNERNERFENERE .

« Amazon RDS E#lE (‘2 Aurora)
« Amazon DocumentDB & #}E
- Amazon Redshift &¥ & f#
b. & ¥ Credentials (&) , MmAEBRENTH.

c. HRIMZE  FEiBIZE AWS KMS key Secrets Manager ARNBZRZIGEN S, MEHMAE
A, F2ER WEIMBMEE,

. RZBHERT , B2 aws/secretsmanager L% AWS ZE L4 FR Secrets Manager.
ERLEREZEMEE,

MREFERS —EARBFEER AWS IRF |, SESEEMEAEHCH KMS SR iR
TRIEASH/BEX , FRREPREFTFEENTR , SURE (MESR BEY SR,
NFEAREAEFZESRNREINES  FSH EE,

2
r

B BBERthe section called “KMS £#8HIEFR", MEBIRF EZEUEMNEFAER |
Bthe section called “¥EtR F 7 EUAE”,

d WFEERE K6 BFRELZNERE,
e. B Next(TF—%),
4. 7f Configure secret (GREWE) HE L , #1T F5IEE :

a. HAMRMR Secret name (& #8) M Description (), WHBBHLEESHE 1 E 512/
Unicode FJT,
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https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager EREEmR
b. (EH) 7 Tags (%) BE , BEEHEIIWER, WEZERLEKE , 5528 the section called
‘B ME ., F2EEBRPFRBRESA , RAERILARME,

c. (BF) ZEERBRFIEERD , 357E Resource permissions (EREFRERR) Fi%ZE Edit
permissions (FREEFT ). WMFEFMEF , F2S B the section called “HGFF Al BEREEE MW

o)

="

o (EBE) EENEET  SERCOTBENEE —EEF AWS B BREENEE, £
ALVEEENE , SO UBEREREER. NRFAHEF , 720 BEEAEEER,

e. ig]%-lt_io

5. (iZH) ¥ Configure rotation (R EWR) BEE L , R B BH&HE, St HEERARKR  BE
BEHEMR. WEFMAER , FSH ik wE, BET -5,

6. 7£ Review (%) EH L , REKZFHEEN , RERREIE Store ().

Secrets Manager BEERZHEE, MREHNFREBRIEET , FEEFENBELRMA,

AWS CLI

EoD shel FRAGTE , FEGTELESEEFRI L AR TG SSEWRAK. 52 Mthe
section called “BRIKAEH AWS CLI R1ZRH AWS Secrets Manager R ZR 1 E B,

Example &i& JSON BEEHPH BRFELEE

T35 create-secret EHEEBERFHNBREVYME, eEMBEZSEN , FAWS CLI 2H
(AWS CLI ERtER) Fly (IEERIJASERO o

A 7 {f Secrets Manager RESERIRIER | B4 AR JSON B #3H JSON &1 M,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",

AWS CLI 82


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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"port": "3306"

AWS SDK

EEFHAHED—E AWS SDK B R |, S5FEHCreateSecretife, MEEFZFHMAET , F2H
the section called “AWS B EH",

AWS Secrets Manager ##Z & ## JSON #E1E

B ALAEIR Secrets Manager B FERE M FH —H#NUER, MREAR Secrets Manager #2 5 RX
BEEwi , BIMZ LA ERN JSON EEHh, EWIRHRAE , Secrets Manager A Z R &R
ERERERR , XEHHFPHEE. JSON 2BEBES K PME,

3

EE  BHRERAERAMEEREMBRE | Secrets Manager & B E)7E IETEHY JSON &R
B,

BULKESSREHTEERT  fINEERERET S HtESPERERENERER,

&

« Amazon RDS Db2 W& #E1E

« Amazon RDS MariaDB ¥ &8

« Amazon RDS #1 Amazon Aurora MySQL IR &E1E
« Amazon RDS Oracle # %518

« Amazon RDS #] Amazon Aurora PostgreSQL HI MR8
« Amazon RDS Microsoft SQLServer &4 18

« Amazon DocumentDB #2418

- Amazon Redshift #Z#18

 Amazon Redshift ERIEEF MBS

 Amazon ElastiCache #Z i 18

- SEEBRBRWERES

Amazon RDS Db2 &t

¥ Amazon RDS Db2 #11T{EfE K FAFAEEEZEFECHZRE , RkXEFEAEBNHRERIZMH
EEEEAER,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
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{
"engine": "db2",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS MariaDB #2334 18

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>
}

EEMFEHthe section called “REFHE , FEeTSEEEREMEAERENZBE, masterarn

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS F Amazon Aurora MySQL I #4518

{
"engine": "mysql",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

Amazon RDS MariaDB # %348 84
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"port": <TCP port number. If not specified, defaults to 3306>

EEMFEHthe section called “REFHE , FEeTSEEERBEMEAERENZBE, masterarn

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Oracle #2418

{

"engine": "oracle",

"host": '"<required: instance host name/resolvable DNS name>",

"username": '<required: username>",

"password": "<required: password>",

"dbname": "<required: database name>",

"port": <optional: TCP port number. If not specified, defaults to 1521>
}

& EF Hthe section called “XEFEHAE , RS ESEEENBREHERRNZEE, masterarn

5’n'h+

{
"engine": "oracle",
"host": "<required: instance host name/resolvable DNS name>",
"username": '"<required: username>",
"password": "<required: password>",
"dbname": "<required: database name>",
"port": <optional: TCP port number. If not specified, defaults to 1521>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS # Amazon Aurora PostgreSQL B #4518

Amazon RDS Oracle # % &8 85
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"engine": "postgres",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": "<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>

nliH-

HEZMFEHthe section called “REFHE , FEeTSEEENBREAERENZRBE, masterarn

{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Microsoft SQLServer #2R 4t #&

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>
}

£ EF Hthe section called “XEFEHE , FEEEEEEENBRERAERBNZRE, masterarn

{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS Microsoft SQLServer ¥R 1&
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ERAEER

}

Amazon DocumentDB #2324 18

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"ssl": <true[false. If not specified, defaults to false>
}
& EffMthe section called “REFHAE" , FESTSEEENBREAERBNEE, masterarn
{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"masterarn": "<the ARN of the elevated secret>",
"ssl": <true|[false. If not specified, defaults to false>
}
Amazon Redshift #2318
{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>
}
ZEF Hthe section called “‘REFEHE” , FEESTESETEERBMEABEREBNENE, masterarn
{
Amazon DocumentDB 2 #& 87
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"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"

Amazon Redshift ZERIFES MR 1B

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>
}

£ EF Mthe section called “XEFEFHE , FEREREEEENBRERAERRBNZRE, masterarn

i

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon ElastiCache 3 #E1E

"password": "<password>",
"username'": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

Amazon Redshift RIS SR IERE 88
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MEFHMET , 528 Amazon ElastiCache A& REHN BB HE SR ENEE.
SEEB SWREE

AWS Directory Service SERAZBREFEA T B HRE. NWFEFHESA , F2REEEEPNK
Amazon EC2 Linux 1T EEEEMNMAZE AD EHE ii AWS Directory Service fE#&#8 13 N A E
THEHPNEBEE, MRETEAEZBEMA , EUUFERARRESEREFREDSRNZE
MERHHEHAREXER,

EREEEHESER  SUUEAEDE HRIEER.
B ERBRRRER

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

MREGEERFEZE | F25HEEE &% D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

NMRFREUERCIBEBNEBESER , BTN ETREBEE ARN,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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B ERBRERTRER

MEFASERSIERERY Amazon EC2 THERAF EHEIREETREMNMHEBEN ,
Amazon Linux 2 Ff£/H SQL Server 2017 PEMEEFHA P B ESHEBE,

3
%
=
B

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

#3I AWS Secrets Manager %15

EE1E Secrets Manager FZ1 APl €38, FEER. TEHARERNENBENHmE , BK T
HRIRE, B Amazon ElastiCache 215 , MR EITREWH , AIX B RIHIFREELH JSON &
B,

EERIURE , BEERENERSSecretsManagerReadWriteAWS = B BUR,

Secrets Manager BE & M RIEEE L CloudTrail 388 E., MEFHMEH , 2B the section
called “fi£ F B & AWS CloudTrail 7o

BREEVWE (FEAR)

1. BIEUTERBMEEEREEEE A  https://console.aws.amazon.com/secretsmanager/o
2. iZIZE Store a new secret (TF T,
3. £ Choose secret type (BIEWZHA) EE L , 1T T5EE -

a. SHEHEEE  EFHMBEENRE,

b. EREHF , BLNIE JSON BEHPEAME , WU NLEERXFREIER , BUEM
BABARE., WEEPRZALIFK 65536 B TH, —LEH



https://aws.amazon.com/blogs/database/deploying-and-configuring-active-directory-authentication-with-sql-server-2017-on-amazon-linux-2/
https://console.aws.amazon.com/secretsmanager/
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AP| &iR/{EH

ClientID : my_client_id

ClientSecret : MEH/KTm ##/ ###### bPXRFi
BREEW/EY :

Username : saanvis

Passwoxd : EXAMPLE-PASSWORD
OAuth FRF#EILF

AKIAI44QH8DHBEXAMPLE

BIBRMXF

FB |

----BEGIN PRIVATE KEY ---
EXAMPLE
---- END PRIVATE KEY ----

c. HRIMZEH , FiRIE AWS KMS key Secrets Manager ARMBZRIGEN S8, MEFHASE
A, F2E BENENEE,

. KRBEUERT , &2 aws/secretsmanager LU AWS ZE €88 FM Secrets Manager,
FEALESRBEETMRAE,

- NMREFERS —EARZEFIER AWS IRF , IELBVEFEABCH KMS SRRk
FEASREE  FRBETERFTFEENESR  UEZE (FESR BUR, 0F
FREREFZESRIREANES A FSH EE.

50
r

&6 EBERthe section called “KMS £8RIFF A7, MEBIRFFEENEMENR |
Bthe section called “BEtR F 2 EUAE”,
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d. igj%-lt_io
4. 7£ Configure secret (BREWE) HE L , BT T HIEE

a. BAIRMEAR Secret name (% &) M Description (k). MEZBMSAESE 1 £ 512 8
Unicode & JT,

b. (BH) £ Tags (Z%) B , SEBHIEIINE, MEZHLEKE , 5528 the section called
EE NE ., RTEERPERBEENR , RAZEBLRME,

c. (B ZEKERBEFIEEMNE , 557 Resource permissions (& JRE A #ER) HiRE Edit
permissions (fREFF ). MFEFMEH , H5SE the section called “HFF AT BEREEEMW

i

d. (EHf) TERERT  FERCHERERIE —EHE AWS BEF , FREERER, &
AUV AERWE IR REEER. NRHAET , F2R BEEAERER,
e. EET—-%,
5. (i#A) 7 Configure rotation (R EWH) HE L , THBEDWER, S NEREMRER , HE
BRERK. MEFEET , F2R Bt BE. BEET -5,

6. 7£ Review (%) EH L , REKZFHEEN , REREIEF Store (FH).

Secrets Manager EERFZEE, MREHNFRBRERAT , R REENEEIRA,

AWS CLI

T shell PBAGGSR , FEGTTERLCHEEFRILAEXERGS2HENER. F28the
section called “BE{EAEA AWS CLI 2R1F 1 AWS Secrets Manager #4258 B ",

Example B %

T3l create-secret Ef|lEE 7 EEMESBEL KSR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example i#Ei& JSON BRI RR BRI HE

T3%| create-secret SifHEEBRERRPFNZREIKSR, EEMEEZEN , FAWS CLI 26
(AWS CLI fEFErR) FiY (RERXFAZE) .

AWS CLI 92


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html

AWS Secrets Manager EREEmR

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"username": "diegor",
"password": "EXAMPLE-PASSWORD"
}
AWS SDK

EEFHED—E AWS SDK B K , SEfEACreateSecretBiff, NMEFZFHME
the section called “AWS B EH",

iull
2
¥
&

E#H AWS Secrets Manager W& {E

EEEMRENE  SUUFEREES. CLISREBRRENS., EFHMWEER |, Secrets Manager &
ff A FEEIRE AWSCURRENT BB EMRA, BMA T UFEREFZEER AWSPREVIOUS HERR A
BRI B CER, WEFMENR , 5828 Secrets Manager A2,

EEFHEE (EEA)

1. B https://console.aws.amazon.com/secretsmanager/ BRI Secrets Manager £ &,
2. RWBBEREREME,

3. EMEFEFMEARENSEEIEL  EREBERRY , EEHINEE , RAREERE.

AWS CLI

EEEHWHE (AWS CLI)

T ® shell PMAGSE , FEGTTELCHEFRRLAENERGS2HNER. F2Hthe
section called “BE{EE R AWS CLI 2R1F1 AWS Secrets Manager #2389 & ko

i

T35 put-secret-value @RI EERMESBEY 2 HRAHEE,
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aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value BV EFBIIFARERNIRAE, HREEEEEE MyLabel
AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

BRABRIEBRSE 10 2B XHWFEREMFI PutSecretValue 3 UpdateSecret, EMMY
PutSecretValue f UpdateSecret EfMEEER K HEEESSEYBBENTNIRE, BERAEB
100 {EBF , Secrets Manager BB RARBELHRE , EFSBREV KRBT 24 /PNEFRA, MR
HIBE 10 7E RN ERENHREE  FEUNRALEBEEESBRNOREAES | BEKZETI#E
R A< B B R

EEEHWHRE , BEAUTEE : UpdateSecret & PutSecretValue, MEEZHMEN , 5
2B the section called “AWS BIREH",

ERZREEEEELRE

{8 Secret Manager B & B 27 Secret Manager PEAZRE , AR T ERERREFFERAZE
. B MERUTHERITIRE -

« AWS CloudFormation — 582:BAWS CloudFormation,
« AWS CLI — 582 Rlget-random-password,
- AWS RAREH — F2BGetRandomPassword,

A% R 72 (2 75% F LA B RY hi AR

B AR BB MBI RBERANEE  EEHERALIIRA AWS CLI, 1% Secrets Manager
MR FERRANBRE , 552 Bthe section called “WERA",
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T5lupdate-secret-version-stage#ifl&# AWSCURRENT EFERBE LR EAHNEZR ,
ERREHERALHNRA, BESKERY D, BEAList-secret-version-idsHiR
Secrets Manager 12 & F R,

EEHIS | SEREBHRAEAS A1b2C3D4-5678-90B-%l+F 11111 , 1 B#¥ A AWSCURRENT
EEBMWMA A A1b2C3D4-5678-90AB-£i {5l 22222, AWSPREVIOUS L&l | EEGE
AWSCURRENT E#MA 11111 BE 22222 iR, HAE AWSCURRENT EEfEARAREER |
Mtupdate-secret-version-stage® B B#$#E AWSPREVIOUS BB EZMRA (11111). R R
AWSCURRENT # AWSPREVIOUS RRA#733#2,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

SBERIEHN INZ £ AWS Secrets Manager

Secrets Manager £ 24 INEE AWS KMS €A EREBREESABHBE, HRSEARE , &
ALUERZEEMAN KMS £, SAUFER AWS ZES| aws/MEEESE , I UAFERAEFEENT
&, EXZEERT , RIEZHMEA aws/secretsmanager , FREREENE, MRELEEREMA
EHHE AWS IRF  RELEFAECH KMS €8 | LIFRBRRNEASRER K FEHA BEEZES
iR, AP Bthe section called “‘KMS IRHFFAI". MEEABEATFZESRHIRLNESR |, F2
B EE.

FBANESERENMZESR, fln , IREBVEREMIREFFIRER , MEBHENCHER AWS 2§
B e NFaws/secretsmanager , BRI YIRE BEEZE SR,

® Tip
MR ENRE ZEEFZESER  RMAEREER AWS KMS BBz, MEFMER ,
E2BEE AWS KMS R,

ERBEINZ WA , Secrets Manager &£ ¥ €8 E# i ZAWSCURRENT FIAWSPREVIOUSHR

K, AWSPENDINGA 7RG EBETEERB 2 , Secrets Manager @A LN S INZMEREAE
MRAS, ERREF LR LR &8 £ 88 R ZAWSCURRENTAWSPENDING, FIAWSPREVIOUSHR
K,

BEUBHNNE SR 95


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/update-secret-version-stage.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secret-version-ids.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html

AWS Secrets Manager EREEmR

ATHEHEIZAWSCURRENTEERIBH M MEZZBETHRE  BEAFTZBAE —BAHRAN S, A%,
ATEHNBZZBRA BN BAEEHZBHVER, AWSCURRENT

MRERALTNINZEEE , BIBR T AWSCURRENT, AWSPENDING #1 AWSPREVIOUS Z 4\ , &G #E %
BT MWERA, MREEHMEREFINZELRWEZERA , IEEMEA the section called “AWS
CLI" , AFTH N S8R ERTE B LR A,

EESTFUENNEER (F2A)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RWEBBEREEME,

3. EMEFHMEFAEEL A EREFHEFERD  EFEDFE, ARBEFENE LR,

AWS CLI

MRS FUENNZSE K ABRERHLINMNZESE , BIBR T AWSCURRENT, AWSPENDING
AWSPREVIOUS 24\ , B LB B MMBRRAR, NMREBEHMERSZEFINERKRERAE , AIEE
fE A the section called “AWS CLI” , AFHI MR £ TR E M IELERA,

HESFEWERNMME S|/ (AWS CLI)

1. T3%lupdate-secret EflEFEHARIMBHZEN KMS £i8, KMS £V AMAEEZIER
I [EE,.

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (BEM) NREEEFETEBRNUTRAE K FECRAFSRENNE  AELAEREVELR
o

EoD shel FRAGTE , FEGTELESEFRIL AR TG SSEWRAK. 52 Mthe
section called “BRIKAEF AWS CLI RIZRH AWS Secrets Manager R ZR 1 & B,

a. HUSHBERANE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

R TRERE,
b. ERAZRERMIRA.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

&2 AWS Secrets Manager Z 5

BRNERYMERENTEER  ERIRNEYUMENAS, SRBAEMREEINME , BWhE
FEERAAEMRBRERIMIRE.

BRREEEMENAR , BULRERTREE, BHUREEENHBEUZREN ID AFE. =
# , 7 AWS CLI , HRAHEAME , AREBXFR. OwningServiceFFMEN , F2H ZEE
o

HREEENRE , EUNERRA. EREBEK, NEBNER. BARMNERBREEARLRENR
EERRNEERE , EROTUSENRNRETE, WIRSERERN Secrets Manager FEYHE LK
BEREYRBLHNER. EVRUBABRL , UELERAFHFERBEER , ERESEHEIEFERN—
HER. WEFMAES  FSE IR WE,

BI85 BRTERE | Secrets Manager € 4 CloudTrail 528418 H ., WFEHMEA , F2M the section
called “F B & AWS CloudTrail ",

EEENMEREERNRE (E7H)

1. 1A https://console.aws.amazon.com/secretsmanager/ BiEX Secrets Manager £## &,
2. RMEBBEEPEEWE,

3. EMEBHMEAEREL , BITTIEE

AR BELEEMEN BB ARN,

-  HBETHER , 557 Secrets details (WMZFFMER) [EE |, 1BIF Actions (BIE) , REBEE
Edit description (§REE##iR),

. PFETEHMNZEEIE 5528 the section called “EEMBEN MZ L8,
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FEEVER  TEBIEL  BEEFEER, 52 Bthe section called ‘R WE",
EEFMNERE , S /M the section called “BHWEE",

EETHEMWHOET  ESB o EL | BRRET . F2Hthe section called “§ 5 Al B

- FEFHRENRIR Rl EL | BERERR. BFSRHE R,

- FERENREEREIHMES , F2REREERER.

- MRBHWEEER , BULIEFEANNR SR, EES I EL | BREARNRIERE , RE
EEEEED , BEFENEL®R . 552 Hthe section called “WEIMEZFFEE",

- FEBTFMY  FHAHMRKER K LEZEIRBIFEFRBRILE, F2HRZEETH,

AWS CLI
Example 5 #7T# 27 R

T3l update-secret EfEEH LR HEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

EBRABXLUEBRE 10 98— XWEHEEREMNW PutSecretValue = UpdateSecret, FEFEMY
PutSecretValue fl UpdateSecret EMEFER K MEREESSEBRUMENITRAR, ERFER
100 {EBF , Secrets Manager 8B R ARELHVRAE , EFZBREV KBTI 24 PNEARA, MR
HiBE 10 pE—ANERENHEE K LEUNRALEEEESBRNREAES , BEKETIHE
RR A< B 2B

EEEHNE  BEALUTEE : UpdateSecret B ReplicateSecretToRegions, MEE S5
B |, 52 [ the section called “AWS BIREH",

SH,MWE AWS Secrets Manager

BERETERAERFENE R TESWERE | Secrets Manager S HHZRE B, HiR, EReiR
MERETHERET. TEAGREEETESYTES KIS , MESZBEKRET , flanzE
B, /. .= #, MERFEAHFNFE, TRXEGERENBERTEITHESK , Secrets Manager &
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PHESFTERLEEERASERNER, EREEARABINE, #FFIHFT , AIRBF/IFZHEE
AN AR DR, Bl , WA S5 credsDatabase#892 UEETRE. ik, EBERSIEM
EH#Screds. Database M 892,

BI85 KGR | Secrets Manager €& 4 CloudTrail 528%EH ., WEHMEA , 5F2M the section
called “f£ 3 H 5 AWS CloudTrail

BA LTI ERGEERZENES .
=L
LR EZBHEE  EDKNE, 0 : Name: Data 8B & A DatabaseSecret HME |
MA 2 databaseSecret =% MyData,
iR
LR E RPN FR , FED KNDE. B0 : Description: My Description MW FE TR
BAMEST LU ¥ -
* My Description
* my description
* My basic description

* Description of my secret
EEE

SERAUNNBREEENZREE AWS |, #la CyberArk 2 HashiCorpo
WER%

e EER ID BIRMNEE , TR KNE. Bl , my-sexr EARIER my-serv M my-service
LEHHRRBEENHEE, IFFHEF K F2HE ZEEER,

EEBNWE
BUUGREEWER, EXABERNRERHMWE,

L ERSBRNEAE  EDKNE, Hli0 : Tag key: Prod REI#HEZH Production # Prodl
M K MARHEEEE prod HE 1 Prod HW#HE,

B8RE

L ERENBE ; EDK/NE, #lf0 : Tag value: Prod IRE#EZEH Production  Prodl
WHE , MAETEEEE prod & 1 Prod WHE,

ERWE 99



AWS Secrets Manager EREEmR

Secrets Manager @ —HEEHR% , EERMEREFHNBE,

AWS CLI

Example %!l H R 5 A A9 # 27

T3 list-secrets EHIEIMEBERFPHIBZBE,

aws secretsmanager list-secrets

Example E5iZEiRk F PRI ZEE
T%| list-secrets SIHIEMEBEIRFPEBIE Test WHFFE, KEBHEED KB,

aws secretsmanager list-secrets \
--filter Key="name",Values="Test"

Example S HHE A AWS REEE N HTE

T3 list-secrets BHEMEHBRBEBENWETE, BULK ID EERY. MEFMAER
2 ZEEER.

s

aws secretsmanager list-secrets --filter Key="owning-service",Values="<service ID
prefix>"

AWS SDK

EEFHAHEDP—E AWS SDK 2R ZRE , FFMFEH ListSecrets. MEESFHMEA |, FZ2H the
section called “AWS FRZEH",

fBR AWS Secrets Manager %15

HREBHEIRME , AWS Secrets Manager BB ERIBR# B SR, Secrets Manager &3 H]
MR 2, RZ , Secrets Manager & M Bl EMZR LT , YHEERD L RWERBEREZMBR, £
BREBRERZE , BMALREZ oI REBRAEE. TEHEECETAMBRARZWETAER,

NRETEMFERIEMESE , AEERRE. ERERES  RARBERBREIERE., EEMRERE

SVHMERE.
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HELE ?&WJF?%1H&ZIKE’JWZO MR, AT LLEEH AWS CLI 8 AWS SDK # iR fh B Br AT A AR
EB, ESSMAEREBEER , A% Secrets Manager Al £ 5 5 B BIMIBRZ MR A,

MREBFRMEEABERNRBMERERE , T Amazon CloudWatch B7R |, IREEEEERKEH™E
EXFENEBNEMER. NEHMAENR K F28 ERMEFEHEEMBRE AWS Secrets Manager #
o

EEMBRWE |, BB E secretsmanager:ListSecrets
secretsmanager:DeleteSecret &,

B IGM BB 1EEE | Secrets Manager €& 4 CloudTrail ;B8 EH ., WEHMEA , 5F2H the section
called “fi£ f B & AWS CloudTrail 7o

EEMBRRER (EEH)

1. BIELATZERR Secrets Manager £32 A : https://console.aws.amazon.com/
secretsmanager/,

2. EMBEES  BELEMBROBE,

3. £ Secrets details (R FMEN) EE , B2 Actions (BIE) , AR%&1ZIE Delete description (B
HiR),
4. 71 Disable secret and schedule deletion (1AM EFHEREMER) HEFEF P , B Waiting period

(=8 T, MAKAMBRIT ES S KRB, Secrets Manager 2iE##E A DeletionDate KI1#
i, WARNVERABE T BHAFER , N EERERNIEEXE,

5. ##2 Schedule deletion (BEEMK).

& Z WA CMERHWE

1. BIEUTHNERBBREEERFA  hitps://console.aws.amazon.com/secretsmanager/o
2. 1f Secrets (W%H) HE L , iB1Z Preferences (fR F5%E)

@ )o
3. & "R HEARD , ERETHEMBRNEE K RAREERE

& BMBREARWE

1. BIEUTHUERMEHEESEEA  hitps://console.aws.amazon.com/secretsmanager/o
2. EEFEWE,
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3. 7 Replicate Secret ((EEWE) BEF , BEEEAMWE,
4. & Actions (B){E) JBEH , iEIE Delete Replica (fIBRE ),

AWS CLI

Example filBR#% %

T%l delete-secret EHIEMBREERR, BT LUE DeletionDate BEFERFIIRE R , restore-
secretBEEIBHANKRE. EEMBREEZHMESHNEE | FEEA remove-regions-from-
replication BBRER , RAEMI delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 37 B[ BR# 27

T%| delete-secret SEHEERBEERBERNIER T LA RER, BEEERLIEER,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example filBRE A%

T %] remove-regions-from-replication EEHIEMER eu-west-3 FHELREZ, EEMBBREER
ZHMWESNTERE  FEMBRER , REFWY delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS SDK

EZEMBRMWE |, FEH DeleteSecret P, BEEMBRMBNE[RA | SEHEH
UpdateSecretVersionStage . BHEMPEREA , F5EMH StopReplicationToReplica @
T, MEESFHMENR , F2H the section called “AWS B EH,
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B IR AWS Secrets Manager %15

Secrets Manager S EEMBRNRZEIRACER BLTHENBEZTFIN., EREEBE , Secrets
Manager &K A MBR#MER, —B Secrets Manager MIB#% , EREEZSHER, EREBRER
B, BAUERRERCEHERAT T, EEHER DeletionDate M , RMEUEHEERY K A M
BRo

EERIRAEPERMEMPEER , BL24EHEE secretsmanager:ListSecrets
secretsmanager:RestoreSecret 5,

Secrets Manager @ E ISR ZRIERE L CloudTrail 28%EH., MEHMEF , 2B the section
called “F B & AWS CloudTrail ",

BRERWE (XTEA/)

1. BIELATLERIRX Secrets Manager £3#2 & : https://console.aws.amazon.com/
secretsmanager/,
2. EHMEBEDR , BELBEERFENME,

MERFEFEHRREHEMEBRAOME | F58IZ Preferences (fRIFERIE)
@ )o
£ TRFERTE L BEEART  BRETRHRERBRAOKE K ARRERT.
. 1E Secret details (WHEFMEF) EEF , #IF Cancel deletion (BUEMER).
4. 1E Cancel secret deletion (BUBMZMIBR) BFEH IR , 1EIF Cancel deletion (BUEMIER).

AWS CLI
Example 12 R 5t 51 il BR A # 25
T3%| restore-secret £|EI1E R 5% Bl HEZ MIBRAV RS,

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

EERRELAMBIME  BEH RestoreSecret H. MEELFHMER , 552 [ the section
called “AWS BIEEH",
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E# AWS Secrets Manager #%

Secrets Manager 8 EBERA—EASEEENSRINZAENER., BZUUFACLEERRER
EE, BENEEAWS IRFANREBENEMER, ECECRER  EEROEREEDE AR
MEFHMBEA , F2H (EsEzEK) BEE.

B UREEEENENEEREFRIEENENER., NEESHMEN , 552/ the section called
“S5450 ; FAZERREEHWBENEZE,

BELUERERA. AWS CLI IHZE4APHNEBRERWE ., AWS BiR#t Resource Groups T
B O ARBITRBEERESYEBERNBITIEA, EESREEREEBNNE , F2H the
section called “E#H#ME", Secrets Manager T X ELUEZBRAEBRN R A DT

TEERBATHRZNHRET.

MEERBHREANGERFNFMAENR  F2H (AWS —&2E188) FMEL Service Quotas, ER
gESKNE,

EREUHIESC MRS | Secrets Manager €& 4 CloudTrail B EE., MEFZHMEN , F2E
the section called “f£ A H & AWS CloudTrail ",

ERETUTRNER (F28)

1. BIELATIERIRK Secrets Manager £ A& : https://console.aws.amazon.com/
secretsmanager/,

2. fREEETREWE.

3. HEBEFMEAEENERERY A ZEFEEER, CESREBRETEINNE  BERESR
ﬁ%gEIEEuE_Ego

AWS CLI
Example S Z 818 E# %

T % tag-resource EHIFERINAEFARLZLEZER,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue
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Example # Z ER 8 #T 18 =M=
T3 tag-resource BHFKMETHEFRERETHE,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example ¥R BRZH
T %l untag-resource SHEREBTBRMERE. HNESEEER K SRNETEBR.

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

AWS SDK

EESFRENER , B8 M TagResource 5 UntagResource, MEFZFMENR , F2MH the
section called “AWS B EH",

AWS SDK
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B EiGE S AWS Secrets Manager 215

BALERZEER , AWS BE UXEsBEELEANERAREN , Uk EEBEFINAKIEER
R, MREHEFE , BAUKELERA RSB IUMRE K ARBUNREET. #EEESFERE
MENEZERNPEER  flnBEEEERRNERNERBXR,

BERWERN ARN EEXEHWHH ARN EXMEE |, H—EZREMN Region &7 , AT :

« FEMF : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-
alb2c3

« #B7AME  arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

MEEREZNEEENR , 2B AWS Secrets Manager EfE,

EfHTERIEMESNRRENERFENERRR  #ESSRRENENEREF. MR
ERERER  ARARRERFZNELR  YISHERNEREF. SIS EMSR/EHHERE
HEREFARER,

MREHTEMZRMRE  ARREESSETIERFTHBME K MTNREESEEEMEHAE
BHELARE, ETLEREEMAELHENRLR.

B LEMEBEEAN AWS BEEERER. TiB , MREERHK AWS EHF (flzh AWS GovCloud
(US) S ElEHE) A Secrets Manager , B ReE7EiE L4350k AWS BEAREEBBMNER, SEEE
ERAE AWS SAWEZEERIBERE 6 tELIEFEEENREERIBEET,

HETUSRZRERI S —EEEH , XALBAXES. NEFAET  F2HEEE AWS B,

BERFAAMEREcESTNEZEES RS, UL EESERNERATESAESFERAKR, NFE
IEEE | 5528 the section called “Secrets Manager i %", EEFRAEERIES TEEEHMEMY |
ESB WK BER (DR) 2848 AWS |, £ | 32 : ElrPEREKRK,

Secrets Manager € £ E B REIFE A CloudTrail 5L#ER ., WEFMET , F2 [ the section
called “fEF B & AWS CloudTrail ",

EESHTRERIHMESR (25 8)

1. BIEUTERBMEEREREEEH A  https://console.aws.amazon.com/secretsmanager/o
2. RMEBBEEPEERE,
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3. EMEBHMEFAEENEESTEL  SIITUTHP—HRE:
- WMREAREEEHEE , 75121F Replicate secret (EEHE),

- MREERLEMME | B Replicate secret (EE#E) BB I1EIE Add Region (¥TiE[E
1),

4. 7 Add replica regions (¥Ti8E B EE) HEFEH D , BT T IIRE !

a. &F¥ AWS Region (AWS [E1)) , BEELEERSHEER B Z Region ([EHF).

b. (ZEF) & ¥ Encryption key (INZ£18) , BEEZAMREEZNZN KMS £i8, SBNXEESR
REFHH,

c. (BA) BEMHMEZE—EESE , 551E1Z Add more regions (¥i8 H b2 ).
d. i#iZ Replicate (BH).

IREIMERFFMEFEME,. 7 Replicate Secret ((EE#F) BT , R TS EEEHM Replication
Status (BB EE),

AWS CLI

Example ##ZEEEH M [E1E

T%| replicate-secret-to-regions Sl EE R E eu-west-3, EXAEFEH AWS ZERE
LR aws/MEBEEEBEITINE,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BN ZBILER T

THMHIRRIES , LIHERE eu-west3. EAREA AWS ZEBLM aws BEERBETH

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS SDK

LEEEBMR  FFFEH ReplicateSecretToRegions . MEEZHMET , BF2M the
section called “AWS B EH",

£ AWS Secrets Manager R R AW EZ IR A BB ILWE

BAWERRS —E AWS B WEBEMEPERTNNE, CEFEIENTZHENRBEENHEE
#, B LERTEN KMS £RNE, EXARBRTEBYRETENRERN , BENBERERN, 7
MEBEAWEBETHEA N FREIENTNER , UREEAWERRBLNE, TEWENEAEEST
EBERIBEMWE,

BRI ETENERELERAR , BSEABERAA/BUNRE  UFEAXBERBRER, & , W
REERMERNRIIIE , BUUEELARARBINRE,

MRBRABK  FHLEMEENERER , WEERABLNWE,

RFABEREF | Secrets Manager €& 4 CloudTrail BFEEH. MEEZFMEN , 582/ the section
called “f£ 3 H 5 AWS CloudTrail

BERABERWE (E28)

1. & A Secrets Manager , ##t A& https://console.aws.amazon.com/secretsmanager/.
2. BEBEFELREH,

3. 1E Secrets (M%) HE L |, BIFEARHE,

4. HEEAEZEHMEAEEL | 2 Promote to standalone secret (IR At BB L %),
5

#£ Promote replica to standalone secret (8RR A BB I E) HEEH T , B A Region (E
13) , R%IBIZE Promote replica (IR A E ),

AWS CLI

Example S EXAEERA AT ERE

T% stop-replication-to-replica SiflEBREFAMERETTEMRZ CENEL, EAREEIRE
AAEREFHPHFTEMRSE, BULBEREREFHARMI stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
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--secret-id MyTestSecret

AWS SDK

EEEEARBREAABINMWE , 55#EMH StopReplicationToReplica i, BHARELRNE
BT, MEESHMENR , 552 M the section called “AWS BIZEH,

B 1k AWS Secrets Manager 83

AR A LAEMAReplicateSecretToRegionsHEF AR U A HRERFI CreateSecret , EHitbin
REREMHILFEREERSRR  BREBR I E&AddReplicaRegions 2 8B, B LIERR

REIFFEAConditionfRiRR , EAFTHEBEREFNWEE, MFELTUEANKERES | F2
BT 5 BUR €51,

Example Br LR E#EFR

TH RSP RMOAAFAERHEEREEHNE . EAMHLERAEE
iBReplicateSecretToRegionsHCreateSecretE@BHE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example E A EERBNEREIR
THRAERNA AT TIREER :
- BEEBHTRIR
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ERAEER

- BBEREEEXEMMERN RS R
- ERBEERIXENMNEANES

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret",

"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",
"Condition": {
"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEfE AWS Secrets Manager £ 8
BUF B R T L Sk B — R
ERNESPFETEEHERBBHNME,

EERFRUEE , EULUBREFESTNESRBRE. EXER  EZEEAERYEIRY | &

BER
KMS £ ER B ANFFARTEXRER

Secrets Manager B £ M E , AREFREXRESFHH KMS EREFNE, NREZETERE
HAHINZESM|A kms:Decrypt 577 , AIZIBEIMEEER, EFEA KMS ZUANZ®MZREMN
M#Faws/secretsmanager , #REE kms:GenerateDataKey f kms:Encrypt Zi#R, EZBthe

section called “KMS €8 8EF A",

SRR E TR B AR
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KMS £ EFAS KT E KMS €18

MBEFEERFHWNZLSBESHARSMBR , Secret Manager MEZEBNE, WRNZEEFEALS
FERASEMERONINZ S ETINRN BETEGLRA , AIEMERCEFEMZ 8 |, g4 iEER, W
% Secrets Manager M{AHNZA BV FEREE EA , 52 B the section called “TAZ INZ M FER", & BERIE
EIRIRE , BRI LLEH BT WBRA |, 2 Secrets Manager £/ B BRI INZ ST IR, MEFMEE
A, FREERTZNNZ SR, REEXES.

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

e R BETE TR R

WENAMARENHERENR , F2REE AWS EfF. FAWS IRFEESEREREF.
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WA EEIZ AWS Secrets Manager

B IGHEUZ GRS | Secrets Manager &4 CloudTrail 54188, MEFMER , F52H the section
called “E A B 5 AWS CloudTrail "o

FBAIUERAU TS RERMEE !

« {£F Java BX{S# Secrets Manager i1

+ {8 Python ¥8EY Secrets Manager # % {E

- £A NET VS EREESZHE

« £ Go HN8# Secrets Manager M E

- £/ C++ AWS SDK BN S HIBEE EHIKE

{8 JavaScript AWS SDK N8 R IEE 2 8 R iEE

« {8 Kot AWS lin SDK #EH ¥ Secrets Manager M {E

£/ PHP AWS SDK RS ZiREE B FIHE

- £/ Ruby AWS SDK BN SR REEERIBE

« £/ Rust AWS SDK RS Z B EEERBHE

- EARSHEE AWS CLI

- £ AWS #ZH & ERMEE

+ 8/ AWS Secrets Manager #% AWS Batch

+ £ AWS CloudFormation &R EE AWS Secrets Manager #%
» £ Amazon Elastic Kubernetes Service £ AWS Secrets Manager # %%
« 1£ GitHub THEAREA AWS Secrets Manager 3 %%

- 5/ AWS loT Greengrass FHY AWS Secrets Manager # %

« £ AWS Lambda & H £ AWS Secrets Manager %%

- FAZSHERETH AWS Secrets Manager # %

£/ Java BUS# Secrets Manager #§{E

EEREREFY , B li@iBFHAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
RRIE, TB , BE3SFAAFRRIRRIGHMEZE, REWE TS EE L EEKA.
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EFEFARGBHINRTEEETERE , B LA Secrets Manager SQL EiFEEEBESR |, ZEFHE
NETLEER JDBC BHENX, EtEFEHAFIRIRE , HitATREKMIW Secrets Manager API B9 X
Ko

&

- £ Java BEE%E FimiR BN Secrets Manager M2 {E

- {5/ JDBC EZIFEFHIFEE Connect B SQL E{#BE AWS Secrets Manager
- f£A Java AWS SDK NS B EE S RIHE

£/ Java EHE FimiZ TR EM Secrets Manager % {E

PR R , WA BAEA Secrets Manager Java BUREUTHETIREUAMAERER . BRI M2
tb# Secrets Manager REEERE MR, HAFEM Secrets Manager APl EEEE R A |, X b8 RELA
DR BRI AR, MEFEEAUEEREENE L L , 20 ERME,

REBRR "REKDEAN (LRU), , AtERBSAERWER  HEERRIIKDEANME,
BREALT , REBNSEFEE -RWE, SAUREERNPENEEERAIEER | W] AEES
HEEERANIBE S 6.

—HEENRESE  RTEREMTIREL, RNBETSHERIMENY. REEEZERREA
5 MARBAUHBFERZEM, MREFEFANZ SN | fIMMBREPNEE , FEAREHN
E MR %o

HEERATN  BLEBETIIEE .

« Java 8 LESMRANHRIRE, 82 Oracle #34 E# Java SE T #H,

- EAR Java B AWS BREMH 1.x. BALUEERREABEAR Java WiEMERZAH AWS SDK,
WMEHMER |, B2 EHY Java 1.x # 2. side-by-side x A EH,

EBTHREFEHKRERNE , 5528 LM Secrets Manager 2 Java BEBHIREVAF st GitHub

ERTHHEBELENESRD | & Maven pom.xml BREFEEUTHEKM, NE Maven HNEEAE
7 , 55289 Apache Maven BRI LM AFIIERM,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupId>
<artifactId>aws-secretsmanager-caching-java</artifactId>
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ERAEER

<version>1.0.2</version>
</dependency>

B

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

WMEFMER , FZ

\ﬁ

Bl ST 2%,

» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example FEEUH 2

T2 S 0 ) BUR BNV B 7 & B Lambda B,

WHREER  FIANREEXTWY Lambda BB, AITSEETWY AP,

package com.amazonaws.secretsmanager.caching.examples;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;

import com.amazonaws.services.lambda.runtime.lLambdalogger;

import com.amazonaws.secretsmanager.caching.SecretCache;

public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context)

final String secret =

cache.getSecretString(secretld);

// Use the secret, return success;

TEBESRBEER N IR TERL
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SecretCache

¢ Secrets Manager R W ZCIBBAIRE. & the section called “getSecretString” = the
section called “getSecretBinary” fEREXPEEE R, B LUEBEEEE M the section called
“SecretCacheConfiguration” ¥1#f R ESE , B ERENERE.

MEGESHHINFMEN , :F2E the section called “Java EEE FigpiEiz,
BEER

public SecretCache()

SecretCache ¥V FARREEE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

EF LR A AWSSecretsManagerClientBuilder 3K Secrets Manager i Fim 28 1R
H, fEAIEEEN T BET Secrets Manager A F i |, flafE RS EEHRIHE,

public SecretCache(AWSSecretsManager client)

EFARMM AWSSecretsManagerClient BEMAVMFREL, FALEBERN BT Secrets
Manager A Fim , flaifE RS E R RIKE

public SecretCache(SecretCacheConfiguration config)

FEREMH the section called “SecretCacheConfiguration” BB IREL,

7k

getSecretString

public String getSecretString(final String secretld)

1% Secrets Manager F#ENFEME, &M String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
# Secrets Manager F#EEN — ¥ B %, EE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException
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R EMBRERE, MREFEBETKAERFER , EEE true , FRAIEEE false,
28 P

public void close()

B BR R BN

SecretCacheConfiguration

the section called “SecretCache” KYIREUVAEREIEE |, i H{ A RELA/DFREMEZENFERBE (TTL).
BEREH

public SecretCacheConfiguration
SecretCacheConfiguration YK FEREBERR.
FE

getClient

public AWSSecretsManager getClient()

fE[E AWSSecretsManagerClient , TRERIEFHEELRLER,

setClient
public void setClient(AWSSecretsManager client)

&[G AWSSecretsManagerClient A FUw , REVE P AR R,

getCacheHook
public SecretCacheHook getCacheHook()

&[0 A A B RENE #F#H80/Y the section called “SecretCacheHook” M.

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

SR TE AR ERREVE M/ the section called “SecretCacheHook” 9T Ho

getMaxCache X/

public int getMaxCacheSize()
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BE&EARBAD, FEERES 1024 EHE,

setMaxCache X />

public void setMaxCacheSize(int maxCacheSize)
RERAREUARN, FERESR 1024 B,
getCacheltemTTL

public long getCacheItemTTL()

EEREIERMN TTL AZRAEN), ERBPRZRIBL TTL & , REER
AWSSecretsManagerClient HEXM BN ER, FAREA 1 N CLEVBEN),

EE TIL 2 BFERUER  RNGEAIEHREENE, WREALSERBEXR , AIRNESERBR
W=,

setCacheltemTTL
public void setCacheItemTTL(long cacheltemTTL)

BRERBUEEMN TTL (AEMW AEN), BRIV HEBIBI TTL & , REE®
AWSSecretsManagerClient HENMEZHNHER, FAREA 1 M LBV AEN),

getVersionStage

public String getVersionStage()

BOERENWEMRS. NEFAET , F2EUBRE, BRSA "AWSCURRENT",
setVersionStage

public void setVersionStage(String versionStage)
REBZRMMWERE, MEFMER , F2EUEBRE . FHHS "AWSCURRENT",
SecretCacheConfiguration B2 5 i

public SecretCacheConfiguration withClient(AWSSecretsManager client)

FRIE AWSSecretsManagerClient , AR HEENRE, FRAMBREER SEHH
SecretCacheConfiguration #1#.
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SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

HEANECERARIBONNEH. FAMREEESENM SecretCacheConfiguration ¥
%,

SecretCacheConfiguration withMaxCache X /)»

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
BRERKNREAD, FAFHBREERZEHM SecretCacheConfiguration ¥4,
SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

HRERIMEEN TTL (UAEWAEN), BRI ZEIBI TTL B, R
AwWSSecretsManagerClient HEVMEZNHER, FHAREA 1 /MK CUEVAEN), FAMREESE
BB EHM SecretCacheConfiguration ¥4,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REERMNWERE, WEFHEF K F2EBERE, EAMKEERSEHTN
SecretCacheConfiguration #1#.

SecretCacheHook

AR#EMEZ the section called “SecretCache” , B FRERNPHHBHITEENNE.

put
Object put(final Object o)
EREFTRERIFODH,

BRI EFRERIFNDH,

get

Object get(final Object cachedObject)
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TEREUEY W4 R OTE o

B e Z e REVE = By Y4

£ JDBC EERIFH HYFERFE Connect E SQL Ei&E AWS Secrets Manager

£ Java FEARENH |, BATLUEEA Secrets Manager SQL EZERENFE =\ RELRE

MySQL., PostgreSQL, F&3Z, MSSQLServer, Db2 # Redshift E¥IE , £ fEFE Secrets
Manager FHIRE. SEARHEAFLSTLEXR JDBC BHEX , LB LAER JDBC MU RZE
ERE, B2, YIEEARNERNEAEEBNZE K MEREEEN 1D, XEHENFARZE
HEHINHEE ARCARBEPINERERZERNE, RBHEXEMEA Java AFiRREERBUR
&, B RROERTEETFI Secrets Manager, FERRREE/NFERERE —XME | WERRKER
RENEE X, FEEREMRE , 552 B the section called “SecretCacheConfiguration”s

&R BATE T BURARES GitHub,
ERAHEREES SQL EREDHER !

- BHEARXSAMERA Java 8 HEFMRAE,
- BRBEXERTIZ— :
- JEH) USON T ERERE, FETERRN , FEINEEESRHATRELHHEE K R
& 1E1Z Retrieve secret value (B E), ¥ , £ AWS CLIFFI}Hget-secret-value,

« Amazon RDS 2 EH#Z, BRI ERNME  B4FAEEIERKIEERMNERE,

« —{E Amazon Redshift EIZHV M, WRILERNME | QAR E ERKEE in SR
B,

MBE G TN EERE R ES | UERER — AR OEEAENE | FERTERHEEE
HRRARO., LA ERERATIEREANSW/EY, SSM SRRESRARKBRE T HE
e L

EELEHENFEEENERD |, 557 Maven BZERER pom.xml F , BEREEXHIE LT HEK
M., MEFHMET , 5528 Maven Central Repository #835_E#Y Secrets Manager SQL B4R E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupId>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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WERBE R FERTER B ERSE, MREHKHE Amazon EKS EHTEREER , METAESIMESEEH
TZERNEBE A MARRBRFAG, B ARIERE , 51 com.amazonaws: aws-java-sdk-
sts BARZA 1 #IEZE Gradle X Maven BRERIEABE MM,

EEfsecretsmanager.propertiesiEREHEXE AWS PrivateLink DNS w2 URL FE :

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEBETERESE , 5% E AWS_SECRET_JIDBC_REGION RIS ¥
secretsmanager.properties ERHETTHIEE .

drivers.region = region

A ]

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

MEFHMEENR B2 FU2E,
il -

- BEVERERENER

- EREERBNEREREER

o £/ c3p0 EREEEIELR

« £/ c3p0 EREEFEIBIEEin A EEIEREER

By RENENER

LT HAIRERAAERRZPNBRNERET R EENENER, ERE , BRAIER JDBC W
WREFINERE, WEFMAET  FSHE Java XHHEE LR JDBC EM A,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

EIB 18 TE v 1 A E 508 SR M OE AR
T 51 3 450 88 R a0 A 5 PR A 2 P Y B R BR AR TE MY I BE B IR IR 12 T BB EE Y B AR

Amazon RDS SEMEZTNIREER ENHmAEZIE, ZEEMFH Amazon RDS EBZBZHRHNETER
FEEZERE K BEEABHEEELERFE.

ERINEMEFHRZITAREEFENEERNEE , EETES2RRRETRNEREA. S8
EXABERERZNELT. FEERBIREESEREN , FABRENRENGEOEATEES S
wIEY.

Rk SR TEA JOBC ILRERERE. MBEFMAT  FSH Java XA LM JDBC B
Ao

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the IJDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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ERAEER

5 c3p0 EREREER HER
THEEHIBERIMMAEER c3p0.properties BREVERFEE | LERFEHAEDHEXNZSBEZREIR

BIEBET . B user M jdbcUrl , MAKR ID UREEREE, RE

SR LATE &R [ EUE

RS EREEMEEREER, MFFMEER , F260 Java XHH#EY £ JDBC EfEAH,

W c3p0 WEEMEFA , 5526 Machinery For Change #814 £# c3p0.

MySQL

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws
jdbcUrl=secretId

PostgreSQL

c3p0.
c3p0.
c3p0.

Oracle

c3p0.
c3p0.
c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

driverClass=com.amazonaws.

jdbcUrl=secretId

user=secretId

.secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.AWSSecretsManagerMySQLDriver

sql.AWSSecretsManagerPostgreSQLDriver

sql.AwWSSecretsManagerOracleDriver

sql.AWSSecretsManagerMSSQLServerDriver

sql.AWSSecretsManagerDb2Driver
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 IEHRER BB 15 TE vin 26 MIE B8 2 M IE R

TylgplgE R EARES RN RBILERERE |, Hc3p0.propertiesiEREFEAZIEEN R HNE
AR BBPNRFE. AR EUUREETHIRESREEEAETMEMEREER, NEFAE
# , BFS[E Java XML LK JDBC Ef#E A,

Amazon RDS S EM AT OIEERENImMANEEE, ZEMFEH Amazon RDS BB MBEARNEER
BEFEZEHE K BEEABHIEEELERE.

ERINEMEFNEPTITAREEFENEERNEE , EETESBRRRETRNEREA. S8
EEAMRRFRBNER, "EERRFREEDERES  FAEBIANRENRAEAFRES S
wIEY.

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433
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Db2

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0@.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£/ Java AWS SDK BN 8 ZAEEEEZEE

EERERFS , Bal@iBFHAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
RRIE, TiB , BERSEAAFRRIRRINEHBZE, REMBAREEE L FEEKEA.

- MBEKEREBRERERRS |, AIFEFERA Secrets Manager SQL EAFEFES | UFERARZHH
- HAEMBERWERTE | EEM Secrets Manager Java RELTAE |, =X 6 B #2 Ay
SDK, GetSecretValueBatchGetSecretValue

THEAGEHF S REUMFEHAGetSecretValue,

MHEFHFT : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
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* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userqguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);
String secret = valueResponse.secretString();
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System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

£ Python ¥HY Secrets Manager # %

EERRBRRFY , B l@iBFAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
RRIE, TB , BERSFAAFRRIRRIGHMZE, REWE AR SEE L EEKRKA.

e
« {£/ Python BBE FiniRFEEM Secrets Manager ## {8

« f£f Python AWS SDK iSRG EEERBE
 f£H Python AWS SDK B8 — it BRI EE E R IHE

£ Python EE® FiniRFEEM Secrets Manager # %8

FEENRL R RS | BT LUE M Secrets Manager Python BUREL T A EITIRERSAEEAS SR A5 .  HEEUIRERAY F4
B Secrets Manager RHEEVE R, HRFEA Secrets Manager APl EEREERAS |, Kt HRE
AR AR, MEFEETUEERBZENFIESL L , F2E BIME,

REBRR "REKDEAD (LRU), , RtERBSAERWER  HEERKIIKIEANBE,
BAREALT , REBNNSEFEE -RWE, SAUREERNPENEEERTAIEER | WA AEES
RN IBE S 6.

—HBENRESE , R ERFHTREL, RNEFETSERIMEN. REEFEZERREA
5 MARBAIHBFERZ M, NREFEFANLZ SN, fINNBREPHNIEE , FEAREHNT
E MR Eo

SRR BLAHEETHIER

« Python 3.6 S E SRS,
* botocore 1.12 RESERA. FZE AWS SDK for Python 1 Botocore,
- setuptools_scm 3.2 EESMA, S @ https://pypi.org/project/setuptools-scm/o
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EETHREFEHRENG , 5528 LM Secrets Manager 24 Python AEB I REVE Fix . GitHub

3
5

BERERM , FEATIGS
$ pip install aws-secretsmanager-caching

REFFT

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFMES  FSHEFASE,

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example HEEN 2

LT EFIBE RN AR A mysecret WM BREERZRE,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

#¢ Secrets Manager #EEXM B Z BB AREL, & the section called “get_secret_string” = the
section called “get_secret_binary” ¢ REXPFEENMZ, SR AEBEEBE XK the section called
“SecretCacheConfig” ¥ F{EE , FREREERE,

MESESEHINFME , 52 B the section called “Python B2 FimiEE",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

AANFEET :

* get_secret_string

» get_secret_binary

get_secret_string
MR 7 B,

FARFEE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

B
+ secret_id (F&8) - [#F] WENBEH ARN,

« version_stage (¥&) - SEEHNMNWMBRE, MEFHER K F2REUERE. HEA
'"AWSCURRENT',

(= JEE ki

string

get_secret_binary

HEER R — U (E,
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FARFEER

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

)
2¥
- secret_id (&) - [4F] MEMHNBBEE ARN,
- version_stage (¥ ) - BREHBNUERE, MFFHEF , F2EMERT., AR
'"AWSCURRENT",
EEER

base64-encoded F&

SecretCacheConfig
the section called “SecretCache” BV IREXVAEREIEIR | 5l 40 & K RENA /D FIREVEZ B 77 B B/ (TTL),
B8

max_cache_size (int)

RARBAN, FERESR 1024 BWE,

exception_retry_delay_base (int)

ERBRNEINEECREFIVE. ARER L.

exception_retry_growth_factor (int)pur

ARFEAMFBRER 2BSERENEREAH, BRES 2.

exception_retry_delay_max (int)

HEAMBEREFFNER LR (U REN). BRER 3600,

default_version_stage (str)

ERENBEBRE, WHEFMRER , F2EUERSE, FEEEA 'AWSCURRENT ',

secret_refresh_interval (int)

ENEERAEMZEACENESYE, FERES 3600,
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ERAEER

secret_cache_hook (SecretCacheHook)

SecretCacheHook HWEMEBINE®E, FARES None,

SecretCacheHook

AR H#MEZR the section called “SecretCache” , AHFRERNFHBBZRTEENNE.

ATAMAFENT :

-+ put

.+ get

put
EREFRERDFPODH.

FARFEER

response = hook.put(
obj='secret_object'

)

B8
* obj (¥11F) - [4F] BEHEBNWESI4.
ACIEkic)

object

get

TEREN Y M4 R ETEE M1

3

b ]
I

response = hook.get(
obj='secret_object'

)
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8

- obj (1) - [XF] LEMENREBERYH.
ekl
object

@InjectSecretString

LEMIEE FEEMR ID £ the section called “SecretCache” EAE —EME—@ESI B, H&HIER
BEORHFEE, WHESLBATEFH,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

WEEIER EEWE ID FEH the section called “SecretCache” fEAE —EME—E3I 8., Ferr3I
BRSO RS I WEHRY JSON £68, MBS ETES JSON EBIHNFE,

HRITEL JSON W

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
}

T 5 i FI R I L P B HEEY username 1 password #9 JSON f&,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

M Python AWS SDK I8 ZIEEE SR GE

EERARRY , £ lBiBFAMGetSecretValuesiBatchGetSecretValueE{E{a AWS SDK H 4
ERIE, 7B , BREFEAAFIRRIGRIREUEN W ZE, REWE AR5 1EE I FRERKA,

HH Python EARE , 356 Secrets Manager Python BURELTHSRAEA get_secret_value 5
batch_get_secret_value E3ZM’I SDK,

THEAGEF S REUMFEHAGetSecretValue,

PEFFA : secretsmanager:GetSecretValue

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
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logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise

£ Python AWS SDK Bl § —#t R iEEEEREE
T 51|72 =X 55 #6457 R a0 AT EL4S — #E Secrets Manager ZH&1E.
MEFFA

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValueERZENSEZIBHER,
- MREFEHBEE , QAENXEWHSE secretsmanager:ListSecrets,

WEHF AT BERE |, 552 the section called “&i44l : fEH#t )X R HEEL —{HZIBEER",

/A Important

WMREH VPCE R BIE & FEEVE EREE 2 B4 B B R ISR R |, Al
BatchGetSecretValue A" SEEEM#HFE , MASEE S,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".
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:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

£/ NET IS EBEESZRRE

EERERFY , B l@iBFAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
RRIE, TB , BEESFAAFRRIRRIGHMEZE, REWE TS EE L EEKA.

&
- £ NET EHEFiniZ 7B M Secrets Manager B E
- £ NET AWS SDK NS ZIFEEEXRGE

/A NET EHEFisfEFEEM Secrets Manager % {E

PR |, WA BAEA Secrets Manager NET ZUREUTHHEITIREVUASAS RER . FREVIREREY #4272
tb#¢ Secrets Manager RHEEVE R, HMFEA Secrets Manager AP| EEEE AN |, K It 8 B RER A
DARRRER A, MEERTUEBRBBENFES L , F2H BEME,
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REBRR "REKDEAD (LRU), , Rt ERBSEERWER  HEEZZRKIIKRDEANBE,
BRIEAT , RS/ NS EHREE— /AW%%O SR LA EE RN P EMBEETAVER | WAL EES
R EL AR I8 B 2 T RE

—HEEREHRIZE  RTEREMTIROK, RNEBEFSERMEN. REEFEZEERREE
5 MARBAUHEFENRZEM, MREFEFANZ SN | fIMNBREPNEE , FEAREHT
E MR Eo

HRERATH  ELAHEBTHIER -

« .NET Framework 4.6.2 S{E#ThRZS , 5% .NET Standard 2.0 SRE#FH KA. 552E Microsoft #8u4 £
BT & NET,

« AWS SDK for .NET, 552 Rlthe section called “AWS BZEH",

FETHRARENG , 2B RE .NET B A Fig GitHub,

EEFARE , FELABEEAABTER K ARMEH GetSecretString =X GetSecretBinary ##
., fEEfEREE , RENE & EE M IREUER,

EENSHRIRES
HITUTEEZE—18
EENERE &S |, T T NET CLI &%,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

BUTEHSENEELRN .csproj BRF,

<ItemGroup>

<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /
>

</ItemGroup>

REFFT

» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue
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WEFMER , FE2RAFTSE,

\

» SecretsManagerCache

« SecretCacheConfiguration

» I SecretCacheHook

Example HEENH 2

THRN IS FIERENE B2 EBNH EMySecret,

using Amazon.SecretsManager.Extensions.Caching;
namespace LambdaExample

{

public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{

string MySecret = await cache.GetSecretString(MySecretName);

// Use the secret, return success

Example R EEZEF™E (TTL) SRINEHEIESEFE

THRNXFHF S REBRENE ANE , MySecretdig TTL RENEFHEEHERFERER 24 MEH
Fiko

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample
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{

public class CachingExample

{

private const string MySecretName = "MySecret";

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

13

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)

{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

¢ Secrets Manager R W ZCIERBAIRE. & the section called “GetSecretString” = the
section called “GetSecretBinary” feREXN P I E . LA SUEBEEBE A the section called
“SecretCacheConfiguration” ¥1#f R {EE , BRERENERE.

MESESHFNFMET , 520 the section called “.NET EEE FigiEF",

=3 LT

public SecretsManagerCache()

SecretsManagerCache ¥4 MFEREBEN,

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£ A #AmazonSecretsManagerClientft 92 31§ Secrets Manager fl Fin 2BV REL, ALt
BB TLLEET Secrets Manager A% |, A E B HE
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8

secretsManager

AmazonSecretsManagerClientE # F #EEVR

public SecretsManagerCache(SecretCacheConfiguration config)

f# IR LAY the section called “SecretCacheConfiguration” BRI MR IR, FHLEEBRNR
ERE, fINERBAREHER A EHEENEER,

28

config

‘FEREVVEREE TR the section called “SecretCacheConfiguration”s

public SecretsManagerCache(IAmazonSecretsManager secretsManager,

SecretCacheConfiguration config)

£ AP IR B9 AmazonSecretsManagerClient#. the section called “SecretCacheConfiguration” i
ALt Z#EX I LLBET SSecrets Manager A Fim , 0 , 5 4% E [& 151 5 i 25 36 5% 2R ERX , 4540
ERENBEBEHERHENBENER,

B

secretsManager

AmazonSecretsManagerClientE#  #IEVZ 15

config

FEREVEREE AR the section called “SecretCacheConfiguration”,

ik

GetSecretString

public async Task<String> GetSecretString(String secretId)
£ Secrets Manager ARV F B ER,

28

secretld

EHEC N ARN B,
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GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
& Secrets Manager FR#AEY Z N B

28

secretld

EHRH 2 WER ARN &,

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

7K Secrets Manager BWMHE , Y FERFEMSEREHRRE, MRLFRAVREER |, AFREL
—fEFH . MREFEERY , MEED true,

S
secretld

EE 2 WER ARN &,

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)

MREFERREF , AEEEERZNREUEE., &8I, #£ Secrets Manager HHEEUM 2 30 22 3 #THY

-
secretld

EHE W ARN B,

SecretCacheConfiguration

the section called “SecretsManagerCache” B REXAHREIZRIE | {5l 20 &x K IREXA /DN FIRER B 22 1Y 17 68 s
Faﬂ (TTL)O
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B

CacheltemTTL
public uint CacheItemTTL { get; set; }

REVER M TTL (AZRAEN), FARES 3600000 EWEHR 1 /N, LRA 4294967295 R |, X
B 497 X,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RAREA/D. FERRES 1024 BB, &% 65,535 fE.

VersionStage

public string VersionStage { get; set; }

ERIHBERE, WEFAER , FSEUBRSE. FHRS "AWSCURRENT",
A F i

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClientEf{E AR, MR R null , AIREEHTEBLC—EBFROAS
ﬁ|-'I'u\-ilo ﬁ%ﬁﬁk’ null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “¥ SecretCacheHook”,

# SecretCacheHook
FRA#MES the section called “SecretsManagerCache” , A Z IE IRENF I B HITEMERN N E
FiE

g

object Put(object o);

EiRBEFRERTPODE,
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BEEFBE R PRI

&

object Get(object cachedObject);
TERENEY W4 R OTE Mo

B E EEREVE = /Y Y4

£ NET AWS SDK i 5 ZIEEE ERIEE

EERERFY , B l@iBFAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
BRIE, TB , B3 FAAFRRIRRIGHMEZE, REME AR SEE L EEKKA.

WA NET ERRR , 55# /M Secrets Manager NET 2 IREL T E A GetSecretValue 5
BatchGetSecretValue E#MI SDK,

THRXBEEF S REBN{IFEAGetSecretValue,

MHEFHFT : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;
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/17
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/17
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/17
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/17

IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WritelLine("No secret value was returned.");
}
}
<summary>
Retrieves the secret value given the name of the secret to
retrieve.
</summary>

<param name='"client">The client object used to retrieve the secret

value for the given secret name.</param>

<param name="secretName">The name of the secret value to retrieve.</param>
<returns>The GetSecretValueReponse object returned by
GetSecretValueAsync.</returns>

public static async Task<GetSecretValueResponse> GetSecretAsync(

IAmazonSecretsManager client,
string secretName)

GetSecretValueRequest request = new GetSecretValueRequest()

{

SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if

unspecified.

i
GetSecretValueResponse response = null;
// For the sake of simplicity, this example handles only the most

// general SecretsManager exception.
try

NET AWS & EH
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/17
/17
/17
/17
/17
/17
/17

{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name="response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;

NET AWS & EH
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FF Go HUE# Secrets Manager W&

EEARRS , B BiBFAFGetSecretValuesiBatchGetSecretValueE{E{d AWS SDK H 4
BRIE, TB , BEESFEAAFPRRIKRIGHMEZE, REWE TS EE L EEKRKA.
&
- £/ Go EHEFimiEFEEM Secrets Manager ¥#1E
« ] Go AWS SDK B 5 ZEEE ERIGE

£ Go BE%E Fin#% 7 EM Secrets Manager W {H

AR |, WA LAERA Secrets Manager Go B REUTHETIREVUAMAS RER, BRI EZLE
# Secrets Manager R #EEVE R, FAML Secrets Manager AP| EECE KA | Xtk £ HRELAT LA
BRAKRR A, MEETUEBBENFIES L , F28 BEME,

’H{HQBZ%E' "BRIERADEAN (LRU), , AL ERMLAEZRZWER , EGERKOIKDERNRE.
RIERT , R/ NS EHREE— /AW?‘E‘O AL R ER R P S EBEERANEER | WA SiEES
%ﬁﬁﬁﬂiuﬁiﬁE%Ibﬁm

—HEEHRIZE | RTEREMTIROEK, RNEBEFSERMEN. REEFEZEERREE
5 MARBAIHEFENRZEM, MREFEFANZ SN | fIMNBRIPNEE , FEAREHT
E MR Eo

BEEATH  ELAEBTHIER -

« AWS SDK for Go., 52 EJthe section called “AWS BZEEH",

FETHERERE , F2R7E L REVAFimk Secrets Manager GitHub,

EERTE Go BHBIRIE , F2H Go BXRFTFES ML L/ Golang AF.
PEFFA -
* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

MEFMES  FSHEFASE,
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AWS Secrets Manager (&SR
« B A Cache
« ¥ A CacheConfig

« ¥g8 CacheHook

Example FEEUH 2

T o2 HE 5 BRI ER Lambda B,

package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache

var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

# A Cache

# Secrets Manager R R HCIBBAMRE, £ the section called “GetSecretString” = the
section called “GetSecretBinary” #1REXF FEEURLE

T B 3 45 BB R A0 AT 5% TE AR ERER TE

// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct
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config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

MESTSEHINGEMENR , 3528 the section called “FHEFimiEE"

FE
#ig
func New(optFns ...func(*Cache)) (*Cache, error)

FADEREEEBHRZRE , FRICEHAERE. RN IERBYSBIE SecretsManager Al Fif, #
%81t CacheConfig ATEFRE. FAERNRAK/DELR LRU REL

GetSecretString

func (c *Cache) GetSecretString(secretId string) (string, error)
GetSecretString fEREVEVSIEEME ID WWEBFHRE, MRBEXRK , ERREFHEMER,
GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage ftIREVEVSIEEME ID MRAEBRMNWEFRE, MRBREXRK, BIEE
WEF RN,

GetSecretBinary
func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {

GetSecretBinary fEREVEVSIEEMRE ID WM E ZEME. NRBEXK , AERRZ ZHEAMNE

8

AN o0
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage

string) ([]byte, error)

GetSecretBinaryWithStage fEREVEVSIE EMZ ID MR AR —EME, MREEXHY , BlE

@ 352 — A MR

¥ A CacheConfig

TREXAYIRENAR R TE | BN &R RREUA/D, TRERIRAPE R IR IV B FF B B 1 (TTL)o

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.

MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6el10712 ns or 1 hour.
CacheItemTTL int64

// The version of secrets that you want to cache.

// is "AWSCURRENT".
VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

$g7 CacheHook

RAREMERIREL , UEFHRERRPHHEZEAITEENE,
7k

HE

Put(data interface{}) interface{}
EREF R ERRFPHDMT.

g

Get(data interface{}) interface{}

The default

EARFIRERT
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TR ER #9 YD 4F R BT A M
A Go AWS SDK IS ZGEEEEZGE

EERERFY , B l@iBFHAAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK H 4
RRIE, TB , BEEAFAAFRRIRRIGHMEZE, REWEAESEE L EEKRKA.

N Go FEARER , 55 Secrets Manager Go EUREL T4 E# A GetSecretValue
BatchGetSecretValue E#ML SDK,

T 5N 56 R R AN B8 Secrets Manager ¥ Z1{H.

MEFFT : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client

svc := secretsmanager.NewFromConfig(config)
input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),

VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

% AWS SDK 152


https://docs.aws.amazon.com/sdk-for-go/api/service/secretsmanager/#SecretsManager.GetSecretValue
https://docs.aws.amazon.com/sdk-for-go/api/service/secretsmanager/#SecretsManager.BatchGetSecretValue

AWS Secrets Manager EREEmR

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

£ C++ AWS SDK IS ZIEEE E X% E

MRE C++ EARK , 55 HAGetSecretValueZ EZM Y SDK BatchGetSecretValueo

T 51|72 =X 55 #6578 R 2R BL4S Secrets Manager #Z{E.

HEFFT : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
el
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "

C++ 153


https://docs.aws.amazon.com/goto/SdkForCpp/secretsmanager-2017-10-17/GetSecretValue
https://docs.aws.amazon.com/goto/SdkForCpp/secretsmanager-2017-10-17/BatchGetSecretValue

AWS Secrets Manager EREEmR

<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£/ JavaScript AWS SDK FU8 ZIEEEEZIEE

¥ JavaScript EARR , BEEMFEMAgetSecretValues MM SDK batchGetSecretValue,

T 372 = 1% 5 5 R AN EX 4§ Secrets Manager B {H.

MEFFT : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1),
);
console.log(response);
// A
//  '$metadata’: {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: 0
// Y,

//  ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx"',

JavaScript
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i

//
//
//
//
//
//
//
//
//
//

if

}

if

}

CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
Versionld: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]
}
(response.SecretString) {

return response.SecretString;

(response.SecretBinary) {
return response.SecretBinary;

5 Kot AWS lin SDK EH# Secrets Manager #Z1{E

R Kotlin ERTEF , S EIEFGetSecretValue AT A SDK, BatchGetSecretValue

T3R5 6 R R AN EN S Secrets Manager M Z{H.

HEEFA : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {

val valueRequest =
GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

Kotlin
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£/ PHP AWS SDK BN 3R EEE E R I5E

Y PHP FEARERF , BF A GetSecretValue & BatchGetSecretValue E#ERW SDK,

T 52 U5 58 6 B R A0 HU4S Secrets Manager MEE,

MEFFT : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see

PHP 156


https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-secretsmanager-2017-10-17.html#getsecretvalue
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-secretsmanager-2017-10-17.html#batchGetsecretvalue

AWS Secrets Manager EREEmR

// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby AWS SDK I8 R EE S ZIHE

HHA Ruby FERRER , B get_secret_value = batch_get_secret_value E3ZY
SDK.,

T 52X 5 E 657 = a1 B8 Secrets Manager M2 {H.

PEFFA] : secretsmanager:GetSecretValue

# Use this code snippet in your app.
# If you need more information about configurations or implementing the sample code,

visit the AWS docs:
# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
end
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£/ Rust AWS SDK BN SR EEE ERIGE

¥ Rust EARR , FEEMSEHGetSecretValues 1Y SDK BatchGetSecretValueo

T 52X 15 €578 7~ a0 ER 48 Secrets Manager #Z1{E.,

MEFFT : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())

£ S W& {E AWS CLI
MEFFT : secretsmanager:GetSecretValue
Example #REUVE B 22 #2218

Tl get-secret-value EHIEEE B HIHEE.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example #EEX 5 B HY B 231

T3 get-secret-value S3|€HE LB EZE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOUS

A AWS CLI

PEFFT

Rust
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* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValueERZNSERIBHER,
- MREBHERHIBREET , AIEXEREE secretsmanager:ListSecrets,

MBI BEER |, 5528 the section called “&ifl : £ #tX PREE — 42 Z B ERVEPR”,

/A Important

R EH VPCE R BIIE4E FEEUE EREEU 2 B4 4E B B 2RISRV R | Al
BatchGetSecretValue A" EEEFM#HEFE , MASEERHEER,

Example EUZ B B 5| H N R B FH AN ZIKE

T %] batch-get-secret-value EflgA=ERZIEEH I BZE,

aws secretsmanager batch-get-secret-value \
--secret-id-list MySecretl MySecret2 MySecret3

Example #EUR ERE 45 H N R B EEN R IRE

T % batch-get-secret-value EHIEMBEEEA "Testy ZEBZEZBNEHE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ AWS 25 s BMAEE
EEFIREG (T2A)

1. BIELATLERIRK Secrets Manager £ A& : https://console.aws.amazon.com/

secretsmanager/,
2. EMBBEYS K EELEEMENME,

3. 1f Secret value (W% 1E) [BER , 121 Retrieve secret value (FEERMZE),

Secrets Manager SR R~ HH B BIARA (AWSCURRENT), ZEEEEWFNEMARA | 440
AWSPREVIOUS = BFT&R5ChRAs , A the section called “AWS CLI",

AWS ZHl&
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£ AWS Secrets Manager #% AWS Batch

AWS Batch T #8187 AWS Ei. £/ AWS Batch , B S BBEREAIE , HEREHR
EREFEM AWS Secrets Manager 4 , RAREIEERTSRELER. WEHMBENR , F2
B Secrets Manager ¥ EHBRE ¥l

#£ AWS CloudFormation &R EH AWS Secrets Manager #%

f£H AWS CloudFormation , & A UEEREEH M AWS CloudFormation ERHP AN ZE. &
RWRBIZRBELMEMA Secrets Manager EXMNZFIBEIWE , AERRUBPHEREAERBNE
B, UAEFENENER., UEERRYETBHNHEBEER AWS CloudFormation , FFZ2EAWS
CloudFormation,

= EZREEL AWS CloudFormation SRR , FBEABRES R, EXRRAIEMRE K BES|IAKRE

{63 EXE| AWS CloudFormation EiR+F , A BT XL ERFEEETERS, HEH K ERLEKSE

B ARN RSERR, BAUEEMERBETFEBESERANKE, EFEEERPEER TR
RESEZRMAMER (Fla0 AWS: :CloudFormation: :Init) , ABEEFMBAEETRAFT AR,

MENBESEZERTIER
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id
WENBBH ARN, EFRBRAWS IRFFNERE , BAMFERAZGREE. EEFHTRE AWS Ik
FHERTE , FEAEBEN ARN,

json-key (&F)
RERINENEEHENRSIBER, MRKEEjson-key , AWS CloudFormation & #REE {E 2
BYF, LERAEFATIEEHRFT (1)

version-stage (i)
EFRANMBERA, Secrets Manager EwiE F B EABEERRERTRRE, MREFE

F version-stage , T EIEE version-id, MREKIEE version-stage = version-
id , BIFEEE A AWSCURRENT kA<, WWEEBAIGEEFRAIZEEHRFTT ().
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-init.html
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version-id (Z )

I BE AR BZRARI M — R BIE, MREFEE version-id , AIEFREHE version-stages
MREFKRIEE version-stage 3 version-id , BIFEEX A AWSCURRENT ARZA, Lt[EEX AIRER A]
@%E%b?‘i (:)o

MEFHMEF , F2REAHESEIETE Secrets Manager ##,

(® Note

BNERARBER\)ASKREREYBESE, AWS CloudFormation HEAfEATIELSIA |
EE IR KM,

£ Amazon Elastic Kubernetes Service F#EH AWS Secrets
Manager %%

EERRB# Secrets Manager WETHRE R AR Amazon EKS REFHER , BRI LER
Kubernetes # AWS Z 7 [E CS| EREFEX A MIERER L E (ASCP), ASCP EZiE4T Amazon
EC2 Ei#h#A /Y oE Bk sE M A R4S H AR % ( R/ EKS ) 1.17 + — 2. AWS Fargate T &
ERRLEHAE, BB ASCP , 8] LAfE Secrets Manager F EHFER BN E , REIFIBE Amazon
EKS LHTH TEEBEEELERE, NRMBTE JSON BXNZEB/EY , BULUBEERE
Amazon EKS &ML £ 8/{E¥, ASCP £/ JMESPath B EREAMBFH SIB/E¥, ASCP
th ] B2 Parameter Store 2 E#EEE M,

MREFEAFAE Amazon EKS 5K |, BIFEREEFERN VPC 5 Secrets Manager i %, Secrets
Store CSI Driver f# i B/ 0L Secrets Manager. MEBEBE VPC FELIHHNWER , 5588 VPC
it B

MR Secrets Manager B Bl % , B A LAEA Secrets Store CS| Driver EnitFA## 25 TEE |
MR TE Secrets Manager MENGRFTWE, MEFMEF K FSEEHHRCHIENRBNERSH
Kubernetes #%%,

ES- |

- SR 1 REFIUZH

- ZBR 2 REIWKTE ASCP
- FBR 3 BRI EHRNME
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« SR 4 EBRIEHEAE Amazon EKS B HER
. SEEHERE

» SecretProviderClass

SR REFHUES

ASCP &#HE Amazon EKS &% , WAGHRA IAM B, ERLEZ IAM BAEH 1AM BERH
RREFF A, B ASCP #E IAM A&k , TR FIUEREN R, BRIFEHEHE IAM AEEIEH
B SAIEMRSRELIEDME,

WMRRE ASCP &P < E1FA IAM A& I 3| Kubernetes FRE| , RO UAEREE
ERELRE , WP BB 2 Fi7Ro helm install

R FIEH Amazon EKS #R¥I # % Secrets Manager # I A 3R (9 72 EURE

1. BMHEREA, XN
Fsecretsmanager:GetSecretValueBi€secretsmanager:DescribeSecretBEFEER
M ZIBELEEER., MEBCRES| , 5528 the section called “E345] : 58 EUA 35 iR E B 4 27 19 12
R

2. MREHREY , FAEEET IAM OpenlD Connect (OIDC) £tE ., MEFHMEF , F2H

Amazon EKS fEF EEETHAEEE IAM OIDC RE##E,

3. ARKERFEN IAM A6 , WEBERMMERZIRS, NEFMEN , 5528 Amazon EKS R &
RPN ARERSEN IAM AR,

4. MREFERAFE Amazon EKS £5 , FRABEMEN VPC EHF AWS STS iIn¥. WIFEEEE
MIREHIERA |, 52 BIAWS Identity and Access Management SEF ISR E VPC i o

HER 2 REIFKE ASCP

& B[ LATE secrets-store-csi-provider-aws 12 GitHub F{#H ASCP, REEEESHARENHEH
WEZHEH YAML R,

FELEHB , B L% ASCP FREAMSEH FIPS in%, MEREEE |, 552/ the section called
“Secrets Manager 3% 257

EEFHABEEBREZE ASCP
1. RTHRREBELQOZFVER , BEA helm repo update.
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2. WEBBEFHECSI EBEXER.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. ZEKEXR, BEREHR , FHETIER : --set-json
'k8sThrottlingParams={"qps": "<number of queries per second>", "burst":
"<number of queries per second>"}'

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. Frig ASCP E%*.

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5. REBER, BEMRA FIPS mh , FFMETHER : --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

FEEBEFHRETREM YAML TR
- BEATIES.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

S 3 WA EHRARE

& EME ASCP 7£ Amazon EKS AR SR EARRREK LMWER | FFE I the section called
“SecretProviderClass” YAML $£%, &SecretProviderClass’HEHEBNZE , UREHSHR
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THNEREZE, P SecretProviderClass 4EMESEM Amazon EKS Pod {7 [E —fr & Z=
Faﬂo

THIE BB RNAIEER SecretProviderClass RiERLEHEHEE |, IR WA EFE Amazon
EKS Pod R EIER,

g4

- Eifl  IkETETY ARN HEEER

- B0 EBKEHESREY

- Eifl  ERZEHEENTEBRERSE

- B EEEHENSHEBERE

il : kBB ARN HhE =

T 5| &5 RE Amazon EKS & = EfE =M SecretProviderClass :

1. HT#E ARN IEENME,
2. MBBEENWE,
3. WERBEMRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret2-
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecrets"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"
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&E| . FRMEHESREY

T 5| H ¥R Amazon EKS A# & = EE R SecretProviderClass :

1. B2 ARN EEEHN W,
2. Ik username £#W/EY R EBMEENHER,
3. It password £8/{E¥ R BHERMRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

6 ERZERAMENATEEEES

ATHERPEHHBRMTHAEIARKEERER , ASCP XEE B AEBE U EREM
=,

THEHIBERTHENEEZZEESE c#HZH SecretProviderClass, fEEFIF , ASCP 2EH
EBEfE us-east-1 M us-east-2 HEUER, MRE—EEHERE 4xx $E:32 (PN 2 HRFHE) |, 8
ASCP T ES#HEE— %, MRESKIIW us-east-1 FAEERR Al ASCP SHEZMRE, MRXK
RIh#E us-east-1 FREVEERR , (HEER I us-east-2 FEEVHER: |, Al ASCP #E XM ZRE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
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parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

G5 RETHRNSREEMST

THEHHBETRARIEEEREBERELI O MEN SecretProviderClass,. AEBEBERTRE
AR, ELEHIF , ASCP EEHIEE objectName IEEMNMEME, MRE—EED 4xx §532 (110
B BRFEERE) , Bl ASCP T2HEF— MR, MEERIMK us-east-1 HEEMR , Al ASCP 2 H
ZMERE, MRARKM us-east-1 HEEUEE , BEERIHIE us-east-2 FEEUMEE | B ASCP g
HZHMZE, Amazon EKS F#EMERT A A MyMountedSecret,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:111122223333:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:111122223333:secret:MyFailoverSecret-d4e5f6"

SER 4 - RS E A Amazon EKS BT HESR

E1£ Amazon EKS ZHEWE

1. fEHMSecretProviderClassiESKERAZMMkubectl apply -f
ExampleSecretProviderClass.yaml,

2. FRABTHELNBEKubect]l apply -f ExampleDeployment.yaml,

3. ASCP EEHEBELER,
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5E B PR
FEA SUEB IR Pod SPERA K2 EEEER,

EEEEARNSBNESRAS
1. AT GSEE Pod BREE, RAEHER®EZM , HHFEM -n <NAMESPACE>,

kubectl get pods

2. EEHR Pod, BETHGSH , &% <PoDID> FAMLE L —ESEBHHE Pod HKEH Pod ID,
MRTERFERGRZED , 35#H -n <NAMESPACE>,

kubectl describe pod/<PODID>

HEEH ASCP HiER

- FBEERMELKEPSHREZEN , FET W S<PODID>F A csi-secrets-store-provider-
aws pod BYF%BIS,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/<PODID>

SecretProvidexClass

BA LA YAML RERBAE [ ASCP 7£ Amazon EKS FREEE LR g, MMEEH| |, 552 the
section called “fk & ARN B E#Z",

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: <NAME>
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
objects:
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WL parameters R EFERNFMER

region

(EIEM) B AWS BE B, WRTEALMEMN , ASCP ERBFRLNEREREE, LERGHE
BB ROVEAER , ALEREAEAKE Pod WEERHEESE,

MREWIEE failoverRegion , Bl ASCP 2 ERREMERIFHEEMEE, MRE—ERiFEE
4xx $HER (Bl P BT RE) , Bl ASCP T8H&8FE—#E, MRS region HEEZE | Bl
ASCP €t EiZMZE, MRKRKINK region HEEEE , BEEKINHE failoverRegion REEUH
% , Bl ASCP S HEMHE,

failoverRegion

(ER) MREI WML, Bl ASCP 2ERM region FERMN EFHMI M IHEMER, 0
RE—EHEME 4xx $HR (Bl S 2 BEEE) , A ASCP TE2HEME—H#E, WRERIHHR
region FEENVEE , Al ASCP S HZMEE, MRRKIIH region HEHER  BEKIIRE
failoverRegion HiHVE , Bl ASCP € HZMEE, MFWMEALRMUNHES , F2E E
EZEFMRTNEEBEE,

pathTranslation

(ZH) R Amazon EKS I EREZBK ISR 2BAIHRF T , B8 Linux EHRER (), BIE
FANE—BRFT. ASCPELEVISHERIBARFINHEER. HRit , ASCP #
By RERFIARRAREMF T, MRFFEALRAN , AIBRKRFTAKR (), Hla0 My/Path/
Secret #&# A My_Path_Secret,

EEBRBEEF CHANER , W AFE False,

objects

BEFHENTN YAML EEN TR, BREM YAML Z1TFZ&HIBR () F7t.

objectName

MEHNBABRTE ARN, IRFEM ARN , B LLEBE objectType, EMMNE KA Amazon
EKS Pod F#ZERERE , RIEFIEE objectAlias, MREFEMH ARN , Al ARN
P B A BB region HBAF, WMREEE failoverRegion , AIBNARKREE

objectName,

objectType

MR K ¥ objectName fEH Secrets Manager ARN , HAIAXEHMM, AR
secretsmanager Z ssmparameter,

SecretProviderClass 168



AWS Secrets Manager EREEmR

objectAlias
(ZA) Amazon EKS Pod F BN EREE, NREKREEIHMBA , objectName BETRBRE
REW,
objectVersion
(EA) WENRE ID. TEZE , RRABAEMEERRBLAETNMAE ID, KFER , SEAZHN
IRAS, MREIE failoverRegion , Bt EREE objectVersion,
objectVersionLabel
(BA) REMEIE. REARFRAE AWSCURRENT, MHEFHMENR , F2H the

section called “BMHERA", MREDE failoverRegion , BIHBUREKEE
objectVersionlLabel,

jmesPath

(EA) EHEE Amazon EKS A2 BRI Z SRS, EEFALRNY , CORBESLER
JSON =, MRFEALBM , BXESE path f objectAlias,

BRI

REWEE JSON HLB/EHNER. IRRMUITESEFH , FEAESIRKEREL |, A
4 : path: '"hyphenated-path"',

objectAlias

EHHEE Amazon EKS Pod FHEREHE. IRBNUBSETFH , BEAESIREHERE
&, 5l : objectAlias: '"hyphenated-alias"'s

failoverObiject

(EA) MRSIEFELHAL , Al ASCP SEHMEEEE objectName FIEENHERE
failoverObject objectName FHRUFIEENHE, MRE—HER 4xx $#HR (FlWF
SEERE) , Bl ASCP TE2##EF—#E, MREMIIREE objectName FEEUEZE |, B
ASCP £#EZMZE, MREARAKIMKREE objectName FEEUMR , (BEERIRRELHE
objectName HEEV#Z: | Al ASCP S EIZMEE, WRTSUML , AIEXETSHL
objectAlias, MFMAIFEALRUNES  F2E EEETHINTEBRERE,

%

ERHBPEMETIRELR K SREESHEALRML. NFNMEEELNES A F2H EEZ
ESEZNTEBERESE,

\
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objectName

BEBEETRNERBATE ARN, MREFEH ARN , Bl ARN #2152 8 SR 4L
failoverRegion #%F,

objectVersion

(EA) MBZMRA ID, HBEFE objectVersion M, T&E , AT XA EHMEZE
EABEERARA ID, AKFERR , EFEAKRITRA,

objectVersionLabel

s
¢
&
=3
@

(ZA) RANBIE. FERARHIRA AWSCURRENT, MEFEZFMEN ,
section called “F 2 RR A",

£ GitHub T4#EFRfEA AWS Secrets Manager #%

E B GitHub THESPFERARE , B LAEHA GitHub BMEREENVRTE , AWS Secrets Manager A& H
8 A TE GitHub RETRMESIRIEEE ., WFEHBE GitHub BIMEMNFFMAER , FSBEBEHEGItHub X
R GitHub Bh4E,

E 87 GitHub IRIFEFHIEZEMER | GitHub THEFMAAEEMIRMAIUERAZER. FERD
GitHub FRY R &ML PRYIES| , BAHBIRS L BRFE PN ERERE .

UL BRENREFRRESRESBYE , REWRFHES JSON , B LEIHT JSON , HEE
JSON #5|@REMAREMAREEHN. NMAMEER_E#N , KBFSKHEBRAF S,

FERBUCHEBZREYNTRREY  FRBERCE. NFEFMAER , F2EEGitHub XHAFEAE
‘%Eﬂﬁo

EEFRARBRTNRALE , HSHGiItHUD XA RNRELH,
DEIRHF

EEFALEE , B EFTERE AWS BFE , ¥FEMAconfigure-aws-credentialsHER AWS [E
13 7 GitHub IRIEBHRTE, EERE AWS EHF) GitHub fEP VISR , LEERE A GitHub OIDC
REEREACR. EVELERAEHERR  BEKHEMTFREMMAFE Secrets Manager Z 7.

LEEREN IAM BELNEEE T

- HHISEHINMNMEZEE GetSecretValue,
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- WiIFFEMWHEA ListSecrets,
o ((BEM)Decrypt KMSkey NMRZHMEH EEFZEL.

MBEHEET |
&

BEEMALEME , FRESREEMTIFEEZN THERE,

3
¢

BY 5o EFEUEH.

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretIdl
ENV_VAR_NAME, secretId2
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true|false

B8
secret-ids
WHE ARN, EBNEBFE,

EFERTRESEER  BFERFIDIWARRE , RAE N EHEGER, Hli0 , ENV_VAR_1,
secretId SUMER secretIld EY £ A ENV VAR 1 WIREEE, RESEEBUIEEAETF
&, BFEHELS,

EEFATE  BWAEL=EZFx , ARMLEER, HI0, dev* EFESEZBUU dev BEWNFTE
W, HENHESTREZHELERA 100, MREREEHLE  AFEHEZERZES , IEES
KB,

name-transformation

WSRERSUNEEREIBARREYER K RESEEBECERARTEAREFTS.
HFNER , AT 2UBFHE, EREBTNFE , BT BEEACTANEFTIE
FilowercaseH T EHNFRBHI K/ Enone, TEFRIES uppercase,

parse-json-secrets

(RA) WEMETERSKRESHERTEARFENWEME JSON FH, RiEparse-json-
secretsBtrued A JSON A EEEEHETRIESE,

=
2]
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BEE , MR USON FAED K/NENWRSIE (BIE "name" # "Name") , BIFEEERERE
R, EWERT , 554 parse-json-secrets FREH false , A5 BIZH JSON WHRE,

RSN A

BEMBIMNRBEEEN TR FRNEERENZTEE, RESHNDEEREBEETRE , HLEE
SENFZBEBUNFESELER, W, kBESKIEFESHERAKRETE, flW, WRITEEZN
JSON , HIRESEZEEAFI SN EZBMA JSON €88 ZBMYSECRET_KEYNAME, & LLiGEh1E
RER/RTEBRNEFE,

MRBERELEUMEENEREGER , IBFELRM. EEEBERT , ELAREARNRESENER
BEEMSBE.

BB EFRNGF

« F 75 "MySecret" WEBME R "mysecret; WHEHEXAESH "MYSECRET., WIRIBER,

« —f{@& % "Secret KEYNAME, WE@JBM—ERA "HHE, B JSON BHfZR , A HHEA "HR
Z1 NEBREBHAE A "SECRET_KEYNAME, WIRIEEE,

RO EER B RERERREHERE , MTHEFFT , ZBIBERILEBEBENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZHA#

- MREFEEparse-json-secrets: truelMAZHEH , REEEFER , ARBAWE D, B
EERRESEDH B BEINN JSON £8EE. EEEBITISFHBER.

MRZBBETTEEMH JSON , RIBFEERY —ERESY , WHGERERBEBMER.

- MREELEparse-json-secrets: falseWM AZHER , REFFEHRMWE D, AIEFS
BIRESEHBANBERIEERNSE —&.

THEFIBREARIE

,secret?
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ERAEER

5451
Example 1 4k & #8 M ARN EUSMZ

LUTEflER®EEM ARN FAINME , BEURESE,

2
—

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
exampleSecretName

arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3

0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret

SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

,secret?
BUNIRESY .

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6
SECRET2: secretValue7

Example 2 BG A F B RBEN AT EWE

LTEHERBBIU beta HBENFIBERE , EXREEH.

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |

beta* # Retrieves all secrets that start with 'beta'

BVHREEH

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2

gl
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ERAEER

BETA_NEWSECRET: secretValue3

Example 3 | ## = HH JSON

LT Ef g3 mEZ+r JSON , BULEVTRREBH,

- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret2
parse-json-secrets: true

MR test/secret EBLUTWRE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

WE secret2 EHLUTHEE,

"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"

BYNREEH

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 R/ NEFRER/REELERE
T EflERIERNEABHRELH,

gl
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

BVHREEH

examplesecretname: secretValue

£/ AWS loT Greengrass FREY AWS Secrets Manager ¥ %7

AWS loT Greengrass i EimhaEEMEA I ENHE, ERFEREVEE S MERIEFARRN
BF., BXOEAREKE  EAREK L2t ERBA,

AWS loT Greengrass A &1 Greengrass REMRENEARNETEIBRE K MEZTEER. F
HREMBBRBEARNE, B LUER AWS Secrets Manager EE i P L2 & EREEEWZE, AWS
loT Greengrass A #% Secrets Manager #E/& F| Greengrass &/ EE |, FILZRAYEZSEF Lambda B
AR RERENERAEXER,

EERILEEEST Greengrass Bl , BRI LR — B2 % Secrets Manager AZHFHE R, IR
BERSEAHEEBN ARN RBEZRILE, SEFERUMEY, EERFEANEER , F2HE AWS
loT AR ABEEPHNEAREER,

EEBWEIEE AWS loT Greengrass &0 , BZRAAWEEEZE AWS loT Greengrass %D

£ AWS Lambda BEE £ H AWS Secrets Manager Z 1%

BRI AR AWS S EA# % Lambda &7 ThREREEVFIIREL Lambda BEE & #Y AWS Secrets Manager
S, MEEMFH SDK, FREVRENAI#Z LHE Secrets Manager HHEENE R, BN Secrets
Manager APl ZERERA , E b AREUAI AR ER A, HERIEE 7] LUEEEY Secrets Manager # %
F Parameter Store 28, ZE Parameter Store FIE A , 5528 (AWS Systems Manager £ &5
) ## Parameter Store integration with Lambda extensions (Parameter Store B2 Lambda ZE{H1E#E

&)

Lambda ZEEH 2 FIEE Lambda REZhEEM MR, MEFMER , 28 (Lambda HEAE
fER) A Lambda ME{HEH, MEERRMREGEHERALERERNFHRER B0 (ERHEBEH
5 Lambda BHEHEL)Y , Lambda {8 Amazon CloudWatch B EHIEREFNETER
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DRZEH . RIBFHERR , ExTEEe8RLENEFRLHE CloudWatch, EERHKEZSFHMENR , 5
H&IRE 8 8 PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL 5XEA debugs

ATRESBNRENCERRI , RANEEEAE HTTP indh (REEMERRIR 2773) BIMiG
Lambda 3:R3%. & LARRERE S S PARAMETERS_SECRETS_EXTENSION_HTTP_PORT REREE
=,

Lambda AR FIERI TREREFTNIAMNTEEERL, SESTEEESHRFIIEE  SWitE
BCERERNAEIREL, WFE Lambda HITEBMLTHFEMAERN , F2E (Lambda A SR
) P EIE Lambda BEM I 1T,

EEA ARM FIQEMIEHE | B4 EE Lambda REER arm64 2R, MEFMEF , FSHE
{Lambda BZ A B1ER) FH Lambda IES5ELEE, EMREEETIIEFHZE ARM : EXKESE (£
B)., BRI (BB, BN (ZEE). BON CEE=E). BUN (BBt), ZERI @S EEt
IF). BUM (M), BUM (FBIESF), EAEE (RE), EEADD (RHME). EXES FMNE), ZXE
I3 CBENE) REKES (EH).

BrutceEAR AWS Fig, NMEAMRTE AWS AFIRNEF , 2B AWSSDK I T EZ2 £/
PR ESEZER ., MREMN Lambda BNEIE VPC F#1T , BIEER Y VPC iwE , LMEEXRIHEER

LAY Secrets Manager., MEFFMHER , 5528 VPC ima,
DEFFA

« Lambda #H1TA B4 BEE BB secretsmanager:GetSecretValue R,

- IRFEAEFZESRMIECAZTFEENSRMERT AWS ZE £18 aws/secretsmanager ,
ATABHEE KMS £ kms :Decrypt R,

EEMFEH AWS S8 MME Lambda ER

1. #BEBAAWS SERWE Lambda BERINEENAWS BFIEZEENEE. NERETR , FSHE
Lambda BAE A BIEEFPNEEREIEEHEY ., WREFEHR AWS CLI RMAEBE , AIFEZEMN
ARN, INZE ARN H9;EE |, 552/ (AWS Systems Manager fEA & IEFE) FHAWS SHAME
Lambda ZE/8 ARN,

2. BETAIRTF Lambda BIITAE , SEREATFIRE
MM secretsmanager:GetSecretValue 89, 52 Bithe section called “€il : #EEY
BEBBENTT
(EEM) IREAEFEENERMIEFRATFEESRMERE AWS ZE L aws/
secretsmanager , BIETACRHBEE KMS £i#&kkms : Decrypt R,
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. WAL B MR FEURS] (ABAC) B2 Lambda A®EEER , WEEB A EFEUES B
W, MEFHMEN , 5520 the section called ‘216l : FREREHFHHRBNEI & the
section called “€i 4l : FFARFERBEENZBRE Y 55 FE,

3. {5/ Lambda RIEE L ERE

4., FZEREMBEHRRIERME , BSAXE X-AWS-Parameters-Secrets-Token ¥ EFER
B, $FRERES AWS_SESSION_TOKEN , iIE®H Lambda ¥ G ETHHERERM, FH
HAETER R E A Lambda ;REH,

LR Python &5 3R B8 an{al 7 38 42 56,

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. HEMH Lambda BN ME , FBFEM THME— HTTP GET &K :
- EEMEME , HR secretld , FEAMERN ARN HEHE,

GET: /secretsmanager/get?secretlId=secretId

- FEZEBEBEEMEBCIHNBZESBERE , R secretld , FEAKEN ARN HE
B ; YA versionStage , SEEAERER.

GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS

« FEMID HEUSEMBZIRA , Y secretId , FEAEEZMN ARN HEH ; HR
versionId , EBEARAK ID,

GET: /secretsmanager/get?secretId=secretId&versionld=versionId

Example #EEU#%; (Python)

AT Python #E {552 BA tN{A #EER M2 , S EMA json.loads EHER.

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)
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secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

AWS S EFMW 3R Lambda IERIRIEEH
T LA T FIB S S R R S,
MENAERBESRWABER , 528 (Lambda B ABISE) hfEH Lambda BESE,

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED

BREA true URENBEAMWE, REA false BIFHREL, FEERA true,
PARAMETERS _SECRETS_EXTENSION_CACHE_SIZE
ERENRBNSEHE LR, ZEXENR 0 F 1000 2@, EA 0 RRFAREL, MR

SSM_PARAMETER_STORE_TTL #1 SECRETS_MANAGER_TTL #2 0, AIZM It EB&, FERES
1000,

PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

A HTTP [RAREFAVERR, FRREAR 2773,

PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL
HEHRARIRHAVFCSRER  debug. info. warn, error = none, RES debug AEFREE
BB, FERRMER info,

PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS
HERAEARF SR B Parameter Store 5 Secrets Manager 12 HHEERH HTTP A FIREEHE LR, &
=BERAFmNERE, ARESR 3.

SECRETS_MANAGER_TIMEOUT_MILLIS

¥t Secrets Manager WFERRKE UERREN). EA 0 XRTEERE, FHRER 0.
SECRETS_MANAGER_TTL

REVRFZREI TTL (AR BEN), EA 0 RRTHRE., &4 300, IR
PARAMETERS_SECRETS_CACHE_SIZE % 0, B|ZR L8, FEZRA 300 #,

SSM_PARAMETER_STORE_TIMEOUT_MILLIS

¥t Parameter Store BFERREF (UAEMWREN), EAR 0 XRFLERE., ARER 0.
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SSM_PARAMETER_STORE_TTL

REVRSEW TTL (AR BEN), EA 0 XRRFAHRE, &4 300 %, R
PARAMETERS_SECRETS_CACHE_SIZE & 0, BIZBE &S, FE5RA 300 #,

FHSEEREF N AWS Secrets Manager #%

AWS Systems Manager S8 FHERTEZLNEEXF TR , TETHEBERNEENREREE,
AUFERER. EREFRNREBRZENERMASEE, T8 , %ﬁﬁﬁilﬁ’f%i‘%ﬁﬁiﬂ’ﬁ%&htx
BEWmRERE. Rz , SEERETBRESWEEMRE Secrets Manager 1 , REBEBZWBREESE
ERESERBE,

E 18 Secrets Manager 5RESEBEHER , secret-id 2B EHREZERRBFZE M EER
= ()o

nlh

MEFHMER ,
Manager ff)‘é&o

2/ AWS Systems Manager A EERMP NS HEFRESEHSE AWS Secrets
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KEE AWS Secrets Manager #4%%

WREEHENNENBRE, ELRRERR K SEFRBNENESLREFHEBRE. £ Secrets
Manager # , BAI A AHBRELHD@WIR, EEFMELN

- SERR—HRASHEIEENEZN , BuEASEERR K EHhRESAERENEERILR,
TERETRER Lambda KE,

« the section called “H Lambda B E " — HR EMBRE AT , Secrets Manager B &5
Lambda B 23R & T 2 F1 & Bl E = R -

AWS Secrets Manager # % H) Z E B {1k

BORBREZERR K RESEETALRENEEH R, EBZEENRE , BFLEEA AWS
Lambda ERBREFMER ERNEZBNEERE.

THIREIREEZ EwmiR
« Amazon Aurora BXEFFEEZAERIEHZIERIR, WEHMEN , 528 (Amazon Aurora fi

A& FHER Amazon Aurora Fl AWS Secrets Manageri TR B E 2,

« Amazon ECS BR# Connect 1 AWS Private Certificate Authority TLS BEN S EWE, MEF
B , 52 E Amazon BN RB[REFHZEASIEREFH TLS ERRHE Connect.,

- Amazon RDS AFXEFAERAERREHZIERR, WEFMHEEF , 528 (Amazon RDS FAHE
™) FHEA Amazon RDS 1 AWS Secrets Manager {THBEEE,

- Amazon Redshift AEEEXBIRUZIERRIR, WEFHMEN , 528 (Amazon Redshift EE 15
By PHER AWS Secrets Manager®# Amazon Redshift &1 8 215,

® Tip
MEMBEMEBERMNEER  F2E the section called “B§ Lambda B E(FEE",

TERENRNBEEGE—92ERATR. ERAHNE  SERENHERTESNEERNEHE. TE
RS  RMRNEBRLERKEEY  EFANERAERABERNSEERBEYNEREELRE , Mk
ERAEERE, YREAEAERE K ADMEERSN AN , BaERAZEERERREER,
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SFEERRANEERE

1. 7E Secrets Manager AP HMZTERE ., BUJLUEEREEERKEHER , I Secrets
Manager &P ESHE,

2. 1£ Rotation schedule (E8#25E#2) & , £ Schedule expression builder (HERRRIZEREESS) , A
Schedule expression (BE2XRZEN) FEX |, @A UTC BFEMHETE, Secrets Manager 45121 HEFE
f7FEA rate() H cron() R EX. GRS EBDEFREFS , BRIFEMBIEE Start time (FALE
K)o, BUUNEM/NRERR—ARE, NEFHEEHN , S22 EEHAR,

3. (EH) R Window duration (RFERIFERERE) , BIFEAE Secrets Manager M BN KRR R
B, plan, =@/NERE 3h, RRETBEMEIT —EEiREEE, MRERIEE Window duration
(BFERBERE) , AN BABMNNRIRERE K BRSEE /) BREBHEM. HRUXBEN
MWERIREERE K HBSE—XEREE BN,

4. BERRE.
BFZEWMMABERE (AWS CLI)

- MW rotate-secret, FNHIEHIFERMBARE 1 XFE 15 X 16:00 A 18:00 (UTC) Z @
7. WEEZHMEN , F2H EEHMEE,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-rules "{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\",
\"Duration\": \"2h\"}"

B Lambda B & EE

HNFZEAMBERIE |, Secrets Manager €A AWS Lambda BB R EHMRBNE R ERRE. ME
BREAEA Lambda HBIKANEF , F2E EE.

HRE D ZSEERR , BUUERAZERR, f2EA ZERE  ZUULEREERBEIHR,

i HAR | Secrets Manager 2R RERMREBHNEHS ., MFEFHMENR , B2 E the section called
“fif A H 5 AWS CloudTrail 7

= EWPEE |, Secrets Manager ERIBFEFREN WIRBEET I Lambda B8, MREEREEBHW
Bt FEFHMZRE | Bl Secrets Manager EFTE T — B2 B S HRAERHIE,
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i HAE |, Secrets Manager 8 Z )X HIUMERIMNKE , BESXERATRNSE ., Secrets Manager £
SYMT 5 JSON FEREBRIUAKE

"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string"

}

MB RIS ER KB | Secrets Manager 82 X ER B ERIRIBRE,
£ |

« % Amazon RDS , Amazon Aurora , T B4 # 5 Amazon DocumentDB ¥ %% & B Bl i it
« BIEERIE AWS Secrets Manager B8 E B B

- BREBBEE AWS CLI

« Lambda B S 5K B%

+ Lambda K&

+ AWS Secrets Manager He#E i 2{#& ik

+ Lambda fEREEBHITAEER AWS Secrets Manager

+ Lambda F ¥ B S Ay #8 3% 77 X

- SREEHEAE AWS Secrets Manager JE

# Amazon RDS , Amazon Aurora , in B4, Amazon DocumentDB #4
REXE HE R
AR BERTZ IR B WA FR Ethe section called “H Lambda BB EE EREHE. BRI EHEFEZN

BiE, EXHRETRE SEFKRZMEREFNER. 7€ Secrets Manager F , BRI B E R ER
WEE BB,

EEFHAIRARERR  BUXEXRERNER, SEXTERUNTHTHRIR , MRLRERE Lambda
WREKE , EGRBN—{H, LAt EA Lambda KEHTABRENT. HE—SEMR Lambda
WIREE A LUEIBMAEE |, 7 Secrets Manager MEHWE R E,
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/A Warning

HEERMB W , BXAHEE R Lambda WIEBEEY 1AM #ITHAENER | WiHRBEEK
MMEZEE., BEKFEE iam:CreateRole Al iam:AttachRolePolicy ¥, FRELE
LERAES D REB D ERER.

HER

- SR EERLERY GEEY) EVBRERAENE
- TR2  REGRIE T RREEH

- SER3: (EA) BIWRKEERE T ARG

- SR4 . RRBRHEEREREFE

- BESR

S 1 RERRERIYL (BIEY) BYBRERERE

N Secrets Manager Frizfit 2 REEEY MBI EEA , 552 Bthe section called “Lambda B EHEE KR,

MRGBENEGEAERN X AERUVERENR  WEEFHEEHERREAERS, £
EEEEMREAERIBNRE K HAGREERFE—EEAE K MASEEAEREZTT. BE
E , Amazon RDS RERZEREFEHE XK,

STRB2 . RERBRIEITHRIBEE
£E A Amazon RDS. Amazon DocumentDB & Amazon Redshift $%23 Bf Bl it

1. BIEUTERBMEEREREEEE A  https://console.aws.amazon.com/secretsmanager/o
2. 1f Secrets (M%) HEY |, EIEHE,

3. 7 Secret details (K2 5£#E ) BEEA Rotation configuration (Ei4HRE) B+ | iBIE Edit
rotation (#mEEERIR),

4. 1£ Edit rotation configuration (fR¥E¥mLAEAE) HIEE AP , BT T EE

a. BARX Automatic rotation (B EhER#2),

b. 7E Rotation schedule (E#8EF2) & , £ Schedule expression builder (HFiERIEXNREES) ,
2L Schedule expression (BERR&RER) XX , @A UTC IFEHHERE. Secrets Manager &
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IEHHERERES rate() W cron() RKIEX, HREREEHEFRERE , RIELZEE
Start time (FAMAER). SUSN/NEHIR—AWER, MEFMER  F2E EEHHERX,

c. (ZEA)HM Window duration (RFERFFERRE) , BIFMAIEE Secrets Manager B2 1) &
BRE , flw, =@/ R 3h, BETSEMET —ERRER, WREREE Window
duration (RFERIFERERE) , BIERLUMNRABNNRREE K KBEEE—/\KEEBEMH. B
RURAEBMNNWRHRE  BEREE—XERKBBHEM.

d. (i) i##E Rotate immediately when the secret is stored (M Z 853 BiRiR) LIIERE1Z 2
ERRRENHE, NRBERZEGHR , BIE - XRRSERERENHEERLR.

MREHIBAY , HIINEBLSER 3 F 4 HKRTHK , Secrets Manager 8% X EHWIBTRIE,
e. £ Rotation function (BR#iEKE) T , BET Y HEHF—IF :

#1Z Create a new Lambda function (¥T1# Lambda B %) , REW AFTEHBR B

. Secrets Manager # SecretsManager #iB R BZBAIBTE, Secrets
Manager ERBEEMNSEAEY K , ¥4 Lambda FIITHAERREXLENFT T,

i#1E Use an existing Lambda function (fEARER Lambda & H) , EEFERAEARNHA
WENHIREE, Recommended VPC configurations (2:%#) VPC #HAE) T %I HH Ay SRt
MY, HENEEAMERN VPC NIZ2HE , BURHBEIRERE.

f. HAWRBREKE K RBEE-FHEIXEEHERIK, MEFMER , F52H the section called
“SCER 1 R (BEM) BEYBRERERE,

5. i##E Save (EE).

SER 3 (BF) Y BEUE R AR A R4

EHRBPRENERBED  RMABRRETEARNE L8 aws: SourceAccount , #BIBsIE Lambda
WEEEEREA, HRAELE AWS i , EERZBEENEIRS , AWS BRERKE
Faws:SourceArnMlaws:SourceAccount£iFFH£®, B2 , MRELNHRREBBERS 2
& aws:SourceArn ¥ , AlRIGKE REARWIAZ ARN BEENRE, BERELETSAE LR
aws:SourceAccount , BME R A @B B AR L BRE,

= BRI B E R R

1. 7E Secrets Manager £ A H | BIELNRE , AREFHMEEFAEEM Rotation configuration (¥
HiiERE) 2T , B Lambda B S, Lambda £E AR

2. BESERBEBERARM Lambda FEVIER , ¥ aws:sourceAccount &4,

"Condition": {
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"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
.

MREH KMS €T 2 AWS ZE L aws/secretsmanager AWEHINE , Secrets Manager &
8T Lambda HITACEAZSBANFTT. EALUER SecretARN INZEARRRFIFEABREEHE ,
RMERARHACEERAEHAEERBENRE,

EHmREHHAITAR

1. 7E Lambda Wi EHIBIFERE , AR ETHTACTEEARER,
2. BRBEUAGHTBEPNIERFIE kms :EncryptionContext:SecretARN 4

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}

TR 4 BRBEERERRKFH

WMEFEEN , 52 the section called “Lambda KFEE & E M #F K ZE,

HRSH

58 MBithe section called “ B st 2EHE 7",

5 IEE B E AWS Secrets Manager ZHERE B B #hi

7K B2 2R SR A AN 5% 7 I the section called “HI Lambda EHEfFE SR ERE, W2 EHEHER
HiBRE, EXWRNERN K SEFRFLURBZWEMTEERERREFRNEE.

NFEERERT , F2REMERZNEH W (FEE).
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ERAEER

/A Warning

EZERMED®RE | X EREEY Lambda WIREEH IAM BITACKHER , WAEEREE
MMEZEE., BEKFEE iam:CreateRole Al iam:AttachRolePolicy ¥, FRELE

LRERARS 2 RER S EMER.

SER

B S AlE-EEANEERE

- SER2:

REBREBENR

- SEE3:

AR E W IRAY BRI

- SR 4 :

RPN BESH R Secrets Manager &K S5 E = BRI

- SEE5:

F&F Secrets Manager Y f w2 Th gE

- SER6:

A% XE e 45 Th BB Y 4 25 17 EX

- RESR

1L A2 EERNRERE

B, FRIE—{E Lambda R . EAERRBREELNRT , RILEEERRNSRDRE

B, NERERSNMEENER , 552 Bthe section called “Lambda FEE R,

EXEWNESES |, &7 AWS Serverless Application Repository SAERREAETHE, MEXEN

EEFE ,

EZBIAWS Serverless Application Repository & RREfESE, EHMEE S |, S AR ER
MEBVRE , UiEsHAEXBERIEEF,

By —REEEHE

1. EWRELKME AWS Serverless Application Repository BB X # , 2 BAWS — g2 Ef
AIAWS Serverless Application Repository i 2 M EL¥E

2. HITUTEE—E:
R AWS Serverless Application Repository $&FT7E it [E 7 1%

a
b.

o o

£ Lambda F#EAH , BEEERAEN K RAREEEVEREXN.
EEVEARAERL , EEEARFEAEIRSIER.,

£ [LREARN] THES SRS , B ASecretsManagerRotationTemplate,
B [ERURIEE] IAM AGRERBENERAER]

FERERBHWEADWRE (T2H)
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AWS Secrets Manager EREEmR

e. 1##ESecretsManagerRotationTemplateZ#&,
f. & [eE. RENDE) EEN EAEXRE) BEETh , EEXERNL

- HRIGE  FEAZEENIKE , @iEhttps://. WEREEE , FSH the section
called “Secrets Manager ¥ 2",

- ZE Lambda HEKIE VPC F , 522 vpcSecurityGroupisi Bl #F vpcSubnetlds.
g. EE%B%O
7 AWS Serverless Application Repository RIEFFEET X :

a. 1£ Lambda & , EEFE "HEL , RREE "BEYEEL .
b. £ Create function (M EKE) BEHE L , 1T T 5 EE :

i BECHEFARRE.

i. &¥f Function name (RE &) , MALHRBREENEE,
iii. &% Runtime (B11TFEER) , i#$E Python 3.9,

iv. EEEVRH.

SR2 RERMEBER

ELhSRT , CEREEFEHENERND  UREBAMANBRERENE. NEEHESHEIIENE
A, OEREACHESRENMER , F2Mthe section called “Lambda FEEEREr, &t o LUE AR
MEBEERBE,

SRR 3 REMMBN B

HUILSERT |, BRI AR RRERRIRE | U EhREEEERR.

FERERBRI BT ZHWREH

-

BIEUA T ERBREREE S A  hitps://console.aws.amazon.com/secretsmanager/o
1E Secrets (%) EEP , BIFEHE,

£ Secret details (25 #1E ) EEM Rotation configuration (ERIRAKE) EER S |, B2 Edit
rotation (¥REEERIR), 1 Edit rotation configuration (fREBERIRIARE) HWEEH RSP | ST T BE -

a. BARK Automatic rotation (B EhER#2),

b. 7E Rotation schedule (E#25EF2) & , £ Schedule expression builder (HFi2RIZEXBESS) |
= L Schedule expression (BERERER) XX , WA UTC BFEHNHERE. Secrets Manager &

FERERBHWEADWRE (T2H) 187


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager R EEE
HBENHERMETA rate() R cron() ®REX, WRGBRFEBHEFREHE , BRIFTEE
Start time (BItRRRY). EBRANESMN/NERR—AWE, NEFHEEN , F28 EEHHER.

c. (EH)#R Window duration (RFEIFERRE) , BIEEEE Secrets Manager Eifi b a5 1Y s
BRE , flw, =Z@/NRRE 3h, BREFSEMET —ERRER, WREREE Window
duration (RFERIFERERE) , I RVNREABENNRREE K KBEEE—/\KREBER. B
RUXABMNWRRIRE  BRSE—XERSEHEIEA.

d. (i#H) i##2 Rotate immediately when the secret is stored (FZ M8 BERiR) LIEREEE
FRRIRENRE, MRFHREEGH , BIE —RRRERBERENIRERS.

e. HEREHHET 6 RELESER 1 PEIM Lambda EE,

f. BEEFMT.

HER A4 REFERIRINEESHRT Secrets Manager F& K B E = IR 5

Lambda & E & FE EF A LLZE Secrets Manager FHVHE | BEEF I UFEEHNER ERR
¥, EUTRP  BEHFELFTRT Lambda B1TAE. WRFERA KMS £BARBNE , MT=2
AWS ZE &8 aws/secretsmanager , BELEEXKFEAZESW/VT IR T Lambda EITAE, &
AJLUEIR SecretARN MMEBERARBEHEARZHE , AMERREYACEERATZHAEERBNM
B, MEBEREH , FSEWANFT I,

MEER , FZE (AWS Lambda B AEER) FH Lambda HITHAE,
% B 5 : fo5F Secrets Manager Y Fi &2 Ih &L

= E fu7F Secrets Manager FTE B EMNMEHE LWUABRKE , BFEEXE Lambda MBI EREA
2 Ed Secrets Manager lR# E#8#Y1ambda: InvokeFunctionfEpR,

EHRREENERBEF , RMEREBITERNER S aws: SourceAccount , #BhBsLE Lambda
WEEREREA, HREL AWS R , EERFKRENEIRS , AWS BREERFE
Faws:SourceArnflaws:SourceAccount 2 EHFE G4, ER , RELNRBEEBEKRP I
& aws:SourceArn ¥ , AWK REAR WA ARN BEENRE, BERLETERAET SR
aws:SourceAccount , SMER A IR B AR S ERE,

FERERBIREEZE Lambda ¥ , F2EMEREBEA R Lambda,

T %R B L 5F Secrets Manager A4 Lambda B &,

{
"Version": "2012-10-17",
"Id": "default",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
I
"Action": "lambda:InvokeFunction",
Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
I
"Resource": "LambdaRotationFunctionARN"
}
]

}

SER 6 : BRIENEEE ThAEAY M BE 17 L

KWL BT | BRI AWk sEE RS Secrets Manager MB B EN R ERE, EEIhEEH%
AEEMENGEER T EEEEZE, 52 Bthe section called “Lambda HEE B B B FE,

®wETR

ELR 3 PREWBPEF , BUUREREEBNIRE, NRBEREHFRRKRY , Secrets Manager &
AEIRZIR, BT URR AR M BB Aie B 1 B S R

MBHE ALY | SEBY BIRE SR,
% E BB hEE AWS CLI

A BRERFMAEH AWS CLI. the section called “Hi Lambda BEFE” EERBWEZR K S8
B AR ZWE Tt E R ERRE PN RE.

BETTAERERARERE, IFERNERE  F2REVEVENED@WIR (X12E). NFMAH
ERNRE K F2HE FERETRNEDWE (F2E).

EEFARERE AWS CLI , IRLEMBENEZR  LELFTERERERE, NMREBEX
BEFEAERE  VEARTEEERERBRERAERIENIANE, BETR , F2RETHVEEES
#%. Secrets Manager {Rftgi4 , A IARBREEH Y., SEEIUFEARRATEIL Lambda B ,
I 4 Lambda B EF Lambda #TABRET . F—ESBRRMER Lambda B A LUEIBERKFE
Secrets Manager MIEMNERERRE. && , B UAREWZ ETERER,
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AWS Secrets Manager ERERER
FTER

- BREZRBN ARG  BEBRRER

- SB1 . REREBHIBNREG

« S 2. B3 Lambda EE

- SR 3 REMBEFR

- SR 4 BEBBNER

- BRESER

ERERBH TRIRG | BEERRR

FE Secrets Manager Frigfit z KEKMIMERIE A , 552 Ethe section called “Lambda EIEHEE KL,
B 1 BE-EAERR

MREBREFEE—FERAERR , AITEEINTER 1.

BIH 2 . REEAERR

MREBEREEAERRE  BMA

- AIE—EREBRELZR  YEHPERBBREERAFRE. CEECAERERERENER  BA
REEAEBRNSERE—EEAE A MAXSBEAEREGARER,

- KEREREZHBN ARN FIEERKREH, MEFMERNR , 528 the section called “HHEH
JSON #E#",

$5EE , Amazon RDS REAXEXEFEHE K,
TR mEEERENNE

EERRNR  LEEHRNE. HIRHEE Lambda EE , Secrets Manager &Il LR ZR,
WEFMEER |, 552 the section called “H Lambda HEUEE", BT BP K LESREFHZBEN
BRE , URFBFANRERERE,

Secrets Manager & Amazon RDS , Amazon Aurora , Amazon Redshift 122 Amazon DocumentDB

HEERRRMAER, RIRRBEA
BRREEREEXBHIR

1. BTUTEE—E]:
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- RERENEERIK. NIREFSENRBNHREBHVERNR , SEREXE.

- HRHEMEANHRD K SWLUEEBCHEERE., MERPE , F2/the section called
“Lambda FEEEKE,

2. BERRETMAXENHRKYE—EFETRE ZIP 8FR my-function.zip #,

HER 2 B3 Lambda ¥

TEJH:*FB»WJ EEEREESR 1 PEUN ZIP BRREY Lambda BB, EAILERE Lambda %l
TA® , ER Lambda EFURBEFEENAE,

B Lambda BWEHHNHAITAE

1. A Lambda SI1ITABEIEEBER , YEHEFMEFA JSON ER, MEHMIFFMENR ,
section called “ERAIFF O], EBUERAAAE :

a’ﬂh

S [the

. AFACHMWBEIFI Secrets Manager 12,
- AFAEFURGAFTEBNRE , IR IFTER.
2. B3 Lambda #117TAG , WEBFWUERSE L —EALXBHREIMNEEFERian create-

role,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy. json

3. MM lambda create-function, X ZIP f£%=& 3 Lambda B,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.7 \
--zip-file fileb://my-function.zip \
--handler .handler \
--role arn:aws:iam::123456789012:r0le/service-role/rotation-lambda-role

4. ¥ Lambda B EERBUR , 5F Secrets Manager BB 1ambda add-permission 3R
Y F % B o

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

HEBR 3 REMBF

WMEFMEEN , 52 the section called “Lambda KFEE & EH #F K IFE,

SRR 4 REBWMBN B

EERBNWEERBEB®RIETIEE , 5P rotate-secret, BALMUEA cron() = rate() 2
FRIEN R TCEWQERE W LUREWRFRER, MEFHMENR , 2 E the section called “fiEE A
MR,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:Region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

RETER
552 @the section called “ ER AR S HERR",

Lambda BRI & SR A

#ithe section called “H Lambda BREFE ERERT K REEESREMERBERRE,

IR E—ERE

IEREEE —EREPEN—EEAENERE. ¥R Amazon RDS Db2 #{TEEE , K AEMHEEELS
FHOWES , AL EFAEBNZBRIEHEEERXAEN, ERRMENHRER  BARKS
BEARG, BHR , ERERILREAR XM (REIRE) = :J?.EEJJT{EFH%E’J'%%

WERRE  TEPEHRMNEREER, BRETETH  ENETNRRBERERTNECE &
—/PEREBEE, FUEE  ERERTREEFRARRRBENFU, BEBEENEHRKE
RKEERAR. Mitc®R  FTNERSERAFTNER.
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IR . REEAE
RBEE—ERETENRMECAENER. EUTNBUE—EERAE K AREF-RWIRHHE , &
NRBEERBRERAE  UBUE_AEAE. SENERRK GBRNBEFEXBEENTNERER

B. HRAZHERELIEERBENET , FTAEXLEARMHEMMED superuser WEFE. EEH
ErERNEREREHERERFEREMEMNGTR  BERFHE—FHAERARE  UREERR—)
% (FRERE) REHXNEHENERE.

HREBSEAFITRENENE  HYF—EARAcfEREERR ME_EACRAFIENESR

BROFFA, EHEARFESTAMNEARER., NREAEA ThiRMEENNE , BRAEXMDN

2HE

RAEAEIEBNRRLE —FRAEWRER, NRERETLERERFES
, AIERERTREEEAMBRATY, &

AREEE— B
%

Secrets Manager

—EERNBH., Wit z®  user Muser_clone BEHENR.,. T EBEEANGHIGLIR 6 &

, BERREEEIMA

VAT LB E E Y ER R R REER

ERVERERAE K AERERFEFHEAEHENGT, IRERVERERE

ZEFRACHAENGTY , CHXERFRIEUCAENTI,
il MREEAENEFRAENERERLRE , IRNERTE —BEEELRENRT,
f/r:-h_,-Seu:.ret \\
-.. MyUser
passwordA
- J
— X BN ECEAELENBBEVARPNER  WHELBESHNA B AW MERAE,
/r-_.-h_,-Sen:.ret \\
_‘. My Ulser _‘. MylUser_clone
passwordA passwordB
o ,/
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ERAEER

FEoREWmR  WIRKBEENFRERAENER,

//I'-.ﬂ}-Secret
AWSCURRENT

_.. My Ulser

passwordC

.

~

- AWSPREVIOUS

_.. MyUser_clone

passwordB

J

B-REWmR  WNNBEENERERAENER,

/r-_d}-Sec.ret
- AWSPREVIOUS

... My Ulser

passwordC

N

... MylUser_clone

passwordD

L

\ /
Lambda Kz &

£ Hthe section called “F Lambda EHEsE#E” | Lambda BB S BT HREEZRBN T4, HRE
& , Secrets Manager & A AR EBHETRMBERA,

IR Secrets Manager R EAEN BB EURHBEREHHS AL , BUUETREERE. RERBSINEE
R, REESESBRNIES,

W% ECIEE AR R R

- ERAEARSEERESERRES B CHESRE.

- REHYE  FEEMAEESICERER., EERRRTHESERHREPHNEAE A Amazon
CloudWatch , At R EERRICHEETTSER R P B BEN T ABHBEER,

MEAZHFRXAEH |, 5523 Bthe section called “ER i B H & A" B RFERIE,

- BTZ2i#2R , Secrets Manager /A5 Lambda SN BEZHIRMER, HIRKEEEZFUE =
{8l Lambda B ER eI,
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- WMEEEHESE | 5528 Testing and debugging serverless applications (GBI E2 {5 8 & M ARSI E AR
2)o

- MREFEANB-ELERNERXE (FIIEREER) , RILAEEEMAREEH up-to-date,
- BENRREEAREMARAKYE , —RBFEEFE 2IP = my-function.zip Ho

HE¥S Zh BE P AY U 18 25 BR

&

- create_secret : SIE — BRI ME
- set_secret : @F &R ES R R
- test_secret : BIFAFTHI BB

« finish_secret : TEARGEE

create_secret : £|E —EMRAHWE

ZHiEcreate_secretB A BBFget_secret_value ABEARERZRRESE

£, ClientRequestTokenMRZEMWE , TREIE —EFMME , create_secretW#H
BRlIZEAVersionld. AR CEFEAELE —EHNWHZETHEget_random_password. ETXR , ©
Fput_secret_value AN HEERFIZE —RFFAWSPENDING, ASFTHMZEREFIE AWSPENDING
F, ERERERM, IRKRATAREMAR , BUUERETFUNSEZNZE. F2H

How do | make my Lambda function idempotent (14i5& Lambda HEZ &),

% EHCIEE AR R R

 BREEFNZBGERISHERNERRBEEMNET. £H ExcludeCharacters ZE8HERF T,

- HRIRKEET  BEHA AWS CLI EFRAMBE : Mdescribe-secreti®&E
EVersionIdsToStages,

« ¥ Amazon RDS MySQL , ER EF A& , Secrets Manager @ ZB TR 16 EF T
WERFERE. SRS URBIREUAAFERNAFE. MySQL IRA& 5.7 RESKRAXIEAF A
&% 32 {E=F#F , /B2 Secrets Manager Ml "_clones (ANEZEEF) BIRAFBNKRE , FTUMRMLE
RIEAFE&% 26 BFH.

set_secret : EF ERENREFH IS
A ZEEset_secretBFERERRBEHNRE , TS HEEAWSPENDINGHR A Y T H S {E
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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mE EHCRREN R ER

« MREERAXNEEEFEZFRRXNRS (FIMERE) , FEAERS L. UFFMEF , F2H

OWASP #uh LV EHZBILIBESE.

- RIRKEEEERKRERNRKEA , BREEERHNEHR Secrets Manager BN EEERINEFR
Fo BTHLEBENEEREARE SO ERANEBEELIFAZREENEMER, ELEHER
T2
« TE AWSCURRENT MR AMZHHBERE AN, MR AWSCURRENT BEEM , FHERRE
« &F AWSCURRENT 1 AWSPENDING MZHEERBEHHHARNER,. YA ETHERBNEE , FE

& AWSCURRENT #1 AWSPENDING fHE B BESHE.

- REEBNMEREEREEHEE. SNERE , 55EH AWSCURRENT 1 AWSPENDING F#EZERE
AHEE,
s EBVEEAT , BUEEAEREBITREWEEIIGE, fln  FREXB®WEEE | Secrets
Manager @8R E—EMFEAENITHEERSERETEHNERE, IRELEZTESEZEM ,
REFHEBUHURFERNERE | AIFEEFH set_secret HEFMWERE,

test_secret : BIEFHZRA

BET®R , Lambda WK HSERA AWSPENDING AW BRFIERERRY , UETRE. BB @&
BB EEAR B M Wi B A REUE R E TR,

finish_secret : TR HEE

&% , Lambda S BB 2 HE1ZE AWSCURRENT R AR MBMRAB EILIRA , ELEBERER API
Ny ) AWSPENDING #Z# ., Secrets Manager €#% AWSPREVIOUS FEiREBFIEE LaIRA , LE
BRE L —EE B IFHMEFRA,

WAH*Efinish_secretMupdate_secret_version_stage RAGEFAZEBAWSCURRENT#E & B Y 22
BRABEFHH BB, Secrets Manager & B &# AWSPREVIOUS FEREBITIE E K BIMRA , I
EERE L —EE AR IFNMERAE,

mEECRENENET
- SEZIAWSPENDINGTEM Z B BBR , R EFEAERIN AP I HEBEKR , AAERTEER M Secrets

Manager g HER R K IhTHK. Secrets Manager &% AWSPREVIOUS FEBZE B = KBTS |
DESRE L —EE AR FHRBBERA
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https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://www.postgresql.org/docs/8.0/runtime-config.html
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IR IhEF , AWSPENDING FERZEH WAL 2 EEZE B AWSCURRENT M AR MRAS | =& AT RERIE#E
ZEEIMRA, R AWSPENDING FEIEEEFE , BREHEZEE AWSCURRENT HHEIMARAS , BIMEMRIIA

HHNRBRFAANEBRECINRBRBRDEETHABEER, WRTHKINE , AWSPENDING FEfHE

BURSEZETHNRBRA., UEESHMEN , F2HE WinEHEE,

AWS Secrets Manager Kz & B8 ik

#Hthe section called “H Lambda B E{/iE#” | Secrets Manager 12 T ZitE R &R, E2EFH
%ﬁzk nﬁ EZ ﬁ

- ERERENEBRIR (F2E)
- FERERBNEDWE (FE8)

g £ Python 3.9,

ERVACHEENY , F2REESRERH.
LN

* Amazon RDS # Amazon Aurora
« Amazon RDS Db2 ERF
« Amazon RDS Db2 XEHF
+ Amazon RDS MariaDB E—ff &
+ Amazon RDS MariaDB X & &
» Amazon RDS &l Amazon Aurora MySQL BE— &
» Amazon RDS # Amazon Aurora MySQL X &F R &
« Amazon RDS Oracle E— &
+ Amazon RDS Oracle XEFEAH
+ Amazon RDS #l Amazon Aurora PostgreSQL EE— &
+ Amazon RDS # Amazon Aurora PostgreSQL X &F R &
+ Amazon RDS Microsoft SQLServer E— A&
+ Amazon RDS Microsoft SQLServer X & H &

* Amazon DocumentDB (with MongoDB compatibility)
« Amazon DocumentDB BE—ff i &

« Amazon DocumentDB X & [ &
BRARBRA —
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* Amazon Redshift
« Amazon Redshift B — [ &
« Amazon Redshift X &5 &

* Amazon ElastiCache

» Active Directory

- R B 8ER

- EHESRRER
. SR

Amazon RDS # Amazon Aurora

Amazon RDS Db2 ERF

« HIRB W BIF SecretsManagerE RotationSingleUser
o ERICREE . BRIACRRS E—FEAE,
+ SecretString ## : the section called “Amazon RDS Db2 #Z "

« JRACHS:hitps://github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/##/E/RDSDB2
SecretsManager RotationSingleUser /lambda_function.py

« {KFBEAM : python-ibmdb

Amazon RDS Db2 XEHF

« HiRE B BIF SecretsManagerE RotationMultiUser
- ERIREREE : the section called “REFEHE",
+ SecretString #&#8 : the section called “Amazon RDS Db2 #Z%E1E",

« JEAREE:https://github.com/aws-samples/ aws-secrets-manager-rotation-= PJ/4/F/RDSDB2
SecretsManager RotationMultiUser /lambda_function.py

« {Kk¥BRI{% : python-ibmdb

Amazon RDS MariaDB E— R &

+ #4R% M SecretsManagerRDS B RotationSingleUser
- WKL WINER  BE—FAE
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
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+ SecretString #&# : the section called “Amazon RDS MariaDB ¥ #4187,

« SRS https:/github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/48/3/RDSB /
lambda_function.py SecretsManager RotationSingleUser

« {k3& : PyMySQL 1.0.2, MR EEH SHA256 HIFHTERE , FHEMA PyMy SQL [rsal, MEE
Lambda B1{TRBHPERAE4HRECHFEEABNFAES  F2ROMEEEEHREEMNEN
Python E4FIEZEEMN , WEEH L Lambda 1A ? EAWS HEH T

Amazon RDS MariaDB & FE A&

+ #4RE M SecretsManagerRDS B RotationMultiUser
- WRIREEME : the section called “XEFEHE",
» SecretString #&# : the section called “Amazon RDS MariaDB #4187,

« JRACHES:https://github.com/aws-samples/ aws-secrets-manager-rotation-= P3/##/%/RDSB /
lambda_function.py SecretsManager RotationMultiUser

« {K¥8 : PyMySQL 1.0.2, MR EFEH SHA256 ZiSHTERE , FBFEH PyMy SQL [rsal, MEE
Lambda BT BHFERAEARECHFEEBNFMEENR , F2ENISEEEHmEHEMEN
Python E4 B ENEEMNH | WEEHEL Lambda A ? F£AWS A& H 0

Amazon RDS #1 Amazon Aurora MySQL E— &

+ BB SecretsManagerf&#x RotationSingleUser

« BRIRZEME © the section called “E—FAE",

« JEHAMY SecretString #&#8 : the section called “Amazon RDS # Amazon Aurora MySQL Y42
EE.

« JRACHES:https://github.com/aws-samples/ aws-secrets-manager-rotation-= P3/4/E£/RDSYSQL

SecretsManager RotationSingleUser /lambda_function.py

« {38 : PyMySQL 1.0.2, MR EFEA SHA256 RIFHETERE , FBEMA PyMy SQL [rsal, METE
Lambda TR BRFEREHRECHRESENBNWFMEEN K F2ENBEEEHE S ENEN
Python EHMBERNEBEN , WEEHHE Lambda A ? EAWS HFEA T,

Amazon RDS #1 Amazon Aurora MySQL R & H &

+ BB SecretsManagert#x RotationMultiUser
- ERIREEME : the section called “XEFEHE",
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https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
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https://repost.aws/knowledge-center/lambda-python-package-compatible
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https://repost.aws/knowledge-center/lambda-python-package-compatible
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FEHAR SecretString #48 : the section called “Amazon RDS #1 Amazon Aurora MySQL B 422
rEE.

RS hitps://github.com/aws-samples/ aws-secrets-manager-rotation-= P3/46/E£/RDSYSQL
SecretsManager RotationMultiUser /lambda_function.py

K% : PyMySQL 1.0.2, MREEEA SHA256 B ETERE , BEA PyMy SQL [rsal, MEE
Lambda #{TRBEHFEAEHRECHFEZEIBNFMES , F2RUAKEEFCEE EMLEN
Python EHFHBERNEBEN | WEEHE Lambda A ? FAWS HFEA T,

Amazon RDS Oracle E—fF A&

B 1RE M SecretsManager:OracleRotationSingleUser
WS : the section called “E—fEfH &,
FEHAH SecretString &4 : the section called “Amazon RDS Oracle #Z {187,

RS hitps://github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/48/E£/RDS
SecretsManager OracleRotationSingleUser /lambda_function.py

K38 B EEEIR 2.0.1

Amazon RDS Oracle X & H &

BB SecretsManager:OracleRotationMultiUser
B SR © the section called “XEFEAE",
JEHIH SecretString #&#8 : the section called “Amazon RDS Oracle #Z 418",

RALES https://github.com/aws-samples/ aws-secrets-manager-rotation-3 PJ/#/£/RDS
SecretsManager OracleRotationMultiUser /lambda_function.py

138 . BIeEEEEIE 2.0.1

Amazon RDS #1 Amazon Aurora PostgreSQL E— &

BHR & #B: SecretsManagert& & H7 RotationSingleUser
EWIAKRE . WINER  BE-—ERE,

TEHAMY SecretString #&#& : the section called “Amazon RDS #1 Amazon Aurora PostgreSQL Y

RS hitps://github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/46/E£/RD
SecretsManager SPOSTGRESQL RotationSingleUser /lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
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https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
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+ HMKPyGretk :

Amazon RDS #1 Amazon Aurora PostgreSQL X &E &

+ HRA M SecretsManageri& FHf RotationMultiUser
- BRIASKRE : the section called “R&EFEHAE",

« TEHIM SecretString #&E#& : the section called “Amazon RDS #] Amazon Aurora PostgreSQL #J

« JRLEE:https://github.com/aws-samples/ aws-secrets-manager-rotation- PI/##/E/RD
SecretsManager SPOSTGRESQL RotationMultiUser /lambda_function.py

« FHPyGrett :

Amazon RDS Microsoft SQLServer E— A&

+ 1R . SecretsManagerServerRotationSingleUser
« ERASERE : the section called “E— A&,
« TAHAM SecretString ##& : the section called “Amazon RDS Microsoft SQLServer #Z4E &7,

 JRAHES:https://github.com/aws-samples/ aws-secrets-manager-rotation-3 PJ/#/E/RDSSQL
SecretsManager ServerRotationSingleUser /lambda_function.py

« FHEM - Pymssql 2.2.2

Amazon RDS Microsoft SQLServer X EFE R &

+ BHRE M SecretsManagerServerRotationMultiUser
. ERIREERE : the section called “XEFEHE",
+ FEHIK SecretString #&#& : the section called “Amazon RDS Microsoft SQLServer #Z4E1E",

« JRAEE:https://github.com/aws-samples/ aws-secrets-manager-rotation-= PI/4/E£/RDSSQL
SecretsManager ServerRotationMultiUser /lambda_function.py

« FEHRM : Pymssql 2.2.2
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py

AWS Secrets Manager EREEmR

Amazon DocumentDB (with MongoDB compatibility)
Amazon DocumentDB E—fEf &

+ ¥HRE: SecretsManagerMongoDB RotationSingleUser
- BRIREERE : the section called “E—{FEHE",
« FEHIK SecretString #E#& : the section called “Amazon DocumentDB # & E 18

 JRALHEE:https://github.com/aws-samples/ aws-secrets-manager-rotation-= PJ/##/=E/DB /
lambda_function.py SecretsManagerMongo RotationSingleUser

A4k : Pymongo 3.2

Amazon DocumentDB 3 & {E &

+ BB SecretsManagerMongoDB RotationMultiUser
. WRIREERE : the section called “XEFEHE",
+ JEHAMY SecretString #&#8 : the section called “Amazon DocumentDB B2 {E 18",

« SRS https://github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/46/3/DB /
lambda_function.py SecretsManagerMongo RotationMultiUser

- MEHKM : Pymongo 3.2

Amazon Redshift
Amazon Redshift E—fF &

- EA&RZH . SecretsManagerRedshiftRotationSingleUser
« ERAZEEE : the section called “E— A&,

+ FEHHISecretString#Ei& : the section called “Amazon Redshift #2218 Sthe section called
“Amazon Redshift R I FFEE"S

 JRAHEE:https://github.com/aws-samples/ aws-secrets-manager-rotation-3£ P/ /£ //
lambda_function.py SecretsManagerRedshiftRotationSingleUser

« FHPyGretk :

Amazon Redshift 3 & A&

« EIZREM . SecretsManagerRedshiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py

AWS Secrets Manager EREEmR

- BRHAEKRK : the section called “TEFHE,

+ FEHKISecretString#E#E : the section called “Amazon Redshift #2244 S the section called
“Amazon Redshift R REE .

» SRS https:/github.com/aws-samples/ aws-secrets-manager-rotation-3 PI/48/ £ //
lambda_function.py SecretsManagerRedshiftRotationMultiUser

« FHPyGrett :

Amazon ElastiCache

EEMFALER , 5B Amazon £/ ElastiCache BEiSEHPHWE DR EFEREZE.

« EIARZ : SecretsManagerElasticacheUserRotation
- FEHIK SecretString ##& : the section called “Amazon ElastiCache M 518",

» SRS https:/github.com/aws-samples/ aws-secrets-manager-rotation-3 PI/48/ £ //
lambda_function.py SecretsManagerElasticacheUserRotation

Active Directory

YEA + B 8%58¢8

« EIARZM : SecretsManagerActiveDirectoryRotationSingleUser
« FEHIK SecretString #E#8 : the section called SEE) B $#BH R BEE

« JRAEE:https://github.com/aws-samples/ aws-secrets-manager-rotation-3 B/4/ X //
lambda_function.py SecretsManagerActiveDirectoryRotationSingleUser

BB B HRRRER

- EiZREZM . SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
+ FEHIK SecretString #E#E : the section called “EE) B M B FEE"

« JRACHS:hitps://github.com/aws-samples/ aws-secrets-manager-rotation-3 P3/#&/ = //
lambda_function.py SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
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HAb BB a3

Secrets Manager Rt EARH AR K HEATMEENREZR I HBREE,

« EIZRE M . SecretsManagerRotationTemplate

« JRALEE:https://github.com/aws-samples/ aws-secrets-manager-rotation-=¢ P/#/ £ //
lambda_function.py SecretsManagerRotationTemplate

Lambda fEIRE B 1TA SRR AWS Secrets Manager

¥iMthe section called “BH Lambda EREEE” , B Secrets Manager £ Lambda B & ¥m L 27
K , Lambda E1&F IAM 1TAE |, WHKELEAERRME Lambda REENTTE., WEGEBENMER
EBEBEENETR , F28 .

- ERERNENEBHRR (ERE)
- FEREZBHEDHRE (EEH)
« BB (AWS CLI)

THEHIFER Lambda BRI TACHARBEK, EEENIHTACEMMFITEE , 28
AWS Lambda #{THA €,

i

* Lambda SRR EHITHENBEER
- EFEESRNBERRK

- REEAERBHBERFRN

Lambda BIREEHTA RN BER
THIEHIBEE AR B &
« A SecretARN #11T Secrets Manager fE%£,

< BUFER,

- MRERERKRKEE VPC REIT , B
o

|=

BRESLEMHRE, § Lambda EHE{LAFE VPC HIVE

i
®

SRERE
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
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ERAEER

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

EFEESRNBERRN

MRFEH KMS S|ARZME , MR AWS ZE S8 aws/secretsmanager , IIEEFEEAFEH
ZEBOFFAE T Lambda B11TA B, BHLUEIB SecretARN MMZEABRIBHIEABRRHE , LME
WRESACEAERZHAERENRE, TIHEGFABRTENEZEHTACER , SIEMA KMS £
REMENRRN,

"Effect": "Allow",

IR FT A
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}

ERHHEATEFZESRNFNSANRERARREY , FHENTISEE A RNRIAN | LA
TABRMEEE,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
]
}
}
}

REFEHE R BERBRIR R
MEXEFERAERBRKBENWET , 552 [Bthe section called “Lambda BB EE KL,

HHAEE Amazon RDS BEWKE K MESFEARBECEAERE  BBEREFERAE®ZEH Amazon RDS
B, AEXEAFRREEMW Amazon RDS LHHEE API , IERBSERENEREA. RAHE
BIEHMI N AWS FEE R EE 55 5B RDS ReadOnlyAccess,

THIEHIBER AR
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
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ERAEER

« B SecretARN #1T Secrets Manager 1%,
- MEUBRERERZDHERE, Secrets Manager SFEABMEAERZHINER , FHRBERR

FHRFE.
° Eﬁ%ﬁgﬁ%o

- MREREHRHKE VPC AT , AIRRELBERE, MFEFME

B VPC HHEIR.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource": "SuperuserSecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

&II{

3

SRIERE Lambda B LA
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https://docs.aws.amazon.com/lambda/latest/dg/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/vpc.html
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"Resource": "*",
"Effect": "Allow"

Lambda 1 & B S8V 3 5% 17 BL

#ithe section called “H Lambda ERElEE” , & Secrets Manager £/ Lambda BB IR
B , Lambda FEE R BN BREMAEINRE, IRENHZEITESEBHE , Al Lambda HEth A BRESHFEE
ELERFBHRR |, FlanE B ES R,

FHMER

& H9 Lambda SRR B B4 B RESTZEN Secrets Manager BRI iR 2, MREH Lambda BB A LAFE
B MEETUEA NGRS, EESRIEH , 5528 the section called “Secrets Manager
Vi o

R Lambda BEEE L FEEBRBEREE VPC F#1T , BEEE VPC FERE Secrets Manager
RIEFAE RS, A%, B VPC AIMRBREIAEEHHEHNFER , YEHEREQIIER
. MEFAEA , FBE VPC ma,

HE , EBA LR Lambda BEIR1ZEL Secrets Manager 28 in 2, H3E R4S NAT & SRR
BB ERN VPC , MEXRE VPC WREZELNEIRE. EAF VPC REERSHEAR
T, ®B&IP it (ARFEE) TR ERIRE LA EBRERHNNE,

(ER) FHEREZRE

R APl SREUT , REFERNE - EERNRFERERRK,

WMRENEH R IEE VPC FHY Amazon EC2 FTER L3117 , LS Lambda BNBRRE R
EHEK VPC H#11T, REWBREEFEEREESHREETER. MEFMER  FBHRIE
VPC #7HY

& ERFF Lambda BMBIFMERESRRY , LS AREMIMNE Lambda WIREBH T2 FHE L FTE
FERESRBOELER, A ELAREMNNEENERRBN L LFHBE A HRE Lambda
WK BAEANER,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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ERAEER

SEEEHEARE AWS Secrets Manager JE

HEFZRIEME , Secrets Manager £ Lambda ENBURRIRWEZR, MEFMAENR
section called “H Lambda B EfEE”, Lambda MR ESENZEANERER R |
Manager BB, EWRELRBEFEHN AR ITER , BEZE EME CloudWatch HES.

(@ Note

RERKAUALEENRS K SREEEGBHE, MEFMENR , 552 [ the section called

‘ZEWER,

ZEMR Lambda BREAY CloudWatch &t &%

1. BTN ERBEREEERFA  hitps://console.aws.amazon.com/secretsmanager/o

A2H the
LA K Secrets

2. BELHRER  RBEFMEAEEN Rotation configuration (EIRERTE) 2T , EE Lambda &

B, Lambda £ AR

3. T [E#R) REIFERL | BT [REHE]  RREEF [RFALEMN] CloudWatch,

CloudWatch &1 & TR B REHIThRER B S,

BERF
s THIRBESHDHRIBE, cBREEH
"createSecret" Z &R FEMIEE

- $HE . "TAFFEKMS,

- $8E8 . "#E JSON D £88

- $8ER : TsetSecret : MEBAERE,

« #8538 : THEEE AE#H 'lambda_function'
- BEENWBEKELE Python 3.7 AR E

TEREESHPRIBR 2RIBEY

ZZEI% TERESHPRIBE, cREIFED , BERFERBHRE (HIAFEK Lambda &4 30000

), Bl Lambda BN nJeEE £ EHIE 4R Secrets Manager U 3 R B o

B R E S BEAR
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& H9 Lambda S E B4 B RESTFEX Secrets Manager BRIG iR 2, MR IEH Lambda BB A LAIFEL
R, MEETUEA NGRS, BESKIEE , 5528 the section called “Secrets Manager ¥
B,

MR Lambda EEEEEFEEBRMERHN VPC F#11T , BEEE VPC HERE Secrets Manager fR#
e, A%, £ VPC AIURBR AT LNEREHFEHNER , WKEEHEQILEHRE, 0F
AHAMES , FF2E VPC inH.

RNE , B LARA Lambda BEIIR1ZEL Secrets Manager NG iw % |, HiERMS NAT BB SRR E
EFEBELEN VPC , UERE VPC WREFEN G, EMME VPC REERSNERT , BAIP
it (ARRFEE) TRESEDIRE LN ERERARENKE,

"createSecret" 2 &R EEEE
LT 2 EHERIIE CreateSecret 2 &= 1ERIRIEE -

VPC ##3% ACL T RAFFEAMEH HTTPS K&,

MERMET , FBB (Amazon VPC EAEIER) 9 EAME ACL B4 7 BBI AR,
Lambda EEOREHAAEAE | SEBITER.

MEFHMBEN , 528 (AWS Lambda FHE A B3Em) PWERE Lambda BBUEIE,
Secrets Manager VPC inZF AFFEIERE £ 8 HEME A L£A VPC CIDR,

MEFHMEA , F28 (Amazon VPC FAEER) FHEALLFERFZERNRE.
Secrets Manager VPC i B BUR T fL5F Lambda £ /4 VPC im &,

WEFFMENR |, 5520 VPC imE,

R E RS EEHERR | BRERAE#ER Amazon RDS B | M Lambda B2 £ 1ZH RDS
APl,

HRBREAEZHHEM AWS REEENREEAERwI , Lambda BB B4 E Be # 1 0U AR
BinRANBENEEREF. BRERERERKERE VPC nk, NEFHENR , F2H .

« £ {Amazon RDS £ &) F# Amazon RDS API FJHE VPC ixH.

« £ Amazon Redshift EEiER P H VPC i %,

§RaR . T AFRTFE KMS,

WRFER ClientError: An error occurred (AccessDeniedException) when calling
the GetSecretValue operation: Access to KMS is not allowed , RBIERIREEUE A FEH
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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AR MBZEHBEN KMS SREBBRHEZENTT. FABERARIE B NEANRRESBZEMEZN K
. MEEBLEFAMNER , F2BIthe section called “F FEE S AT BRBRAK",

$5ER ¢ T WA JSON R TR

Lambda SRR B EERFEMAISERN JSON EH8, NREFI LR , JSON FRERDWIRKE
SHERERNESE., NESERZEAK JSON EEBHEEEER , 352 8the section called “#Z 1Y
JSON #5187,

$552 . MsetSecret : EEEABHE
IR RAIBE S B SEERAV R RE -
WRKYEETFIRERE,
MREFRFEFERE (HI0EiB 5000 E#) , Lambda WREE e E L EB B EFIERE,

MEBEERERRIEERE VPC 8 Amazon EC2 #ITEE L #1T , BREHE Lambda BB ES
FEMHEEH VPC F#11T, RAEWMINEEMAEEEECHNRELETEN. NFFAER , FSEBE
VPC FH »

& E SR Lambda MBFIERESRRY , EHXABREMINE Lambda WIRE B RS EHE LFTE
FENERRBHNEHER. W BLEREMMEENENRBH L LEFHELFFRE Lambda
i B B R AR

MWEPRBE T EM,

MREBFEFERE , Lambda WK E TR EEARBRNBRERREF. £H AWS CLI
BT U BIEAWSCURRENTMAWSPREVIOUSIR A EAFEIEA , UERFget -secret-
value,

BRI EMFH scram-sha-256 RN,

MRERER Aurora PostgreSQL 13 R EHMRA , B A scram-sha-256 MHZ , B
BEBERATZE scram-sha-256 B 1ibpq 9 IR EEMRA , BIGRBRNEELEETERE,

HIETHRLE ERESAEFEA scram-sha-256 &

#8% B SCRAM Authentication in RDS for PostgreSQL 13 (RDS for PostgreSQL 13
# SCRAM B % B&3%) 1 #9 Checking for users with non-SCRAM passwords (@ Z 253k
SCRAM ZTEMFER &),
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
https://aws.amazon.com/blogs/database/scram-authentication-in-rds-for-postgresql-13/
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B R REBE A 1ibpq MR

1. 7£ Linux Ef§ E# Lambda F#E&8 +  EEFTHBREA THBEBEH. & zip ERBRES
TEB .

2. TE®SH , EIEBHEDHIT

readelf -a libpqg.so.5 | grep RUNPATH

3. mR

BEEIFH PostgreSQL-9.4. x AEANA 10 WEERAK |, Bl T2 &

scram-sha-256,

%8 scram-sha-256 W@RBEHEMNE L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/1ib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

% # scram-sha-256 WERBRHBE L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note

WMREAE 2021 £ 12 A 30 HZAIEREEBHHERIL | AlWBREEMENTXE scram-
sha-256 WEM 1ibpg. BEEX ¥ scram-sha-256 , BEESHETHIBEHE,

EREEE SSL/TLS FEUER.

MEEREFE SSL/TLS EfR , BEHRBPEBERARMBHER , AR\REELEREER
EE. Amazon RDS (Oracle #1 Db2 B&%\) 1 Amazon DocumentDB KRR B B B Secure

Lopodad 273
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Socket Layer (SSL) = Transport Layer Security (TLS) 3ERE BN ERE (MMRA), TH , b1
A RMBIELR,

® Note

WMBRBIE 2021 F£ 12 A 20 HZHIRET BB W Z@HmiR | ARBRINETTEEATIE SSL/
TLS WESX, ZELEMSH SSLTLS HWER , REESERBEE,

TR TE i 450 B Y 2R 3T R TR

1. 7£ Secrets Manager £ #& https://console.aws.amazon.com/
secretsmanager/ , FARBUEHI M, 1£ Rotation configuration (¥ #H 5E)
[EE% , £ Lambda rotation function (Lambda BWi2EKE) T , BEEZ
Lambda function ARN (Lambda E{# ARN) , f5l#0 arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TELLER
fl SecretsManagerMyRotationFunction  , ## ARN REEHEKEHBERE,

2. 1 AWS Lambda F# & https://console.aws.amazon.com/lambda/ B [BRE] T , i$EH
Lambda BRI BB BIE S H AP | BIF [IaA] , RREE Lambda HE,

3. HEHREFEFMEAEML , Configuration ((HAE) MBS | Tags (BHR) T , BR

aws:cloudformation:stack-name & 5| Z M {E.

4. 1£ AWS CloudFormation £##A https://console.aws.amazon.com/cloudformation By T8 |

T, BRIBERINESHHRS , RERE "8WAL

5 EMEMBIFE  UMERETREN Lambda BWIREKEHHE, 1 Created date (B HHA) ¥+ ,
RRMEBEIN B, ERE Lambda BWIREEMN BH,

$535 . THEESLPE AR 'lambda_function'y

MREHITHR LR K Lambda BB , HAERBARZAE# Python 3.7 B B AR EIEFARAKY Python |
BIMTRE R R B ERER . BEMRIER | B LUE Lambda B EMRAE EE Python 3.7 , A the
section called ‘#4388 K EIREK A Python 3.7 AR E 3.9", MEFME , 526 AWS re:Post
H BB Secrets Manager Lambda BN &R L BRI B R " A E pg ##H, #8538 72 XE,

#53R B M ER R B B¢ Python 3.7 Ak =E 3.9

£2022 £ 11 AR BN M —EHIREEFER Python 3.7, AWS BIREHR-S-_=F+=-AF1t
18 Python 3.7, MNEFMEA , F2REHN AWS BREHMTEY Python T ERAEH, BE

RS H AR 213
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https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
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IR A Python 3.9 MFTEBREE , BT BN EEREN RN ER B I RIRE
Ho

= EZEEFWL Lambda SRR EEA Python 3.7

1. & A AWS Management Console IBERI AWS Lambda & , #8115 https://
console.aws.amazon.com/lambda/,

2. TEHBUEED , &% SecretsManager,

3. EHEHNEBUEEYF , EHTHZT , 83K Python 3.7,

EZEHKZE Python 3.9 :

- BIE 1 EAEMEIEREEYEE AWS CloudFormation

- BIE 2 FAEHRBEEEHMNEITR AWS CloudFormation
- 2153 R AWSCDK AiF , ## 4k CDK &

BIE 1 ERAEHLIZEEEINEE AWS CloudFormation

E & Secrets Manager 12 & BRUER K , Secrets Manager 8 A1 AWS CloudFormation
REMMVHEWNER , ¥ Lambda BMIBKE, MREFEHA L ESRBGEEINIEE , 2FH AWS
CloudFormation & iEEIhaE , BRI SAEAMRER AWS CloudFormation #EBREHE L EGH
ZRWIEETIRE, HEEER TBHRAR Python,

EESREVHREBREAM AWS CloudFormation &

« 1 Lambda REMFFHAEAEENBEESE L | BEZE. B8 aws:cloudformation:stack-id 55
M ARN,

HEEZ WAL ARN # | 0L T EEHIPT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMB0O8/79fc9050-2eef-11ed-

- B EZM . SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda
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EEZEHMEIWIBEE (AWS CloudFormation)

1. 7E# AWS CloudFormation , IKZTBIESHE K REEE [EFH].

MEHBRRBEEFRBEBOBELIR  FRENERER , RARBEEEH
2. GEENHEEEL  BEERFIEPREEL K AREBEERTIEFRE.

3. HERHIESD , EEHAERNBH SecretRotationScheduleHostedRotationLambda & | #%
"functionName": "SecretsManagerTestRotationRDS" #RFEEZHE , HlfE JSON
F , "functionName": "SecretsManagerTestRotationRDSupdated"

4. HEEHIT AWS CloudFormation # &8 T1EHRTE , ABIBE TR, .

BIE 2 FRAEHRARERENETE AWS CloudFormation

B8 Secrets Manager 12 & BRUER K5 , Secrets Manager 8  AWS CloudFormation 2
BUMXENER , 3 Lambda WREE, MRECEHAETEEBBEEING , RELFEH AWS
CloudFormation &% 3 T HEEEKE , BIFTLAEAEER AWS CloudFormation 8 3R & #AE 8 B4 T
Y ITRE ER o

EFESKREVREREN AWS CloudFormation &

£ Lambda REWFFMEREEMNER S E L |, BEEE., W4 aws:cloudformation:stack-id 55
21 ARN,

HEEBHRAT ARN | BT EHIFT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMB0O8/79fc9050-2eef-11ed-

- B EZM . SecretsManagerRDSMySQLRotationSingleUsexr5c2-
SecretRotationScheduleHostedRotationLambda

EEEMHRIBEENEITHE (AWS CloudFormation)
1. 1E" AWS CloudFormation , Ik B BIE SHBE K AR RIE [EF].

NMRHBREZBEEFREBNETFLINR , FEFTERMR , AREEEN.
2. EEMNHEBEEL  BEESRIEDRESL K ARAREBEERFTIEFRE.
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3. TEEREtEEh , 7£&I7K JSON & | $t¥fSecretRotationScheduleHostedRotationLambda,
TProperties, TParameters., #1i "runtime": "python3.9"

4. HEE#IT AWS CloudFormation & TERTE | REIBIE T,

218 3 R AWS CDK BF |, 55#4k CDK &

WMREMEA v2.94.0 AWS CDK Z BT RRAIREZ E RISV B | BIFTSAAARE v2.94.0 EFRAKE
¥ Lambda BB, MEFHMER , 5528 (AWS Cloud Development Kit (AWS CDK) v2 Bi# A 835
) o

3 BN HE¥E AWS Secrets Manager %

BRERRECRERTENANE, FPERERACRENBETRIR  BEETRADPRERNE , A&
[ T #EZE Rotation configuration (¥ 5E) T 5. R Rotation status (EikEE) A Enabled (B X
), IeREnBETRR, MRRE , BTS20 Wik BE,

£ T ERIRKE (24)

1. BRI EY Secrets Manager £ A& https://console.aws.amazon.com/secretsmanager/o

2. BREBEHOWER,

3. EMFFMEFEMEA Rotation configuration (E#i4HRE) & |, i#IF Rotate secret immediately (3L
&R ),

4. 1f Rotate secret (B %) ¥FEH A | i##2 Rotate (i),

AWS CLI

Example 3 BNER {43

T3%| rotate-secret EH|EZEIFRAKERIR, BRI BECKRTERIR,

aws secretsmanager rotate-secret \
--secret-id MyTestSecret

i LEEE S

EICFRE B | B LUER cron() W rate() RIEXN KR EHRBUBHERE, £/ rate RiE
X, BN —EELNESRERBRBASTENHIRIRE. FA cron RiERX |, BUURMI LR
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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BREREFENRREERE, Secrets Manager SREERREA UTC KF[E, B SIS/ RFERIR— R
., Secrets Manager 1E w12 iF B (VR I B R BR L R O B 27

EEFAMmR  F2HE

« the section called “ & 2"
- the section called “ERERZEN HBWER (E2E)
- the section called “JFEREXEBH EBRE (E2A)

Rate IEE T

Secrets Manager rate RIEXHENUT , Value RIEEE , Unit BJLARZ hour, hours, day =%
days :

rate(Value Unit)

BT LA /R IR AR — R, EEA

« rate(4 hours) RN /DRFERIREZR—IX,
- rate(l day) RRBXRWIHEE IR,
« rate(10 days) R HT 10 REWBER— X,

HRLUNRABEMHNER  ARBRSREFTRAR  LE—/EREM. BLERE Window
duration (FFERIFEIGR) UBEHRBER, WIRKRAFBLEMET —ERREFER, RELFEAN—ES
ERESWBRER/ DRI E NI B/ /EFE

HRUXRABEMNER  FARWIRFERETRAR , XHE-REREEM, &7 FRE Window
duration (K ERIFERME) UBEWRKR. BMBRFABEMBE-XR (L UTC %), BEUFRH
—E R ERERRAARZMN ERFERFERENRIEFR 24 I,

Cron RIZER

Cron RiEXEAMT :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

BENFEEMN cron RIEXNGERER. HlW, cron(0 4/12 * * ? *) RINESE 4.00 T4
4:00 , RERFE-ZRER 4:00 T HF 4:00, Secrets Manager i HEiZEH UTC BE,

Rate :EEHE 217
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HRVNRABENNHE , ARRWRERE —/PRREM, LR LERE Window duration (BB &R
B) USEWmRER, MRRRTGEAT —ERRER, SRS/ SRR —RE.

CRbEE e RiEN
BR/VNBEFRRSE. cron(@ /8 * * ? *)
BR/\VNFE L 8:00 FA, cron(@ 8/8 * * ? *)
BRT/NMEEER 2:.00 B, cron(@ 2/10 * * ? *)

AR TE 2:00. 12:00 F1 22:00 BEES , Rk
FEE =X 2:00, 12:00 # 22:00 BAA.

X LEF 10:00 cron(@ 10 * * ? *)
BT F 6:000 cron(@ 18 ? * SAT *)
BE A% —XLF 8:00, cron(@ 8 1 * ? *)
B=EAF—EEHRHNZESR 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BEAKE —XTF 5:00, cron(@ 17 L * ? *)
8iE—FEA L5 8:00, cron(@ 8 ? * MON-FRI *)
BANE—XRME+TRZKRXTF 4:.00, cron(@ 16 1,15 * ? *)
BEANFE—EEBFR. cron(@ @ ? * SUN#1 *)

Secrets Manager Ay cron FRIEXNER

Secrets Manager ¥ 2 Al SLAR cron REXHWABE —LMRFIl. Secrets Manager Ky cron RiEXE D
EWMN P XEE 0, AA Secrets Manager Wit IFBR S E RS2 KE, EFOBCPXEET Y, BA
Secrets Manager A X EHER—F U LN WIBHRE, THERKRBETRETUEANREE,

i Values (#18) BAFRT

Cron &RiEX 218



AWS Secrets Manager

ERAEER

Rz
N

D ay-of-month

Values (B{H)

0-23

1-31

ERFRT

£/ / (EMR) EEBE. H
W, 2/10 RR{EER 2:00 B3
HERE 10 ME—IR, BAIUE
M/ — IR,

£/, (E5) RS HAMWE.
flgn , 1,15 R—EAMLE 1
RHME 15 Ko

5/ - (W) s EEE, 5
o, 1-15 R-—EAKEE 1
RXKEZE 15 Ko

£/ * (B%) RISWEPH
FrEfE. flan, ~ ®kR<—@A
Blgﬁ_;io

? (A%R) BAFTARKRT
REMTM—E, SEEER—
f& cron FKEX RHEE Day-
of-month #H Day-of-we
ek MW, WREEHDP—1E
MUBETRE , MSEES
—ERPEA ? (B5R).

£/ / (IERHR) EEHE, 6
W, 1/2 REBMRIESE 1 X
Bt AR, F1X, &
3R, 5 X%,

R LEE—BANSZER—
Ko

5 DAYL s E—BAMERE
—{Bdr & BE, flim , SUNL &
T—EANRE—EER,

Cron &RiEX
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ERAEER

Rz
H

Values (BH)

1-12 =% JAN-DEC

ERFRT

R, (Z5) RS HME,
f5ltn , JAN, APR, JUL,OCT
xn~1A.48. 7A#M10
=8

R - (B aR) EESE. 5
w,1-3RF—FWNE1EA
EE3MEA

£/ * (%) RESMuH
WFrEE. flm , *» R REE
EO

£/ / (ERR) EERE. H
wm,1/3R/R"EBE=@A , #
E1EARE , MIYFERSE 1
BH. £4@A. £7EAA
£ 108 A,

Cron &RiEX
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WL Values (B{{E) ERAFR

D ay-of-week 1-7 =% SUN-SAT FERA#EE—ERRNER
%, flan : TUE#3 RTEAM
E={EB=,

£/ , (25%) RESEHME,
plan, 1,4 RR—BHE 1 X
ML 4 X,

£/ - (BeR) isEEE, 5
W, 1-4 XRRE—BENE1XRE
% 4 9{0

£/ * (B%) RISWUEPH
FREE. flt, * RE—BEH
ﬁ_%o

? (B#%) ERFTARKRT
REMEM—E, SEEER—
f& cron FREKX H#EE Day-
of-month A Day-of-we
ek MW, WREEHP—E
BMUEETRE A6 RMYEES
—ERPEA ? (B5R).

£/ / (EMR) EEHE. H
m,1/2 ®RA—BNER-X
, feE—XRBAwm , Al 1 X,

B3R, BEERMET7 XK,

£/ L EE B &E—XK.

F AR * &
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B REENME

AT LAME A AWS Config REHMEBNZTE , LEBCHRAFESENEEETRIR. BULFERARARNE
EFRBHARIBLEMFE AWS Config HHEFER. R% AWS Config AIE B TS EHE R,
BB RZFEER, MRAL, ARRBMEN KMS £#8. Lambda i IhEs U K% B2 R 3 4H
B EBNEE,

MREHEZE AWS 1RF BBHHEER WU NREZEENEREER. AWS BE WEFHAE
A, FE2RZIEFZESERER,

LM RS EAERE
1. EMEEMAWS Config BEISFAEERMIET | B4 THIRAIhTRIE -

« secretsmanager-rotation-enabled-check - ERAE A Secrets Manager A EHAY 4
BERE T Wi,
« secretsmanager-scheduled-rotation-success-check - B2 LR K IWHIREBER
ENRIEREER, BENREERASH,
« secretsmanager-secret-periodic-rotation- MEREEEEN XKEANRRWE,
2. BIEMMER AWS Config EAERBIAHERBELNG, MEXMER , F2HE AWS Config EE
Amazon SNS HyiBHIEE,

HUHE Secrets Manager Y B Bhhe =
MRLABBRET SBIEE | MESSELHEE | AT RS,
HR 2 B

1. BRI AH Secrets Manager £32 & https://console.aws.amazon.com/secretsmanager/o
2. EBELHWE,

3. EXRGHMENEENRIRERT , BEFERE,

4. 7L [fmIEnEESRE) HELRY , B (B BkEE] , REREE [REL

Secrets Manager R BBIRMAREN , SMELRE future REEH BB UFERHE,
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https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager FHHE ftt AWS IR EE R ZRHE

% AWS RIS REME AR EE AWS Secrets Manager. EELEFERT , EERBZESERNT , bR
R, BIRFHNRBEHAEERE, flin, EEIERFRSTEZERE , ALETLBTHRER
B, EERKEOUESRISEREERINERTEFNSIMBRRE , RAEERFICARKE , Bt
EREIREBREARERZEE,

ZEMENGEEFRESBHMAEERS ID , UER5,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EEWENREZ ID

appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

* rds - the section called “Amazon RDS”

+ redshift - the section called “Amazon Redshift”
+ sqlworkbench - the section called “Amazon Redshift Z RS 2 WX

HESKRBEHM AWS BBEENER  F2ESEIEENER.

NEFEEABRZBRBNZEEE  F2REEARENERSE,
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ERAEER

AWS {# AWS Secrets Manager #2219 IR 75

Hx

BT 5 EM{ATEL Secrets Manager AWS R BEHEREEA.
#04a AWS App Runner £/ AWS Secrets Manager

wm{a AWS EERRFAEEH AWS Secrets Manager

#n{a AWS AppConfig £ AWS Secrets Manager

Amazon #1117 AppFlow £/ AWS Secrets Manager

#04a AWS AppSync £/ AWS Secrets Manager

Amazon Athena ¥ f£ F§ AWS Secrets Manager

Amazon Aurora #01a] £ AWS Secrets Manager

#n{a] AWS CodeBuild £ AWS Secrets Manager
Amazon E#& Firehose 21 fF F AWS Secrets Manager
w4l AWS DataSync £ AWS Secrets Manager
Amazon 117 DataZone £/ AWS Secrets Manager
#n{a AWS Direct Connect £/ AWS Secrets Manager
#n{a] AWS Directory Service £ AWS Secrets Manager

Amazon DocumentDB (with MongoDB compatibility) #04a] £ F§ AWS Secrets Manager

#0{a] AWS Elastic Beanstalk £ AWS Secrets Manager
Amazon B R SREFMERNER AWS Secrets Manager

Amazon Elastic Container Service

Amazon #01d] ElastiCache £/ AWS Secrets Manager
#n{a] AWS Elemental Live £ AWS Secrets Manager
n{a AWS Elemental MediaConnect f#F AWS Secrets Manager
e AWS Elemental MediaConvert £ AWS Secrets Manager

n{a AWS Elemental MediaLive £ AWS Secrets Manager
w4 AWS Elemental MediaPackage £ AWS Secrets Manager
Al AWS Elemental MediaTailor £ AWS Secrets Manager
Amazon EMR #n{a A Secrets Manager
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ERAEER

Amazon 2019 EventBridge 8/ AWS Secrets Manager

Amazon FSx 1l { A # % AWS Secrets Manager

tnfa AWS Glue DataBrew £ AWS Secrets Manager

AWS Glue T{EZE 1A AWS Secrets Manager

fn{a] AWS loT SiteWise A AWS Secrets Manager
DEEEENWMER AWS Secrets Manager

THEEREERE S HRUNMAFER AWS Secrets Manager

#n{a] AWS Launch Wizard £ AWS Secrets Manager
Amazon Lookout for Metrics #0{a] &£ F§ AWS Secrets Manager

Amazon FE& Grafana #{a{#£H AWS Secrets Manager
#n{a] AWS Managed Services £ AWS Secrets Manager

Amazon Managed Streaming for Apache Kafka Z1aI{£ F§ AWS Secrets Manager
Amazon Apache RIREE TERZENAEA AWS Secrets Manager
AWS Marketplace

L0l AWS Migration Hub £/ AWS Secrets Manager

Al AWS Panorama £ Secrets Manager

zn{a] AWS ParallelCluster £/ AWS Secrets Manager

Amazon Q 1A/ Secrets Manager

w4l AWS OpsWorks for Chef Automate £ AWS Secrets Manager
Amazon 17 QuickSight £/ AWS Secrets Manager

Amazon RDS

o BBEALB A £ -l AWS Secrets Manager

Amazon Redshift EFfREERE 2 IR

Amazon #f7] SageMaker £/ AWS Secrets Manager

nfal AWS Schema Conversion Tool £ AWS Secrets Manager
el AWS Toolkit for JetBrains £ AWS Secrets Manager

#04a AWS Transfer Family £/ AWS Secrets Manager #%
AWS & 55 B 0frI f5E FA B4 3% AWS Secrets Manager
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I AWS App Runner £ AWS Secrets Manager

AWS App Runner 2 —1& AWS fr#% , TRHARE, FEBERARBZHLEN , REHKEABRERMR
BEEBER AWS BEnPAUEXEZEH Web EARER, EXAFTEBTMRMN. REEE A HEE
Bl , 8 FFEMNEMAMENRE AWS EilF,

£/ App Runner , B A EE VR EMRENAERER | SERBENEREARBETINREEZE,
MEHMEN , 528 (AWS App Runner B ABIER) PWSERESENEBRREEE,

e AWS FEERREFARREA AWS Secrets Manager

AWS App2Container ER—EHTHIE BB ERANERERSIBER P OREREHS LH
THERATRESR , LLEME Amazon ECS, Amazon EKS BB A H#IT. AWS App Runner

App2Container E A ZEE S REEANK THEEMSERIEAEXARFNEE , UEHTE
W T. MEFMEA , 5528 App2Container FFAWS A EIEREHHERE AWS App2Container K2

#n{a AWS AppConfig £/ AWS Secrets Manager

AWS AppConfig &R AARE, EEMREIEEAZENALEN AWS Systems Manager Ihgg.
BT ESRHER REAIEIE Secrets Manager HEVEURE A, B HAKNBEREER
& A LUIE$E Secrets Manager {fERERRERNRIR. MEFMENA , F52E (AWS AppConfig £
&¥ER) HH Creating a configuration and a configuration profile (3 #HREFAAREELERE), MEEE
M AWS AppConfig RECHRE Bz ZBENENR , 5528 (AWS AppConfig EAER) FH
Secrets Manager £,

Amazon {7 AppFlow £ AWS Secrets Manager

Amazon AppFlow 2 — B2 ZENBERK , TEEAERBAIRK (SaaS) EARER (420 Salesforce)
LK 52 BB E R 7 AR (Amazon S3) 1 AWS AR# 52 5% Amazon Redshift ZFEEARR 2B R £ i
T|EH,

£ Amazon R AppFlow , B SaaS EARERREAKRES BN , REELER. ETREE
RE SaaS EABRAMEMNEN , M5 REEN., FAESBNEG. Amazon BENEEEIE
AppFlow ZREEHFEIBRNBEFNRZREE SR Pappflow. FRHENERE S ST Amazon WE
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
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A AppFlow, MEFMMEF , 52 Amazon AppFlow f# f &R AppFlowH ) Amazon FHI&E
PHRE

I AWS AppSync £ AWS Secrets Manager

AWS AppSync BIEARERFERASRMMA, AEREMN GraphQL RHE , UEHREZEAREFENE
¥, 8% Amazon DynamoDB #l HTTP APl, AWS Lambda

AWS AppSync /8 CLI &85 rds execute-statement{E A BEHHEAERELREE Amazon
RDS, MEFHMENR , F2B (AWS AppSync B A B PHIZERTE . Aurora Serverless,

Amazon Athena f{a] £ AWS Secrets Manager

Amazon Athena 2 —E B B\ &E# IR , AT Amazon Simple Storage Service (Amazon S3) B £
B SQL BREESTER,

Amazon Athena BRI HFIELRES A LAFEA Athena B S EHIEN MR EEEM B REHER, WME
&R , 528 (Amazon Athena fEAE1ER) FHIFE A Amazon Athena Bt & &,

Amazon Aurora 1A A AWS Secrets Manager

Amazon Aurora B2 ZEBBNERESIZE , AT MySQL M PostgreSQL &,

EEEE Aurora WEEFHERTE , Aurora TULAREBIUSEENZG, BEEAZWEN
B, Aurora hEEEELRENRE. WEFMER , F28 (Amazon Aurora R EER) FHE
FA Amazon Aurora 1 AWS Secrets Manageri 1T R B &1,

WEHM Aurora 325 , 52 Bthe section called “BX EREWE",

BRI Amazon RDS B API B | A EHRZREBEERFEAKRBRREEERNENRE. WEFM
B, 528 (Amazon Aurora FEREIEE) RHEHIE AR Aurora Serverless BIE £l AP,

E& A Amazon RDS EfRERERIERER , IR ERENBEFMIE Secrets Manager H,
MEHMET , 528 (Amazon RDS A EIER) DM EHEHRESS

un{al AWS CodeBuild £/ AWS Secrets Manager

AWS CodeBuild RERT T ZEMEBERIE. CodeBuild fREENRBERE. HTETRE 6 I
EXEHETFHBAK M.
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https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/cli/latest/reference/rds-data/execute-statement.html
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
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BRI FERAMZEEERTFHRAREZEAER, MEFHMEEN , 5528 (AWS CodeBuild ERA1E
) CodeBuild# )& AWS Secrets Manager &35l #9 FA A & 8%,

Amazon E#% Firehose #1{A{#£H AWS Secrets Manager

B LAE A Amazon Bl Firehose #SEIR R RERMBEIEELREA N, EENFTEREL LB
B , Firehose B7E# TP ER ¢ Secrets Manager BV , SLUEREZEEHN ., MFFHENR , F2HE
Amazon & ¥} Firehose Fi % A B35 E AWS Secrets Manager | Amazon & #} Firehose #1788

Az o

#n{a] AWS DataSync £ AWS Secrets Manager

AWS DataSync 2 — B L ERER R , T, BB EMEFERAREREZEBHERBH,
DataSync #RZ I ## B I8 IR B E = AWS.

EEWERNIFIBHEERAMWIEBERN , DataSync Discovery EFFAREERAEENEHRE.
DataSync S ELRBEEELET BN Secret B EEBREPdatasync,. BEEAZMWERN
B, WEFMER , F2BAWS DataSync EAREET SR ERERKFIEE DataSync I§
%o

Amazon 048] DataZone £ AWS Secrets Manager

Amazon DataZone @ —EEREERLE , IEERE. RER. B, HANIWER, SR URER
£7%#4% B 8 Amazon Redshift B P EARBNBRPNEREE, AWS Glue fREEX EFE#ET
Amazon Redshift , A LA7E Secrets Manager #Z 2t Amazon DataZone B A& ¥, WHFFHME
# , F2E Amazon £ DataZone EIErRFHIEF T AWS Glue iE#R A Amazon Redshift EXEE
VERKR.

un{al AWS Direct Connect £/ AWS Secrets Manager

AWS Direct Connect EIBIZXE Z KB K ABBLR |, B BN RN IPHAEERZEX{E AWS Direct Connect
VB, FBIWEE , B NEEZET AN ERNE AWS R,

AWS Direct Connect #E#R BB €8 & BN EREAM S IMY (CKN/CAK B YY) REEERANEANS
EEZEF, directconnectENERE I EEEH+H AWS Direct Connect, & EEH R |

B AER AWS Direct Connect MR =2 Secrets Manager. MEFMENR , 5528 (AWS Direct
Connect FRAEERE) PHE MACsec CKN/CAK EE LAG & £ E3H,

Amazon E#& Firehose 228


https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/discovery-configure-storage.html
https://docs.aws.amazon.com/datasync/latest/userguide/discovery-configure-storage.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
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#n4al AWS Directory Service £ AWS Secrets Manager

AWS Directory Service 12t Z 5 X 3 {F F Microsoft SEE) B #& (AD) EEH ftt AWS BRI, BT LAER
BEOEER | 4% Amazon EC2 #{TEEINA B &, WMFEFFMER , £ (AWS Direct Connect fEF & 15
B ¥, F8H

« #& Linux EC2 #7171 B B4 3t h0 A S&HY AWS Z & Microsoft AD B #
« # Linux EC2 #i1TE B A& i1 A &EBY AD Connector B #%
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Amazon {7 SageMaker £ AWS Secrets Manager

SageMaker Rt £ X EENHBE2EFRE. ERNBERNAHASTURRERBEENRERZ
BRE K ARECMNEESEILEERENTEREP, SageMakerv iRt —EE SN Jupyter IRE
EFRAYTERE , TUSFEihFRERRFEUETRRNS T , AL EFT X EERRESR.

AR Git #7858 Jupyter ERAMITRBNEREEE , UEHVAEFELSMBRER AT ER , N
REBERREFIREFHERLS, BUUFEARFREEEREENEREFERRE. NEHMAEHR , F2
B Amazon SageMaker B3 A Ei5rP A Git 77 EEE Amazon SageMaker FEFE A% 1T {E S +HES
B,

= of

E{¢ Databricks [EAEF! , Data Wrangler €#%&# JDBC URL EHREMZEEEF, NEHMAE
, $58B ¢ Databricks (JDBC) EAEHL,

o i

# Snowflake EAE# , Data Wrangler @ BN BR TR EMZEESMZEP, MEFHENR ,
4]

=
B2 B Snowflake BEAE XL,

#n{a AWS Schema Conversion Tool {8 AWS Secrets Manager

&ALAE A AWS Schema Conversion Tool ( AWS SCT ) #BRENEBEE K —(ABIEESIZE
BAS —EEEBESIE, SuUERERN OLTP HBER , IENEREERR, BRENEEHE
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iRt A LAEE Amazon BHEEERBTERB LN EREREFER , IUAEREXNEFERE S3 FEFirE
t,

ELEINENEEBERE , AWSSCT JUFEAREEEPHNEREFE AWS Secrets Manager,
EEMBEZEN , 5520 (B AWS Secrets Managerfs®) FHIEHR AWS SCT AWS Schema
Conversion Tool & HE A,

an4a] AWS Toolkit for JetBrains £ AWS Secrets Manager

AWS Toolkit for JetBrains JE 2 — B KRB /AEES | BARK JetBrains. TEHATHEBAZ AR
R, HIENMBECER AWSHERRSEARER., £AIEHAERE Amazon Redshift B&ERF |, &
AUERARZEESRTETE?RE. WHEFHMEENR , 528 (AWS Toolkit for JetBrains £ & 15
) FHEE Amazon Redshift %5,

204 AWS Transfer Family &£/ AWS Secrets Manager 3%

AWS Transfer Family @ — X2 E&HRE A TEEEEEATNEL AWS FRERE®.

Transfer Family REXEF A ERMEER 2 (AS2) BA B ENARSSEHERRE, B IE TN
Secrets Manager #% , AALNERFEEZEREUE., NEFHEN , F2E (AWS Transfer Family
FAERER) PHEAR AS2 EESHN T 2 BF

EEE®E Transfer Family, FH#& , £ L AWS Secrets Manager fEA & 2B BlIR It EEH, WME
HMER , FSREEAEETHNFER B S 2 BAIREAWS Transfer Family & % #& X ERA ZH
B 78 LA AWS Transfer Family £F AWS Secrets Manager,

& A LAFEEL Transfer Family FA TERZRENIER , £ Pretty Good Privacy (PGP) %, & E
EIEREBLSBIFERRBR  FREMEE Secrets Manager P EEM PGP €8, MEFMEN , F2
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BHEBRLEEIN LG RBREERNAE R LB TRERTERSRE. SUELNE VPC i
2, LMESRR VPC B2 Secrets Manager 2 2 FAEERR. /M HEHImIERA AWS PrivateLink $4if , i&
IFE M ARSI R BRI REE,. NAT #&. VPN &5 AWS Direct Connect EBEZH1ER TR
#h 77 EX Secrets Manager APl, VPC R {TERAFELHE IP it , EN5EEE Secrets Manager AP
B, &/ VPC EE Secrets Manager 2 B RER S RIFE AWS BENEER, MEFMER , F
28 (Amazon VPC A EEmM) FH/E VPC iHmE (AWS PrivateLink),

Secrets Manager £/ Lambda SN SR EZR , B EERERENME , Lambda HEE
[E B E R EF Secrets Manager ZHHFER. ERFEHATEAHBEBH@WRE , Secrets Manager #%
FEREREMRN VPC FEI Lambda ¥, BMBRZREEMEHN VPC FE L Secrets Manager i
2 LUER Lambda @B 2T Secrets Manager BYFERRIZFE Amazon BRHNEE R,

MRBHZRBEAFE DNS , B EAHEFHN AR DNS £ (0 secretsmanager.us-
east-1.amazonaws.com) , [@ Secrets Manager 2 API 555k, MEFMER , 5828 (Amazon
VPC R EER) PHEBI HinEFERE.

ZALUEREFATBRPIEHRYE , BIRY Secrets Manager WFERERE VPC FEl. MEFHME
#A , 5%/ the section called “& 5l : FFRIF VPC’,

B LAEA AWS CloudTrail B , #EILERIEB VPC in B FERAMEZNER.
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1. 726 Amazon VPC R EERETHNEV M HinH. EARKEERE
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2. HERHHIRMOFE , FSEER R REESH VPC imRE 7

H A F R

EEAESHANFREBEIEN, #HR, SNEMER VPC wE. T8 , AfEEEH AN FEKT
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£ AWS CloudFormation %3 AWS Secrets Manager # %3

EAILAE A CloudFormation 84Xy AWS: :SecretsManager::Secret BR |, £
CloudFormation &2 T W% , I B MW PR

#E A Amazon RDS = Aurora B EEEFIE , B ETE AWS: :RDS: :DBCluster HEMA
ManageMasterUserPassword. Amazon RDS #EZEEALREUMRAUERRIR, IEELHEE
7, B2 ZERR,

&% Amazon Redshift #l Amazon DocumentDB &5 , B 5t f£ /A Secrets Manager E4 M
REIRE 6 ARCEADESERUMEBTHREAEEBNEN , EETERENERE, ET
B, A AWS::SecretsManager::SecretTargetAttachment &R , HE&E R EHIE
& , FIEE Secrets Manager L EBBHBUBZNRE, BER K EERBEDHIE K FEH
AWS: :SecretsManager: :RotationSchedule BRIWIR B EIAR B MEEE, BFSBUTEH -

o {#F Amazon Redshift BF&H I R
o & Amazon DocumentDB &% 22 3 #5357

£ AWS::SecretsManager: :ResourcePolicy ERMEERBEREZEZTHE,

WFEEM AWS CloudFormation MY EIRKEF , 5526 (AWS CloudFormation £ & /)
Wy B AR ST Ay B A NG, SRt A LAEA AWS Cloud Development Kit (AWS CDK), fIEFEMEA |
288 AWS Secrets Manager 2 E,

4

£ AWS CloudFormation 23 AWS Secrets Manager #4%%

HEHEEIE A CloudFormationCreatedSecret-alb2c3dde5f6 M AR, MBRERUT
JSON , REVWBRELEM 32 BF THNERE,

"password": "EXAMPLE-PASSWORD",
"username": '"saanvi"
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MFEE A AWS CloudFormation 237 &iRHEF , 5528 (AWS CloudFormation A &5R)
KRR EE AR Y E AR A

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by AWS CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

£ AWS CloudFormation B3 88 B By TI8ER AWS Secrets
Manager #% & Amazon RDS MySQL &R E#1T{E
EEA Amazon RDS 5 Aurora B EE B , BEEE A ManageMasterUserPassword , #l

AWS: :RDS: :DBCluster FHEIf| "AEEZRIFE I Secrets Manager % Fi/Ro Amazon RDS
BESACEINBRIEERER, WEESHMEN , F20 ZEHiE,
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212 —1{@ AWS Secrets Manager #Z #1—{@ Amazon Redshift &£&f
AWS CloudFormation

£E A Amazon Redshift B EEERE , RPIBEREE
FAWS: :Redshift::ClusterfAWS: :RedshiftServerless: :Namespace EEYEEl,

FERAUTHRNEIL AWS Secrets Manager Z i Amazon
DocumentDB #14T{E# AWS CloudFormation

HEfEERAMBEPNBEEAEAENER , REILZWEZMN Amazon DocumentDB #1TER., &
HEETEREBER , TEREATIREBNAS, SRTER WPEREEH AR EII Lambda WK
B, WERWBREATAE—RELSF 8:00 £ 10:00 (UTC) 2B BE B, EARZSLREER , 1T
{E &7 Amazon VPC /1,

L EHlE ¥ Secrets Manager £ A T %1l CloudFormation &R :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

* AWS: :SecretsManager: :RotationSchedule

EEMSERERRIERNET AWS CloudFormation , 5528 ( AWS CloudFormation {# 18
) PHEmEARER

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

iy
"TestSubnet@1":{
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON
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{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"

JSON 245



AWS Secrets Manager EREEmR

}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager £/ AWS CloudFormation #9753

EInERE R ABRERIRINEE | Secrets Manager €1 F AWS CloudFormation B M EiFFEHE

R MRBEZIBREPEILFNEMPEE , AWS CloudFormation ERIFEEH MR E LR B
AWS: :Serverless: :Function, % , AWS CloudFormation %% %E RotationSchedule , E®
REMENRBRREN WAL, FMEEEWRE , &S0 S EEFEE View stack (RIFHER) , BT
AWS CloudFormation #t £,

MEREFRMEDWIRNENERENR , F2REBIR WE,

Secrets Manager £/ AWS CloudFormation BY 53 250


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-resource-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html

AWS Secrets Manager EREEmR

#3I AWS Secrets Manager #:% AWS Cloud Development
Kit (AWS CDK)

EE COKEARKHTEY, EBNMMEEME , AIAEA AWS Secrets Manager EEER
E , HPEE ResourcePolicy. RotationSchedule, Secret. SecretRotation
SecretTargetAttachment BA&#E4H,

# COK BARXPERAZERN —EHF LR EEAFZAH CLI REVRE , RREBFEA CDK
FERRER,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://console.aws.amazon.com/cloudtrail/
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4. EEE Filter (B5&) ZXM/H Time range (REEE) , UiHEIHREEBESHROEH. Hilw -

a. BHEEEFNHE Secrets Manager £ , HREABM , FEESHRR, AR, #HHBASE

H R | 122 secretsmanager.amazonaws.com,

b. EEERMENMESM  FitY (EMEL] & (BREE. AR, HRAAEREE @
AEBHEHE,

5. ZEEEFHMPFAER K BSEEE4ZENEMSE, EEEEFMETHNEN , 5&E View
event (1R EH),

AWS CLI

Example f¢ CloudTrail 2 ###EX Secrets Manager &4

T %] lookup-events EHIEEH Secrets Manager B4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager FYIE B

AWS Secrets Manager 457 Secrets Manager fE2M1EE , U R EBENMREENEMEHE
A AWS CloudTrail e ##&E. FMNATEHELEHHRIBENHEREN , 2B 1§ Secrets Manager
E {2 EventBridgeo

BFFEAER

- Secrets Manager #£/Ef) BB B
- EMBRMBFFIER

- EENBFIER

- ERBWAFEE

Secrets Manager 2/E/ A 55E E

Ol Secrets Manager 2{EFTELNEHESR "detail-type": ["AWS API Call via
CloudTrail"].
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https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/lookup-events.html
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® Note

£ 2024 £ 2 A28l , —% Secrets Manager 21ERE 7T B ARN Y TARN, M2
Farny WEH., MEFHENR , F2E AWS re:Post,

LT REEHIRIEF I Secrets Manager i#EiB APl, SDK = CLI #{TIRERELEM CloudTrail H,
BatchGetSecretValue

HMBatchGetSecretValuefE 3 E .. MERBHENBBENHEEN , F28H EIME,

CancelRotateSecret

M CancelRotateSecretfF¥E 4., MEWBNEBEN , FSRHIHE WE,

CreateSecret

%II

HCreateSecretfE¥E4E, NMEBMEBEIVNEZNHEEBEN , F20 BEUNEEWE,

DeleteResourcePolicy

M DeleteResourcePolicyfE¥E4, MFEFFAMNMEEENR , F2RE o REHETFIIES,

DeleteSecret

HDeleteSecretfE¥E £, NEMBBMPRRZNMEEENR , 352 E the section called “MH BRI Z",

DescribeSecret

M DescribeSecretfE¥£E &,

GetRandomPassword

B GetRandomPasswordfE£E 4,

GetResourcePolicy

2
¥
=
\p
5
5

M GetResourcePolicyfE¥E4 ., MFEFITHNERBEER , = B 17 N2 o

GetSecretValue

HGetSecretValuefBatchGetSecretValuefE2E 4L, NEBRBRBENWZNHBEN ,

ListSecrets

3
V]
&
E

MListSecretstE¥EE, MBHEMEI| LW ZNEEBER , F2H the section called “EHRME",
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https://repost.aws/knowledge-center/secrets-manager-arn
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
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ListSecretVersionlds

HListSecretVersionlds{E¥E 4,

PutResourcePolicy

M PutResourcePolicyfE¥E4 ., MEFANEREN , F2H S 2 BEEFEURS,

PutSecretValue

HPutSecretValuetE¥£E4, MEBRBERWZWIEREER , S B the section called “4& i
2,

RemoveRegionsFromReplication

M RemoveRegionsFromReplicationfE¥E4+, MEEEWEZNHEEN K F2REEHEEE
o

ReplicateSecretToRegions

HMReplicateSecretToRegions{fE¥£E. ., NMEEERZNHBEN , FSREEREERE,

RestoreSecret

HRestoreSecretfF ¥ E4, MERFENEBEEN , 582 Bthe section called “iEREME",

RotateSecret

HMRotateSecretfE£E L, MEWMNIEEEN , FSEWE B,
StopReplicationToReplica

HStopReplicationToReplicatE¥E4 ., NMEEEMZNHEEEN , F2RERBEEER.

TagResource

MTagResourcetE¥E4:, MEBRBEL M EZNHEEBENR , F2 8 the section called “FEH], W&,

UntagResource

MUntagResourcefE¥E4, MEBRBEUEWZZECHERIEN , 52 B the section called “EE
UpdateSecret

MUpdateSecret/E¥E L, MEBBETHUZNEBEN ,
UpdateSecretVersionStage

528 the section called “{E i ER",

M UpdateSecretVersionStagefEEE 4., MBRAFEBRNEBEENR , 52 Bthe section called “M%
RRA"
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
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ValidateResourcePolicy

A ValidateResourcePolicyfE¥E4 . MFFAINMHBENR K F2R I o RFEEFEES,

EMRAY BEEEE

BT Secrets Manager B/ERIEH 25 , Secrets Manager IZE€E L T 5 EEMIPRABRINE 4, BELE
#E%E "detail-type": ["AWS Service Event via CloudTrail"],

CancelSecretVersionDelete

B Secrets Manager (REE4E ., MREEEEZARANWZE LI DeleteSecret , ARE WY
RestoreSecret , Secrets Manager ¢ ¥ FME RN S BRI AL HKEBEHN., WEERHME
& , 552 Bthe section called “iEBFEMZ",

EndSecretVersionDelete

I BR#& BE MR A BF Y Secrets Manager IRIEEL . WFEFHFMENR , 5528 the section called “filBrE%

i

2,

StartSecretVersionDelete

Secrets Manager B #A M BRI A B Secrets Manager [RIEE £, WMEREMIBRIMZHNIEEEE
7 , 5528 the section called “MBRIE",

SecretVersionDeletion

Secrets Manager MBREARI MR ABFH Secrets Manager IRIEFIESE ., MEBFHMAER |
BB AR AN,

3
W

EENBFHE

BT Secrets Manager B/EMIEH 25 , Secrets Manager E€EL THEEZHBANEH, ELE
#E%E "detail-type": ["AWS Service Event via CloudTrail"],

ReplicationFailed

BB KHMEFH Secrets Manager RIEESX ., WEEETWEFHNIHEEEN K B2REEESESZZE,
ReplicationStarted

Secrets Manager B8 BB A Secrets Manager [RIEEL ., NEEBRENHEENA ,
B REEEFE,

s
\\\}t
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
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ReplicationSucceeded

R E R WEEE Secrets Manager R E% . NBHEERBNHNEN  BS2UEEREES
.

EmH BFHEE

BT Secrets Manager 2EVEH 25\ , Secrets Manager ESE4 T HIERHIREBNENH, EEE
#EA "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted

Secrets Manager BIAER iR F A Secrets Manager [RIEE®E., MEHIRNEBREN |
B! WE,

RotationAbandoned

3
$
aa
E

Secrets Manager IHAEE R , WHRIREWEERABER AWSPENDING Z&EFH Secrets
Manager [RIEEL., NMREERBIRBELFTMZEMRA , Secrets Manager FE M EEwI, NF
WM ERER , SRR WE,

RotationFailed

ER itk BUBF H Secrets Manager FRISEE . MFERBWEBEN , 552 Bthe section called “ it
SHBERR,

RotationSucceeded

E R R B RE R Secrets Manager IRISEL ., WEHBWIEEEN |
TestRotationStarted

3
¢
dn
&
i3
5
B

Secrets Manager & ¥ R HEF2 17 BN Sm 15 A 84 27 B 1 I B B LA R Secrets Manager BRIEES. WFE
WM MBI AR , FSRWR B,

TestRotationSucceeded

Secrets Manager & ¥ R HEF2 17 B Sm 15 A #4227 B Th I B B LB BB Secrets Manager BRIEE.. WE
WIRWEEER , FSRRER WE,

TestRotationFailed

Secrets Manager &t ¥ R HERE 1 B 2 B Sl itt | B#giti K BUAF A Secrets Manager BRIEE
4, MERRNEBENR , 552 Bthe section called * ERi R B HE AR,
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AWS Secrets Manager £ Amazon E5#2 CloudWatch

£ Amazon CloudWatch , R LABE#E AWS RSBV E R , UEEREESFRFEHNE,
CloudWatch #$ELHETERMRE 15 EA , R ETLUFEIESRER , I FiFibkEAE Web EARERT
FRIEEVEITIE R . ¥ AWS Secrets Manager , AL ERIREFHNRBHE , SR ELALEMBRHG
S , AR ¥ Secrets Manager B9 API I | SiEZEBEEAETH T, WEEBUNMAEREEN
B , 2B A CloudWatch 5 EIECIoudWatch AEE,

2 Secrets Manager E&

1. 7 CloudWatch =2 &0 [BE] T , &EF [FIEEE)

2. & "EE, BEARPE Asecret,

3. BETTIE®RE:
EEERIRF RN RIBEE | FBiR1E AWS/SecretsManager , A% i#HSecretCount, WEE
BB —IR.
& EER Y Secrets Manager B API N (BEFEB EE S HETHMEN) , FEE [FEAMRMR]
> [k AWS BiR] , AR EIEERK API FEIY, 0% Secrets Manager AP /55 |, 82H
Secrets Manager #E¥,

4. FBHATTHIRE
EERVIEEEK , 528 Amazon CloudWatch A EEETHARIEEET.
EZEEHEY | 528 Amazon £/ CloudWatch &5 ##F A CloudWatch &8,
EEWMBEENKETELR | 5528 Amazon CloudWatch £ i &5/ W EUS IS ERKETER.

CloudWatch 3§

EAI LA I CloudWatch B/R , EIEEZEZFREX Amazon SNS R , W EHBRREEE, &7
LATE "Secrets Manager, 181& LR EE RResourceCount , tRMEREBIRF RN RBHE, BtoJLl
EEERBANEBETREREELREER , YRBEERAEEZEARBRAEERIEEERENER
EHTEE, ERRSFUEERESENTE, CloudWatch B RAEERBER S EARETWAS
£, MEXECBELHBFIEEH B WM,

MEFHMES , F2E (EACloudWatch F1Er) 89 CloudWatch 4 Amazon CloudWatch &
ABRBEE R TETR,

BHTLUREEER ERENER , ERntEEREREEBNREINEIE, MEFMENR , BF2H
Amazon CloudWatch A &M,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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Ed Amazon t#ig AWS Secrets Manager & &) EventBridge

£ Amazon A EventBridge , &R BALE¥ CloudTrail B 3518 B Y Secrets Manager £, &AL
RESKIELEMHM EventBridge R A , AR EHEENEHEEZE BEUEINEE, WF Secrets
Manager &2 CloudTrail $# B BEE , 2B CloudTrail £ ., MEREMIER EventBridge , 582
BY EventBridge fEA#&ER) EventBridge® Ry (AFI)

L EERZNMEEE

@ Note

HRE 9 Secrets Manager E4EURRMN K/ N SEE R ARN |, EELE L 2 EEER
EHERP , FEEB ARN BEEME |, Bt FERF TS S8 arn 1 aRN, MFFHMAE
A, 5528 AWS re:Post,

THEPBRRFEHBEE 2L HIEB K EventBridge SHE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
}

W E IR LS4

T5|€E 5 RH EventBridge SHEX SR FHEH D B BHWMIAFTREZHIBEZEMN CloudTrail 52
8518 BT, ARNEFP—EEHRE Secrets Manager ##4 , —4£H Secrets Manager RIGE L |
BN ETEMERN detail-type,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }

iF
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}

ES PR MBS ZENEE EMIBRAY AWS Secrets Manager %5

& T LA S # A Amazon CloudWatch B 3% Amazon Simple Notification Service (Amazon SNS) 3%
BYER, BAZEAESERREREMBRANESR. AWS CloudTrailtl REWEIE RIBEA , BT
DECEMEZENMER  BEEESHEBRERSENEEMBINE., CHRAEISRTESERRE , K
REMFEZRWE, RE , LUREFEACANRENERE , RESHINFHRENA,

Ty REFREUMEGetSecretValueEEEREBUSERIRAEE CloudTrail A& #AE Bz UGB
H, ERBEHITHAM AP BE , EEHERETR, It CloudWatch B rEE R TJseiEHERERER
EXAERABHEENERE R,

CloudTrail ZHRBRELREFZH , BLEAELFEBIBEER AWS Secrets Manager APl ER#) AWS &
1 MRS, MERB , FBEIE AWS CloudTrail EAEEEHH EXEILER,

FER 1 : 5REC CloudTrail #1&/EIE = CloudWatch iC k48

RN ARRTEREET CloudTrail 8248 &3% = CloudWatch 5284&. EBMES T Z CloudWatch 528& 71 LA
Ef i {th{F Y Secrets Manager API 553K |, LAFRERZR 15 18 & M Bx o

EXEEC CloudTrail %18 &3E = CloudWatch 5C8&4E

1. BAELLTERR CloudTrail # &, https://console.aws.amazon.com/cloudtrail/
2. EEHEMML  EE AWS B ERER.
3. HEEMAEEERG , BE [P, AREBEFERENIEH AR CloudWatch,
4. FE[EMERE)HEL , @ TFEEBZE [CloudWatch i2#1E] BE , AR EEREET
Cd )o
5. 1E New or existing log group (FTEHIREMAFEE) P , M ABAFFHENERE |, il
CloudTrail/MyCloudWatchLogGroup,.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.aws.amazon.com/cloudtrail/
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6. ¥R IAM A& B LEHAA A CloudTrail_ CloudWatchLogs _Role BBk A, KABRESHE
ZAGEFERA , BEE# CloudTral EHEEZREHHEN L EER,

7. #IE Continue (#18) RFEFERHVIERE,

8. 7 [AWS CloudTrail A& &i&&Rk~ P& API SEEAEERBER CloudTrail E4-&IAX % CloudWatch 72
BERE EEL , B2 [

B 2 : B3I CloudWatch[F &

# E £ Secrets Manager GetSecretValue API fEEXEREFZREFAMBRNO B BRIZUVEHN , BXEE
I CloudWatch B/RIEE%EBE .

E 3] CloudWatch F$&

1. FBBEUTMEZEA CloudWatch £ & https://console.aws.amazon.com/cloudwatch/o
2. EEMEMML  BEZEHWEN AWS EiF,

3. EAERIBEEKT , #EF Logs (BF).
4

T [FosRBHH) BED  ENSEL—EREFPERINEHEFEZSBHKES R , §l20 CloudTrail/
MyCloudWatchLogGroup. A% , i#1Z Create Metric Filter (23 152 EH& R 4F)-

5. 1 Filter Pattern (EFERHER) P , FWAIB L TIAR :

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

i#1E Assign Metric (18kIE1E).

6. 1E Create Metric Filter and Assign a Metric (B 5 ERHLIEEEE) EE L , FHT 5
Bk -

a. &% Metric Namespace (BB &z ) , Wi A CloudTrailLogMetrics,
b. &¥f Metric Name (J512& ) , B A AttemptsToAccessDeletedSecrets,

c. 1EF Show advanced metric settings (B TEMRIEERTE) , RARELERRN Metric Value (3§
BE) @A 1,

d. iEIZ Create Filter & EHZEEM).
7. HEENERHEIBRF | iEE Create Alarm (B ER).
8. 7 Create Alarm (BB 7R) REH , FHIT T 5IEE -
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https://console.aws.amazon.com/cloudwatch/
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a. 7£ Name (&%) @ A AttemptsToAccessDeletedSecretsAlarm,
b. £ Whenever: (BRI ) B is: (B) # , BE >= , REWA 1,
c. 1E Send notification to: (BiXEAG : ) MME , BITUTHAP—IF -
- BEEVHFEAFH Amazon SNS 78 , FiEIZE New list (FTEE) , ARBAFTNEER

o R Email list: (EFEHEE ) 8L , FRWAZD —EEFEMFibut, SR AE
o RARWA S EEF B,

- ZEEMFAEEMN Amazon SNS £ , FEEEFANEIERR, URFETHEE 6 FEE
Select list (ZEUEE),

d EEEYETR

i

B2 3 : 5 CloudWatchZ#k

FEAAHETR  FREYNE K AREHIEEMRR, EZ2EEHIMEE. SERRSEERHREN
HKEEFEMGY, cERESEANRECSHEEMER.

{FFEE42 AWS Secrets Manager ZiE 2 EF & EHR AWS Config

IETLAER AWS Config REHEEHNER , EREMRENEENERE, LUUERRAUAEERRHA
W EMME AWS Config RHEFER, A% AWS Config IARBIFTFEENRANRE, BHANE
HMMEPEER, FBRERE. ARRENEN KMS £, Lambda BWEHE , URERFHEBEBHNE
BNEE,

AT LARRE AWS Config RBHIGEE, MEFEFMER , 52 BE AWS Config X E Amazon SNS #J
BHEE,

MRIEHESZE AWS 1RF BBHHEER  MUUAREZEENSREER. AWS EBE WFEFHE
A, F2RZIRFZESERER,

AHMEEBRENERE
B fEfEA AWS Config R AIFHAEEIRNVIET , WEF T EF—@ERA

« secretsmanager-secret-unused - BEREHEIBENKBAFZIHE,

- secretsmanager-using-cmk— REZRBEEFEAELEDPEILN AWS ZESH® aws/
secretsmanager®EFEENL|WMNE AWS KMS,
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https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
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« secretsmanager-rotation-enabled-check - BER A A Secrets Manager 1 Z 5K #Y 3
BMEXE T Wi,

+ secretsmanager-scheduled-rotation-success-check - & LXK WBEEFER
ENwmPEREERN, REVKEERAEH,

+ secretsmanager-secret-periodic-rotation - REREHEIEENKBARBEINE,

EZ42 Secrets Manager R4S

\

%

&ALAE A Amazon CloudWatch E5#2 {55+ AWS Secrets Manager B, MEFMEN , 552
BiCloudWatch fEF E ISP MBI IREE RUERENTEM AWS B,

ERRANS —EREEX AWS XEERR, NFEFMAET K F2RNAEEEAEEBRHAWS
BAEEERRAWS HREEX H.

INEE EE12 Secrets Manager £ ALK ERIE R , 552 Blthe section called “fE A EE4R 88
CloudWatch”#lthe section called “f£ F B 5 AWS CloudTrail 7

WMEE AWS Secrets Manager EERIFHEN , 752 Bthe section called “EE",
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
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FEHEERTE AWS Secrets Manager

£ 8 Secrets Manager ¥ , B A RETECARCERNBBE,. AFNESREEURBEANEERN
ER. AWS R T FIE R BhERE LR

- ZEHEGRREAPIER  BEETBIEMNREBERE  YREE AWSELEBUZEREHRAEDL
ZEERBNSER,

« BB HPAA Z2MEEFAMHNE — FHEERBARNAEARILRFE HIPAA BENERA
AWS R,

« AWS ERERAWS — Lt THEBFIERES UaEEARENE LT E L,

« AWS Config AIFFEEREREATER, ERENERNERMNE, WEFMENR , BFSE the
section called “EEFREZIBFEBRFE"

« AWS Security HubRRft Z £AREN L ERR , HB) AWS ZRELREHERLNEXRENRE
%, MEFBIMEA Security Hub 5¥1& Secrets Manager ERMEF , 5528 (AWS Security Hub
FEHAEEE) PH AWS Secrets Manager #2418,

* 1AM Access Analyzer 9 AFFA S ERERRZENBR (S RBEPHNHRMERER), MEFHEE

A, FSEEA Access Analyzer TEEZHL,
« AWS Systems Manager % Secrets Manager 121t 7 85 E 2 Runbook, MEFFME |
B AR Secrets Manager B Systems Manager Automation Runbook 2&) ,

o BAILERATRE =FHEZIBE AWS Artifact, EFMEF , F2RATHEFTHMEFH AWS
Artifact,

e
W

B

S
AWS Secrets Manager B2 T HIEBENER , ELFTENMBSAAMRER , IRBEHBRST RN —

1

« HIPAA — AWS EEAXH (Health RERFTIEMHESEER) HIPAA) ERFE , SMMIARE HIPAA
&% AWS Secrets Manager B iR#. MREEEHTHERBHESH (BAA) AWS , BHLUEH
Secrets Manager RiFBIBZBRFS HIPAA REWEARER. AWS &8 H BB — 5B i% a5 A
REEFNEEBNRFNES , RAWS # HPAA BRHARE., MEFMEN , F2H HPAA 8.

« PIC 2B — ERIRMEAEMRE 1 AWS Secrets Manager EEXF17% ( PCl ) BiL 2 E%#
(DSS ) 32 RN EHRMERH, £/H AWS EmABRBERFHFT. EEIERIFFAERNES , AN
EEEBCH PCIDSS &§RRFEEMHEH AWS Secrets Manager » 1% PCI DSS MEE , 28
WA EsR AWS PCI A1 Package & | 5528 PCI DSS &4k 1,
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
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9001, MEFMEL , F2E 1SO 27001, 1SO 27017, 1SO 27018 K 1SO 9001,

+ AICPA SOC — R M#EMIEH (SOC) HMERBIUME=FRERE , BT Secrets Manager 2117
ERBERNSHAMEHIBEEZE, BERENENER GBI ENENREREBRE AT BEEN LR ER
MBI AWS #2HI1E, MEFEFHMER , 552/ SOC &,
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GovCloud AR FEABMNREEER ., MEFMEN , FSH FedRAMP £,

- BIFER — EBAER (DoD) iR EE R+ EXRIEM (SRG) AZRRIFIRMHEZ (CSP) RIEEE(LHIFE(E
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FHEN , F2HE IRAP EIR

« OSPAR — Amazon Web Services ( AWS ) 18 T\ BIREIZ M A EET3RE ( OSPAR ) FEH,
AWS FFE TN ERTTIHE (ABS) KAHIRKMERmNEEI B EMBEFIES) (ABS E/M) , AFFE
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ZERAWS REBRN R, A AWS HNEF | LR RER P ONMBREETERS K ELHRER
RERZEWNBBMERFTN,

RM AWS E—REABZ2HSENELF, HEEFEEKLERAERAINRENERATHZ L

- BEIRARFNEL - AWS BEREE AWS ERFHIT AWS RNV EFERE, AWS HiZHETRE
FRANRE. £ AWS §RitEF  BE=ZHEZKER Eﬁﬂlﬂﬂiﬁﬁﬁ%%fﬁﬂﬁté%*&o EEHE TR
%38 A AWS Secrets Manager (W& RETEl , E2H SRTEIEHE RN AWS %,

- BBV EE — B0 AWS BBEERELNERE. CFOULEHEMREZEE  SRERNHEE
., BRANERNMBREENER.

MEFEZER , BF2EALT M - AWS Well-Architected 2248,

£}

« BRIKMER AWS CLI 1Z K AWS Secrets Manager #Z#) A
« AWS Secrets Manager §#) & R E

. WMEMZEFBEZR AWS Secrets Manager

« AWS Secrets Manager FVE R L £

- FRYEEM AWS Secrets Manager

- BRET TLS

BE{EBERA AWS CLI ZR1EH AWS Secrets Manager #4231 [ B

EE/MH AWS Command Line Interface (AWS CLI) 2RFEIY AWS ##4E , BIF[E &5 shell FE A
o Bl , HATLAEEA Windows B 1R RF st Windows PowerShell , 2% Bash 5 Z shell £%, H
R ZWT Shel SEEERSEELNTIRE, BER , WIBETUARBELNRE, Sl , EXZH
Shell F , BRI fEAE LRREEFEBMANG T, It " PERRESE, DEATREEEFRIREIHF
FEBRMERAER. A, HEEESBTHL AR TRESEFNETSSBNER (EEHEE
ENRBTER). ATRESERAR 6 FERESEKEUTSER
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 H{R Shell MBixFRER (FLEEA) FTELHRANT T,

- FAEMREETEH Shell i T RELHEMINSEH, TIHEHFSRPUOMTEXFERPEARE
XF , REASNEREEZE AWS Secrets Manager in 5% , MAIES, EXRTHEA shell BH 504
TEERBBEXF,.

UTEHIRBRAR Linux i85 (B8 Shell AIRERERLHFTRAMNTS) !

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

HEPTELD TR BEEACA LTARREDDTERRCE , YT FIRWEXFRETRMEM
EIJO
/A Important

EERERT  BSALEKDTEELEEFENHPEEE 1, FRIEEE Windows FHETT
B BT

B EHKE Windows TR IRIFAARE 1 BTN 1 BERLEEETE

4.

HREEEGTRRET , NiBE Run as administrator UARKEEE &2 H1T).
BELAHEANETR , ARIEIE Properties (BH).

£ Options ((#1H) &5|ZF& £ , #% Buffer Size (JREE KX/)") & Number of Buffers (IREBEHE) &
RER 1, REIEEZF OK (FEE).

EXZFRGATREFREETHTND TR , FYAEERAS —@Ens , flu
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echo.

IE A RIERIHBRA T

#H Windows @i S 2RETT Shell , LA LA T H Sysinternals SDelete TE |, REFERAELUATH®

A .
™ .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.
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AWS HEHSEERBAMN AWS Secrets Manager R ERMRE, MLERFTR | AWS EEREH
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MR A AWS Command Line Interface (AWS CLI) S{Ef] AWS B EH R AWS , BERTEE
FANTHER, AREETESHHFEATNESBRALEBFE R, 52 [ the section called “FEIE
{FH AWS CLI R1EH AWS Secrets Manager BB E R,
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MEREEF AWS ERBNRE

RSB E{RE Secrets Manager 2 AWS A APl A Fimz FMIRE , B85 E AWS PrivatelLink ,
LAE LAFAE 75 77 HX Secrets Manager API i 2,
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E Secrets Manager EEMZEFMAN ZRBEWBERIEF , Secrets Manager 245 REEE
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A, AWSPENDINGA TR iGEEEE R 2L , Secrets Manager A AN B MBZFAERE
MR, ERREF LR LHTH S8 S8R A ZAWSCURRENTAWSPENDING, FIAWSPREVIOUSHR
o

ATHEHEIAWSCURRENTREEBFH MW MR ZWETHRE  BSERATZBAE—BFRANZ®R, A%,
ATEENBERZBRA  SLEEEHZBVER, AWSCURRENT

IRA LB IR | AWS ZE S8 aws/secretsmanagerY ERZIEFEAEFEEN B INZ,
WMEFMER , BB the section called “8841 : IERIFE AWS KMS £ UIMBRE",

EESKERBHEBEN KMS £ , FEXTEAPREEE , FMListSecretsz DescribeSecret,
B R IEER Secrets Manager (aws/secretsmanager) HHEBIE | SLEXTSEE KMS £85I
H. AWS ZESH

ShinZEERLEE R ?

Secrets Manager EMEMZE , EFFMETHIER .

- WERBNRA

- EIRELTE

- EMFZIEBEN KMS £ ARN
- {E{THIINEY AWS ZEH

BIE—E AWS KMS 248 271


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html

AWS Secrets Manager EREEmR

& MR ==

EEMZENZPHBRE , Secrets Manager fER TR,

1. Secrets Manager 2 KMS & # #9585 TG R0 AWS KMS GenerateDataKeyfE% , SAK 256
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+ ReplicateSecretToRegions— Secrets Manager A ZFEEBFHFNRFZE , ARBEEAEARE
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AR 2 Secrets Manager & AWS S E 8 flFS|EA,

"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
T
]
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {

"AWS": [
"
]
iy
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
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3,
"StringLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro00t"
]
.
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"

Secrets Manager IIZAR

NERER—EER/EY AT EEZFLRER, ELENEENNERFIENEREER

AWS KMS ZERESBNBABBREEZTMENER ., EEMBREY , B4 EABSEHBNMBZARR,

£ HGenerateDataKey# "f#% ; EsRd AWS KMS , Secrets Manager 2 EEMEZ B INZR
A — ERERBHIBHBRIERE , ITIEHHR. EBFERE , BEASHNEZARELERSER
REHZTEN.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

}

SR AE IR A R R4 A B 5% (51208 Amazon CloudWatch Logs) FREEBIELE tnZRig4E |, I
WABERNTEPRENRE. AWS CloudTrail
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Secrets Manager INBERNB T EMEBRBEL.

+ SecretARN - E— B2 BEHZHRFINE, €845 SecretARN, ERMWEM Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

flan | NRIFH ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , MEABZSETE T HIHE,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— F_{AEHE — BEEH B ZBHIRA, €885 SecretVersionld, EAR
A 1D,

"SecretVersionId": "<version-id>"

Bl , RWBRIAIRA ID & EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , MBRNAREEET
L IEE =

"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

FEINREBERBEH KMS £888F | Secrets Manager & &% GenerateDataKey M % AWS KMS E
R, UBBFUEEEEEMER KMS £R8H#TELFEE, CERELE ; 2K EERARBRE,

1

\/

FEIELERFERTP , SecretARN WERMEMWER ARN , {8 SecretVersionId HR
RequestToValidateKeyAccess , A &I MNEAB TR, & E45 R E 7 1 Bh 88 B B s A&

mEPHBREFBR.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"

}
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® Note

EiB X |, Secrets Manager BEFERTTEMBRNE, B ESEBRERN AWS CloudTrail 5
BEFRIZENBARABTNBERE.

I
u

EZ4% Secrets Manager B2 AWS KMS

BAILAE A AWS CloudTrail 1 Amazon CloudWatch H&FE3RIEH#E Secrets Manager X &R & Eix AWS
KMS WiER, NEERBEEABRANGFRERN A F28 ERNE,

GenerateDataKey

ERERBPIENNESEREER |, Secrets Manager 281X AWS KMS EHIEH KMS £48
MY GenerateDataKeyE 3R,

ie#k GenerateDataKey BENEHELNUTEHIEH. HFRA
secretsmanager.amazonaws.com i, SR IIEWE KMS £88HY Amazon Resource Name
(ARN), FE 256 Ut RN TWIER , URBBIMBNRENINZAE.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
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"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,

"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

ELNBREERBHHREER |, Secrets Manager 8% T##% 1 B3R AWS KMS RER N
ERel, HRHX®H S , Secrets Manager JAERFEARFEN S8 , Rt LIEmE RS E
4 Decrypt ER,

AC#% Decrypt BENEHELRUATEHLIEH. ERAERE AWS IRFHEIMERKRNEE. E
L2YHIEMENER R/ (MAZEX Blob) , UREBIERRMEFHMEARET. AWS AWS
KMS #n% 3 F T4 H KMS &R EY 3515

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:36:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

.
"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

hnz

SRS ERIEHABEEN KMS £ | Secrets Manager /8% "%, AWSKMS E
SRAWSCURRENT , LA T €88 = MAWSPENDINGZAWSPREVIOUS, FIZBRA, ELIGEWER
BEEEHM[EFE , Secrets Manager th &% Encrypt 3R#6E AWS KMS,
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ACSk Encrypt BENSHELRUATHAEH, £RHERE AWS IkRF R FIERKRNEE,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:347",
"mfaAuthenticated": "false"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
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}

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

AWS Secrets Manager FHVER R ELZ 2

EA—EZERI , AWS Secrets Manager ¥ AWS £ K@K LT RE, NEHE AWS Z2RBE
® AWS IR EEBREHNFMET  BF28H AWS Exts, EEFRERSIRTZSUNBEER
REZFTEN AWS IREE |, B2 RTEMIE AWS EERHFWELRPMNEREHBRE.

FEB B FE Secrets Manager EBEA TLS B AWS 238 API RiETT, ERIUREMBERNE
FRIFAY Secrets Manager APl, 1B , Secrets Manager Fr X B LLE R A ER FEUBCE 0Je @ 5 BE Rk
R IP st AAEBRIBR I, &t ] LAE A Secrets Manager 8 RBUR BRIz &)1 45 E B FAE Eix (VPC) iR
BRSFE VPC FEME, BRLE  EREREH AWS BEASE VPC HisEMZNREKREN. mE
EZEFMEN , FFSB VPC im¥,

Y 5EM AWS Secrets Manager

AWS B AWS Bif A ABHETSREMEE, AWS B Mt EERIHABHN AR
g, SEESSEEE SHXENEERENEREE. SATRES  ATNRHRRENERR
KANERE  ETAESZ MADREBHRIERETE. TAEATREAEATAM, BHENT
WA , BE—RNSEERF LN ERERRIEEE.

MERBEEMENKBERNFEER , FSMTEERE- AWS Well-Architec ted KIZ#.

WEAWS B MATARGSHFMENR  FSEAWS 2 HEREE,

#BEF TLS

Secrets Manager X i@ AR Transport Layer Security (TLS) @B NZBABEN EESRNEZETFSE
RHBIE, EERZE Secrets Manager AP| in 2685 | BT EALL TLS BIE, TR E FREZZEE\H
BRI , WESTUBRAGELSWMRIBPBATEE M Secrets Manager FEML Y S,
ELEANBEERRETSRIBRYEZTLVHERSHERN TLS MBRERELRE , BERRMHEMR
2B, T8, BERSEANERESRTREBAREERZT , EEIEEFEEENRIAS,
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EERERSMBNERMHEBENRARKE K AWS FEEFRBHREHHEF AR REE 7%
ETEEL, RPS2E Secrets Manager P EERENREFERBRNBFTEEYL,, EEESAR
BE4FEAERERERTIE R EREN TLS ERE VHERERZBES —SB®R, AW, £

VEEREBEANRESHENEEERTRNER B IBME |, RAERLE AP FILAEE L
=4,

Secrets Manager X EFTE EHHH PQTLS , KEH Bl @RI,
RERESRNEEF TLS

1. #& AWS BRFTRE A Fin#iEE Maven kit RMEBJERASHNIRAMA. Hla0, K
A AFHTE 2.20.0 AR

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. #% AWS SDK for Java 2.x ST Z BRI EMBIL, £ HTTP AP iR LA RENBREFHRIBE
Vi o

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. EII Secrets Manager 3ERS A Fin

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

BRE , EAFL Secrets Manager APl 468 | RIEEFEARERNREF TLS BENH I ERHE
Secrets Manager % %o

NEEFBFERARENEBE T TLS WEMEA |, 5F2

\)it

B -

« AWS SDK for Java 2.x % A E5F 8 AWS SDK for Java 2.x B ZBEIENE,
. s2n-tls T (ZFBABRERTE TLS BE) FMEA s2n-tls.
- BIREZBEBMBZEAT (NIST) WEE 7L,
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« AR Transport Layer Security 1.2 (TLS) HEE XN B E 7B HE X (PQ KEM),

Secrets Manager W& EF TLS AIEFTE AWS B EiEFER , PEBRA.
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SE#HPE AWS Secrets Manager

FERLENER , RiGBIIESEEMEA Secrets Manager B I AEB TN BEE T2 B EEE,

WEERHIRNEE , 5530 the section called “ iR FH B,

ES]
"B HE
- ENZ2BEN "FEUEE,
- RO ET—EHS VBT,
- EEUREBRRE THEEFEAEHEKMS SRELENER, AR
« AWS CLI 5t AWS SDK #R{ESEREE 0 ARN KB K E
- WWETH AWS REEE , BUAFAXBRBETEN.

"EBIEL HR

B 184 Secrets Manager #1T AP| FERY CreateSecret B | AR |AM 55 0] F BEMEITZ AL,
GetSecretValue ERFERAEEAK , TRASARBETHERN APl LU | RtEBABEHEE IAM FF
], EEEALUEIBE IAM BERMINEEH IAM R EREFMBHEERRETT, MRREDSLE
REY R AIBR X B EEMRM (B0 time-of-day 5 IP it fR#]) , AEEERBE LSBT ESELER,
BERARRSIEHR IAM £HE, BERACHBRLSENHEEEN , 528 AM £AEEEPHBEN
fE£H. tNFEHBR Secrets Manager FTRFFAIVFMERR , F2H 5o REEFEUES,

MREBEFHEEBE APIER , MEEFEH AWS HRENL | FEICEREEE R,

TRLZ2BREN "FHERE,

FESDARIBHFE R IAM ERENACHEA ERETT. BRZE2EAERNFITITES IAM ERES
At, EXRTHREHRNFFITERRRT AM ERAENARHT. BRERZEEAERFTHRE
B, FHEAFSHR IAM ERAEEMTNEERREZEEAERFT T,

BB ENFREEREZZFAFRNIBABIER, NFFMAES  F2HME SDK W TEME XM |, HE
IAM EREEEPEARBZEEAERPGE AWS ERTFIE.

BECHNERZEBREABYE, NFEFEEF , F2H AM EREEETNEREREZEEBE.
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WNZEAEI Secrets Manager FTEF I HIEEMAEA | B 5o REEFEIES.

BTN EES—ESMS LB,

Secrets Manager FABAZK — SN2 B EHER, B1E Secrets Manager ( E fth AWS AR
B) PN EAERSEE - LB ERPMEUENRE LER, FrEERHERREZE. &
BEEHzEANERTEMEZ BEEERMEENRRBIER. Secrets Manager & FREUARE F K
g, BEERLEERT , EVcEREMEE, EX LRIV ERIRER , TeFIEE,

T
W

RGTENEREREAURAELEENIEE, A, MRTCMMFARENE , BIEEE B EFT MR
SFEHAFVBERES BB,

MEABERELHM AWS BRNAZIHE - ML ENFHRENR , F26H .

« Amazon Redshift ERlERBEASEEFNEEREER — 3

 Amazon Simple Storage Service £ & EEFH Amazon S3 EF —HMHEER

« AWS RBURIBERPIEME A Amazon S3 MEAR ETL TIERTER Amazon EMR BFRER —BE
« Amazon EC2 API &ty Amazon EC2 S — 3

EEVRRRFWRE TEACHIEEE KMS RIRELERER, WAl

0N

Secrets Manager £ AR ZHBEBNYENR KMS £i8 , RASERZEELER S8, BEEMFE
FIEYHE KMS £i8, FERREEANREBMNE KMS €18  MARIEHE KMS &8, mMERA |
RSEERIEEE KMS £,

AWS CLI 2 AWS SDK BRIEBENRE 2 ARN H 3 EIFK A M5

EFFZIEMT |, Secrets Manager AT BAfE ARN B — &7 M IEEEH ARN FIREIEHWE, B , W
ERNBmEBUEFTRER , BRMEE BT , Secrets Manager WAL EERED D ARN H 3% 25K
%, BRENAFEATEN ARN SI#ZEEE,

EZFMES

Secrets Manager 8 R ZEEZRBARKEBETEAERET T , HEBEARWE ARN 2 —., WRMERERH
%, ARBREAHEN B BEITRE , ERERZERAELFETMEETEN ARN, EEERE
FRENFEAETEEBNENRENFEE , BA ARN FE,
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Secrets Manager 8 AR ZEE — @ ARN , e2=EHE. RF. WEEE., —EEFFNAEFT
MR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

NREHREZEEBUEFFNAEBF LR , IREIHD ARN B HIRE Secrets Manager F , REF&
BIEET —EZER ARN — 4, il , &AsE8EE ARN A MySecret-abcdef IR,

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

MREFIULATIRE , EREAWE ARN B — , Bl Secrets Manager A REH T B R,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

ZTEH AWS RBER , EXAFERAZBRBETER.

MREEEFBIMEZEFEILAS , REEAARPIIHNEERERENUE. NEFHEA ,
nﬁ £ ﬁ 'EA:IE&?EI%O

EEAEEENENAR  BULRERESE, AHMBREEENREUZREN ID AFE. =
% , ZF AWS CLI , AR WE A REEEZXFH. OwningService

WETEH AWS REERE , BN BFERARREETEN. 287
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AWS Secrets Manager Bt %8

Secrets Manager EfBEH API #E & TPS BidE , MBI FAANIEGIFEE AP BIEEBREKN TPS &
., ERBBRUERS 10 28— RNEFEERRMFI PutSecretValue % UpdateSecret, £
I PutSecretValue M UpdateSecret BEFMHERER K BEEESSEUBBENIIRAE, EMREKE
i® 100 {EEF , Secrets Manager EBBRARFRLEHNRAE , EFRSBREVKETE 24 PNEHMRAE, 0K
DBIBE 10 pE-ANEREHHZE K CEINRATEZEESBRNRAES , BEKIETIH
AR A B R

BRLERFHFEESZEREES , MASERANREEBNSEER .

E—E AWS tkF AR ERAEXERATEIIRFHERN KMS iR , BABIRFFER. HRERFHE
R, BREESSRBBRUBRORFEE D , MAREEHZNIRS, flW, NRIKFE A RS D6
RtRF B RHME  ERAZMEISERKRSE A hVEHE.

Secrets Manager Bt %8

zZ8 FERR Gl FREA
4
DeleteResourcePolicy, GetRes BEZENES: B DeleteResourcePoli
ourcePolicy, PutResourcePolicy ¥ 50 @ cy. GetResourcePoli
ValidateResourcePolicy 58K & iR =R cy. PutResourcePolicy
F ValidateResourcePo
licy APl & 3tFERINER
REHE LR,
DescribeSecret #1 GetSecretValue APl  ESEXENEE: & DescribeSecret
ERIEBHER U1 B8R GetSecretValue APl &
HBERNBORZHE L
PR
PutSecretValue., RemoveRegion BEZENEE: B PutSecretValue, Rem
sFromReplication, ReplicateS ¥ 50 @& oveRegionsFromRepl
ecretToRegion, StopReplicati ication, ReplicateS
onToReplica, UpdateSecret ecretToRegion, Stop
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28 B

IIE'
2
Jo

i

UpdateSecretVersionStage API &R #Y ReplicationToRepli
BHfER=R ca, UpdateSecret #
UpdateSecretVersio

nStage APl S 3fFE RN =

PRXEEE LR,
RestoreSecret AP| 55 R4 fHER BEXENED : & RestoreSecret API 553k 8
#F# 50 & BUVXZHE LR,
RotateSecret 1 CancelRotateSecret BEZENES : B RotateSecret
AP| BRIV & BHERER F# 50 @ CancelRotateSecret API
EHBRNEVWXRZHE
EBR,
TagResource #l UntagResource AP1 58 SEXENESE: & TagResource #
R EPHRE =# 50 @ UntagResource API &
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