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Abstract

The Probabilistic I/O Automata framework of Lynch, Segala and Vaandrager provides tools for
precisely specifying protocols and reasoning about their correctness using multiple levels of abstrac-
tion, based on implementation relationships between these levels. We enhance this framework to
allow analyzing protocols that use cryptographic primitives. This requires resolving and reconciling
issues such as nondeterministic behavior and scheduling, randomness, resource-bounded computa-
tion, and computational hardness assumptions. The enhanced framework allows for more rigorous
and systematic analysis of cryptographic protocols. To demonstrate the use of this framework, we
present an example analysis that we have done for an Oblivious Transfer protocol.



Contents

Introduction

Mathematical Foundations

2.1 Sets, functions etc. . . . . ..o
2.1.1 Probability measures . . . . . . . ...
2.2 Probabilistic I/O Automata . . . . . .. .. ... Lo L
2.2.1 o-fields of execution fragments and traces . . . . .. . ... Lo
2.2.2  Probabilistic executions and trace distributions . . . . . . ... ... ... .. ..
2.2.3 Composition . . . . . .. L
2.24 Hiding . . . . . . . e e
Task-PIOAs
3.1 Task-PIOAS . . . . . . . e
3.2 Task Schedulers . . . . . . . . . e
3.3 Probabilistic executions and trace distributions . . . . . .. ... ... ... L.
3.4 Composition . . . . . ... e
3.5 Hiding . . . . . . o e
3.6 Environments . . . . . . . ...
3.7 Implementation . . . . . . . . .. e
3.8 Simulation relations . . . . . . ... L e
Time-Bounded Task-PIOAs
4.1 Time-Bounded Task-PIOAs . . . . . . . . . . . . . . . e
4.2 Composition . . . . . ... e
4.3 Hiding . . . . . . e
4.4 Time-Bounded Task Scheduler . . . . . . .. .. . . ... . ... ... ... ..., .
4.5 TImplementation . . . . . . . . ..
4.6 Simulation Relations . . . . . . . . . .o
4.7 Task-PIOA Families . . . . . . . . . . e e e
4.7.1 Basic Definitions . . . . . . . . . ..
4.7.2 Time-Bounded Task-PIOA Families . . . . . .. . .. ... ... .. .......
4.7.3 Polynomial-Time Task-PIOA Families . . . . . ... ... ... ... .......
Random Source Automata
Hard-Core Predicates
6.1 Standard Definition of a Hard-Core Predicate . . . . . . . . . .. ... ... . ......
6.2 Redefinition of Hard-Core Predicates in Terms of PIOAs . . . . . . . . .. ... .. ...
6.3 Consequences of the New Definition . . . . . . . ... ... ... ... ... .......
Specification for Oblivious Transfer
7.1 The Oblivious Transfer Functionality . . . . . . . .. ... ... . ... ... ...
7.2 The Simulator . . . . . . . . . .
7.3 The Complete System . . . . . . . . . L e
Real Systems
8.1 The Transmitter . . . . . . . . . . . . . e
8.2 The Receiver . . . . . . . . . e
8.3 The Adversary . . . . . . . .
8.4 The complete system . . . . . . . . L e



9 The Main Theorem

9.1 Familiesof Sets . . . . . . . .
9.2 Families of Systems . . . . . . . .. L
9.3 Theorem Statement . . . . . . . . . ...

10 Correctness proof
10.1 Simulator structure . . . . . . . . . . . e e e e e e

10.2 Int1
10.3 Int2

10.4 RS implements Intl . . . . . . . . . e
10.4.1 State correspondence . . . . . . . . ... e e e e e
10.4.2 The mapping proof . . . . . . . . . ..

10.5 Int1 implements Int2 . . . . . . . . . e
10.5.1 Using hard-core predicate definition . . . . .. .. ... ... ... ...
10.5.2 The SInt! subsystem implements SHOT’ . . . . . . . . ... ... ... .....
10.5.3 SHROT' implements the SInt2 subsystem . . . ... ... ... ... ......
10.5.4 Int! implements Int2 . . . . . . . . .

10.6 Int2 implements SIS . . . . . . . . L
10.6.1 State correspondence . . . . . . . ... ..o Lo e e
10.6.2 The mapping proof . . . . . . . . . . L

11 Conclusions

A Comparison of task-PIOAs with existing frameworks
A.1 Secure Asynchronous Reactive Systems . . . . . . . ... ... ...

A1l
A12
Al13
Al4
A15
Al16
Al7

System Types . . . . . . . o
Communication . . . . . . . . . . L e
Modeling . . . . . . . e e e e
Scheduling . . . . . . . .
Security Properties . . . . . . . . Lo
Complexity . . . . . . . . e
Proof techniques . . . . . . . . . ..

A.2 Probabilistic Polynomial-Time Process Calculus . . . . . . . ... ... ... ... ....

51
51
52
52

52
52
o4
o4
o6
o8
58
69
69
72
7
81
81
81
82

92



List of Figures

0O Ui Wi

e el e el el el i =)
© 00 IO UL ix W N+~ O

Code for Sre(D, 1) v v v e e 37
Hard-core predicate automaton, H(D,Tdp,B) . . . . . . . . .. .. 39
SHand SHR . . . . . . . e e 40
Environment evaluating the G predicate, £(G)(D,Tdp,B) . . . . . .. . ... ... ... 42
Functand Sim . . . . . ... 45
The Functionality, Funct(C) . . . . . . . . . o i 46
Constraints on Sim(C) . . . . . . .. 47
Code for Trans(D,Tdp) . . . . . . . i i 47
Code for Rec(D,Tdp,C) . . . . . o o 48
Code for Adv(D,Tdp,C) (Part I) . . . . . . ... ... 50
Code for Adv(D,Tdp,C) (Part IT) . . . . . .. .. .. . 50
RS when C' ={Rec} . . . . . . . e 51
SIS 53
TR(D,Tdp), for the case where C' = {Rec} (Signature and State). . . . ... ... ... 54
TR(D,Tdp), for the case where C' = { Rec} (Transitions and Tasks). . . ... ... ... 55
TR1(D,Tdp), for the case where C' = {Rec}. . . . . .. ... ... .. ... 56
TR2(D,Tdp), for the case where C'={Rec}. . . . . .. .. ... ... ... ....... 57
Interface, Ifc'(Tdp, D) (Part I) . . . . . . . ... ... 70
Interface, Ifc'(Tdp, D) (Part II) . . . . . . . . . . e 71



1 Introduction

The task of modeling and analysis of cryptographic protocols is typically complex, involving many
subtleties and details, even when the analyzed protocols are simple. This causes security analysis of
cryptographic protocols to be susceptible to errors and omissions. Our goal is to present a method for
analyzing cryptographic protocols rigorously and systematically, while taking into account computa-
tional issues regarding cryptographic primitives.

Our approach is based on an extension of the Probabilistic I/O Automata (PIOA) framework de-
veloped in the concurrency semantics research community [Seg95, LSV03]. We represent protocols as
probabilistic I/O automata, which are essentially interacting state machines, and use the associated
modeling and proof techniques that have proved to be useful in the analysis of distributed algorithms
that use randomization [Seg97, PSL00].

Briefly, a PIOA is a kind of abstract automaton. It includes states, start states, and actions. Each
action has an associated set of transitions, which go from states to probability distributions on states.
PIOAs are capable of expressing both probabilistic choices and nondeterministic choices. PIOAs that
model individual components of a system may be composed to yield a PIOA model for the entire system.
Many interesting properties of systems described using PIOAs can be expressed as invariant assertions,
that is, properties of the system state that are true in all reachable states. Such properties are proved
by induction on the length of an execution. The PIOA framework also supports the description of
systems at multiple levels of abstraction. It includes notions of implementation, which assert that a
“low-level” system is indistinguishable from another, “higher-level” system, from the point of view of
some common “environment”. The framework also includes various kinds of simulation relations, which
provide sufficient conditions for proving implementation relationships between systems.

We think that the support for a combination of nondeterministic and probabilistic choices is a
significant feature of the PIOA framework that allows generality and simplicity in modeling. We prefer
not to be forced to specify results of choices that are not needed for achieving specific correctness or
security guarantees: unnecessary specification not only restricts generality, but also introduces “clutter”
into models that can obscure the reasons a system works correctly. This work demonstrates how
nondeterministic and probabilistic choices can be reconciled in a cryptographic setting that provides
security only against resource-bounded adversaries.

We formulate the security of a protocol based on the notion of “realizing an ideal functionality”
within the universally composable (UC) security framework [Can01]. In the UC framework, the func-
tionality that is to be achieved by a protocol is described as an ideal process, a kind of trusted party
that computes the correct result from given inputs. A protocol is defined to be secure if for any ad-
versary A that interacts with the protocol, there exists a “simulator” S that interacts with the ideal
process such that no external environment can distinguish whether it is interacting with the protocol
and A or, with the ideal process and S. In the PIOA framework we formalize this notions as follows.
We represent both the protocol and its specification (which is the composition of the ideal process
and the simulator) as PIOAs, and we say that the protocol satisfies both its correctness and security
requirements if it implements its specification. (The existential quantifier over the simulator in the UC
definition is captured via appropriate nondeterministic choices available to the simulator component.)

As an essential part of the analysis, we model computationally-bounded adversaries, and restrict
attention to such adversaries. In the same vein, a protocol is considered secure if the success probability
of an attack on the protocol is negligible. Furthermore, as typical in cryptographic protocols, the se-
curity claims are conditional: they guarantee security only under computational hardness assumptions.
Hence, to represent the computationally-bounded components we need special kinds of PIOAs, namely,
PIOAs whose executions are polynomial-time-bounded. Moreover, we have to reconcile issues regarding
nondeterminism and scheduling, time-bounded computation, and computational hardness assumptions.
We list below the major extensions we made to the existing PIOA theory to be able to use the tradi-
tional reasoning techniques of the PIOA framework in the analysis of cryptographic protocols and to
be able express computational assumptions.



(1) Resolution of nondeterminism: In the original PIOA framework [Seg95, LSV03] the next
transition is chosen as a function of the entire past execution. This gives schedulers too much power
in the sense that a scheduler can make choices based on supposedly secret information within non-
adversarial components. This would provide a way of “leaking secrets” to the adversarial components.
We extended the PIOA framework with a new notion of tasks (an equivalence relation on actions)
and we describe the scheduler as simply an arbitrary sequence of tasks. For example, a scheduler can
specify that the next task in a security protocol is to “send the round 1 message”. Then the protocol
participant that is responsible for sending the round 1 message can determine from its state exactly
what round 1 message it should send, or if it should send no round 1 message at all. This is ensured
by means of certain restrictions imposed on task-PIOAs (see Section 3.1).

(2) Simulation relations: We defined a new kind of simulation relation, which allows one to estab-
lish a correspondence between probability distributions of executions at two levels of abstraction, and
which allows splitting of distributions in order to show that individual steps preserve the correspondence.

(3) Time-bounded PIOAs: We developed a new theory for time-bounded PIOAs, which impose time
bounds on the individual steps of the PIOAs; and a new approzimate, time-bounded, implementation
relationship between time-bounded PIOAs that uses time-bounded task schedulers. This notion of
implementation is sufficient to capture the typical relationships between cryptographic primitives and
the abstractions they are supposed to implement.

Example. We exemplify our approach by analyzing an Oblivious Transfer (OT) protocol. In par-
ticular, we analyze the classic protocol of [EGL85, GMWS8T7], which uses trap-door permutations (and
hard-core predicates for them) as the underlying cryptographic primitive. The protocol is designed to
achieve the oblivious transfer functionality, that is, a transmitter T sends two bits (x,z1) to a receiver
R who decides to receive only one of them, while preventing 7' from knowing which one was delivered.
We focus on realizing OT in the presence of a passive adversary where even the corrupted parties follow
the protocol instructions. Furthermore, we assume non-adaptive corruptions, where the set of corrupted
parties is fixed before the protocol execution starts.

Even though the analyzed protocol and functionality are relatively simple, our exercise is interesting.
OT is a powerful primitive that has been shown to be complete for multi-party secure protocols, in the
sense that one can construct protocols for securely realizing any functionality using OT as the only
cryptographic primitive. It is also interesting because it imposes secrecy requirements when either
party is corrupted, in addition to correctness requirements. The protocol uses cryptographic primitives
and computational hardness assumptions in an essential way and the analysis presents one with issues
that need to be resolved to be able to establish general modeling idioms and verification methods that
can be used in cryptographic analysis of any cryptographic protocol.

At a very high-level the analysis proceeds as follows. We define two PIOAs that represent the
“real system”, which captures the protocol execution, and the “ideal system”, which captures the ideal
specification for OT. We show that the real system implements the ideal system with respect to the
notion of approximate, time-bounded, implementation. The complete proof would consist of four cases,
depending on the set of parties that are corrupted. When only the transmitter 7" is corrupted, and
when both parties are corrupted, it is possible to show that the real system implements the ideal
system unconditionally. However, when neither party is corrupted or when the receiver is corrupted,
implementation can be shown only in a “computational sense”. We present here only the case where
the receiver R is corrupted, since we believe this is the most interesting case. The proof involves
relatively more subtle interactions of the automaton representing the functionality and the simulator;
the simulator needs to receive the selected bit from the functionality to be able to output the correct
value.

Following the usual proof methods for distributed algorithms, we decompose our proofs into several
stages, with general transitivity results used to combine the results of the stages. Specifically, we use a
hierarchy of four automata, where the protocol automaton, which uses hard-core predicates lies at the



lowest level and the specification, which uses their random counterparts lies at the highest level. We
use two intermediate-level automata, which in two stages replace all the uses of hard-core predicates
by random bits. A feature of our proofs is that complicated reasoning about particular cryptographic
primitives—in this case, a hard-core predicate—is isolated to a single stage of the proof, the proof that
shows the implementation relationship between the two intermediate-level automata. This is the only
stage of the proof that uses our new approximate implementation relationship. For other stages we use
the perfect implementation relationship.

Preliminary version. In our initial versions of the Oblivious Transfer proof, described in Technical
Reports [CCK106¢], the PIOA model used in the analysis has more restrictions than what we report
here—in fact, enough to rule out branching behavior of the sort that is needed for describing adaptive
adversarial schedulers. This restriction was undesirable. Therefore, we revisited some of the defini-
tions in that work to make our model more general. We provide more details about this when the
corresponding definitions appear.

In [CCK™06¢] we present proofs for four cases, one for each possible value for the set of corrupted
parties. We have redone the proof for the case where only the receiver is corrupted assuming the new
generalized definitions. We think that redoing the remaining three cases will be relatively straightfor-
ward.

Related work. Several papers have recently proposed the direct mechanization and formalization
of concrete cryptographic analysis of protocols, in a number of different contexts. Examples include
representing analysis as a sequence of games [Sho04, BR04], as well as methods for further formalizing
that process [Bla05, Hal05], or automated proof checking techniques [BCT04, Tar05]. Our work differs
from those in two main respects. First, those papers do not address ideal-process-based notion of secu-
rity, namely they do not address asserting that a protocol realizes a specification process in a standard
cryptographic sense, and hence do not provide any secure composability guarantees. In contrast, our
analytical framework provides strong composability guarantees in a natural way. Also, these works
consider pure probabilistic systems, while we our framework concentrate on systems that include both
probabilistic and nondeterministic choices.

There are other formal frameworks for analyzing cryptographic protocols that have similar moti-
vations to ours such as those of Backes, Pfitzmann, and Waidner [PW00, PW01, BPWO04b] (based
on a variant of probabilistic I/O automata), Lincoln et al. [LMMS98, LMMS99, RMST04] (based on
process-algebra), and Canetti [Can01] (based on interactive Turing machines), with recent variants in
[HMQUO05, Kiis06]. These frameworks use different mathematical objects and techniques for modeling
and analyzing cryptographic protocols, each of which offers particular strengths. A key goal of our
work has been to support simplicity and generality in modeling; we allow the use of nondeterminism
in modeling all kinds of choices that are inconsequential in achieving correctness or security guaran-
tees, not only in modeling uncertainties in the external environment. We also provide a simple new
scheduling mechanism for resolving nondeterminism, based on the notion of tasks (equivalence relations
on actions). We remark that in proving security properties, we do not need to resolve nondeterminism
beforehand to show that a protocol implements a specification. Our implementation definitions quantify
over all possible task schedules. A more detailed comparison between task-PIAOs and the asynchronous
reactive systems of Backes et al. is available in Appendix A. A similar comparison with the probabilistic
polynomial-time process calculus of Lincoln et al. should be available shortly.

Roadmap. In Section 2 we give the preliminary mathematical definitions that are used in subsequent
sections and define PIOAs, which are basic elements of the formal model presented in this paper. In
Section 3 we introduce our basic theory of task-PIOAs, including the definitions of implementation
and simulation relation. In Section 4 we define time-bounded task-PIOAs and extend our previous
results about task-PIOAs to time-bounded task-PIOAs. We also define polynomial-time-bounded task-
PIOA families. In Section 6, we show how a classical computational definition, namely the definition of



hard-core predicates for trap-door permutations, can be expressed in terms of polynomial-time-bounded
task-PIOA families, and prove the equivalence of the two definitions.

We start presenting our example analysis in Section 7, which describes how we model the ideal
system. Then, in Section 5, we describe random source automata, which we will use in our task-PIOA
model of the protocol (real system) presented in Section 8. In Section 9, we explain the main security
theorems we prove, these proofs being detailed in Section 10.

2 Mathematical Foundations

2.1 Sets, functions etc.

We write RZ° and R* for the sets of nonnegative real numbers and positive real numbers, respectively.
If X is any set, then we denote the set of finite sequences and infinite sequences of elements from
X by X* and X, respectively. If p is a sequence then we use |p| to denote the length of p. We use A
to denote the empty sequence (over any set).
If R is an equivalence relation over a set X, then we write x =g z’ provided that z and z’ are in
the same equivalence class. We sometimes write S € R if S is an equivalence class of R.

2.1.1 Probability measures

We present the basic definitions that we need for probability measures. We also define three operations
involving probability measures: flattening, lifting, and expansion. We use these in defining a new kind
of simulation relation for task-PIOAs, in Section 3.8. All of these have been defined elsewhere, for
example, [LSV03, JLI1].

Basic definitions: A o-field over a set X is a set F C 2% that contains the empty set and is closed
under complement and countable union. A pair (X, F) where F is a o-field over X, is called a measurable
space. A measure on a measurable space (X, F) is a function p : F — [0, 0o] that is countably additive:
for each countable family {X;}; of pairwise disjoint elements of F, u(U; X;) = >, p(X5). A probability
measure on (X, F) is a measure on (X, F) such that p(X) = 1. A sub-probability measure on (X, F) is
a measure on (X, F) such that p(X) < 1.

A discrete probability measure on a set X is a probability measure u on (X,2%), such that, for
each C C X, u(C) = > .cc m{c}). A discrete sub-probability measure on a set X, is a sub-probability
measure p on (X,2%), such that for each C C X, u(C) = > .o p({c}). We define Disc(X) and
SubDisc(X) to be, respectively, the set of discrete probability measures and discrete sub-probability
measures on X. In the sequel, we often omit the set notation when we denote the measure of a singleton
set.

A support of a probability measure p is a measurable set C' such that u(C) = 1. If p is a discrete
probability measure, then we denote by supp(u) the set of elements that have non-zero measure; supp(u)
is a support of u. We let §(z) denote the Dirac measure for x, the discrete probability measure that
assigns probability 1 to {z}.

If {p;}icr be a countable family of measures on (X, Fx), and {p;}icr is a family of non-negative
values, then the expression ), ; pip; denotes a measure p on (X, Fx) such that, for each C' € Fx,
p(C) =2 ier Pipi(C).

Given two discrete measures pi1, iz on (X,2%) and (Y, 2Y), respectively, we denote by g3 X uo the
product measure, that is, the measure on (X x Y,2%*Y) such that p; x po(x,y) = p1(x) x pa(y) for
eachze X,yeY.

A function f: X — Y is said to be measurable from (X, Fx) — (Y, Fy) if the inverse image of each
element of Fy is an element of Fy, that is, for each C' € Fy, f~1(C) € Fx. In such a case, given a
measure g on (X, Fy), the function f(u) defined on Fy by f(u)(C) = u(f~(C)) for each C € Y is a
measure on (Y, Fy) and is called the image measure of p under f.

y more.



Flattening: The first operation, which we call “flattening”, takes a discrete probability measure over
probability measures and “flattens” it into a single probability measure.

Let 1 be a discrete probability measure on Disc(X). Then the flattening of 7, denoted by flatten(n),
is the discrete probability measure on X defined by flatten(n) = 3, c pjse(x) 1(1)1-

Lemma 2.1 Let n be a discrete probability measure on Disc(X) and let f be a function from X to Y.
Then f(flatten(n)) = flatten(f(n)).

Proof. By the definition of flattening, f(flatten(n)) = f(Z;LGDisc(X) n(pw)p). By distributing f,
we obtain that this is equal to Zuemsc(x) n(w) f(n). By rearranging terms in this last expression,
we obtain that f(flatten(n)) = 3, cpisev) 2opes—1(0) M. Now, 32 o1,y n(p) = f(n)(o), which
implies that f(flatten(n)) = 3, cpisey) f(n)(0)o. But the right-hand expression is the definition of
flatten(f(n)), as needed. O

Lemma 2.2 Let {n;}ics be a countable family of measures on Disc(X), and let {p;}icr be a family of
probabilities such that ), p; = 1. Then flatten(},c; pini) = > ;c; pif latten(n;).

Lifting: The second operation, which we call “lifting”, takes a relation between two domains X and
Y and “lifts” it to a relation between discrete measures over X and Y. We allow the correspondence to
be rather general: we express it in terms of the existence of a weighting function on elements of X x Y
that can be used to relate the two measures.

Let R be a relation from X to Y. The lifting of R, denoted by L(R), is a relation from Disc(X) to
Disc(Y) such that py L£(R) pe iff there exists a function w : X x Y — R2Y| called a weighting function,
such that

1. for each x € X and y € Y, w(z,y) > 0 implies = R y,

2. for each z € X, 3° w(z,y) = p1(x), and

3. foreach y € Y, Y w(x,y) = pa(y).
Expansion: Finally, we have the third operation, the “expansion” operation, which is the one we use
directly in our new definition of simulation relations. The expansion of a relation R relates a measure on
X to a measure on Y provided that the two measures can be “expanded” into corresponding measures
on measures. Here, the correspondence between the two measures on measures is rather general, in
fact, we express it in terms of the lifting operation.

Let R be a relation from Disc(X) to Disc(Y). The expansion of R, denoted by £(R), is the relation

from Disc(X) to Disc(Y) such that uy E(R) po iff there exist two discrete measures 1, and 72 on
Disc(X) and Disc(Y), respectively, such that

1. p1 = flatten(ny),

2. ps = flatten(ny), and

3. m L(R) n2.

The following lemma provides an equivalent characterization of the expansion relation:

Lemma 2.3 Let R be a relation on Disc(X) x Disc(Y). Then py E(R) po iff there exists a count-
able index set I, a discrete probability measure p on I, and two collections of probability measures
{1} {pe,itr such that

1Lopr = p(i)pa i,
2. po = Ziefp(i)ﬂz,i; and

10



3. for eachi €1, py; R pio;.

Proof. Let py E(R) pa, and let 11,12 and w be the measures and weighting functions used in the
definition of £(R). Let {(p1.,4, t2,i) }ier be an enumeration of the pairs for which w(uy 4, p12,;) > 0, and
let p(i) be w(p14, p2,;). Then p, {(p1,:) bier, and {(u24) }ier satisfy Items 1, 2, and 3.

Conversely, given p, {(p1,:)}ier, and {(p2,:)}ier, define n1(p) to be Zim:m.ip(i)’ n2(p) to be
Zi\u:ua.i p(7), and define w(p}, ph) to be Zilu’lzm,i,u;:ﬂz,i p(i). Then, 11,7 and w satisfy the proper-
ties required in the definition of £(R). O

The next, rather technical lemma gives us a sufficient condition for showing that a pair of functions,
f and g, transforms E(R)-related probability measures pu; and po to other £(R)-related probability
measures. The required condition is that f and g convert each pair p1, p2 of R-related probability
measures witnessing that 1 E(R) p2 to E(R)-related probability measures. We will use this lemma in
the soundness proof for our new kind of simulation relation, in Lemma 3.29; there, the two functions f
and g apply corresponding sequences of tasks to corresponding measures on states.

Lemma 2.4 Let R be a relation from Disc(X) to Disc(Y), and let f,g be two endo-functions on
Disc(X) and Disc(Y), respectively, that distribute over convex combinations of measures, that is, for
each countable family {p;}; of discrete measures on X and each countable family of probabilities {p;};

such that Y, p; =1, f(Q_, pipi) = >, pif(pi), and similarly, for each countable family {p;}; of discrete
measures on Y and each countable family of probabilities {p;}; such that Y .p; = 1, g(>, pipi) =
> pig(pi). Let py and pp be two measures on X and Y respectively, such that p; E(R) p2, and let
m, 12, and w be a pair of measures and a weighting function witnessing that 1 E(R) pa. Suppose
further that, for any two distributions p1 € supp(nm) and pa € supp(nz) such that w(pi,p2) > 0,

f(p1) E(R) g(p2)-
Then f(p1) E(R) g(p2)-

Proof. For each p; € supp(m) and pa2 € supp(nz2) such that w(pi, p2) > 0, let (11)py,pos (72)p1,ps, and
Wy, p, be a pair of measures and a weighting function that prove that f(p1) E(R) g(p2). We know that
these are well-defined since, by assumption, f(p1) E(R) g(p2) whenever w(py, p2) > 0. Let W denote
the set of pairs (p1, p2) such that w(py, p2) > 0.

Let my = 320, poyew W(P1,p2)(M)py o and let ny = 35y w(pr, p2)(12)pr,p.-  Let w' =

Z(pl,pz)EW w(php?)wﬂhpr
We show that 1}, %, and w’ prove that f(u1) E(R) g(pe).

L. f(p1) = flatten(mn).

By definition of 7}, flatten(n}) = flatten(3_,, ,, ew w(p1,p2)(M)p1,p2)- By Lemma 2.2, this
is in turn equal to 32, ey w(p1, p2)flatten((n) (o, ,ps))- By definition of (91)(s,,p,), we know
that flatten((n1)p,,ps)) = f(p1), so we obtain that flatten(n;) = Z(pl,pz)EW w(p1, p2)f(p1)-

We claim that the right side is equal to f(u1): Since uy = flatten(n,), by the definition of flatten-
ing, i1 = -, e pise(x) M(p1)p1. Then, by distributivity of f, f(u1) = 3=, e pisecx) m (1) f(p1).
By definition of lifting, n1(p1) = 3= ,,c pise(y) w(P1, p2)-

Therefore, f(u1) = >, c pise(x) 2opsepise(v) W(P1:p2) f(p1), and this last expression is equal to
D (pr.payew Wp1, p2) f(p1), as needed.

2. g(u2) = flatten(ny).
Analogous to the previous case.

3. n) L(R) n} using w’ as a weighting function.

We verify that w’ satisfies the three conditions in the definition of a weighting function:
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(a) Let pf, ph be such that w'(pf, p5) > 0. Then, by definition of w’, there exists at least one
pair (p1, p2) €R such that w,, ,,(p],p5) > 0. Since w,, ,, is a weighting function, p| R pf
as needed.

(b) By definition of ’LU/7 Zp’QGDisc(Y) w/(pll7p/2) = Zp’QEDisc(Y) Z(pl,pg) w(p17p2)wplaﬂ2 (p/17p/2)

By rearranging sums and using the fact that w,, ,, is a weighting function, we obtain that

2 pheDise(Y) W' (1, P3) = D2 (1 pa) W(P1: P2)(M1) 1,02 (1) (Specifically, this uses the fact that

' eDi w , = (m . 1s suflices since the right-hand side is the

pheDisc(Y) Woi,p2 P P2 M) p1.p2 (P Thi ffi i he right-hand side is th
definition of 7} (p}).

(¢) Symmetric to the previous case.

2.2 Probabilistic I/O Automata

The definition of a PIOA is standard. A PIOA has states, a unique start state, and a set of actions,
partitioned into input, output, and internal actions. It also has a set of “transitions”, which are triples
consisting of a state, an action, and a discrete distribution on next states. Note that a PIOA may
exhibit both nondeterministic and probabilistic choices. Nondeterminism appears in the choice of the
next transition to perform. Probabilistic choice occurs only in the choice of the next state, when a
particular transition is performed.

Definition 2.5 A probabilistic I/O automaton (PIOA) is a tuple P = (Q,q,1,0, H, D), where
e () is a countable set of states,
e g € (Q is a start state,
e [ is a countable set of input actions,
e O is a countable set of output actions,
e H is a countable set of internal (hidden) actions, and
e DC(Qx(ITUOUH) x Disc(Q)) is a transition relation.

We write A for [UO U H and refer to A as the actions of P. We write E for I UO and we refer to E
as the external actions of P. We assume that PIOA P satisfies the following conditions.

1. 1,0 and H are disjoint sets.

2. Input enabling: For every state ¢ € @ and every action a € I, D contains some triple of the
fOTm (q7a7/’l’)'

3. Next-transition determinism: For every state g and action a, there is at most one transition
of the form (q, a, ). We write trq o to denote this transition, and g q to denote the target measure
of this transition, if the transition exists. (Otherwise, these notations are undefined.)

We say that an action a is enabled in a state q if D contains a transition (g, a, ) for some p.

Note that the next-transition determinism and the countability of @, I, O, and H are restrictions
that are not present in earlier definitions of probabilistic automata [LSV03]. We introduce these in the
interests of simplicity. Input-enabling is standard.

We denote the elements of an automaton P by Qp,Gp, Ip,Op, Hp, Dp, Ap and Ep. Often we
use the generic name P for a generic automaton; in this case we omit the subscripts, writing simply
Q,q,1,0,H, D, A and E.
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An execution fragment of a PIOA P is a finite or infinite sequence oo = qp a1 g1 as ... of alternating
states and actions, starting with a state and, if the sequence is finite ending in a state, where for each
(¢i, i1, qi+1) there exists a transition (g;, a;y1, ) € D with ¢;11 € supp(p). If « is a finite sequence,
then the last state of « is denoted by Istate(w). If « is an execution fragment of P and a is an action
of P that is enabled in Istate(), then we write tr, , as an abbreviation for ;g qte(a),a-

An ezecution of P is an execution fragment whose first state is the start state g. We let frags(P)
and frags*(P) denote, respectively, the set of all execution fragments and the set of finite execution
fragments of P. Similarly, we let execs(P) and execs*(P) denote, respectively, the set of all executions
and the set of finite executions of P.

The trace of an execution fragment « of an automaton P, written trace(«), is the sequence obtained
by restricting « to the set of external actions of P. We say that 3 is a trace of automaton P if there is
an execution a of P with trace(a) = S.

2.2.1 o-fields of execution fragments and traces

In order to talk about probabilities for executions and traces of a PIOA, we need appropriate o-fields.
We define a o-field over the set of execution fragments of a PIOA P:

Definition 2.6 The cone of a finite execution fragment o, denoted by C,, is the set {a’ € frags(P)|a <
a'}. Then Fp is the o-field generated by the set of cones of finite execution fragments of P.

Observe that, since @, I, O, and H are countable, the set of finite execution fragments of P is countable,
and hence the set of cones of finite execution fragments of P is countable. Therefore, any union of cones
is measurable. Observe also that, for each finite execution fragment «, the set {a} is measurable since
it can be expressed as the intersection of C,, with the complement of Uy.q<a/Cq/- Thus, any set of
finite execution fragments is measurable, or, in other words, the discrete o-field of finite executions is
included in Fp.

We often refer to a probability measure on the o-field Fp generated by cones of execution fragments
of a PIOA P as simply a probability measure on execution fragments of P.

In many places in this paper, we will want to talk about probability measures on finite execution
fragments, rather than arbitrary execution fragments. Thus, we define:

Definition 2.7 If € is a probability measure on execution fragments of P, then we say that € is finite
if the set of finite execution fragments is a support for e.

Since any set of finite execution fragments is measurable, any finite probability measure on execution
fragments of P can also be viewed as a discrete probability measure on the set of finite execution
fragments. Formally, given any finite probability measure € on execution fragments of P, we may define
a discrete probability measure finite(e) on the set of finite execution fragments of P by simply defining
finite(e)(«) = e() for every finite execution fragment « of P. The difference between finite(e) and e
is simply that the domain of € is the set of all execution fragments of P, whereas the domain of finite(e)
is the set of all finite executions of P. Henceforth, we will ignore the distinction between finite(e) and
€.

Definition 2.8 Let € and € be probability measures on execution fragments of PIOA P. Then we say
that € is a prefix of €, denoted by € < €, if, for each finite execution fragment o of P, €(Cy) < €(Cy,).

Definition 2.9 A chain of probability measures on execution fragments of PIOA P is an infinite se-
quence, €1,¢€9,-+- of probability measures on execution fragments of P such that, for each i > 0,
€ < €41. Given a chain €1,€a,... of probability measures on execution fragments of P, we define
a new function € on the o-field generated by cones of execution fragments of P as follows: For each
finite execution fragment a,

€(Cy) = lim €;(Cy).

1— 00
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Standard measure theoretical arguments ensure that € can be extended uniquely to a probability measure
on the o-field generated by the cones of finite execution fragments. Furthermore, for each i >0, ¢; < €.
We call € the limit of the chain, and we denote it by lim;_ o €;.

If « is a finite execution fragment of a PIOA P and a is an action of P, then C,, denotes the set of
execution fragments of P that start with aa.
The cone construction can also be used to define a o-field of traces:

Definition 2.10 The cone of a finite trace 3, denoted by Cg, is the set {3’ € E*UE“ | § < '}, where
< denotes the prefix ordering on sequences. The o-field of traces of P is simply the o-field generated by
the set of cones of finite traces of P.

Again, the set of cones is countable and the discrete o-field on finite traces is included in the o-field
generated by cones of traces. We often refer to a probability measure on the o-field generated by cones
of traces of a PIOA P as simply a probability measure on traces of P.

Definition 2.11 If 7 is a probability measure on traces of P, then we say that T is finite if the set of
finite traces is a support for T. Any finite probability measure on traces of P can also be viewed as a
discrete measure on the set of finite traces.

Definition 2.12 Let 7 and 7' be probability measures on traces of PIOA P. Then we say that T is a
prefix of 7/, denoted by T < 7', if, for each finite trace 8 of P, 7(Cs) < 7'(Cp).

Definition 2.13 A chain of probability measures on traces of PIOA P is an infinite sequence, 71, Ta, - - -
of probability measures on traces of P such that, for each i > 0, 7; < 1;41. Given a chain m,7o, ...
of probability measures on traces of P, we define a new function T on the o-field generated by cones of
traces of P as follows: For each finite trace (3,

7(Cp) = lim 7:(Cp).

Then 7 can be extended uniquely to a probability measure on the o-field of cones of finite traces. Fur-
thermore, for each i > 0, 7; < 7. We call T the limit of the chain, and we denote it by lim;_ o 7;.

The trace function is a measurable function from the o-field generated by cones of execution frag-
ments of P to the o-field generated by cones of traces of P. If € is a probability measure on execution
fragments of P then we define the trace distribution of €, tdist(¢), to be the image measure of ¢ under
the function trace.

Lemma 2.14 Let €1,€9,--- be a chain of measures on execution fragments, and let € be lim; ., €;.
Then lim;_, o tdist(e;) = tdist(e).

Proof. It suffices to show that, for any finite trace 3, lim; . tdist(e;)(Cg) = tdist(e)(Cg). Fix a
finite trace (.

Let O be the set of minimal execution fragments whose trace is in Cg. Then trace ! (Cg) = UaeoCa,
where all the cones are pairwise disjoint. Therefore, for i > 0, tdist(e;)(Cs) = )., cq €i(Ca), and
tdist(e)(Cp) = > peo €(Ca)-

Since we have monote limits here (our limit are also supremums), limits commute with sums and our
goal can be restated as showing: ) g lim; .o €;(Co) = D cq €(Cq). Since lim; .o €; = ¢, for each
finite execution fragment o, lim; .o €;(Co) = €(Cy). Therefore, Y olim; . €;(Co) = > co €(Ca),
as needed. O

The Istate function is a measurable function from the discrete o-field of finite execution fragments
of P to the discrete o-field of states of P. If € is a probability measure on execution fragments of P,
then we define the Istate distribution of €, Istate(e€), to be the image measure of ¢ under the function
Istate.
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2.2.2 Probabilistic executions and trace distributions

Having established some groundwork in Section 2.2.1, we now define the specific probability measures
on executions and traces that are generated by PIOAs. To define such probability measure, we must
resolve the PIOA’s nondeterminism. For this purpose, we define a “scheduler”, which, after any finite
execution fragment, selects the next transition:

Definition 2.15 A scheduler for a PIOA P is a function o : frags*(P) — SubDisc(D) such that
(g,a,n) € supp(o(a)) implies q = Istate(a).

A scheduler o describes what transitions to schedule after each finite execution fragment of P. It
associates sub-probability measures with finite execution fragments, which means that after a finite
execution fragment a the probability o(a)(D) may be strictly smaller than 1, or, in other words, that
the scheduler o terminates the computation after o with probability 1 — o(a)(D). As a notational
convention we introduce a new symbol | to denote termination, and we write o(«)(L) to denote the
probability 1 — o(a)(D) of terminating after a.

Definition 2.16 A scheduler o and a finite execution fragment a generate a measure €5, on the o-field
generated by cones of execution fragments. The measure of a cone Cy is defined recursively as follows:

0 ifo £ a and o £ o
€o.0(Car) =¢ 1 if o <« (1)
€o,0(Car ooy (a,q) if o/ =a"aq and a < o,

where fig (o) (a, q) is the probability that o(a") gives a transition labeled by a and that the reached state
is q. That is, jig(ar)(a,q) = o(a”)(trar o) par a(q). Standard measure theoretical arguments ensure that
€o,a 15 well-defined. We say that €, is generated by o and a. We call the state fstate(a) the first
state of €5, and denote it by fstate(ey,q)-

If w is a discrete probability measure over finite execution fragments, then we denote by €, , the
measure Y. p(®)€sq and we say that €,, is generated by o and p. We call the measure €,, a
generalized probabilistic execution fragment of P.

If supp(p) contains only execution fragments consisting of a single state then we call €5, a proba-
bilistic execution fragment of P. Finally, for the start state g, we call €55 a probabilistic execution of

P.

The following lemmas give some simple equations expressing basic relationships involving the prob-
abilities of various sets of execution fragments.

Lemma 2.17 Let o be a scheduler for PIOA P, 1 be a discrete probability measure on finite execution
fragments of P, and « be a finite execution fragment of P. Then

ea,p(coz) = :Uf(Coz) + Z M(al)ﬁa,a’(ca)~

a'<a

Proof. By definition of €., €5,,(Ca) = > 11(&')€g,0/(Cq). Since, by definition, €, o/ (Co) = 1 when-
ever a < o, the equation above can be rewritten as €, ,(Co) = > pr.0car () +D 0o (@ )égar (Co).
Observe that 37 /., p(a’) = p(Cq). Thus, by substitution, we get the statement of the lemma. O

Lemma 2.18 Let o be a scheduler for PIOA P, i be a discrete probability measure on finite execution
fragments of P, and « be a finite execution fragment of P. Then

ann(ca) = (Cq —{a}) + Z N(a/)%,a’(ca)'

o' <a

Proof. Follows directly from Lemma 2.17 after observing that €, ,(Cq) = 1. O
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Lemma 2.19 Let o be a scheduler for PIOA P, and p be a discrete measure on finite execution frag-
ments of P. Let a = &aq be a finite execution fragment of P. Then

€o.u(Ca) = 1(Ca) + (€5,u(Ca) — 1(Ca — {a})) o(@) (tra,a)ia,q(q)-

Proof. By Lemma 2.17, by definition of ¢, o/ (Cy), and by definition of pi, (4 (a, q), €5, (Ca) = u(Ca)+

Yoarca (@ )esa (Ca)o(@)(tra,q)ta,a(q). Observe that the factor (&) (tra,q)ta,q(q) is a constant with

respect to o/, and thus can be moved out of the sum, so

€ou(Ca) = (Ca) + 0 ca (' )eg,ar (Ca))(0(&)(tra,a)a,a(q)). Since o/ < @ if and only if o/ < a,

this yields €5,,(Ca) = 1(Ca) + (Ewgd (e )eq,ar(Ca)) (0 (@) (tra,a)ta,a(q))-
It suffices to show that )~ , 5 pu(a')es 0 (Ca) = €5,,(Ca) —p(Ca—{a}). But this follows immediately

from Lemma 2.18 (with « instantiated as @). O

Lemma 2.20 Let o be a scheduler for PIOA P, i be a discrete probability measure on finite execution
fragments of P, and o be a finite execution fragment of P. Then

€o.u(@) = (€6,u(Ca) = p(Ca — {a}))(o(a)(L))-

Proof. By definition of €5, €5 () =Y, (a’)€s.a (o). The sum can be restricted to o’ < « since
for all other o', €5,o/(e) = 0. Then, since for each & < @, €, 0/() = €5,0/(Ca)o(a)(L), we derive
€ou(0) =D e (@ )egar(Co)o(a)(L). Observe that o(a)(L) is a constant with respect to o/, and
thus can be moved out of the sum, yielding €, , () = (3° /<, (@ )€q,ar (Co))(o(a)(L)).

It suffices to show that )~ , . pu(a')es 0 (Co) = €5, (Co) —p1(Co—{a}). But this follows immediately
from Lemma 2.18. |

Lemma 2.21 Let o be a scheduler for PIOA P, and i be a discrete probability measure on finite
execution fragments of P. Let a be a finite execution fragment of P and a be an action of P that is
enabled in Istate(a). Then

ea,u(caa) = ,U(Caa) + (60,/1(0(1) - ,U;(Ca - {Ot})) cr(a)(trma).

Proof. Observe that Chq = UgCaaq. Thus, €5,(Caq) = Zq €0,u(Caaq). By Lemma 2.19, the right-
hand side is equal to 3 (1(Caaq) + (€0,u(Ca) — p(Co — {a})) o(a)(tra,a)tta,q(q)). Since >, p1(Coaq) =
1(Cqq) and Zq ta,a(g) = 1, this is in turn equal to u(Caq) + (€0,.(Ca) — p(Co — {a})) o(a)(tra,q)-
Combining the equations yields the result. O

Next, we consider limits of generalized probabilistic execution fragments.

Proposition 2.22 Let €1,¢,... be a chain of generalized probabilistic execution fragments of a PIOA
P, all generated from the same discrete probability measure pu on finite evecution fragments. Then
lim; . €; is a generalized probabilistic execution fragment of P generated from p.

Proof. Let € denote lim; . €;. For each 7 > 1, let o; be a scheduler such that ¢; = ¢, ,, and for
each finite execution fragment «, let p’, = €,, ,(Ca) — u(Co — {@}). For each finite execution o and
each action a, let pl, = €5, 1(Caa) — 1(Caa)-

By Lemma 2.21, if a is enabled in Istate(a) then plo;(a)(tra,q) = Pi,, and so, if p%, # 0, then
7i(@)(ta,0) = Paa/Pa-

For each finite execution fragment a, let p, = €(Cy) — u(Cq — {a}). For each finite execution
fragment a and each action a, let poy = €(Caa) — 4(Caq). Define o(a)(trq,q) to be paa/pa if Po > 0;
otherwise define o(a)(tra,q) = 0. By definition of € and simple manipulations, lim;_, p’, = p, and
lim; 00 Pl = Paa- 1t follows that, if p, > 0, then o(a)(trq.q) = lim; oo 05 (a)(tra.q)-

It remains to show that o is a scheduler and that €, , = €. To show that o is a scheduler, we must
show that, for each finite execution fragment «, o(«) is a sub-probability measure. Observe that, for
eachi>1, >, oi(a)(tr) =3, 0i(®)(traq). Similarly, >, o(a)(tr) =, o(a)(traq). Since each o; is
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a scheduler, it follows that, for each i > 0, >, 0(a)(traq) < 1. Thus, also lim; . >, 0i(a)(traq) < 1.
By interchanging the limit and the sum, we obtain ) lim; o 03(a)(tra.) < 1.

We claim that o(a)(trq,q) < lim;—. 0i()(trq,q), which immediately implies that o(a)(treq) < 1,
as needed. To see this claim, we consider two cases: If p, > 0, then as shown earlier, o(a)(tra,q) =
lim; o0 0 (@) (trq,q), which implies the claim. On the other hand, if p, = 0, then o(«)(trq,q) is defined
to be zero, so that o(a)(trq,,) = 0, which is less than or equal to lim; .o 0;(a)(trq,q), which again
implies the claim.

To show that €, , = ¢, we show by induction on the length of a finite execution fragment « that
€o,.(Ca) = €(Cy). For the base case, let « consist of a single state g. By Lemma 2.17, €, ,(Cy) = u(Cy),
and for each i > 1, €,, ,(Cq) = u(Cy). Thus, e(Cy) = lim; o €5,,,(Cq) = 1(Cy), as needed.

For the inductive step, let a = @aq. By Lemma 2.19,

Iim 6, u(Ca) = Tim ((Ca) + (e, u(Ca) — (Ca — {6)) 7:(8) (17 w)pi3.0(a)
Observe that the left side is €(C,). By algebraic manipulation, the equation above becomes
€(Ca) = p(Ca) + ((lim e,4(Ca)) = u(Ca — {a})) (Jim o4(@)(tra,a)) a,a(0)

By definition of €, lim; . €5, ,(Ca) = €(C4s), and by inductive hypothesis, €(Cs) = €,,,(Cs). Therefore,

(Ca) = plCa) + (e(Ca) = p(Ca — (&) (lim 03(@)(tre0)) pala):
Also by Lemma 2.19, we obtain that
€o,u(Ca) = 1(Ca) + (€0,u(Ca) — (Ca —{a})) o(a)(tra,a) pa,a(q)-

We claim that the right-hand sides of the last two equations are equal. To see this, consider two
cases. First, if pg > 0, then we have already shown that lim; .o 0;(&)(tra,q) = 0(&(tra,q)). Since these
two terms are the only difference between the two expressions, the expressions are equal.

On the other hand, if ps = 0, then by definition of pg, we get that ¢(Cg) = p(Cas — {&}). Then the
second terms of the two right-hand sides are both equal to zero, which implies that both expressions
are equal to the first term p(C,). Again, the two right-hand sides are equal.

Since the right-hand sides are equal, so are the left-hand sides, that is, €5,,(Co) = €(Cy), as needed
to complete the inductive hypothesis. O

We denote the set of trace distributions of probabilistic executions of a PIOA P by tdists(P).

2.2.3 Composition
We define composition for PIOAs:

Definition 2.23 Two PIOAs P; and Py are compatible if Hy N Ay = Ay NHy = O, N0y = 0. The
composition of two compatible PIOAs Py and Pa, denoted by P1||Pe, is the PIOA P = (Q,q,1,0,H, D)
where

e Q=Q1 xQq,
e 7= (q1,),

o [=([1UL)—-(01UO0,),
e O=(01UO0y),

o H=(H UH)),

o D is the set of triples ((q1,q2),a, 1 X pa) such that for i € {1,2}, if a is an action of P;, then
(i, a, p;) € Dy, and if a is not an action of P; then pu; = §(q;).

If ¢ = (q1,g2) is a state of P then for ¢ € {1, 2}, we write ¢[P; to denote ¢;. We extend the definition
of composition and the [ notation to any finite number of arguments, not just two.
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2.2.4 Hiding
We define a hiding operation for PIOAs, which hides output actions.

Definition 2.24 Let P = (Q,q,I,0,H, D) be a PIOA and S C O. Then hide(P,S) is the PIOA P’
that is is the same as P except that Opr = Op — S and Hp = Hp U S.

3 Task-PIOAs

In this section, we introduce a new “task” mechanism for describing the resolution of nondetermin-
ism. For general PIOAs, we already have a notion of “scheduler”, which can use arbitrary knowledge
about the past execution in choosing a specific next transition. Such a scheduler is very powerful—too
powerful for the security protocol setting. In particular, a scheduler’s choice of transition may depend
on information that is supposed to be kept secret from the adversarial components. Moreover, the
scheduler has very fine-grained control over the precise choice of transition.

To reduce the power of the scheduler, we here define “task-PIOAs”, which provide equivalence
relations on the actions and on the states of the PIOAs. The action equivalence relation classifies the
actions into “tasks”, which are units of scheduling.

We begin by defining task-PIOAs, in Section 3.1. Then we define task schedulers, in Section 3.2,
which are a variant of our schedulers with coarser granularity (they schedule tasks rather than specific
transitions). Section 3.3 defines directly how a task scheduler generates a probability measure on
execution fragments, for a closed task-PIOA. Then, in a rather lengthy diversion, it relates this definition
to the more traditional definitions for PIOAs, by showing that the resulting probability measure is in
fact generated by some traditional scheduler. The next two sections define composition and hiding, for
task-PIOAs.

Then, we develop our notions of implementation between task-PIOAs. In Section 3.6, we define the
notion of an “environment” for a task-PIOA. We use this, in Section 3.7, to define what it means for one
task-PIOA to implement another. Finally, in Section 3.8, we define our new kind of simulation relation
between closed task-PIOAs, and prove that it is sound with respect to our implementation notion.

3.1 Task-PIOAs
Definition 3.1 We define a task-PIOA, to be a pair T = (P, R), where

e P=(Q,q,1,0,H,D) is a PIOA (satisfying nect-transition determinism).

e R is an equivalence relation on the locally-controlled actions (O U H ).
We refer to the equivalence classes of R as tasks. If a task consists of only output actions or only
internal actions we call it, respectively, an output task or an internal task.

A task T is enabled in a state q if there is some action in T that is enabled in q. A task T is enabled
in a set of states S provided that T is enabled in every q € S.
We require a task-PIOA to satisfy the following condition:

e Next-action determinism: For every state ¢ € Q and every task T € R, there is at most one
action a € T that is enabled in q.

We denote the relation R of a task-PIOA 7 by Rr.

The non-probabilistic executions and traces of a task-PIOA 7 = (P, R) are defined to be the
executions and traces of the underlying PIOA P.

Note that in prelimimary versions of this work [CCKT06¢c|, we defined a task-PIOA to have an
equivalence relation on states in addition to an equivalence relation on actions. We also had three
more axioms, called random-choice consistency, transition consistency, and enabling consistency. These
axioms imposed restrictions on the branching capabilities of the modeled components. For example, we
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required the states resulting from internal random choices of an adversary to be equivalent; a random
choice could not result in enabling a task in one branch and disabling it in another. In this work, we
generalize this older definition of a task-PTOA by removing the state relation and the related consistency
axioms.

3.2 Task Schedulers

Here we define our notion of a “task scheduler”, which chooses the next task to perform. For a closed
task-PIOA (that is, one with no input actions), a task scheduler resolves all nondeterminism, because
of the next-action determinism property of task-PIOAs and the nezt-transition determinism property
of general PIOAs.

Our notion of task scheduler is oblivious—that is, it is just a sequence of tasks.

Definition 3.2 Let T = (P, R) be a closed task-PIOA where P = (Q,q,1,0,H, D). A task scheduler
for T is defined to be a finite or infinite sequence p =Ty Ty ... of tasks in R.

3.3 Probabilistic executions and trace distributions

Definition 3.3 Let 7 = (P, R) be an action-deterministic task-PIOA where P = (Q,q,1,0,H, D).
The function apply(,) takes a discrete probability measure on finite execution fragments and a task
schedule and returns a probability measure on execution fragments. It is defined recursively as follows:

1. apply(p, A) = p (recall that X\ is the empty sequence).

2. Let T be a single task. Given finite execution fragment o, apply(u,T)(«) is defined to be p1(a) +
pa(a), given as follows.

w(a)p(q) if a can be written as o’ a q, with &' € supp(p),a € T,
pi(a) = and (lstate(a'),a, p) € D.
0 otherwise.

Notice, in the first case, transition determinism and the definition of execution fragments imply
that there is exactly one such p, so p1 is well-defined.

(a) = w(a) if T is not enabled in lstate(a),
2L =10 otherwise.

3. If p is finite and of the form p'T, then apply(u, p) = apply(apply(u, p'),T).

4. If p is infinite, let p; denote the length-i prefiz of p and let ¢; be apply(p, p;). Then apply(u, p) =

Lemma 3.4 Let 7T = (P, R) be a closed action-deterministic task-PIOA. Let p be a discrete probability
measure over finite execution fragments of P and let T be a task. Let p1 and ps be the functions used
in the definition of apply(u,T). Then:

1. for each state q, p1(q) = 0;

2. for each finite execution fragment «,

p(a) = p2(a) + Z pi1(aag).

(a,q):ccaqeFrags* (P)

Proof. Item (1) follows trivially from the definition of p;(gq).
For Item (2), we observe the following facts.

19



e If T is not enabled from Istate(«), then, by definition of ps, u(a) = pa(a). Furthermore, for each
action a and each state ¢ such that cag is an execution fragment, we claim that p;(cag) = 0.
Indeed, if a ¢ T, then the first case of the definition of p;(«a) trivially does not apply; if a € T,
then, since T' is not enabled from Istate(a), there is no p such that (Ilstate(a),a,p) € Dp, and
thus, again, the first case of the definition of p; («) does not apply.

o If T is enabled from [state(), then trivially pa(e) = 0. Furthermore, we claim that pu(a) =
Z(am p1(caq). By action determinism, only one action b € T is enabled from [state(). By
definition of p;, p1(aaq) = 0 if a # b (either a ¢ T or a is not enabled from [state(c)). Thus,

Y pilaag) = pi(abg) =Y p(@)prap(a)-

(a,q)
This in turn is equal to p(a) since 3, pa,b(q) = 1.

In each case, we get pu(a) = pa(a) + 3, ) P1(@aq), as needed. |

Lemma 3.5 Let T = (P, R) be a closed action-deterministic task-PIOA. Let p be a discrete probability
measure over finite execution fragments and p be a finite sequence of tasks. Then apply(u,p) is a
discrete probability measure over finite execution fragments.

Proof. By a simple inductive argument. The key part of the inductive step consists of the claim that,
for each measure € on finite executions fragments and each task T, apply(e, T) is a probability measure
over finite execution fragments.

Let € be apply(e,T). The fact that ¢’ is a measure on finite execution fragments follows di-
rectly by Item (2) of Definition 3.3. To show that € is in fact a probability measure, we show that
2 acFragst(p) € (@) = 1. By Item (2) of Definition 3.3,

Yo dl@= > (m(a@)+pa(a).
aEFrags* (P) aEFrags* (P)
Rearranging terms, we obtain

Yoo d)=>m@+ D (paAex)+ > pi(aag)).

a€Frags* (P) aEFrags* (P) (a,q):caq€Frags* (P)

By Lemma 3.4, the right side becomes Zaeﬁags*(m €(a), which equals 1 by the inductive hypothesis.
Therefore 3, cprags(p) € (@) = 1, as needed. O

Lemma 3.6 Let 7 = (P,R) be a closed action-deterministic task-PIOA and let T be a task in R.
Define ' = apply(u,T). Then, for each finite execution fragment a:

1. If « consists of a single state q, then p'(Cy) = pu(Cy).
2. Ifa=aaq and a ¢ T, then 1/ (Cy) = u(Cy).
3. If a=aaq and a € T, then 1/ (Cy) = pu(Cq) + 1(&) a.q(q)-

Proof. Let p; and ps be the functions used in the definition of apply(u,T), and let a be a fi-
nite execution fragment. By definition of a cone and of u', p/(Ca) = 3./ a<q (P1(e) + p2(a)).
By definition of a cone and Lemma 3.4, u(Ca) = 3_ja<ar (P2(0') + 34 ).0raqeFrags (p) P1(@'aq)) =
Yoja<ar P1(a)) + p2(a)) = pr(a). Thus, p'(Co) = p(Ca) + p1(a). We distinguish three cases. If a
consists of a single state, then p;(a) = 0 by Lemma 3.4, yielding p/(C,) = u(Cy). If a = daq and
a ¢ T, then p;(a) = 0 by definition, yielding p/(Cy) = p(Cq). Finally, if @« = Gaq and a € T, then
pi(a) = p(@)pa,q(q) by definition, yielding 1/(Co) = pu(Ca) + (@) pia,a(q)- O
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Lemma 3.7 Let T = (P, R) be a closed action-deterministic task-PIOA. Let 11 be a discrete measure
over finite execution fragments, T a task, and p' = apply(u,T). Then pu < 1.

Proof. Follows directly by Lemma 3.6. O

Lemma 3.8 Let T = (P, R) be a closed action-deterministic task-PIOA. Let j be a discrete measure
over finite execution fragments and let py and po be two finite sequences of tasks such that py is a prefiz

of p2. Then apply(u, p1) < apply(u, p2).

Proof. Simple inductive argument using Lemma 3.7 for the inductive step. |

Lemma 3.9 Let T = (P, R) be a closed task-PIOA. Let i be a discrete measure over finite execution
fragments. Then apply(p, \) is a generalized probabilistic execution fragment generated by p.

Proof. Follows directly from the definitions, by defining a scheduler ¢ such that o(«)(tran) = 0 for
each finite execution fragment o and each transition tran. O

Lemma 3.10 Let 7 = (P, R) be a closed action-deterministic task-PIOA. Let p1 be a discrete probability
measure over finite execution fragments of P, p a task scheduler for T, and q a state of T. Then

apply (i, p)(Cq) = (Cy)-

Proof. We prove the result for finite p’s by induction on the length of p. The infinite case then
follows immediately. The base case is trivial since, by definition, apply(u, p) = p. For the inductive
step, let p = p'T, and let € be apply(u, p'). By Definition 3.3, apply(u, p) = apply(e,T). By induction,
€(Cq) = p(Cy). Therefore it suffices to show apply(e, T)(Cy) = €(Cy).

Let ¢ be apply(e, T). By definition of cone, ¢'(Cy) = >_,., <, €(@). By Lemma 3.5, both € and
¢’ are measures over finite execution fragments; therefore we can restrict the sum to finite execution
fragments. Let p; and ps be the two functions used for the computation of €'(«) according to Item (2)
in Definition 3.3. Then €(Cq) = > cpecs (P)q<a(P1(@) + p2(a)). By rearranging terms, we get
€(Cq) = p1(a) + X oetrecs (Pyg<aP2(@) + 304 5 P1(Caas)). By Lemma 3.4, the right side of the

equation above is > ., €(a), which is precisely €(Cy). O

Lemma 3.11 Let 7 = (P, R) be a closed action-deterministic task-PIOA. If € is a generalized proba-
bilistic execution fragment generated by a measure u, then, for each task T, apply(e,T) is a generalized
probabilistic execution fragment generated by p.

Proof. Suppose € is generated by p together with a scheduler o (that is, €,, = €). Let € be
apply(e,T). Let ¢’ be a new scheduler such that, for each finite execution fragment «,

o if €(Cy) — n(Cq — {a}) =0, then o' («)(tran) = 0;
e otherwise,

— if tran € D(lstate(c)) and act(tran) € T,

€(Ca) — u(Co — {a})

o' (a)(tran) = €(Cy) — u(Co — {a})

(o(a)(tran) + o(a) (L)),

— otherwise,

€(Ca) — 1(Co —{a})
€(Ca) = p(Co = {a})
Here D(Istate(a)) denotes the set of transitions of D with source state [state(«) and act(tran) denotes

the action that occurs in tran. We first prove that o', thus defined, is a scheduler. We prove by induction
on the length of a finite execution fragment « that €,/ ,(Co) = €'(Cy).

o' (a)(tran) = o(a)(tran).
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For the base case, let o = ¢g. By Lemma 2.17, €, ,(Cq) = p(Cy) and €, ,(Cq) = u(Cyq). Thus,
€0 1u(Cq) = €0,,(Cq). By definition, the right-hand-side is equal to €(Cy), which is equal to €'(Cy) by
Lemma 3.10. Thus, €,/ ,(Cy) = €'(Cy), as needed.

For the inductive step, let @ = a@aq. By Lemma 2.17 and the definition of the measure of a cone
(Equation (1)), we get

€oru(Co) = 1(Ca) + Y (e )eor .0 (Ca) o (2 (0, @)

a'<éa

We know that a is enabled from Istate(d), because « is an execution fragment of P. Thus, trang
and pi5,q are defined. By expanding ji,/(s)(a, ) in the equation above, we get

60’7N(Ca) = u(Ca) + Z :U(O/)Ea’,oc’(C&)U/(d)(trand,a):u&,a(Q)- (2)

a'<a
We distinguish three cases.
1. €(Ca) — p(Csq — {a}) =0.
By inductive hypothesis, €, ,(Cs) = € (Cs). Then by Lemma 2.19, €, ,,(Co) = p(Cy). It is
therefore sufficient to show that € (Cy) = pu(Cy).
By Lemma 3.7, €(Cs) < € (Cg). Thus, using € (Cs) — u(Cs — {a}) = 0, we get €(Cs) — p(Ca —
{a}) < 0. On the other hand, from Lemma 2.18 and the fact that € = €, ,, we have €(Cy) —

w(Cs — {a}) > 0. Thus, (Cz) — u(Cs — {a}) = 0. Now, using Lemma 2.19 and the fact that
o = € and €(Cs) — u(Cs — {a}) =0, we get (Cy) = p(Ca).
Since Cy — {a} is a union of cones, we may use Lemma 3.7 to obtain u(Cs — {a}) < e(Cs — {a}).
Adding e({a}) on both sides, we get u(Cs — {a}) + e({a}) < €(Ca — {a}) + e({a}) = €(Ca).
Since €(Cz) = u(Cs — {a}), the previous inequalities imply €(Cz) + e({a}) < €(Cg), therefore
e({a}) = 0. By Lemma 3.6 (Items (2) and (3)), we have ¢/(C,) = €(Cq) = 1(Cy), as needed.
2. €(Cq) —u(Csq—{a}) >0and a ¢ T.
By Equation (2) and the definition of ¢’, we know that €,/ ,(Cy) equals
«(Ca) —p(Ca —{a})
w(Ca) + ) me)eor ar(Ca) T o(@)(trang o) 1a,q(q)-
2 '(Ca) — n(Ca —{a})

€

a'<a

Observe that in the sum above only the factors pu(a’)ey o (Ca) are not constant with respect to the
choice of o/. By Lemma 2.18 and algebraic manipulation, >, pu(a/)er o/ (Ca) = €57, (Ca) —
w(Cs—{a}). By inductive hypothesis, €, ,(Cs) = € (Cgz). Thus, replacing >, -5 #(a')eq .0/ (Cs)
with € (Cz) — u(Ca — {a}) and simplifying the resulting expression, we get

€' 1u(Ca) = p(Ca) + ((Ca) — p(Ca — {a})) o(@)(trana o) a.q(q)-

By definition, € = €, ,,. Therefore, by Lemma 2.19, the right side of the equation above is €(Cy).
Moreover, €(Cy) = €/(Cy) by Lemma 3.6, Item (2). Thus, €,/ ,(Co) = €/(Cy), as needed.

3. €(Csq) —p(Cqs—{a})>0and a e T.

As in the previous case, €,/,,(Cq) equals

#(Ca) + (e(Ca) — p(Ca — {a}))(o(a)(trana o) + (@) (L))ra.a(q)-

Also shown in the previous case, we have

€(Ca) = 1(Ca) + (e(Ca) — u(Ca — {a})) o(@)(trana ) ta,a()-
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Therefore,
€or,u(Ca) = €(Ca) + (e(Cg) — p(Ca — {a}))o (@) (L)ra,a(q)-

By definition, € = €,,. Using Lemma 2.20, we may substitute e(&) for (e(Cs) — n(Ca —
{a}))o(&)(L). Now we have

€o',u(Ca) = €(Ca) + €(@)Ha,a(g)-
The desired result now follows from Lemma 3.6, Item (3).

O

Lemma 3.12 Let T = (P, R) be a closed action-deterministic task-PIOA. For each probability mea-
sure p on finite execution fragments and each finite sequence of tasks p, apply(u,p) is a generalized
probabilistic execution fragment generated by p.

Proof. Simple inductive argument using Lemma 3.9 for the base case and Lemma 3.11 for the induc-
tive step. O

Lemma 3.13 Let T = (P, R) be a closed action-deterministic task-PIOA. For each measure p on
finite execution fragments and each infinite sequence of tasks p, apply(u, p) is a generalized probabilistic
execution fragment generated by L.

Proof. Foreachi > 0, let p; denote the length-i prefix of p and let €; be apply(u, p;). By Lemmas 3.12
and 3.8, the sequence €y, €1, ... is a chain of generalized probabilistic execution fragments generated by
. By Proposition 2.22,) lim; . €; is a generalized probabilistic execution fragment generated by u.
This suffices, since apply(u, p) is lim;_, €; by definition. O

Now we can prove Proposition 3.14, our main target. It says that, for any p and p, the probability
measure on execution fragments generated by apply(u, p) is “standard”, in that it can be obtained from
w1 and a scheduler in the sense of Definition 2.15.

Proposition 3.14 Let T = (P, R) be a closed action-deterministic task-PIOA. For each measure [
on finite execution fragments and each sequence of tasks p, apply(u,p) is a generalized probabilistic
execution fragment generated by L.

Proof. Follows directly by Lemmas 3.12 and 3.13. O

Lemma 3.15 Let T = (P, R) be a closed action-deterministic task-PIOA. Let p1,pa,--- be a finite or
infinite sequence of finite task schedulers and let o be a discrete probability measure on finite execution
fragments. For each i > 0, let ¢; = apply(u, p1p2 - - pi), where py - - - p; denotes the concatenation of the
sequences py through p;. Let p be the concatenation of all the p;’s, and let € = apply(u,p). Then the
€;’s form a chain and € = lim;_,  €;.

Proof. The fact that the ¢;’s form a chain follows from Lemma 3.7. For the limit property, if the

sequence pi, P2, - .. is finite, then the result is immediate. Otherwise, simply observe that the sequence
€1,€2,... is a sub-sequence of the sequence used in the definition of apply(u, p1ps . ..), therefore they
have the same limit. O

A generalized probabilistic execution fragment of a closed task-PIOA 7 is any generalized probabilis-
tic execution fragment of the underlying PIOA P that is generated from any p and any task scheduler
p, as apply(w, p). If supp(w) is included in the set of states of P, then we call apply(u, p) a probabilistic
execution fragment of 7. Finally, for the start state ¢, we call apply(q, p) a probabilistic execution of T .

Now we consider trace distributions of task-PIOAs. Namely, for any p and p, we write tdist(u, p)
as shorthand for tdist(apply(u,p)). We write tdist(p) as shorthand for tdist(§(apply(q,))p), where
d is the unique start state. A trace distribution of T is any tdist(p). We use tdists(T) for a closed
task-PIOA T to denote the set {tdist(p) : pis a task scheduler for 7 }.
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3.4 Composition

The systems in this paper are described as compositions of task-PIOAs. Here we show how to regard
such a composition as a task-PIOA.

Definition 3.16 Two task-PIOAs T; = (P1, R1) and Ty = (P2, R2) are said to be compatible provided
that the underlying PIOAs Py and Py are compatible. In this case, we define their composition 77|73
to be the task-PIOA (P1|Pz2, R1 U Ry).

Lemma 3.17 If 7y and T3 are compatible action-deterministic task-PIOAs, then T1|| 73 is also action-
deterministic.

3.5 Hiding

We define a hiding operation for task-PIOAs, which hides output actions.

Definition 3.18 Let T = (P, R) be a task-PIOA where P = (Q,q,1,0,H, D), and S C O. Then we
define hide(T,S) to be (hide(P,S), R).

We will often find it convenient to hide the output actions included in some set of tasks.

Definition 3.19 Let 7 = (P, R) be a task-PIOA where P = (Q,q,1,0,H, D), and let U C R be a set
of tasks. Let S = O NU, that is, S is the set of output actions in all the tasks in U. Then we define
hide(T,U) to be (hide(P,S), R).

3.6 Environments

We define the notion of environment as follows.

Definition 3.20 Suppose T and & are task-PIOAs. We say that £ is an environment for T iff € is
compatible with T, T ||E is closed and € has a special output action named accept.

The special accept output action is used by the environment to distinguish between different task-
PIOAs.
3.7 Implementation

Our notion of implementation for task-PIOAs is based on probabilistic executions that look the same
to any environment for the PIOAs. This notion of implementation makes sense only for comparable
task-PIOAs.

Definition 3.21 Two task-PIOAs (P1, R1) and (Ps, R2) are comparable if P; and P2 are comparable
(have the same external signature) .

We now define the <g-implementation notion for task-PIOAs.

Definition 3.22 Suppose 71 and 15 are two comparable task-PIOAs. We say that Ty <g 72 provided
that, for every environment & for both Ty and Ty, tdists(T1]|E) C tdists(T||E).
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3.8 Simulation relations

We first give some auxiliary definitions that are used in the definitions of a simulation relation.

The definition below formulates a“consistency” condition between a distribution over executions and
a task sequence. A discrete distribution over executions is said to be consistent with a task sequence
if each execution in the support of that distribution can be obtained by performing the tasks in the
sequence (in the order of their occurrence). We use this condition in order to avoid useless proof
obligations in our definition of simulation relations.

Definition 3.23 Let 7 = (P,R) be a closed task-PIOA and € be a discrete distribution over finite
executions of P, and p a finite task sequence for T. Then we say that € is consistent with p provided that
the following holds: For every a € supp(e),a € supp(apply(d(fstate(a)), p)). That is, each execution
in the support of € is “consistent with” the task scheduler p.

We now define the operation full that will subsequently be used in the definition of a simulation
relation. Suppose that we have a mapping, which, given a task sequence p and a task T of an automaton
71, yields a task sequence of another automaton 75. The intuition is that, for each task 1" of 77, this
mapping gives a task sequence of 75 that corresponds to the task 7. The operation full transforms
this mapping to a mapping, which given a task sequence p of T} gives a “full” task sequence of 75 that
corresponds to p, not just the incremental part that corresponds to a single task of 77.

Definition 3.24 If 7y = (P1, R1) and T3 = (P2, Ra) are two task-PIOAs, and if ¢ : (Ry™ X Ry) — Ry™,
then define full(c) : Ri* — Ro™ recursively, as follows:

full(c)(N) = A

Full(e)(pT) = full(c)(p) c(p, T).

We now define what it means for a relation to be a simulation relation from one task-PIOA to
another. The definition of a simulation relation is new and we wish to establish its soundness with
respect to the <y relation.

Definition 3.25 Let Ty = (P1, R1) and To = (P2, Rs) be two comparable closed action-deterministic
task-PIOAs. Let R be a relation from discrete distributions over finite executions of Py to discrete
distributions over finite executions of Pa, satisfying the condition: If €1 R es then tdist(e1) = tdist(ea).
Let ¢: (R1* x R1) — Ry™. Then we say that R is a simulation relation from 7y to T3 using ¢ provided
that the following properties hold:

1. Start condition: §(q1) R 6(q2).

2. Step condition: If €1 R ea, p1 € R1™, €1 is consistent with py, €2 is consistent with full(c)(p1),
and T € Ry, then €} E(R) €, where: €} = apply(e1,T) and € = apply(ez, c(p1,T)).

We say that R is a simulation relation from 7y to 7y provided that R is a simulation relation from
Ty to T3 using ¢, for some c.

Lemma 3.26 Let 7, and T3 be two comparable closed action-deterministic task-PIOAs, R a simulation
from Ty to To. Let €1 and ex be discrete distributions on finite executions of Ty and T3, respectively,
such that €; E(R) e3. Then tdist(e1) = tdist(ea).

Lemma 3.27 Let {u;}: be a countable family of discrete probability measures on finite execution frag-
ments and let {p;}; be a countable family of probabilities such that ), p; = 1. Let T be a task. Then,

apply(>_; pipti, T) = D pi apply(pi, T).

Proof. Let p; and py be the functions used in the definition of apply (>, pits, T), and let, for
each i, p% and p% be the functions used in the definition of apply(u;,T). Let « be a finite execu-
tion fragment. We show that pi(a) = >, pipi(a) and pa(a) = >, piph(a). Then it follows that
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apply(3_; pii, T) (@) = 32, pi apply(pi, T) () since apply(3_; pipi, T')(cv) is defined to be p1(a) +pa(a),
and 3, pi apply(pi, T) () = 3 pi(pi () + pa(@)) = 3 pipi (@) + 3, pipa(a) = pr(@) + pa(a).

To prove our claim about p; we distinguish two cases. If a can be written as o’ a ¢, where o €
supp(p),a € T, and (lstate(o),a,p) € Dp, then, by Definition 3.3, p1(a) = (3, pipts)(e')p(q), and,
for each 4, p}(a) = pi(a/)p(q). Thus, p1(a) = >, pipi(a) trivially. Otherwise, again by Definition 3.3,
p1(a) = 0, and, for each i, pi(a) = 0. Thus, p;(a) = Y, pip () trivially.

To prove our claim about ps we also distinguish two cases. If T is not enabled inlstate(«), then, by
Definition 3.3, pa(a) = (3, pipi)(c), and, for each i, pb(a) = pi(a). Thus, pa(a) = >, piph(a) trivially.
Otherwise, again by Definition 3.3, p2(a) = 0, and, for each 4, pi(a) = 0. Thus, pa(a) = >, piphs(a)
trivially. O

Proposition 3.28 Let {p;}; be a countable family of discrete probability measures on finite execution
fragments and let {p;}; be a countable family of probabilities such that ) ,p; = 1. Let p be a finite

sequence of tasks. Then, apply(3=,; pitsi, p) = D=, pi apply(tsi, p).-

Proof. We proceed by induction on the length of p. If p = A, then the result is trivial since
apply(-, \) is defined to be the identity function, which distributes over convex combinations of prob-
ability measures. For the inductive step, let p be p'T. By Definition 3.3, apply(}", pipi, p'T) =
apply(apply (>, piti, p'), T). By induction, apply(>_, pi, p') = >_; pi apply(pi, p’). Thus, we obtain
apply (3>, pitti, p'T) = apply(>-, pi apply(pi, p'), T). By Lemma 3.5, for each i, apply(u;, p’) is a discrete
probability measure over finite execution fragments. By Lemma 3.27, apply (>, pi apply(pi, p'),T) =
>, pi apply(apply(pi, p'), T'), and by Definition 3.3, for each i, apply(apply(pi, p'), T) = apply(pi, p'T).
Thus, apply(3_; pitti, p'T) = 3=, pi apply(pi, p'T) as needed. O

Lemma 3.29 Let 77 and 15 be two comparable closed task-PIOAs, let R be a simulation relation from
71 to T3, and let corrtasks be a mapping that satisfies the conditions required for a simulation relation.
Let p1 and py be finite task schedulers of Ty and Ty respectively, such that py = full(corrtasks)(p1).
Let €1 = apply(6(q1), p1) and ea = apply(§(g2), p2) be the respective discrete distributions on finite exe-
cutions of Ty and Tz generated by p1 and ps. Suppose that €1 E(R) €.

Let T be a task of Ty. Let €, = apply(6(q1), mT) and let €5 = apply(§(qz2), p2 corrtasks(p1,T)).
Then €) E(R) €.

Proof. Let n1,72 and w be the measures and weighting function that witness €; £(R) €3. Observe
that €] = apply(e1,T) and €} = apply(ea, corrtasks(p1,T)).

We apply Lemma 2.4: Define the function f on discrete distributions on finite execution fragments
of 71 by f(e) = apply(e, T), and the function g on discrete distributions on finite execution fragments of
T> by g(€) = apply(e, corrtasks(py, T)). We show that the hypothesis of Lemma 2.4 is satisfied, which
implies that, by Lemma 2.4, €] £(R) €, as needed.

Distributivity of f and g follows directly by Proposition 3.28. Let p1, 2 be two measures such that
w(py, t2) > 0. We must show that f(u1) E(R) g(uz). Since w is a weighting function for €; E(R) 3,
t1 R pa2. Observe that supp(u1) C supp(er) and supp(p2) C supp(ez); thus, g is consistent with p; and
o is consistent with ps. By the step condition for R, apply(ui,T) E(R) apply(pe, corrtasks(pi,T)).
Observe that apply(u1,T) = f(p1) and that apply(us, corrtasks(pr,T)) = g(pe). Thus, f(p1) E(R)
g(u2), as needed. O

The main theorem we would like to prove is the following:

Theorem 3.30 Let 7Ty and T3 be two comparable closed action-deterministic task-PIOAs. If there exists
a simulation relation from Ty to Ta, then tdists(Tq) C tdists(73).

Proof. Let R be the assumed simulation relation from 77 to 7. Let €¢; be the probabilistic execution
of 77 generated by q; and a (finite or infinite) task schedule, T7,T5, - --. For each ¢ > 0, define p; to be
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corrtasks(Ty ---T;—1,T;). Let €3 be the probabilistic execution generated by g, and the concatenation
p1p2 -+ -. We claim that tdist(e;) = tdist(e2), which suffices.

For each j > 0, let €1,; = apply(q1,T1---T}), and ez ; = apply(Gz, p1-- - pj). By Lemma 3.15, for
eachj Z 0, €1,5 S €1,5+1 and €2 4 S €2 541, and furthermore, hIIlJ_,OO €1, = €1 and hHlj_,oo €2,5 = €2.
Also, note that for every j > 0, apply(e1,j, Tj+1) = €1,541 and apply(ez j, pj+1) = €2,j41.

Observe that €10 = §(q1) and €29 = 6(G2). By the start condition for a simulation relation and a
trivial expansion, we see that €19 E(R) €20. Then by induction, using Lemma 3.29 for the inductive
step, for each j > 0, €1 ; E(R) €2,;. Then, by Lemma 3.26, for each j > 0, tdist(e1 ;) = tdist(es ;). By
Lemma 2.14, tdist(e1) = lim;_ o tdist(e1 ;), and tdist(ez) = lim;_, tdist(ez ;). Since for each j > 0,
tdist(e1 ;) = tdist(ez ;), we conclude tdist(e1) = tdist(ez), as needed. O

In order to use our implementation results in a setting involving polynomial time bounds, we need a
slight variant of Theorem 3.30. This variant assumes a constant bound on the lengths of the corrtasks
sequences, and guarantees a bound on the ratio of the sizes of the high-level and low-level task schedulers.

Theorem 3.31 Let 7; and 73 be two closed task-PIOAs, and ¢ € N. Suppose there exists a simulation
relation from Ty to Ty using corrtasks, for which |corrtasks(p,T)| < ¢ for every p and T.

If T is a trace distribution of Ty that is generated by a task scheduler py, then T is also generated by
some task scheduler py for Ta, with |p2| < c|p1].

Proof. By examination of the proof of the proof of Theorem 3.30. O

The lemma below captures a special case of the simulation relation definition we have given above.
Any relation that satisfies the hypotheses of this lemma is a simulation relation. We use this special
case in proving the correctness of the OT protocol.

Lemma 3.32 Let 7T = (Py,R1) and Ty = (Pa, R3) be two comparable closed action-deterministic
task-PIOAs. Let R be a relation from discrete distributions over finite erecutions of Py to discrete
distributions over finite executions of Pa, satisfying: If e R ea then tdist(e;) = tdist(ez). Let c :
(R1™ x Ry) — Ry™. Suppose further that the following conditions hold:

1. Start condition: 5(q1) R 6(Gz)-

2. Step condition: If €1 R ea, p1 € R1™, €1 is consistent with p1, €2 is consistent with full(c)(p1),
and T € Ry, then there exist

e a probability measure p on a countable index set I,
e probability measures e’lj, j €1, on finite executions of P1, and

e probability measures e'Qj, j €1, on finite executions of Ps,
such that:
o foreach j €I, €;; Rey,,

® > icrP(i)(€y;) = apply(er, T), and
. Zjelp(j)(eéj) = apply(ez, c(p1,T)).

Then R is a simulation relation from 7y to T3 using c.

Proof. The proof is straightforward, using Lemma 2.3. O

Now we give a corollary of the main soundness result, for not-necessarily-closed task-PIOAs.

Corollary 3.33 Let 7y and T3 be two comparable action-deterministic task-PIOAs. Suppose that, for
every environment £ for both Ty and T3, there exists a simulation relation R from T1||E to T3|E.

Then Ty <g T>.
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4 Time-Bounded Task-PIOAs

In this section, we impose time bounds on task-PIOAs. We will use this in the next section to define
polynomial-time-bounded task-PTIOAs.

4.1 Time-Bounded Task-PIOAs

We assume a standard bit-string representation scheme for actions and tasks, which is the same for all
task-PIOAs that have these actions and tasks. We write (a) for the representation of action a, and (T')
for the representation of task T

Definition 4.1 Task-PIOA T is said to be b-time-bounded, where b € RZ°, provided that:

1. Automaton parts: Every state q, transition tr, and task T has a bit-string representation, which
we denote by {(q), (tr), and (T), respectively. The length of the bit-string representation of every
action, state, transition and task of T is at most b.

2. Decoding: There is a deterministic Turing machine that, given the representation of a candidate
state q, decides whether q is a state of T, and always Tuns in time at most b. Also, there is
a deterministic Turing machine that, given the representation of a candidate state q, decides
whether q is the unique start state of T. Similarly for a candidate input action, output action,
internal action, transition, or task. Also, there is a deterministic Turing machine that, given the
representation of two candidate actions a1 and aq, decides whether (a1,a2) € Rr, and always runs
in time at most b. Also, there is a deterministic Turing machine that, given the representation of
an action a of T and a task T, decides whether a € T'; again, this machine runs in time b.

3. Determining the next action: There is a deterministic Turing machine M, that, given the
representation of a state q of T and the representation of a taskT of T, produces the representation
of the unique action a in task T that is enabled in q if one exists, and otherwise produces a special
“no-action” indicator. Moreover, Mye always runs in time at most b.

4. Determining the next state: There is a probabilistic Turing machine Mg that, given the
representation of a state q of T, and the representation of an action a of T that is enabled in q,
produces the representation of the next state resulting from the unique transition of T of the form
(q, a,u). Moreover, Mgtate always runs in time at most b.

Moreover, we require that every Turing machine mentioned in this definition can be described using
a bit string of length at most b, according to some standard encoding of Turing machines.

In the rest of this paper, we will not explicitly distinguish (z) from z.

4.2 Composition

We have already defined composition for task-PIOAs. Now we show that the composition of two time-
bounded task-PIOAs is also time-bounded, with a bound that is simply related to the bounds for the
two components.

Lemma 4.2 There exists a constant ¢ such that the following holds. Suppose 11 is a by-time-bounded
task-PIOA and T3 is a ba-time-bounded task-PIOA, where by, by > 1. Then T1|| 72 is a ¢(by +bs)-bounded
task-PIOA.

Proof. We describe how the different bounds of Def. 4.1 combine when we compose 77 and 7.
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1. Automaton parts: Every action or task of 77]|7; has a standard representation, which is the
same as its representation in 77 or 7. The length of this representation is, therefore, at most
max(bl, bg)

Every state of 77||72 can be represented with a 2(by + ba) 4+ 2 < 3(by + ba)-bit string, by following
each bit of the bit-string representations of the states of 77 and 75 with a zero, and then concate-
nating the results, separating them with the string 11. Likewise, every transition of 77 ||72 can be
represented as a 3(by + bs)-bit string, by combining the representations of transitions of one or
both of the component automata.

2. Decoding: It is possible to decide whether a candidate state ¢ = (¢1,¢2) is a state of 77 ||T> by
checking if ¢; is a state of 77 and ¢o is a state of 75. Similar verifications can be carried out for
candidate start states.

It is possible to decide if a candidate input action is an input action of 77|72 by checking if it
is an input action of T} or 75 but not an output action of 7; or 75. It is possible to decide if a
candidate internal (resp. output) action is an internal (resp. output) action of 71||T5 by checking
if it is an internal (resp. output) action of 7; or 73. A similar verification can be carried out for
candidate tasks.

Given two candidate actions a; and ap of 71||73, it is possible to decide whether (a1, a2) € Ry,
by checking if (a1,a2) € Rz, or (a1,az2) € Rr,. Also, given an action a of 77|73 and a task T of
71|72, it is possible to decide whether a € T' by determining a component automaton 7; that has
T as a task and using the procedure assumed for 7; to check whether a € 7.

All these verifications can be done in time O(b; + bs).

3. Determining the next action: Assume M, and M, are the deterministic Turing machines
described in Part 3 of Def. 4.1 for 77 and 73 respectively. We define M, for 71|72 as the
deterministic Turing machine that, given state ¢ = (q1, g2) of 71||72 where ¢; = ¢[77 and g2 = ¢[ 72
and task T, outputs:

e The action (or “no-action” indicator) that is output by Mye(q1,T), if T is a task of 7;.
e The action (or “no-action” indicator) that is output by Mcta(ge,T) if T is a task of Ts.
Mt always operates within time O(by + ba): this time is sufficient to determine whether T is an

output or internal task of 7; or 73, to extract the needed part of ¢ to supply to Mye1 or Myeo,
and to run Mee1 or Myeto.

4. Determining the next state: Assume Mg ,ie1 and Mgyqe2 are the probabilistic Turing machines
described in Part 4 of Def. 4.1 for 73 and 75 respectively. We define Mqpe for 77|72 as the
probabilistic Turing machine that, given state ¢ = (q1, g2) of 71||72 where ¢; = ¢[7; and g2 = ¢[ 72
and action a, outputs the next state of 71|72 as ¢’ = (¢, ¢5), where ¢} is the next state of 73 and
¢4 is the next state of 7. The state ¢’ is computed as follows:

e If ¢ is an action of 7; then ¢} is the output of Mstate1(q1,a), while ¢ = g1 otherwise.

e If ¢ is an action of 75 then ¢4 is the output of Mgsatea(g2,a), while ¢4 = g2 otherwise.

Mgiate always operates within time O(by + bz): this time is sufficient to determine whether a is
an action of 73 and/or 73, to extract the needed parts of ¢ to supply to Myet1 and/or Myepa, and
to run Mpqrer and/or Mgigteo-

Using standard Turing machine encodings, each of the needed Turing machines can be reprsented using
O(bl + bg) bits. O

For the rest of the paper, we fix some constant cqom, satisfying the conditions of Lemma 4.2.
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4.3 Hiding

In order to be able to state time bounds when we apply the hiding operator on time-bounded task-
PIOAs, we define what it means for a set of actions of this time-bounded task-PIOA to be b-time
recognizable.

Definition 4.3 Suppose S is a set of actions of a time-bounded task-PIOA and b € RZ%. We say that
S is b-time recognizable if there is a probabilistic Turing machine M that, given the representation of a
candidate action a, decides if a € S. Furthermore, the machine M runs in time less than b and can be
described by less than b bits, according to some standard encoding.

Lemma 4.4 There exists a constant ¢ such that the following holds. Suppose T is a b-time-bounded
task-PIOA, where b € RZ0, b > 1. Let S be a b'-time recognizable subset of the set of output actions of
T. Then hide(T,S) is a ¢(b+ b')-time-bounded task-PIOA.

Proof. All properties for hide(7,S) are straightforward to check, except for the following.

1. Output actions: To check whether a given action a is an output action of hide(7,S), we use
the fact that a is an output action of hide(7T,S) if and only if a is an output of 7 and is not in
S. So, to determine whether a is an output of hide(7,S), we can use the procedure for checking
whether a is an output of 7, followed by checking whether a is in S.

2. Internal actions: To check whether a given action a is an internal action of hide(7,.S), we use
the fact that @ is an internal action of hide(7,S) if and only if a is an internal action of 7 or a
isin S. So, to determine whether a is an internal action of hide(7,S), we can use the procedure
for checking whether a is an internal action of 7, followed by checking whether a is in S.

In all cases, the total time is proportional to b+ b’. Using standard Turing machine encodings, each of
the needed Turing machines can be represented using a number of bits that is proportional to b + b'.
O

For the rest of this paper, we fix some constant cp;q4e satisfying the conditions of Lemma 4.4.
As a specific case, we will often want to hide the output actions included in a set of tasks U.

Corollary 4.5 Suppose T is a b-time-bounded task-PIOA, where b € RZ%, b > 1. Let U be a set of
tasks of T, where |U| < ¢. Then hide(T,U) is a cpigeb(c + 1)-time-bounded task-PIOA.

Proof. It is possible to check if an action « is included in any task in U in less than c¢b operations
because 7 is b-time bounded. O

4.4 Time-Bounded Task Scheduler

Definition 4.6 Let p be a task scheduler for closed task-PIOA T, and let b € N. Then we say that p
is b-time-bounded if |p| < b, that is, if the number of tasks in the task scheduler p is at most b.

4.5 Implementation

In Section 3.7, we defined an implementation relation <y for task-PIOAs. Informally speaking, for
task-PIOAs 77 and 75, 77 <g 7> means that 7; “looks the same” as 73, to any environment £. Here,
“looking the same” means that any trace distribution of 7;||€ is also a trace distribution of 73||€.

Now we define another implementation relation, <., s,, for task-PIOAs that allows some dis-
crepancies in the trace distributions and also takes time bounds into account. Informally speaking,
Ti <cbby,b, T2 means that 77 “looks almost the same” as task-PIOA 75 to any b-time-bounded envi-
ronment €. The subscripts b; and by in the relation <., 5, represent time bounds on task schedulers.
Namely, in the definition of <. 4, p,, We assume that scheduling in 77||€ is controlled by a b;-time-
bounded task scheduler, and require that scheduling in 73||€ be controlled by a bs-bounded task sched-
uler. The fact that these task-PIOAs look “almost the same” is observed through the special accept
output of &:
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Definition 4.7 If T is a closed task-PIOA and p is a task scheduler for T, then we define
Paccept(T, p) = Pr[B8 « tdist(T,p) : 5 contains accept],

that is, the probability that a trace chosen randomly from the trace distribution generated by p contains
the accept output action.

Definition 4.8 Suppose T, and Ty are comparable task-PIOAs, €,b € RZ°, and by, by € N. Then we
say that T1 <cp.p,.b, T2 provided that, for every b-time-bounded environment € for both T, and T3, and
for every by-time-bounded task scheduler py for T1||E, there is a ba-time-bounded task scheduler ps for
T|E such that

|Paccept(Ti||€, p1) — Paccepl(TIIE, pa)]| < e.

A useful property of the < s, 5, relation is that it is transitive:

Lemma 4.9 Suppose T;, Ty and T3 are three comparable task-PIOAs such that T1 <c, pb, .6, T2 and
75 Sezg,b,bz,bg 7},, where €,b € R20 and by1,bo,b3 € N.
Then Ty S€12+6237b>b17b3 Ts.

Proof. Fix 73, 73, 75 and all the constants as in the hypotheses. Consider any b-time-bounded
environment £ for 7; and 7. We must show that, for every b;-time-bounded task scheduler p; for 77,
there is a bz-time-bounded task scheduler p3 for 73 such that

| Paccept(Th||E, p1) — Paccept(T3||E, p3)| < €12 + €a3.

Fix p; to be any bi-time-bounded task scheduler for 7;. We consider two cases.
First, suppose that £ is also an environment for 75. Then, since 77 <, pp,,6, 72, Wwe know that
there is a by-time-bounded task scheduler py for 73||€ such that

|Paccept(T1||E, p1) — Paccept(T2||€, p2)| < €12.

Then since 73 <, b.b5,65 73, Wwe may conclude that there is a bs-time-bounded task scheduler ps for
T3||€ such that
| Paccept(T2||E, p2) — Paccept(T3||E, p3)| < €a3.

Combining these two properties, we obtain that:
|Paccept(Ti||€, p1) — Paccept(Ta €, ps)|
< |Paccept(Th||€, p1) — Paccept(T2||E, p2)]|
+|Paccept(T:||E, p2) — Paccept(T3||E, p3)]|

< €12 + €23,

as needed.

Second, consider the case where £ is not an environment for 7;. This may be for two reasons: first,
because £ has internal actions that are actions of 73; second, because £ has output actions that are
internal or output actions of 75. In both cases, by an appropriate renaming of the internal and output
actions of £, we can transform this environment into an environment &’ for 77, 75 and 73 such that, for
every schedulers p; for 7; and p3 for 73, we have:

Paccept(Th||€, p1) = Paccept(Th ||, p1)

and
Paccept(T3]|€, ps3) = Paccept(T3||E', ps3).

Now, we apply case 1 to £, obtaining a bz-time-bounded task scheduler p3 for 73 such that

| Paccept(T|[E', pr) — Paccept(T3||E', ps)| < €12 + €23.
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Therefore,

|Paccept(Th||€, p1) — Paccept(T3(|E, ps)|
= |Paccept(T1||E', p1) — Paccept(T3||E', p3)]

< €12 + €23,
as needed. O

Another useful property of the <., 4, relation is that, under certain conditions, it is preserved
under composition:

Lemma 4.10 Suppose €,b,bs € RZY, and by, by € N. Suppose that T,, Ty are comparable task-PIOAs
such that Ty <c ... (b+b3)b1,bo 12- Suppose that T3 is a bz-time-bounded task-PIOA that is compatible
with both T, and Ts.

Then T1|| 73 <ep.by by 12]|T3-

Proof. Fix 77, 75 and 73 and all the constants as in the hypotheses. Consider any b-time-bounded
environment & for 77|73 and 73||73. We must show that, for every bi-time-bounded task scheduler p;
for 71||73, there is a by-time-bounded task scheduler ps for 73|73 such that

|Paccept(Ti | TII€, p1) — Paccept(T| TIIE, p2)| < e.

To show this, fix p; to be any bj-time-bounded task scheduler for 77||75. The composition 73||€ is
an environment for 7; and 72. Moreover, Lemma 4.2 implies that 73||€ iS ccomp(b + bs)-time-bounded.

Since 71 <ccoomp(b+bs)brbe 125 T3]|E i8 @ Ceomp(b + b3)-time-bounded environment for 7; and 7z,
and p; is a bi-time-bounded task scheduler for 7;||€, we know that there is a bo-time-bounded task
scheduler ps for 73||€ such that

|Paccept(T | T3||€, p1) — Paccept(T3| T3, p2)| < c.
This is as needed. O

One last interesting property of our <., », relation is that it is preserved when hiding output
actions of the related task-PIOAs:

Lemma 4.11 Suppose e,b € RZ%, and by, by € N. Suppose that T;, Ty are comparable task-PIOAs such
that T <cpby b, Z2. Suppose also that S is a set of output actions of both Ty and Ts.
Then hide(T1,S) <cpp, b, hide(72,5).

Proof. This follows from the fact that every b-bounded environment for hide(77,S) and hide(7z,.S)

is also a b-bounded environment for 7; and 7s. O

4.6 Simulation Relations

The simulation relation we defined in Section 3.8 can be applied to time-bounded task-PIOAs. We
obtain the following additional soundness theorem:

Theorem 4.12 Let T, and T be two comparable task-PIOAs, b € RZ%, and ¢, by € N. Suppose that,
for every b-bounded environment £ for Ty and Ty, there exists a simulation relation from T1||E to T3||E
using corrtasks, and |corrtasks(p,T)| < ¢ for every p and T.

Then T1 <ob,b1,cb; T2-

Proof. By Theorem 3.31 and the definition of our new implementation relationship. O
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4.7 Task-PIOA Families

Here we define families of task-PIOAs, and define what it means for a family of task-PIOAs to be
time-bounded by a function of the index of the family.

4.7.1 Basic Definitions

A task-PIOA family, T, is an indexed set, {7 }ren, of task-PIOAs. A task-PIOA family 7 = {7} }ren
is said to be closed provided that, for every k, 7} is closed.

Two task-PIOA families 71 = {(71)x }xen and T2 = {(72)1 }ren are said to be comparable provided
that, for every k, (71)x and (73)) are comparable.

Two task-PIOA families 71 = {(71)x}ren and To = {(72)x}ren are said to be compatible pro-
vided that, for every k, (71)x and (73); are compatible. Two compatible task-PIOA families 7; =
{(T1)k}ken and To = {(T2)k}ren can be composed to yield 7 = {(7)x}ren = Z1/|72 by defining
(T)e = (Tl (To)x for every k.

Definition 4.13 An action-set family for a task-PIOA family T = {Ti}ren is an indeved set, S =
{Sk}ren, where each Sy, is a set of actions of Tp,. We say that S is an output-action-set family if each
Sk is a set of output actions of Ty.

If T is a task-PIOA family and S is an output-action-set family for T, then we define hide(T,S)
to be the family (hide(7y, Sk))ken-

A task-scheduler family p for a closed task-PIOA family 7 = {73 }ren is an indexed set, {py }ren of
task schedulers, where py, is a task scheduler for 7.

4.7.2 Time-Bounded Task-PIOA Families

Definition 4.14 The task-PIOA family T = {7} }xen is said to be b-time-bounded (or non-uniformly
b-time bounded ), where b : N — RZ°, provided that T}, is b(k)-time bounded for every k.

This definition allows different Turing machines to be used for each k. In some situations, we will
add a uniformity condition requiring the same Turing machines to be used for all task-PIOAs of the
family; these machines receive k as an auxiliary input.

Definition 4.15 The task-PIOA family T = {Tj}ren is said to be uniformly b-time-bounded, where
b: N — R2Y, provided that:

1. Ty is b(k)-bounded for every k.

2. There is a deterministic Turing machine that, given k and a candidate state q, decides whether q
is a state of Ty, and always runs in time at most b(k). Similarly for a candidate start state, input
action, output action, internal action, transition, or task. Also, there is a deterministic Turing
machine that, given k and two candidate actions a1 and az, decides whether (a1,a2) € Ry, and
always Tuns in time at most b(k). Also, there is a deterministic Turing machine that, given k,
an action a of Ty, and a task T, decides whether a € T; again this machine runs in time at most

b(k).

3. There is a deterministic Turing machine My that, given k, state q of Ty, and a task T of Ty,
produces the unique action a in task T that is enabled in q if one exists, and otherwise produces
a special “no-action” indicator. Moreover, Myc; always runs in time at most b(k).

4. There is a probabilistic Turing machine Mgiqie that, given k, state q of Tp,, and the representation
of an action a of Ty, that is enabled in q, produces the next state resulting from the unique transition
of Tp, of the form (q,a,u). Moreover, Mgiqre always runs in time at most b(k).
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Lemma 4.16 Suppose T1 and T4 are two compatible task-PIOA families, T is by-time-bounded, and
T is by-time-bounded, where by, by : N — RZ0. Then T1||T 2 is a Ceomp(b1+b2)-time-bounded task-PIOA
famaly.

Proof. By Lemma 4.2 and the definition of a time-bounded task-PIOA family. O

In order to extend the hiding operator to families, we define time-bounded recognizable action-set
families.

Definition 4.17 Suppose T is a time-bounded task-PIOA family, and S = {Si}ren, where Sy is a
subset of the output actions of T,. Then, we say that S is b-time recognizable, where b : N — RZ0, if
Sk, is b(k)-time recognizable.

Lemma 4.18 Suppose T is a b-time-bounded task-PIOA Jamily, where b : NiﬂiRZO, and that S =
{Sk}tren is a b -time recognizable output-action-set family for T. Then hide(7T,S) is a cpige(b+V')-
time-bounded task-PIOA family.

Proof. By Lemma 4.4. O

Definition 4.19 Let 5 = {px}ren be a task-scheduler family for a closed task-PIOA family T =
{Ti.}ken. Then p is said to be b-time-bounded, where b : N — RZY provided that pj. is b(k)-time
bounded for every k.

Now we extend the time-bounded implementation notion to task-PIOA families:

Definition 4.20 Suppose T1 = {(T1)x}ken and To = {(T2)x}xen are comparable task-PIOA families
and €, b, by and by are functions, where €,b : N — RZ%, and by,by : N — N. Then we say that
T1 <ebby.by Lo provided that (Ty) Selh),b(k) by (k).ba (k) (Z2)k for every k.

Our previous transitivity result for individual automata carries over to families:

Lemma 4.21 Suppose T1, T2 and T 3 are three comparable task-PIOA families such that T, < Ze1,b,b1,b2
Tg and TQ Seo3,b,bo,b3 73, where €, b:N— R>0 and bl,bg N — N.
Then Tl e12+4€23,b,b1,b3 TS

Proof. Suppose 71 = {(7T1)r}ren, T2 = {(T2)rx}ren and T3 = {(73)i}ren are three compara-
ble task-PIOA families satisfying the hypotheses. Then Definition 4.20 implies that, for every k,
('Tl) _512(k) b(k),b1 (k)b (k) (']—2)]C and (7—2) —ezs(k) b(k),ba (k),b3 (k) (’Tg)k . Lemma 4.9 then implies that,
for every k, (71)k Zeys(k)+ens(k),b(k),b1 (k),bs (k) (Z3)k- Applying Definition 4.20 once again, we obtain that
T, < <e1a+e23.b,b1,b3 T, as needed. O

Our previous composition result for individual automata also carries over to families:

Lemma 4.22 Suppose €,b,b3 : N — RZ0, and by, by : N — N. Supposg?l and To are comparable
families of task-PIOAs such that T1 <cc_,..(b+bs)bi,by L 2- Suppose that T is a by-time-bounded task-
PIOA family that is compatible with both T, and T 5.

Then Tl||T3 Se,b,by,bo TQHT?,

Proof. Fix T1 = {(T1)k}ren, T2 = {(T2)r}ren, T3 = {(T3)r}ren and all the functions as in the
hypotheses. By Definition 4.20, for every k, (71)k <e(k),coomp(b+bs)(k).b1 (k)ba(k) (72)x- Lemma 4.10 then
implies that, for every k, (T1)x|[(73)r <c(k)b(k)br (k)02 (k) (T2)kl(Z3)k. Applying Definition 4.20 once
again, we obtain that 71|73 <c.p.b,.6, 7 2||7 3, as needed. O

Hiding output actions of task-PIOA families also preserves the new relation:
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Lemma 4.23 Suppose €,b : N — RZ%, and by,by : N — N. Suppose that T1 and To are comparable
task-PIOA families such that T, <e,b,b1,bs To. Suppose that S is an output-action-set family for both
T, and T 5.

Then hide(T1,S) <cpby by hide(T2,S).

Proof. By Lemma 4.11. O
Finally, we obtain a soundness result for simulation relations:

Theorem 4.24 Let T, and T o be comparable task-PIOA families, c € N, b: N — RZ°, and by : N — N.
Suppose that, for every k, and for every b(k)-bounded environment & for (T1)r and (72)k, there exists
a simulation relation from (T1)i||E to (T2)r||E using corrtasks, and |corrtasks(p,T)| < c for every p
and T.

Then T1 <o0,b,b1,cb, 1 2-

Proof. By Theorem 4.12. O

4.7.3 Polynomial-Time Task-PIOA Families

Definition 4.25 The task-PIOA family T is said to be polynomial-time-bounded (or non-uniformly
polynomial-time-bounded) provided that there exists a polynomial p such that T is p-time-bounded.

T is said to be uniformly polynomial-time-bounded provided that there exists a polynomial p such
that T is uniformly p-time-bounded.

An output-action-set family S of a task-PIOA family T is said to be polynomial-time-recognizable
provided that there exists a polynomial p such that S is p-time-recognizable.

Lemma 4.26 Suppose T, and T are two compatible polynomial-time-bounded task-PIOA families.
Then T1||7 2 is a polynomial-time-bounded task-PIOA family.

Proof. Suppose p; and py are polynomials such that T is pi-time-bounded and 7T, is po-time-
bounded. Then by Lemma 4.2, Then T1||7T 2 i8S Ceomp(p1 + p2)-time-bounded, which implies that it is
polynomial-time-bounded. O

Lemma 4.27 Suppose T is a polynomial-time recognizable task-PIOA family. Suppose that S isa
polynomial-time recognizable output-action-set family for T. Then hide(T,S) is a polynomial-time-
bounded task-PIOA family.

Proof. By Lemma 4.18. O

Definition 4.28 Let p = {pir}ren be a task-scheduler family for a closed task-PIOA family T =
{Tx}ken. Then P is said to be polynomial time-bounded provided that there exists a polynomial p
such that p is p-time-bounded.

In the context of cryptography, we will want to say that, for every polynomial-time-bounded environ-
ment, the probability of distinguishing two systems is “negligible”. The notion of negligible probability
is expressed by saying that the that the probability must be less than a negligible function e:

Definition 4.29 A function € is said to be negligible iff, for every constant ¢ € RY, there exists ko
such that, Yk > ko, €(k) < %

Definition 4.30 Suppose T1 and T, are comparable task-PIOA families. We say that T, Zneg,pt T,

iff, for every polynomial p and polynomial p1, there is a polynomial p2 and a negligible function € such
that T1 <cppy,po T2
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Lemma 4.31 Suppose T 1, To and T 5 are three comparable task-PIOA families such that T, < Zneg,pt T
and T4 < <neg,pt Ts.
Then Tl >neg,pt T3

Proof. Suppose 71 = {(T1)x}ren, T2 = {(T2)r}ren and T3 = {(73)x}ren are three comparable
task-PIOA families satisfying the hypotheses. To show that T1 <peg pt 7 3, We fix polynomials p and
p1; we must obtain a polynomial p; and a negligible function e;3 such that 7, < Ze15.p.p1.p5 Ts.

Since 71 < <neg.pt T, we know that there exist polynomial ps and negligible function €5 such that
T1 <ecroppr.ps T3 Then since To <,eqpt 73, we may conclude that there exist polynomial ps and
negligible function €3 such that 7, < Zeos.p.p2.p5 Ts5. Let €13 = €12 + €23. Then Lemma 4.21 implies that
T1 <ergpprps L3, as needed. i

The <jeq,pe relation is also preserved under composition with polynomial-time bounded task-PIOA
families.

Lemma 4.32 Suppose T1, To are comparable families of task-PIOAs such that T, < Zneg,pt T, and
suppose T3 is a polynomial time-bounded task-PIOA family, compatible with both T, and T .
Then Tl ||Tg Sneg,pt T2||T3

Proof. Suppose 71 = {(71)x}ren, T2 = {(T2)k}ren, and T3 = {(73)x}ren are as in the hypothe-
ses. Fix polynomial ¢ such that T3 is g-time-bounded. To show that TlHTs <neg,pt 72HT3, we
fix polynomials p and p;; we must obtain a polynomial ps and a negligible function e such that
Th||T5 < €P-P1:P2 T||7Ts.

Define p’ to be the polynomial ceomp(p+ ). Since T1 <peq.pt 7 2, there exist a polynomial ps and a
negligible function € such that 71 <c  ,, p, 7 2. Lemma 4.22 then implies that 71|73 <c p.p, p» 7 2/|7 3,
as needed. |

Hiding output actions of the task-PIOAs that we compare also preserves the <4 ,; relation.

Lemma 4.33 Suppose that T, and To are comparable task-PIOA families such that T, < <neg,pt Ts.
Suppose that S is an output-action-set family for both T, and T .
Then hide(T1,8S) < Zneg,pt hide(T 2, S).

Proof. By Lemma 4.23. O
And we have another soundness result for simulation relations:

Theorem 4.34 Let T, and T be comparable task-PIOA families, c € N.

Suppose that for every polynomial p, for every k, and for every p(k)-bounded environment & for (T;)x
and (T2)k, there exists a simulation relation from (T1)x||€ to (T2)k||E wusing corrtasks, for which
|corrtasks(p,T)| < ¢ for every p and T.

Then Tl Sneg,pt 72

Proof. By Theorem 4.24. O

5 Random Source Automata

We now present a first example of task-PIOA. We will sometimes find it convenient to separate out
random choices into separate “random source” components. One type of random source is one that
simply chooses and outputs a single value, obtained from a designated probability distribution. We
define this type of source by a task-PIOA Sre(D, 1), parameterized by a probability distribution (D, ).
When p is the uniform distribution over D, we write simply Src(D).

The code for task-PIOA Src(D, u) appears in Figure 1.

We extend this definition to indexed families of data types and distributions, D = {Dj}ren and
i = {pktren, to yield an indexed family of random source automata, Src(D, u) = {Src(Dg, fik) }ren-
As before, when every py, is the uniform distribution, we write simply Sre(D) = {Sre(Dy) }ken-
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Sre(D, p):

Signature:
Input: Internal:

none chooserand
Output:

rand(d),d € D

State:
chosenval € D U {1}, initially L

Transitions:
chooserand rand(d)
Precondition: Precondition:
chosenval = L d = chosenval
Effect: Effect:
chosenval := choose-random(D, i) none

Tasks: {chooserand}, {rand(x)}.

Figure 1: Code for Sre(D, p)

6 Hard-Core Predicates

In this section, we define a cryptographic primitive—a hard-core predicate for a trap-door permutation—
that we use in several of our system descriptions. We define this in terms of task-PIOAs, and relate
the new definition to the standard cryptographic definition. Using our new task-PIOA formulation, we
show some consequences of the definition, in particular, we show how a hard-core predicate retains its
properties if it is used twice, and if it is combined with another value using an & operation.

Throughout this section, we fix D = { Dy, }ren to be a family of finite domains, and T'dp = {T'dpy }ren
to be a family of sets of trap-door permutations such that the domain of f € T'dpy, is Dy.

6.1 Standard Definition of a Hard-Core Predicate

Informally, we say that B is a hard-core predicate for a set of trap-door permutations if, given a trap-
door permutation f in the set, an element z of the domain of this permutation, and a bit b, no efficient
algorithm can guess whether b = B(f~1(2)) or is a random bit with a non-negligible advantage.

More precisely, we define a hard-core predicate as follows:

Definition 6.1 A hard-core predicate for D and Tdp is a predicate B : Jcy D — {0,1}, such that
1. B is polynomial-time computable.

2. For every probabilistic polynomial-time non-uniform predicate G = {Gy }ren,* there is a negligible
function € such that, for all k,

Pr[ f« Tdpg; Pr[  f « Tdpy;
z « Dy; z = Dy;
b — Bff—l(z)) : B b — {0],61} : < e(k).

IThis is defined to be a family of predicates that can be evaluated by a non-uniform family (My)s of probabilistic
polynomial-time-bounded Turing machines, that is, by a family of Turing machines for which there exist polynomials p
and g such that each M} executes in time at most p(k) and has a standard representation of length at most ¢(k). An
equivalent requirement is that the predicates are computable by a family of Boolean circuits where the k" circuit in the
family is of size at most p(k).
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Note that, when A is a finite set, the notation z < A means that z is selected randomly (according to
the uniform distribution) from A.
This definition is a reformulation of Def. 2.5.1 of [Gol01].

6.2 Redefinition of Hard-Core Predicates in Terms of PIOAs

We now show how this last definition can be expressed in terms of task-PIOAs. To this purpose, we
define two new task-PIOA families. The first one, denoted by SH (for “System providing a Hard-core
bit”), outputs a random trap-door permutation, a random element z of the domain of this permutation,
and the bit B(f~1(z)). The second, denoted by SHR (for “System in which the Hard-core bit is
replaced by a Random bit”), is the same as the previous one excepted that the output bit b is simply
a random bit.

Definition 6.2 The task-PIOA family SH is defined as hide(Srciap||Srcyvar||H, {rand()yvai }), where
o Srciay = {(Srciap)k fren, where each (Sregap)i is isomorphic to Sre(Tdpy),
o Srcyvar = {(SrCyval)k }ken, where each (Srcyvar)k is isomorphic to Src(Dy,),

o H = {Hy}ren, where each Hy receives the permutation f from (Srciay)r and the element y €
Dy, from (Srcypal)k, and outputs the two values z = f(y) and B(y). FEach Hy is defined as
H(Dy,Tdpy, B), where H(D,Tdp, B) is defined in Fig. 2.

Definition 6.3 The task-PIOA family SHR is defined as (Srciapl| ST¢zvai||STChval), where
o Srciap = {(Srciap)k tren, where each (Srciap)i is isomorphic to Sre(Tdpy),
o S1Copar = {(STCval)k }heN, where each (Sr¢.ypal)k is isomorphic to Sre(Dy),

o Srcpyal = {(STChval)k tken, where each (STcpyal)k 1S isomorphic to Sre({0,1}).

These two systems are represented in Fig. 3. In this figure, the automata labeled with (® represent
the different random source automata. Also, for clarity, the indices of the different actions are removed.

Using these two task-PIOA families, Definition 6.1 of hard-core predicates can be expressed in
terms of task-PIOAs by saying that SH <4, SHR, which means (informally) that, for every
polynomial-time-bounded family € of environments for SH and SHR, every polynomial-time-bounded
task-scheduler family for SH||E, generates a family of trace distributions of SH||€ that can be mimicked
by SHR||E with an appropriate task-scheduler family.

Definition 6.4 A hard-core predicate for D and Tdp is a polynomial-time-computable predicate B :
Uren De — {0,1}, such that SH <ycqpt SHR.

We show that this definition is equivalent to Definition 6.1 by means of the following two theorems.

Theorem 6.5 If B is a hard-core predicate for D and Tdp according to Definition 6.1, then B is also
a hard-core predicate for D and Tdp according to Definition 6.4.

Proof. Suppose that B is a hard-core predicate for D and Tdp according to Definition 6.1. Defini-
tion 6.1 implies that B is polynomial-time computable, which is required by Definition 6.4.

It remains to show that SH Zneg,pt SHR, where the same B defined above is used in the definition
of SH. To show this, we fix polynomials p and p;. It suffices to show the existence of a negligible
function € such that SH <, p, p, SHR. This amounts to proving the existence of a negligible function
€ such that, for every k € N, SHy <c(k),p(k),p1(k),pi (k) SHR). Unwinding this definition further, this
means that it is enough to show the existence of a negligible function € such that, for every k£ € N,
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H(D,Tdp, B) :

Signature:
Input: Output:
rand(f)tap, f € Tdp rand(z) zval, 2 € D
rand(y)yval’ yeD Tand(b)bvalv be {07 1}
Internal:
fiz — bval
fiz — zval
State:

fval € Tdp U L, initially L
yval € DU L, initially L
zval € DU L, initially L
bval € {0,1} U L, initially L

Transitions:
rand(f)iap fix — bval
Effect: Precondition:
if fval = L then fval := f yval # L
Effect:
rand(y)yval if bval = L then bval := B(yval)
Effect:
if yval = L then yval :=y rand(z) zval
Precondition:
fix — zval z=zval # L
Precondition: Effect:
fval # L, yval # L none
Effect:
if zval = L then zval := fval(yval) rand(b)pyal
Precondition:
b=bval # L
Effect:
none

Tasks: {fiz — bval}, {fiz — zval}, {rand(*),yar}, {rand(*)pyar}-

Figure 2: Hard-core predicate automaton, H (D, Tdp, B)

for every p(k)-time-bounded environment &£ for SHy and SHRy, and for every p;(k)-bounded task
scheduler p; for SHy||E, there exists a pi(k)-bounded task scheduler ps for SHRg||E, such that

|Paccept(SHy||E, p1) — Paccept(SHRg||E, p2)| < e(k).

We first define a mapping between task schedulers. Specifically, for every k and every environment
€ for SHy, and SHRy, we define a mapping fc from task schedulers of SHy||E to task schedulers of
SHRy||E. To this purpose, we define a mapping ¢ : Rsp, * X Rsm, — Rsmr,* as follows:

1. ¢(p, {chooserandy,q;}) = A, that is, the empty task sequence.

2. c(p, {rand(*)yvar}) = A.

3. c(p, {fixz — bval}) = {chooserandy,q } if the task sequence {chooserandyyqai}, {rand(*)yva} is a
subsequence of p, else ¢(p, { fiz — bval}) = A.

4. c(p, {fix — zval}) = {chooserand,,q;} if the task sequences {chooserandiq,}, {rand(*)ia,} and
{chooserandyyqi}, {rand(x)yvar} are subsequences of p, else c(p, { fiz — zval}) = A.

5. Keep every other task unchanged.
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. rand(f)
rand(z) . rand(z)

. rand(b)
rand(b)

SH SHR

@rand(f)

Figure 3: SH and SHR

Now, we define the mapping fc as full(c). Note that the mapping fc is independent of k and .
Also, note that fc is length-nonincreasing: for every task scheduler p; of SHy||E, |fe(p1)] < |p1l-
Thus, it is enough to show the existence of a negligible function € such that, for every k& € N, for every
p(k)-time-bounded environment £ for SHy and SH Ry, and for every p; (k)-bounded task scheduler p;
for SHy||E,
|Paccept(SHg||E, p1) — Paccept(SHRE||E, fe(pr))] < e(k).
Now, for every k € N, define (&,42)k to be a p(k)-time-bounded environment for SHj and define

(P1maz)k to be a pi(k)-time-bounded scheduler for SHygl||(Emaz)r, with the property that, for every
p(k)-time-bounded environment £ for SHy and every p; (k)-time-bounded scheduler p; for SHg||E,

|Paccept(SHg||E, p1)—Paccept(SHRg||E, fe(pr))] <
|Pa’ccept(SHk||(gma$)ka (plmaw)k) - Paccept(SHRk”(gmaw)lm fc((plmaw)k))‘

To see that such (Emaz)r and (pP1mas)r must exist, note that we are considering only £ for which all
parts of the description are bounded by p(k), and only p; with length at most p; (k). Since there are
only a finite number of such (&, p1) pairs (up to isomorphism), we can select a particular pair that
maximizes the given difference.

This means that it is enough to show the existence of a negligible function € such that, for every
keN,

|Paccept(SH||(Emaa ) ks (P1max k) — Paccept(SHRg[|(Emaz ) ks fe((P1maz k)] < €(k).

To show this, we will apply Definition 6.1. This requires us to define an appropriate probabilistic
polynomial-time non-uniform predicate G = (G )ken-

We define Gy, as follows: Gj has three input arguments: f € T'dpy, z € Dy, and b € {0,1}; we only
care what G, does if its inputs are in these designated sets. For these inputs, G}, simulates the behavior
of (Emaz)r when it is executed with (p1maz )k, as follows:

1. Gy, reads its inputs f, z and b.
2. G}, then reads the tasks in (p1maz )k, one by one. For each task T that it reads:

e G} determines (in polynomial time) whether T is one of the following tasks:
— T is a task of (Enax )k,

— T € {{rand(*)iap }, {rand(*) pai }, {rand(*)ppa } }
and goes on to the next task if it is not.

o If T is a task of (Emaz )k, then Gy simulates the performance of T, by determining the unique
enabled action (in polynomial time) and the next state (in probabilistic polynomial time).

o If T is a task of the form {rand(*).sp} then Gy checks if an action of this task is enabled
(that is, if the {chooserand,qp}-task has already been read in (pimaz)x) and, if it is the case,
simulates the action rand(f)tap, where f is Gy’s first input argument. If T' is disabled, then
Gy, does nothing. Similarly, if T is of the form {rand(x).,q} and if this task is enabled, then
Gy, simulates the action rand(z).ya1, where z is Gy’s second input argument. And if T is of
the form {rand(*)pye} and if this task is enabled, then Gy, simulates rand(b)pyqr, where b is
G}’s third input argument.
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3. After completing the processing of (p1maz )k, Gk checks if the accept action has been performed.
It outputs 1 in that case, and 0 otherwise.

Now, Definition 6.1 guarantees that there is a negligible function € such that, for all k,

Pr[  f < Tdpy; Pr| f < Tdpy;
z «— Dy; 2« Dy
b<—BECf—1(Z)): - b<—{0}j1}: < e(k).
Gi(f,z,0) =1 ] Gr(f.z,b)=1 |

By the definitions of SH and SHR, and the mapping fc, we observe that:

Pr[ f « Tdpy;
z + Dy;
b B(f'(2)):
Gk(f,Z,b) =1 ]

Paccept(SHy||(Emaz )k (P1maz k) =

and

Pr[ f« Tdpg;
z +— Dy;
b—{0,1}:
Gk(f,Z,b) =1 ]

Paccept(SHRk”(gmaaz)kv C((plmaz)k)) -

Therefore, we conclude that, for every k € N,

Paccept(SHkH(gmax)ka (plmaz‘)k) - Paccept(SHRk”(Smaw)kv fc((plmaw)) < 6(k‘),

which is what we needed to show. O

Theorem 6.6 If B is a hard-core predicate for D and Tdp according to Definition 6.4, then B is also
a hard-core predicate for D and Tdp according to Definition 6.1.

Proof. Suppose that B is a hard-core predicate for D and Tdp according to Definition 6.4. Defini-
tion 6.4 implies that B is polynomial-time computable, which is required by Definition 6.1.

It remains to show that, for every probabilistic polynomial-time non-uniform predicate G = {Gj }ren,
there is a negligible function € such that, for every k € N,

Pr[ [« Tdpy; Pr[ f <« Tdpy;
z — Dy; z — Dy;
b B(f M=) b {0,1} : < (k).
Gk(fazvb)zl ] Gk(f7zvb):1 ]

For the rest of this proof, we define PH(G, k) and PHR(G, k) as:

Pr[ f« Tdpg; Pr[ f« Tdpg;

z «— Dy; z «— Dy;
PH(G, k) = b<—BE€f‘1(z)): and PHR(G, k) = o {0k1}:

Gk(fwzvb):l ] Gk(fazab)zl ]

for any non-uniform predicate G = {Gj }ren and any k € N.

Now, fix any probabilistic polynomial-time non-uniform predicate G = {Gj, }ren. Starting from this
predicate, we define a polynomial-time-bounded environment family £(G) = {(£(GQ))x }xen for both SH
and SHR. Each (£(G))y is defined as £(Gy)(Dg, Tdpy, B), where £(G)(D, Tdp, B) is defined in Fig. 4.
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&(G)(D,Tdp, B) :

Signature:
Input: Output:
rand(f)tap, f € T'dp accept

rand(z) zvat, 2 € D
rand(b)pvar, b € {0,1}

State:
fval € Tdp U L, initially L
zval € DU L, initially L
bval € {0,1} U L, initially L

Transitions:
rand(f)idap accept
Effect: Precondition:
if fval = L then foval := f fval, zval, bval # L
G(fval, zval,bval) = 1
Tand(z)zual Effect:
Effect: none

if zval = L then zwval := z

Tc"nd(b)bual
Effect:
if bval = L then bval := b

Tasks: {accept}.

Figure 4: Environment evaluating the G predicate, £(G)(D, Tdp, B)

We also define a polynomial-time-bounded task-scheduler family p7 = {(p1)x }xen for SH||E(G): for
every k,

(p1)k ={chooserand,g, }{rand(*)4p}
{chooserandy,q }{rand(*)yva }

{fiz — zval H{rand(*) .var }
{fiz — bval H{rand(*)pvar }
{accept}.
We observe that, from the definition of SHy, (£(G))x and (p1)s:
Paccept(SH||(E(G))k, (p1)k) = PH(G, k).

Definition 6.4 guarantees that there is a polynomial p and a negligible function e such that, for every
k, there is a p(k)-bounded task-scheduler (ps); such that:

|Paccept(SH||(E(G))k, (p1)k) — Paccept(SHRE||(E(G))k, (p2)r)] < e(k).

Consider now the probabilistic polynomial-time non-uniform predicate G’ = {G}. }ren where G}, =
1 — Gy. For this predicate, Def. 6.4 also guarantees that there are a polynomial p’ and a negligible
function €’ such that, for every k, there is a p’(k)-bounded task-scheduler (p4) such that:

|Paccept(SHy | (E(G))x. (p1)x) — Paccept(SHRL[(E(G'))i (b)) < € (k).

We now define a new negligible function €., as €max (k) = max(e(k), € (k)) for every k. Since €4z
is a negligible function, there is an index ko such that €4 (k) < % for every k > ko. Let us examine
the possible values of Paccept(SH Ry||(E(G))k, (p2)r) for every k > k.
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Fix any k > ko. Suppose first that (p2)x is such that:
Paccept(SHR||(E(G))k, (p2)r) = PHR(G, k),

which is the case when (p2) schedules the chooserandq, task followed by the rand(x).q, task, the
chooserand.,q; task followed by the rand(x),.,q; task, the chooserandy,q; task followed by the rand(*)pyal
task, and all these tasks followed by the accept task (in the rest of this proof, we will refer to this as
(p2)k correctly scheduling accept). For this (p2)i, we have that

|PH(G5 k) - PHR(Ga k)| < E(k) < Emam(k)'

Suppose now that (p2)x is such that Paccept(SH Rg||(E(G))k, (p2)r) is independent of G, that is,
(p2)x does not correctly schedule the accept task. In that case, Paccept(SHR||(E(G))k, (p2)k) = 0.
Therefore,

Paccept(SHy | (E(G))s (p1)i) < e(k) < eman(k) <

N |~

and
Paccept(SHy|[(E(G"))k, (p1)k) = 1 — Paccept(SHi||(E(G))k, (p1)k) > %,

which in turn imply that Paccept(SHRy|(E(G'))k, (ph)r) > 0 since € (k) < 3. But the probability

Paccept(SHRy||(E(G"))k, (p5)k) can only be different from 0 if (p}), correctly schedules accept. So, we
have that:
Paccept(SHRk|[(E(G"))r. (p3)x) = PHR(G', k)

and
|PH(G,k) — PHR(G, k)| =|(1 PH(G/ k)) — (1 — PHR(G',k))|
~IPH(G' )~ PHR(G' 1)
( ) < Gmax(k)~

So, |PH(G,k)—PHR(G, k)| < €mas(k) for every k > kq. Finally, if we define the negligible function

/

(S 3
/ ! if k < ko
€maz (k) = { €maz (k) otherwise,
the relation |PH(G,k) — PHR(G, k)| < €,,. (k) holds for every k € N, as needed. O

6.3 Consequences of the New Definition

In this subsection, we provide a first illustration of the way our definition of hard-core predicates can be
exploited in the analysis of more complicate systems. More precisely, we show that a hard-core predicate
can be applied to two values, and a probabilistic polynomial-time environment still cannot distinguish
the results from random values. This fact is needed because, in the Oblivious Transfer protocol we
analyze, the transmitter applies the hard-core predicate to both f~!(zval(0)) and f~!(zval(1)), where
f is the chosen trap-door function.

Now, we show, if B is a hard-core predicate, then no probabilistic polynomial-time environment can
distinguish the distribution (f, 2(0), (1), B(f~1(2(0))), B(f~1(z(1)))) from the distribution (£, z(0), z(1),
b(0),b(1)), where f is a randomly-chosen trap-door permutation, z(0) and z(1) are randomly-chosen
elements of the domain Dy, and b(0) and b(1) are randomly-chosen bits. We do this by defining two
systems that produce the two distributions, and showing that one implements the other. We use our
second definition of hard-core predicate, Definition 6.4.

Definition 6.7 The task-PIOA family SH2 is defined as hide(Srciap||Srcyvaiol|Sreyvan ||HO|HT,
{rand(*)yvaio, rand(*)yvpai1 }), where
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o Srciay = {(Srciap)k fren, where each (Sregap)i is isomorphic to Sre(Tdpy),

L4 STcyvalO = {(STcyvalO)k}k:EN: Srcyvall = {(Srcyvall)k}kENa where each (SrcyvalO)k and each
(Sreyvain )k is isomorphic to Sre(Dy),

e HO = {HOg}ren and H1 = {H1;}ren are two instances of H, where all actions have the cor-
responding index 0 or 1 appended to their name (e.g., rand(z).yq s renamed as rand(z)paio0 0
HO). The only exception is the rand(f)wp action, which is kept as it is in H: we use the same
trapdoor permutation for both task-PIOA families.

Definition 6.8 The task-PIOA family SH R2 is defined as (Srciapl| ST¢svaio || STC2vai1 || STCovat0 || STCOVAI1) 5
where

o Srciap = {(Srciap)k fren, where each (Sregap)r is isomorphic to Sre(Tdpy),

o Srczvaio = {(STC2va10)k feen and Src.pair = {(STC2vai1 )k }ren, where each (Src.paio)r and each
(Sr¢pai1 )k s isomorphic to Sre(Dy),

o Srcywato = {(STChvaio)ktken and Srcyyann = {(STChvai1 )k fren, where each (Srcpvaio)r and each
(Srcpyain )k s isomorphic to Src({0,1})

Lemma 6.9 If B is a hard-core predicate, then SH2 <pcq ¢t SHR2.

Proof. By Theorem 6.5, we may assume that SH Zneg,pt SHR. To prove that SH2 <yeq pt 5@27
we introduce a new task-PIOA family Int, which is intermediate between SH2 and SHR2. Int is
defined as hide(Srciap|| Srcyvaiol | HO||STC2va11 ]| STChvair s {rand(*)yvaio }), where

o Srcigp is exactly as in SH2 and SHR2.

e Srcyuao and HO are as in SH2.

e Src.ya1 and Srcpye1 are as in SHR2.

Thus, Int generates one of the bits, bval0, using the hard-core predicate B, as in SH2, and generates
the other, bvall, randomly, as in SH R2.
We claim that SH2 <,c4 ¢ Int. To see this, note that Definition 6.1 implies that

hide(Srctap| Sreyvan |HT, {rand(*)yvai1}) <neg,pt Srctdpl|STC vai1 ||STCHVAI1-

This is because these two systems are simple renamings of the SH and SHR systems described in
Section 6.2. L o
Now let I be the task-PIOA family hide,ana(y), ..o (STCyvatol H0). It is easy to see, from the code

for the two components of I, that I is polynomial-time-bounded. Then Lemma 4.22 implies that

hide(Srciap || Sreyvant | HL, {rand () yvait DI <neg,pt STCtdp|STC2vai1 || STchvait || 1-

Since the left-hand side of this relation is SH2 and the right-hand side is Int, this implies SH2 <;,cq pt
Int, as needed. L
Next, we claim that Int <,eqpr SHR2. To see this, note that Definition 6.1 implies that

hide(Srciap|| Sreyvalo ||HO, {rand(*)yvaio}) <neg,pt Srctdpl|STC va10||STCHVAI0-

Now let I be the polynomial-time-bounded task-PIOA family Src.ya1|/Srcppari- Then Lemma 4.22
implies that

hide(SrctdeSrcymlOHHiO, {rand(*)ymlo})HT Zpeg.pt Srctdp||SrczmloHSrcbq,alOHT.

Since the left-hand side of this relation is Int and the right-hand side is SHR2, this implies Int Zneg.pt
SHR2, as needed.

Since SH2 <,eqpt Int and Int <,cq,+ SHR2, transitivity of <.y, (Lemma 4.31) implies that
SH2 <peqpt SHR2. O
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m(z) Rec

out’ (W) Ree

Figure 5: Funct and Sim

7 Specification for Oblivious Transfer

In this section, we define “ideal systems” for Oblivious Transfer, which are used as specifications for
the correctness and secrecy properties that are supposed to be guaranteed by an Oblivious Transfer
protocol.

We parameterize our ideal systems by a set C' C { Trans, Rec}, which indicates the corrupted end-
points.

The system, represented in Figure 5 consists of two interacting task-PIOAs: the Functionality Funct
and the Simulator Sim, which we describe now.

Notation: The states of each task-PIOA for which we provide explicit code are structured in terms
of a collection of state variables. Given a state ¢ of a task-PIOA and a state variable v, we write q.v
for the value of v in state q.

7.1 The Oblivious Transfer Functionality

The complete definition of Funct is given in Figure 6. It has two inputs corresponding to the inputs
sent by the environment to Trans and Rec, and one output that transmits the output intended to the
receiver Rec. The definitions are based on Canetti’s definition of Oblivious Transfer in the Universal
Composability framework [Can01].

7.2 The Simulator

Simulator Sim(C) is defined as an arbitrary task-PIOA satisfying certain constraints regarding its
signature. This is why the composition of Funct and Sim in fact specifies a class of systems rather than
a single one. Sim(C) receives in inputs at endpoints in C. It also acts as an intermediary for outputs
at Rec if Rec € C, receiving out’ outputs from Funct(C) and producing out outputs. Sim(C) may
also have other, arbitrary, input and output actions. The constraints on the signature and relations of
Sim(C) is given in Figure 7.

7.3 The Complete System

A complete ideal system with parameter C is obtained by composing the task-PIOA Funct(C) with
some Sim(C), and then, if Rec € C, hiding the {out’()ge.} task.

8 Real Systems

A real system is defined as a parameterized task-PIOA, with the following parameters:
e D a finite domain.
e T'dp, a set of trap door permutations for domain D.

e C C {Trans, Rec}, representing the corrupted endpoints.
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Funct(C) :

Signature:
Input: Output:
in(T) Trans, € ({0,1} — {0,1}) if Rec ¢ C then out(w)gec, w € {0,1}
in(t) Rec, © € {0,1} if Rec € C then out’ (w) Rec, w € {0,1}
State:

zval € ({0,1} — {0,1}) U {L}, initially L
twal € {0,1, L}, initially L

Transitions:

in(z) Trans
Effect:
if xval = L then zval := x

7"n(i)Rec
Effect:
if swval = L then wal :=1

out(w) gec or out’ (W) Rec
Precondition:

zwval,ival # L

w = zval(ival)
Effect:

none

Tasks:
If Rec ¢ C then {out(*)Rgec}-
If Rec € C then {out’(*) gec}-

Figure 6: The Functionality, Funct(C')

Based on these, we define the following derived sets:

e Tdpp = {(f,f~') : f € Tdp}, the set of trap door permutation pairs for domain D. If p =
(f,f~Y) € Tdpp, then we refer to the components f and f~! of p using record notation, as
p.funct and p.inverse, respectively.

e M, the message alphabet, equal to {(1, f) : f € Tdp} U{(2,2) : z € ({0,1} - D)} U{(3,b) : b e
({0,1} — {0, 1})}.

A real system with parameters (D, T'dp, C') consists of five interacting task-PIOAs: The Transmitter
Trans(D,Tdp), the Receiver Rec(D,Tdp,C), the Adversary Adv(D,Tdp,C), and two random source
automata Src(Tdpp)pyar and Src({0,1} — D)yyar-  Sre(Tdpp)pvar and Sre({0,1} — D)ypq are iso-
morphic to Sre(T'dpp) and Src({0,1} — D) defined as in Section 5; the difference is that the literal
subscripts pval and yval are added to the names of the automata and to their actions. Throughout
this section, we abbreviate the automaton names by omiting their parameters when no confusion seems
likely.

8.1 The Transmitter

Trans(D,Tdp) receives in inputs from the environment of the real system. It produces send outputs
to and receives receive inputs from Adv. It also receives randp,q inputs from Srcpyq. Task-PIOA
Trans(D,Tdp) is defined in Figure 8.
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Signature:

Input: Output:
if Trans € C then if Rec € C then
in(x) rrans, * € ({0,1} — {0,1}) out(w) pec, w € {0,1}
if Rec € C then Arbitrary other output actions
in(2) Rec, ¢ € {0,1} Internal:
out! (W) pee, w € {0,1} Arbitrary internal actions
Arbitrary other input actions
Tasks:

If Rec € C then {out(*)Rec}-
Arbitrary tasks for other actions.

Figure 7: Constraints on Sim(C)

Trans(D, Tdp):

Signature:
Input: Output:
in(x) Prans, © € ({0,1} — {0,1}) send(1, f) rrans, f € Tdp
rand(p)pval, pE pop Send(37 b) Trans b € ({07 1} - {07 1})
receive(2, z) Trans, 2 € ({0,1} — D) Internal:
f’L$ — bval Trans
State:

zval € ({0,1} — {0,1}) U {_L}, initially L
pval € Tdpp U {L}, initially L

zval € ({0,1} — D) U {L}, initially L
bval € ({0,1} — {0,1}) U{L}, initially L

Transitions:
in(x) Trans receive(2, z) Trans
Effect: Effect:
if zval = L then zval := x if zval = L then zval := z
rand(p)pval fiz — bval prans
Effect: Precondition:
if pval = L then pval :=p zval, pval, zval # L
bval = L
send(1, f) Trans Effect:
Precondition: for i € {0,1} do
pval # L, f = pval. funct bval(i) = B(pval.inv(zval(i))) & zval()
Effect:
none send(3,b) Trans
Precondition:
b = bval
Effect:
none

Tasks: {Send(lv *)TT(ZTLS}7 {Send(37 *)T’rans}v {f'w: — bval Trans}~

Figure 8: Code for Trans(D,Tdp)

Lemma 8.1 In every reachable state of Trans(D,Tdp): If bval # L then pval # L, zval # 1,
azval # L, and Vi € {0,1}, bval(i) = B(pval.inv(zval(i))) @ zval (7).
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8.2 The Receiver

Rec(D,Tdp,C) receives in inputs from the environment of the real system. Also, if Rec € C, then
Rec(D,Tdp,C) produces out’ outputs to Adv, whereas if Rec ¢ C, then Rec(D,Tdp,C) produces out
outputs for the environment. Rec(D,Tdp,C) provides send outputs to and receives receive inputs from
Adv. It also receives randyyq inputs from Srcyyar-

Task-PIOA Rec(D,Tdp,C) is defined in Figure 9.

Rec(D,Tdp,C) :

Signature:

Input: Output:
in(4) Rec, @ € {0, 1} send(2, z) ec, 2 € ({0,1} — D)
rand(y)yval,y € ({0,1} — D) if Rec ¢ C then out(w)pgee, w € {0,1}
receive(l, f)Rrec, f € T'dp if Rec € C then out’ (w)gec, w € {0, 1}
receive(3,b) rec, b € ({0,1} — {0,1}) Internal:

fix — zval gec
State:

wal € {0,1, L}, initially L

fval € Tdp U {1}, initially L

yval, zval € ({0,1} — D) U {L}, initially L
wval € {0,1, L}, initially L

Transitions:
in(1) Rec send(2, 2) Rec
Effect: Precondition:
if sval = L then wal :=1 z = zval
Effect:
rand(y)yval none
Effect:
if yval = L then yval :=y receive(3,b) gec
Effect:
receive(l, f)Rec if 4val, yval # L and wval = L then
Effect: wval := b(ival) @ B(yval(ival))

if fval = L then fval := f
out(w) gee or out’ (W) Rec

fix — zval gec Precondition:
Precondition: w = wval
yval,ival, fval # L Effect:
zval = L none
Effect:

zval(ival) := fval(yval(ival))
zval(1l — wal) = yval(1 — ival)

Tasks:

{send(2, *) rec }, {fix — zvalpec}-
If Rec € C then {out’(*)gec}-
If Rec ¢ C then {out(*)pec}-

Figure 9: Code for Rec(D,Tdp,C)
Lemma 8.2 In every reachable state of Rec(D,Tdp,C):

1. Ifzval = z # L then yval # L, ival # L, fval # L, z(ival) = fval(yval(ival)), and z(1—ival) =
yval(1 — ival).
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8.3 The Adversary

The Adversary encompasses the communication channel, although its powers to affect the communi-
cation are weak (it can hear messages and decide when to deliver them, but cannot manufacture or
corrupt messages).

Adv(D,Tdp,C) has two endpoints corresponding to Trans and Rec. It receives in inputs from
the environment for endpoints in C. It also acts as an intermediary for outputs at endpoints in C,
specifically, if R € C, Adv(D,Tdp,C) receives out’ outputs from Rec and provides out outputs to the
environment at endpoint Rec. Adv(D,Tdp,C) also receives send inputs from and provides receive
outputs to Trans and Rec. It also receives random inputs from the random sources of corrupted
parties: rand(p)pvar from Srcpyq if Trans € C and rand(y)yva if Rec € C. Finally, Adv(D,Tdp,C)
may communicate with the environment, using other, arbitrary inputs and outputs. We call these “new”
inputs and outputs here. We assume that they are disjoint from all the other actions that appear in any
of our explicitly-defined components. Thus, they will not be shared with any other state components
we define. (Later, when we consider closing the system with an environment automaton, we will allow
these new actions to be shared with the environment.)

The Adversary again depends on the set C' of corrupted parties. Also, for each case, there are
actually a set of possible adversary automata, not just one. This set is captured by the “arbitrary”
designation throughout the descriptions. The Adversary Adv(D,Tdp,C) is defined in Figures 10 and 11.

8.4 The complete system

A complete real system with parameters (D,Tdp,C) is the result of composing the task-PIOAs
Trans(D,Tdp), Rec(D,Tdp,C), Src(Tdpp)pvar and Src({0,1} — D),y and some adversary
Adv(D,Tdp,C), and then, hiding all the send, receive and rand actions. If Rec € C we also hide
out’ outputs of Rec.

For instance, Figure 12 shows the interconnections of the parties that make up the real system when
Rec is corrupted. In this figure, we abbreviate all send and receive actions with the s and r letters
respectively. The T and R subscript refer to Trans and Rec. The dashed arrows represent the arbitrary
actions shared by the Adversary and the Environment. The automata labeled with ® represent the
random source automata Src(Tdpp)pva; and Sre({0,1} — D)yyal-

Invariants can be proved for this system.

Lemma 8.3 In every reachable state of RS the following hold:

1. Adv.messages contains at most one round 1 message, at most one round 2 message, and at most
one round 3 message.

If Adv.messages contains (1, f) then Trans.pval.funct = f.
If Adv.messages contains (2, z) then Rec.zval = z.

If Adv.messages contains (3,b) then Trans(D,Tdp).bval = b.
If Rec.fval = f # L then

S S

(a) Adv.messages contains (1, f).
(b) Trans.pval # L and Trans.pval.funct = f.

6. If Rec.zval = z # L then Rec.yval # L, Rec.ival # L, Rec.fval # L, z(Rec.ival) = Rec. fval(Rec.yval(Rec.ival)),
and z(1 — Rec.ival) = Rec.yval(l — Rec.ival).

7. If Trans.zval = z # L then

(a) Adv.messages contains (2,z).
(b) Rec.zval = z.
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Adv(D, Tdp,C):
Signature:
Input: Output:

send(l, f) Trans, | € Tdp
send(2,z)Rec, z € ({07 1} - D)
send(3,b) Trans, b € ({0,1} — {0,1})
if T' € C then
() Trans, € ({0,1} — {0,1})
rand(p)pvat, p € Tdpp
if Rec € C then in(i) gec, @ € {0,1}
out’ (W) Ree, w € {0,1}
rand(y)yvala NS ({07 1} - D)

Arbitrary other input actions; call these “new” input actions

receive(l, f)grec, f € Tdp
receive(2, Z) Trans, 2 € ({0: 1} - D)
receive(3,b)gec, b € ({0,1} — {0,1})
if R € C then

OUt(w)Recv w e {07 1}
Arbitrary other output actions,

call these “new” output actions

Internal:

Arbitrary internal actions;
call these “new” internal actions

State:
messages, a set of pairs in M x {Trans, Rec}, initially 0
if R € C then wval € {0,1, 1}, initially L
Arbitrary other variables; call these “new” variables

Transitions:
send(m) Trans out’ (W) Rec
Effect: Effect:
messages := messages U {(m, Rec)} if wval = L then wval := w
Send(m)Rec OUt(w)Rec
Effect: Precondition:
messages := messages U {(m, Trans)} w = wval
Effect:
receive(m) Trans none
Precondition:
(m7 Tmns) € messages ln(x) Trans ’L?’L(Z) Rec» Tand(p)pvalv or Tand(y)yval
Effect: Effect:
none Arbitrary changes to new state variables
receive(m) Rec New input action
Precondition: Effect:
(m, Rec) € messages Arbitrary changes to new state variables
Effect:
none New output or internal action
Precondition:
Arbitrary
Effect:

Arbitrary changes to new state variables

Figure 10: Code for Adv(D,Tdp,C) (Part I)

Tasks: {receive(l, *)pgec}, {receive(2, %) rrans }, {receive(3, *) rec },
If Rec € C then {out(*)Rec}-

Arbitrary tasks for new actions.

Figure 11: Code for Adv(D,Tdp,C) (Part II)

8. If Trans.bval =b # L then

(a) Trans.pval # 1, Trans.zval # 1, Trans.xval # 1, and i € {0,1},
b(i) = B(Trans.pval.inv( Trans.zval(i))) @ Trans.zval(i).

(b) Rec.ival # L and for i = Rec.ival, b(i) = B(Rec.yval(i)) ® Trans.zval(t).
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Figure 12: RS when C = {Rec}

9. If Rec.wval = x # L then

(a) x = Trans.bval(Rec.ival) ® B(Rec.yval(Rec.ival)).
(b) © = Trans.zval(Rec.ival).

10. If Trans.pval # L and Trans.zval # 1, then Rec.yval # 1, Rec.ival # L, and in addition
Trans.pval.inv( Trans.zval(Rec.ival)) = Rec.yval(Rec.ival).

11. If Rec.yval # L then Srcypa.chosenval = Rec.yval.

12. If Trans.pval # L then Srcpper.chosenval = Trans.pval.
In addition, invariants can be proved for the four individual cases, for instance:

Lemma 8.4 If C = {Rec} then, in every reachable state of RS(D,Tdp,C), the following holds:
1. If Adv.wval =b# L then Rec.wval = b.

9 The Main Theorem

In this section, we state the main theorem of this paper.
The theorem involves task-PIOA families, which are defined by instantiating the real and ideal
systems with families of domains and trap-door permutations.

9.1 Families of Sets

Using the two families of sets D = {Dy}ren and T'dp = {T'dpy. }ren we defined in Section 6, we define
the following derived families of sets:

e Tdpp = {Tdppy }ren, a family of sets of trap-door permutations pairs. Each set T'dppy, is the set
{(f,f~Y) : f € Tdpy}. As before, if p = (f, f~1) then we refer to the two components of p as
p.funct and p.inverse, respectively.

e M = {My}ren, a family of message alphabets, where My, = {(1,f) : f € Tdpr} U{(2,2) : z €
({0,1} — Di)}U{(3,b) : b e ({0,1} — {0,1})}.
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9.2 Families of Systems

A real-system family RS for domain family D, trap-door permutation set family Tdp, and C C
{Trans, Rec} is a family { RS } ken, where, for each k, RS} is a real system with parameters (D, T'dpy, C).
Thus, RSy = Trans(Dy,T'dpy)||Rec(Dy, Tdpy, C)||Src(Tdppr)pvai || STc({0,1} — Dy)yvatl|Advy, where
Advy, is some adversary Adv(Dy, Tdpy, C).

An ideal-system family IS for C C {Trans, Rec} is a family {IS}ren, where, for each k, IS} is an
ideal system with parameter C. Thus, ISy = Funct(C)||Simy, where Simy, is some simulator Sim(C').

9.3 Theorem Statement

Theorem 9.1 For every C = {Rec} the following holds:

Let RS be a real-system family for (D,Tdp,C), in which the family Adv of adversary automata is
polynomial-time-bounded.

Then there exists an ideal-system family IS for C, in which the family Sim is polynomial-time-bounded,
and such that RS Zneg,pt IS.

Note that in [CCK*06¢], the above theorem was stated for every C' C { Trans, Rec}, hence covering
all possible values for the set of corrupted parties. We believe that we can prove that theorem using
our generalized notion of task-PIOAs, which is the one defined in this paper and our new notion of
simulation relation. We foresee that minor modifications to the formulation of the ideal system will be
necessary to achieve the “synchronization” between the actions of the ideal system and the real system
in showing the simulation relation.

10 Correctness proof

This section contains the most interesting case: where only the receiver is corrupted. We prove the
following theorem:

Theorem 10.1 Let RS be a real-system family for (D, Tdp,C), C = {Rec}, in which the family Adv
of adversary automata is polynomial-time-bounded.

Then there exists an ideal-system family IS for C = {Rec}, in which the family Sim is polynomial-time-
bounded, and such that RS Zneg,pt IS.

Since C' = {Rec} everywhere in this section, we drop explicit mention of C.

We express each Simy as a composition of automata. This composition describes the particular sim-
ulation strategy needed to mimic the behavior of the real system. We define a “structured ideal system”
SIS} to be the composition of a structured simulator SSim;, with Functy. It is easy to see that SIS is
an ideal-system family, according to our definition of an ideal system. Moreover, if Adv is polynomial-
time-bounded, then Sim is also polynomial-time-bounded. It remains to show that RS Zneg,pt SIS.

In order to show that RS Zneg,pt SIS, we use two intermediate families of systems, Int! and Int2.
These two families of systems are nearly identical; in fact, they differ only in that Int1 uses a hard-core
predicate of a trap-door permutation in situations where Int2 uses random bits. Then the proof breaks
down into three pieces, showing that RS Zneg,pt Int1, that Intl Zneg,pt Int2, and that Int2 <;cq pt SIS.
All reasoning about computational indistinguishability and other cryptographic issues is isolated to the
middle level, the proof that Intl <,cq ¢ Int2.

To show that Intl <,eq pt Int2, we use results from Section 6. The proofs that RS Zneg,pt Intl and
that Int2 implements SIS do not involve cryptographic issues. They are reasonably straightforward,
using simulation relations of the new kind defined in Section 3.8.

10.1 Simulator structure

For each k, we define a structured simulator SSimy, as the composition of the following five task-PIOAs,
with all send, receive, rand and out” tasks hidden.
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TR(Dy,Tdpy), an abstract combination of Trans(Dy, Tdpy) and Rec(Dy,T'dpy, { Rec}).

(Sre(Tdppk)pval )k, isomorphic to Sre(Tdppy,).
(Src({0,1} — Di)yval )k, isomorphic to Src({0,1} — Dy).
(Sre({0,1})pyair )k, isomorphic to Src({0,1}).

Advy,, isomorphic to the adversary Advy in (RS)r. Adv) is identical to Adv except that its
out’ (w) Ree input actions are renamed to out” (w) gec-

Figure 13: SIS

Figure 13 shows SSim;, and its interconnections with the functionality and the environment. (We
abbreviated all send(x). and receive(x), arrows as thick S and R arrows respectively.)

TR has send outputs that are inputs to Adv’.

Since Rec is corrupted, Adv’ sees inputs to Rec, and acts as an intermediary for outputs from Rec.
Thus, Adv’ has in(i) gee inputs, which come from the environment. Adv’ has out” (w) re. inputs, which
are outputs of TR, out(w)ge. outputs, which go to the environment, and receive outputs, which go to
TR. Adv’ may also interact with the environment, using other inputs and outputs.

Also, Funct provides out’(w)pge. outputs to TR. Thus, TR sees the output produced by Funct,
which is one of the input bits provided by the environment to Trans.

The outputs of Srcppar and Srcpparn g0 to TR only. The outputs of Srcyyar go both to TR and to
Adv'.

TR(D,Tdp) is defined in Figure 14 and Figure 15. TR plays roles corresponding to those of both
Trans and Rec in the real system. Note that TR produces the bval values without using the inverse
of the trap-door permutation. It can do this because it knows the receiver’s input value and the yval
values.

We define SIS}, the structured ideal system, to be the composition Functy|SSimy, with all the
out’(x) actions hidden.

Lemma 10.2 In every reachable state of SISy:
1. If TRi.wval # L then Functy.xval # L, Functy.ival # L, and TR.wval = Functy.zval(Functy.ival).
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TR(D, Tdp):

Signature:

Input: Output:
out’ (W) Rec, w € {0,1} send(1, f) rrans, f € Tdp
in(i) Rec, 1 € {0,1} send(2, 2)Rec, # € ({0,1} — D)
rand(p)pvala p € T'dpp send(3, ) Trans, b € ({0,1} — {0,1})
rand(y)yet, € (10,1} — D) out” () pec. w0 € {0,1)
rand(b)pyair, b € {0,1} Internal:
receive(l, f)Rrec, f € T'dp fix — zval gec
receive(2, z) Trans, 2 € ({0,1} — D) fiz — bval rans

receive(3,b) gec, b € ({0,1} — {0,1})

State:
wval,ival € {0,1, L}, initially L
pval € Tdpp U {L}, initially L
yval, zval € ({0,1} — D) U {L}, initially L
bvall € {0,1, L}, initially L
bval € ({0,1} — {0,1}) U {L}, initially L
receive C {1,2, 3}, initially 0

Figure 14: TR(D,Tdp), for the case where C' = { Rec} (Signature and State).

10.2  Intl

We derive the definition of Int! from SIS as before. TR(Dy,Tdpy) is replaced by TRI1(Dy, T'dpy),
whose code appears in Figure 16.

We define Int1y to be the same as SISy except that TR(Dy,Tdpy) is replaced by TR1(Dy, Tdpy),
whose code appears in Figure 16. TR1 differs from TR as follows: TR has input actions in(z) ryans, by
which it receives transmitter input values directly from the environment. Also, TR1 does not have an
input randy,q;1 nor a bvall state variable; rather, TR1 calculates bval values as follows: For the chosen
index ¢ (the one that it received in the in (i) ge. input), TR1 uses the hard-core predicate applied to the
corresponding yval, combined with the transmitter input obtained as output from Funct; for this, TR1
does not need to use the inverse of the trap-door permutation. On the other hand, for the non-chosen
index, TR1 uses the hard-core predicate and the inverse of the trap-door permutation, applied to the
zval value.

Lemma 10.3 In every reachable state of Intly:
1. If TR1.wval # L then Functy.xval # L, Functg.ival # L, and TR1 . wval = Functy.zval(Functy.ival).

2. If TR1g.bval # 1 then TRI1g.pval # 1, TR1g.zval # 1, TR1.wval # 1, TR1.xval # 1, and
TR1.ival # L.

3. If TR1.zval # L then Functy.ival # 1, TR1.ival # 1, and TR1y.pval # L.

10.3 Int2
Int2;, is the same as SIS}, except that:
1. Tt includes a new random source (S7c({0, 1})evai1 )k, which is isomorphic to Sre({0,1}).

2. TR(Dy,Tdpy) is replaced by TR2(Dy,Tdpy), where TR2(D,T Dp) is identical to TR1(D,Tdp)
except that:

(a) TR2 includes an extra state variable cvall € {0,1}.
(b) TR2 has input action rand(c)eyai1, which sets cvall := c.
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Transitions:

out’ (W) Rec
Effect:
if wval = L then wval := w

7“n(Z)Rec
Effect:
if val = L then ival :=1

Tand(p)p'ual
Effect:

if pval = L then pval :=p

Tand(y)yval
Effect:

if yval = L then yval :=y

Tand(b)bvall
Effect:
if bvall = L then bvall :=b

recetve(l, f)rec
Effect:

received := received U {1}

receive(2, z) Trans
Effect:
received := received U {2}

receive(3, b) Rec
Effect:

if swal, yval # L then received := received U {3}

fix — zval gec
Precondition:
yval, ival, pval # L
1 € received
zval = L
Effect:
zval(ival) = pval. funct(yval(ival))
zval(1 — ival) := yval(1 — ival)

f’LJ} — bval Trans

Precondition:
yval, zval, wval, ival, bvall # L
2 € received

bval = L
Effect:
bval(ival) :=

B(yval(ival)) & wval
bval(1 — ival) := bvall

out” (W) Rec
Precondition:

w = wval

3 € received
Effect:

none

send(L f) Trans
Precondition:

pval # L, f = pval. funct
Effect:

none

send(2, 2) Rec

Precondition:
z = zval

Effect:

none

send(S, b) Trans
Precondition:
b = bval
Effect:
none

Tasks: {send(1, *) 1vans }> {send(2, *) gec }» {send(3, *) trans }, {out” (*)Rec}, {fiz — zvalpec}, {fiz — bval Trans }-

Figure 15: TR(D,Tdp), for the case where C' = {Rec} (Transitions and Tasks).
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TR1(D, Tdp):

Signature:

Input: Output:
in(x) Prans, © € ({0,1} — {0,1}) send(1, f) rrans, f € Tdp
out’ (W) Ree, w € {0,1} send(2, 2) gec, 2 € ({0,1} — D)
in(%) Rec, ¢ € {0,1} send(3,b) Trans, b € ({0,1} — {0,1})
rand(p) pvat, p € T'dpp out"” (W) gec, w € {0,1}

Internal:
fix — zval gec
sz — bval Trans

rand(y)yval, y € ({0,1} — D)
receive(l, f)Rec, f € Tdp
receive(2, z) rrans, 2 € ({0,1} — D)
receive(3,b) gec, b € ({0,1} — {0,1})

State:
wval,ival € {0,1, L}, initially L
zval € ({0,1} — {0,1}) U {L}, initially L
pval € Tdpp U {L}, initially L
yval, zval € ({0,1} — D) U {L}, initially L
bval € ({0,1} — {0,1}) U{L}, initially L

receive C {1, 2, 3}, initially 0

Transitions:

’LTL(I’) Trans
Effect:
if zval = L
then zval := x

Out,(w)Recv in(i)Reca Tand(p)pvalv
rand(y) yval, receive(l, f)Rec,
receive(2, z) Trans, or receive(3,b) gec,
Effect:

As for TR(D,Tdp).

fix — bval prans

Precondition:
pval, zval, wval, zval,ival # L
2 € received

bval = L
Effect:
bval(ival) :=

B(yval(ival)) & wval
bval(1 — wal) =
B(pval.inv(zval(1 — ival)))
Pzval(l — ival)

f’L.I - Z'UalReca OUt”(w)Recy send(l, f) Transs
send(2, z) Rec, or send(3,b) Trans
Precondition:

As for TR(D,Tdp).
Effect:

As for TR(D,Tdp).

Tasks: {send(1, *) prans }, {send(2, *) gec }, {send(3, *) trans }, {out”’ (*)Rec }, {fix — zvalpgec}, {fiz — bval Trans }-

Figure 16: TR1(D,Tdp), for the case where C' = {Rec}.

(¢) The line in fiz — bval in which bval(1 — ival) is determined is replaced by:

bval(l — ival) := cvall ® zval(1 — ival).

Thus, instead of calculating the bval value for the non-selected index using the hard-core
predicate, TR2 obtains it by applying & to a bit chosen randomly and the actual z input
for that index.

The code for TR2(D,Tdp) appears in Figure 17.

10.4 RS implements Intl
We show:
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TR2(D, Tdp):

Signature:

Input: Output:
in(I)Tranm T E ({07 1} - {07 1}) Send(Lf)T’ranw feTdp
out’ (W) Ree, w € {0,1} send(2, 2) Rec, 2 € ({0,1} — D)
in(t) Rec, ¢ € {0,1} send(3,b) Trans, b € ({0,1} — {0,1})
rand(p) pvat,p € T'dpp out” (w) gee, w € {0,1}
rand(y)yval,y € ({0,1} — D) Internal:
rand(c)epaisc € {0,1} fiz — zval gec
receive(l, f)Rrec, f € T'dp fix — bval prans

receive(2, z) Trans, 2 € ({0,1} — D)
receive(3,b) gee, b € ({0,1} — {0,1})

State:
wval,ival € {0,1, L}, initially L
zval € ({0,1} — {0,1}) U {L}, initially L
pval € Tdpp U {L}, initially L
yval, zval € ({0,1} — D) U {L}, initially L
bval € ({0,1} — {0,1}) U {L}, initially L
cvall € {0,1, L}, initially L
receive C {1, 2, 3}, initially(

Transitions:
in(T) Trans fixz — bval Trans
Effect: Precondition:
if zval = L then zval := x yval, zval, cvall, wval, xval, ival # L
2 € received
out’ (W) Rec, (1) Ree, Tand(p)pval, Tand(y)yval bval = L
Teceive(l, f)Rec’ receive(2, Z) Trans, O recez've(3, b) Rec) Effect:
Effect: bval(ival) :=
As for TR(D,Tdp). B(yval(ival)) & wval
bval(l — iwal) :=
rand(c)cyall cvall & zval(l — val)
Effect:
if cvall = L then cvall :=c fiz — zval gec, out” (w) gec, send(1, f) Trans,
Send(2u Z)Reca or send(S, b) Trans
Precondition:
As for TR(D,Tdp).
Effect:

As for TR(D,Tdp).

Tasks: {send(1, *) 1vans }> {send(2, *) gec }, {send(3, *) trans }, {out” (*)Rec}, {fiz — zvalpec}, {fiz — bval Trans }-
Figure 17: TR2(D,Tdp), for the case where C' = {Rec}.

Lemma 10.4 For every k, RSy <g Intly.

We prove Lemma 10.4 by choosing an arbitrary environment Env for RSy and Int1, and establishing
a simulation relation from RSy||Env to Intl| Env. Then we appeal to Theorem 3.30, the soundness
result for simulation relations. The mapping must reconcile the different ways in which zval gets defined
in RS and Intl. We also show the following lemma, which is what we need to put the pieces of the
proof together:

Lemma 10.5 RS <,cqt Int1.

In the rest of this subsection fix Env, an environment for RSy and Intly.
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10.4.1 State correspondence

Here we define the correspondence R between the states of RS||Env and Int! || Env, which we will show
to be a simulation relation in Section 10.4.2.

Let €; and ey be discrete probability measures on finite executions of RS||Env and Int!| Env,
respectively satisfying the following property:

e Trace distribution equivalence: tdist(e;) = tdist(ea).
Then we say that (e1,€2) € R if and only if all of the following hold:
1. For every s € supp(lstate(er)) and u € supp(lstate(ez)):

(a) u.Punct.xval = s. Trans.zval.
(b) w.Funct.ival = s.Rec.ival.

(¢) If s.Rec.wval # L then u.TR1.wval = s.Rec.wval.
(d) w.TR1.zval = s.Trans.zval.

e) u.TR1.ival = s.Rec.ival.

(
(f
(g
(h

)

)

)

)

)

) w.TRI.pval = s.Trans.pval.

)

)
(i) u.TR1.bval = s.Trans.bval.

)

)

)

)

)

)

)

u.TR1.yval = s.Rec.yval.

u.TR1.zval = s.Rec.zval.

(i
(k) w.Srcypar = 5.5Cyval-
(1) u.Adv' = s.Adwv.

(m) u.Env = s.Env.

U.SrCpyal = $-STCpuyal-

n

1 €u.TR1 iff s.Rec.fval # L
2 € u.TR1 .received iff s. Trans.zval # L

p) s.Rec.wval # L iff 3 € u.TR1.received.

(
(o
(

10.4.2 The mapping proof

Lemma 10.6 The relation R defined in Section 10.4.1 is a simulation relation from RS|Env to
Int1||Env. Furthermore, for each step of RS| Env, the step correspondence yields at most two steps
of Int1||Env, that is, there is a mapping corrtasks that can be used with R such that, for every p,T,
|corrtasks(p, T)| < 2.

The idea of the proof is as follows. All of the tasks in RS| Env correspond to the same tasks in
Int1||Env, with two exceptions. The first exception is the { fix — bval gyans } task, by which Trans in the
RS system determines the value of bval, having already received its own input and a round 2 message.
This gets mapped to an output task {out’()pgec} from Funct to TR1 in the Intl system, followed by
the {fiz — bval pyans } task of TRI. The second exception is the {out’() ge} task, by which Rec in the
RS system outputs its result to Adv; this gets mapped to the {out” (x)gre.} task from TRI to Adv’ in
the Int! system.

Proof. We prove that R is a simulation relation from RS|Env to Int!| Env using the mapping
corrtasks : RESHERD X Rps|Ene — R,y | Bno which is defined as follows:

For any (p, ) € (Rjyg) gy X Brsmn):

o If T € {{chooserandpyqa }, {randpya }, {chooserandyyar }, {randypa }, { fiz — zval gec },
{send(1, *) Tvans }, {send(2, *) rec }, {send(3, *) Tvans }» {0ut(*) gec } }, then corrtasks(p, T) =T.

58



e If T is a task of Env or Adv, then corrtasks(p,T) =T.
o If T = {fix — bval prans } then corrtasks(p,T) = {out’ (%) gec } {fiz — bval prans }-
o If T = {out' (%) gec } then corrtasks(p,T) = {out” (*)Rec }-

We show that R satisfies the two conditions in Lemma 3.32.
Start condition: It is obvious that the Dirac measures on executions consisting of the unique start states
s and u of, respectively, RS||Env and Int!|Env are R-related. Property 1 of R holds because the state
components of s and v on which R depends are all L.
Step condition: Suppose (e1,€2) € R, p1 € RESHEM, €1 is consistent with p;, €5 is consistent with
Jull(corrtasks)(p1) and T' € Rpg|gny- Let € = apply(e1,T) and €, = apply(ez, corrtasks(py, T')).
Claim 1:

1. The state of Env is the same in all states in supp(Istate(er)) U supp(Istate(ez)). Let ggn, denote
this state of Env.

This follows from Property 1m.

2. The state of Adv or Adv’ is the same in all states in supp(Ilstate(e;)) U supp(Istate(ez)). Let qad,
denote this state of Adv and Adv’.

This follows from Property 11.
Claim 2:

1. If T is a task of Env, then T is either enabled or disabled in every state in supp(Istate(e;)) U
supp(lstate(ez)) (simultaneously). Furthermore, if T' is enabled in all states in supp(lstate(e;)) U
supp(lstate(es)), then:

(a) Thereis a unique action a € T' that is enabled in every state in supp(Istate(e;))Usupp(Istate(ez)).

(b) There is a unique transition of Env from gg,, with action a; let trgn, = (¢Enw, @, LEn) be
this transition.

2. If T is a task of Adv, then T is either enabled or disabled in every state in supp(lstate(er)) U
supp(lstate(ez)) (simultaneously). Furthermore, if T' is enabled in all states in supp(lstate(er)) U
supp(Istate(eq)), then:

(a) There is a unique action a € T that is enabled in every state in supp(Istate(er))Usupp(lstate(ez)).

(b) There is a unique transition of Adv from gaq4, with action a; let tragy = (qadv, @, pady) be
this transition.

We establish the step condition by considering cases based on the value of T'. In each case we define a
probability measure p on an index set I, and for each j € I, two probability measures €] ; and e’2j, on
executions of RS||Env and Int!||Env respectively. The rest of the proof consists of showing, for each
Jj €1, that (€1;,€5;) € R, and that e} = >, p(j)(€};) and €5 = > p(j)(€3;).

In each case, the two summations will follow easily from the definition of apply(,) and the definitions
of p(j), €1, and €5, so we will not mention them within the individual cases. More specifically, in each
proof case, p satisfies one of the following conditions: (1) p is the Dirac measure on I = {1}, (2) p is
the uniform probability distribution on a finite set I of indices, or (3) p is a probability distribution on
a countable set I such that, for every j € I, p(j) = p(x;), where p is a fixed probability distribution
and x; is an element in supp(p) that is defined within the proof case. Whenever (1) holds, ¢} and €
are defined to be €}; and €}, respectively, so the summation clearly holds. Whenever (2) holds, the
first summation follows from the following facts: (a) Each execution o € supp(e}) is in supp(e};) for
a unique j; for every j' # j, €}, (a) = 0. (b) For each execution a € supp(e}), €;(a) = p(j)e};(a) for
the unique j in property (a); this is because apply(,) causes a choice from a uniform distribution and
because of the way €. is defined. The second summation holds for similar reasons. The reasoning for
case (3) is similar to that for case (2), but using u instead of the uniform distibution.
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1. T = {chooserand,yq }-
We first show that T is uniformly enabled or disabled in supp(Istate(e1)) U supp(Istate(ez)). Fix
any pair of states s € supp(lstate(er)) and u € supp(lstate(es)). Task T = corrtasks(p1,T) is
enabled in s (resp. w) iff s.S7cppqi.chosenval = L (resp. w.Srcpyqr.chosenval = L). Property 1j
implies that T' is uniformly enabled or disabled in supp(lstate(e1)) U supp(lstate(es)), as needed.

(a) T is disabled in every state in supp(lstate(er)) U supp(lstate(es)).
Let I be the singleton index {1}, let p be the Dirac measure on 1 and let €}; = €| and
€5, = €. By Definition 3.3 we have €] = €1, €, = e5. Since €; R €2, we have €|, R €}, as
needed. The trace distribution equivalence condition tdist(e}) = tdist(e}) also holds since
tdist(e1) = tdist(ez). The summation clearly holds.

(b) T is enabled in every state in supp(lstate(e)) U supp(lstate(es)).
We define the probability measures needed to show the step correspondence. Let p be the
uniform probability measure on the index set I = {1---r} where r = |Tdp|. That is,
p(j) = 1/r for each j € I. For each j € I, we define probability measure €; as follows. The
support supp(ey;) is the set of executions a € supp(e}) such that Istate(a).Srcpyar-chosenval
is the jth element in domain T'dp. For each a € supp(e’lj) of the form o' chooserandpyq 4,
let €);(a) = e1(a’). We define €3; analogously from €.
Now fix j € I; we show that (€},,€5;) € R. To do this, we establish Property 1 of R for €},
and €5;, and show trace distribution equivalence for €}, and e5;.
To establish Property 1, consider any states s’ € supp(Istate(e;)) and u" € supp(Istate(ey;)).
By definitions of 6’1j and 6’2]-, we know that u'.Srcp,qr.chosenval = §'.Srcp,q1.chosenval.
Hence, Property 1j holds. Since no component other than Srcp,qi.chosenval is updated by
the application of T', we conclude that Property 1 holds for s’ and v/, and hence, for €] and
€.
The fact that tdist(e/lj) = tdist(e’zj) follows from the fact that tdist(e;) = ¢dist(ez) and the
definitions of €}; and ey;.

2. T = {rand(*)pyal }-
We first show that 7" is uniformly enabled or disabled in supp(lstate(e1)) U supp(Istate(es)). Fix
any pair of states s € supp(Istate(er)) and u € supp(Istate(ez)). By definition of rand(p)pvai
actions, task T" = corrtasks(py,T) is enabled in s (resp. u) iff s.Srcpper.chosenval # L (resp.
u.Srcpyar.chosenval # 1). Property 1j implies that T is uniformly enabled or disabled in
supp(lstate(eq)) U supp(lstate(ez)).

(a) T is disabled in every state in supp(Istate(er)) U supp(lstate(es)).
This part of the proof is identical to the case where T = chooserandpyqi.

(b) T is enabled in every state in supp(lstate(e1)) U supp(lstate(ez)).
We show that there is a unique action a € T that is enabled in every state in supp(lstate(e;))U
supp(lstate(ez)). We know by Property 1j that the state of Srcp,q is the same in all states
in supp(lstate(er)) U supp(lstate(ez)). Let g denote this state of Srcpyqi. By the next-action
determinism property for Srcpyq; we know that there is a unique action a € T that is enabled
in g. Since 7' is an output task of Srcpyqi, a is also the unique action in 7" that is enabled in
each state in supp(lstate(eq)) U supp(lstate(es)).
The probability measures for this case are trivial: Let I be the singleton index set {1}, let
p be the Dirac measure on 1, and let €j; = €] and €}; = €,. To show that (€],¢€5) € R, we
establish Property 1 of R for €] and €}, and show trace distribution equivalence for €} and
€h.
To establish Property 1, consider any states s’ € supp(lstate(e})) and v’ € supp(lstate(el)).
Let s be any state in supp(lstate(e1)) such that s' € supp(us) where (s,a, ps) € Drg|gno-
Similarly, let u be any state in supp(lstate(es)) such that v’ € supp(u,) where (u,a, ) €
Dnt1 )| Eno-
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By definitions of RS and Int! we know that application of T updates Trans.pval in the
RS system, and TR1.pval in the Intl system. We know by Property 1f that . TR1.pval =
s.Trans.pval. By the effects of T in Trans and TR1, we know that v’. TR .pval = s'. Trans.pval;
hence, Property 1f holds. Since no component other than Trans.pval in the RS system and
TR1 .pval in the Intl system is updated by the application of T', we conclude that Property

1 holds for s' and «', and hence, for €] and €.

The fact that tdist(e}) = tdist(ey) follows from the fact that tdist(e;) = tdist(e2) and the
definitions of €} and €.

3. T = {chooserandy,a; }
This case is analogous to the case where T' = {chooserandy,q;}. In the argument for enabling we
use Property 1k instead of Property 1j. In showing the step correspondence, we use the domain
{0,1} — D instead of T'dp and also use Property 1k instead of Property 1j.

4. T = {rand(*)ypai }-
We show that 7' is uniformly enabled or disabled in supp(lstate(e1)) U supp(lstate(es)) using
an argument analogous to the one for T = {rand(p)pyva}. Here we use Property 1k instead of
Property 1j.

(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
This part of the proof is identical to the case where T' = chooserandpyqi.

(b) T is enabled in supp(istate(er)) U supp(lstate(es)).
In this case the application of T may cause probabilistic branching in Adv and Adv’. We
define the probability measures needed to show the step correspondence. Suppose that
supp(tad) is the set {g; : j € I'} of states of Adv, where [ is a countable index set. Let p be
the probability measure on the index set I such that, for each j € I, p(j) = paav(g;). For
each j € I, we define probability measure 5/1]‘ as follows. The support supp(e} j) is the set of
executions o € supp(ey) such that Istate(a).Adv = q;. For each a € supp(ey;) of the form
o’ agj, let € ;(a) = e1(a’). We define €5, analogously from e5.
Now fix j € I; it remains to show that (€};,¢,;) € R. To do this, we establish Property 1 of
R for €}; and €3, and show trace distribution equivalence for €}; and e3;.
To establish Property 1, consider any states s’ € supp(Istate(e’;)) and u" € supp(Istate(ey;)).
Let s be any state in supp(lstate(e1)) such that s' € supp(us) where (s,a, ps) € Drg|gno-
Similarly, let u be any state in supp(lstate(es)) such that v’ € supp(u,) where (u,a, ) €
Dlntl || Env -
If s.Rec.yval # L then by Property 1g, u.TR1.yval # L. In this case, task T" has no effect
on any component other than Adv, Adv’ in either system. Since s’.Adv = ¢; = u’.Adv’ by
definition, it is easy to see that Property 1 holds for s’ and v/, and hence, for €] and €.
Now suppose that s.Rec.yval = 1. Then again by Property, 1g u.TR1.yval = L. Then by
the definitions of RS and Int!, we know that application of T updates Rec.yval in the RS
system, and TRI.yval in the Intl system. It also updates the states of Adv and Adv’.
We know by Property lg that TRI.yval = Rec.yval and by 1l that v.Adv = s.Adv’. By
the effects of T in definitions of Rec and TR1, we know that v'.TRI.yval = s'.Rec.yval,
hence, Property 1g holds for s” and u’. We also know that 11 holds by definition of €}; and
6,2j' Since no component other than Rec.ival and Adv in the RS system, and TR1.yval, and
Adv' in the Intl system, is updated by the application of T', we conclude that Property 1
holds for s’ and v/, and hence, for €] and €.
The fact that tdist(e};) = tdist(ey;) follows from the fact that tdist(e1) = tdist(ez) and the
definitions of €}, and e3;.

5. T = {fix — zvalgec}-
We first show that T is uniformly enabled or disabled in supp(lstate(e1)) U supp(Istate(ez)). Fix
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any pair of states s € supp(lstate(er)) and u € supp(lstate(ez)). First, assume that 7" is enabled
in s. This implies that s.Rec.yval # 1, s.Rec.ival # 1, s.Rec.fval # 1, s.Rec.zval = L. Since
s.Rec.yval # 1, by Property 1g we have u.TR1.yval # L. Since s.Rec.ival # 1, by Property le,
we have u. TR1.ival # L. Since s.Rec.fval # 1, by Lemma 5b, we have s.Rec. fval = s. Trans.pval
and by Property 1f we have u.TRI1.pval # 1. Since s.Rec.fval # 1, by Property 1n we have
1 € u.TR1.received. Since s.Rec.zval = L, by Property 1h we have u.TRI.zval = 1. Hence, T
is enabled in u, as needed.

Now assume that T is disabled in s. We need to show that if any of the preconditions of fix —
zval e is false in s then at least one of the preconditions in u is false. If s.Rec.yval = L then
by Property 1g, we have u.TRI.yval = L If s.Rec.ival = 1, then by Property le, we have
u.TR1.ival = L. If s.Rec.fval = 1, then by Property 1n, we have 1 ¢ u.TRI.received. If
s.Rec.zval # L, by Property 1h we have u.TR1.zval # 1. Hence T is disabled in u, as needed.

(a) T is disabled in every state in supp(Istate(er)) U supp(lstate(es)).
This part of the proof is identical to the case where T = chooserandyyqi-

(b) T is enabled in every state in supp(lstate(e1)) U supp(lstate(es)).
The rest of the proof is easy because zval is computed in the same way in both the RS
and Intl systems. The only difference is that in the Int1 system, the funct component of a
trap-door permutation pair is used, whereas in the RS system this pair is not available but
only a function. The correspondence between the pval.funct component of TR and the
fuval value of Rec is established using Lemma 5b.

6. T = {fiz — bval prans }. In this case, we cannot show uniform enabling or disabling of the cor-
responding task sequence as in previous cases. Let € = apply(ea, out’(w)gec). We examine the
following two cases:

(a) T is enabled in supp(lstate(ey)).

We show that the sequence of tasks {out’ (w) ree }{ fix—bval prans } is enabled in supp(lstate(ez)).
First, consider any state u € supp(lstate(e2)); we show that {out’(w)gec} is enabled in w.
Choose any s € supp(lstate(er)). Since T is enabled in s and T is an internal task of Trans,
T is enabled in s.Trans. By the precondition of fix — bvalprens in Trans, we know that
s.Trans.pval # 1, s.Trans.zval # L, s.Trans.zval # 1, and s.Trans.bval = L. By Proper-
ties la, 1b, and Lemma 10.3, we have u.Funct.xval # 1 and u.Funct.ival # L. This implies
that the action out’(w)gec is enabled in u, as needed.

We now show that fix — bvalpans is enabled in supp(lstate(el)). So consider any state
u” € supp(lstate(ey)). Choose u € supp(lstate(ez)) such that u” € supp(u,) where
(u, fix — bval trans, ) € Dipt1| Eny- Choose any s € supp(lstate(er)). Since fix — bval rrans
is enabled in s, we have s.Trans.pval # 1, s.Trans.zval # 1, s.Trans.xval # 1, and
s.Trans.bval = 1. Then we have u.TR1.pval # 1, by Property 1f applied to s and u. And
u.TR1.zval # 1, by Property 1h and Lemma 7b. And w.TR1.xval # L, by Property 1d.
And w.TR1.ival # 1, by Lemma 7b and 6 and Property le. And 2 € u.TR1.received,
by Property lo. And finally, u.TR1.bval = L1, by Property 1i. Since the only effect of
out’ (W) Ree 18 to set wval in TR1 to z if wval = 1, we know that «’.TRI.wval # L,
and also that u”.TR1.pval # 1, u”.TR1.zval # 1, u”.TR1.xzval # 1, v".TR1.ival # L,
u”".TR1.ival # 1,2 € u”.TR1.received, and v”.TR1.bval = 1. Combining all these condi-
tions, we see that fix —bvalrqns is enabled in u”, as needed. Next, we define the probability
measures. Let I be the singleton index set {1}, let p be the Dirac measure on 1, and let
€11 = €} and €y, = €,. To show that (¢}, €}) € R, we establish Property 1 of R for €] and €,
and show trace distribution equivalence.

To establish Property 1, consider any states s’ € supp(lstate(e})) and v’ € supp(lstate(el)).
Let s be any state in supp(lstate(eq)) such that s’ € supp(us) where (s, fiz —bval rans, pis) €
DRs||Eno- Let u” be any state in supp(lstate(ey)) such that u’ € supp(u;,) where (u”, out’(w) rec, fir,) €
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Dint1)|Eno- Let u be any state in supp(Istate(ez)) such that u” € supp(p.,) where (u, out’ (w) rec, pu) €
D s || Env -

We first show that s’.Trans.bval = «'.TR1.bval. By the effect of T, we know that for

i € {0,1}, §'.Trans.bval(i) = B(s.Trans.pval.inv(s.Trans.zval(i))) @ s. Trans.zval(i). All

state variables other than bval are unchanged in moving from s to s'.

Also, by the effects of the out’(w)ge. and fiz — bval prens actions and by Lemma 10.3 (for

the second equality),
o' .TR1.bval(u.TR1 .ival)

= B(u.TR1.yval(u.TR1 .ival)) & u". TR1 .wval
= B(u.TRI1.yval(u.TR1 .ival)) ® u". Funct.zval(u”. Punct.ival)

= B(u.TR1.yval(u.TR1 .ival)) ® u.Funct.zval(u. Funct.ival)
Also, we have
o' . TR1.bval(1 — u.TR1 .ival)

= B(u.TR1.pval.inv(u.TR1.zval(1 — u.TR1 .ival)))

® u.TR1.zval(1l — u.TR1 .ival).
In moving from u to u', TR1.wval is updated to a non-L value and all other state variables
except bval are unchanged.

To show that s’. Trans.bval = u'. TR1 .bval, we consider the two indices separately:

i. i = s.Rec.ival
Then by Property le, i = u.TR1 .ival. In this case, we must show that B(s. Trans.pval.
inverse(s.Trans.zval(i))) @ s. Trans.azval(i) = B(u.TR1.yval(u.TR1.ival)) & u.Funct.
aval(u.Funct.ival), that is, that B(s. Trans.pval.inv(s. Trans.zval(i)))®s. Trans.zval (i) =
B(u.TR1.yval(i)) @ u.Funct.zval(u.Funct.ival).
Now, s.Trans.xval(i) = s. Trans.zval(s.Rec.ival), which is in turn equal to u.Funct.zval
(Trans)(u.Funct.ival). by Properties la and 1b for s and u. And s.Trans.pval.inv
(s.Trans.zval(i))) = s.Rec.yval(i), by Lemma 10, which is equal to u.TRI.yval(i))
by Property 1g. Thus, s.Trans.pval.inv(s.Trans.zval(i))) = u.TRI.yval(i)), and so
B(s.Trans.pval.inv(s. Trans.zval(i))) = B(u.TRI.yval(i)). Combining the equations
yielded the needed equation B(s.Trans.pval.inv(s.Trans.zval(i))) ® s. Trans.zval(i) =
B(u.TR1.yval(i)) @ u.Funct.zval (u. Funct.ival).

ii. 4 =1— s.Rec.ival
Then i = 1—u.TR1.ival by Property le. In this case, we must show that B(s. Trans.pval.
inverse(s. Trans.zval(4)))®s. Trans.zval (i) = B(u. TR1 .pval.inv(u. TR1 .zval(1—u. TR1.
iwal)))®u. TR1 .xval(1—u. TR1 .ival), that is, that B(s. Trans.pval.inv(s. Trans.zval(i)))®
s.Trans.zval(i) = B(u.TRI .pval.inv(u. TR1 .zval(i))) @ u. TR1.xval2( Trans)(i).
Now, s. Trans.zval(i) = u. TR1.zval(i) by Property 1d. And s. Trans.pval = u.TR1 .pval
by Property 1f. And s.Trans.zval = uw.TR1.zval by Property 1h and Lemma 7. It
follows that s.Trans.pval.inv(s. Trans.zval(i)) = u.TR1.pval.inv(u. TR1 .zval(i)), and
so B(s.Trans.pval.inv(s. Trans.zval(i))) = B(u.TRI.pval.inv(u.TRI.zval(i))). Com-
bining the equations yields B(s.Trans.pval.inv(s. Trans.zval(i))) & s. Trans.zval(i) =
B(u.TR1 .pval.inv(u. TR1.zval(i))) ® u. TR1.xzval (i), as needed.

Thus, we have shown that s'. Trans.bval = u'. TR1.bval. To see that Property 1 holds for s’
and u’, note that it holds for s and u, and the only changes are in the new assigments to bval
(which are equal, as just shown), and in setting «’. TRI.wval to a non-L value. The only
part of Property 1 that mentions u'. TR1.wval is 1c¢; thus, to see that Property 1 holds for
s" and u’ (and hence for €] and €)), it suffices to show that Property 1lc holds for s' and «’.
So, suppose that s’.Rec.wval # L. Then s'.Rec.wval = s.Rec.wval, which is equal to
s. Trans.wval(s.Rec.ival) by Lemma 9b.

This in turn equals u.Funct.zval(u. Funct.ival) by Properties la and 1b for s and u, which
is equal to . Funct.xval(u'. Funct.ival).
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Since we know that «'.T Rone.wval # 1, Lemma 10.3 implies that v’.T Rone.wval = u'. Funct.xval(v'. Funct.ival).
Combining all the equations, we obtain that s’. Rec.wval = v'.T Rone.wwval, as needed for 1c.

The fact that tdist(e}) = tdist(e) follows from the fact that tdist(e;) = tdist(e2) and the

definitions of €} and €5.

(b) T is disabled in supp(lstate(eq)).
In this case, the enabling of out’(w)pge. in supp(lstate(es)) cannot be deduced by look-
ing at the precondition of fix — bvalpygns of Trans and using R. If Trans.xval = L
and Rec.ival = 1, then by Property la and Property 1b, we have Funct.xval = 1 and
Funct.ival = L1, and hence out’(w) gec is disabled in supp(lstate(es)). However if it is not
the case that Trans.xval = L and Rec.ival = L1 Property la and Property 1b are not
sufficient to determine whether out’(w) ge. is enabled or disabled in supp(lstate(es)).
First suppose that out’(w) rec is disabled in supp(Istate(es)). Let € = apply(ea, out’ (W) Rec)-
We know by Definition 3.3 that € = e5. We can show that fiz — bvalrans is disabled in
supp(lstate(ey)). This follows from Properties 1f,1h,10,1a,1d,1i, since the negation of any of
the preconditions of fix —bval prens in Trans, implies the negation of one of the preconditions
of fix — bval yans in TRI. Then we can show Property 1 and trace distibution equivalence
condition by letting I be the singleton index {1}, as in the first case for chooserandpyqi.
Now suppose that out’(w)ge. is enabled in supp(lstate(es)). Let € = apply(es, out’ (W) gec)-
We can show that fix — bvalprns is disabled in supp(lstate(ey)). Consider any state
u” € supp(lstate(ey)). Choose u € supp(lstate(ez)) such that u” € supp(u,) where
(u, out’ (W) Rees fu) € Dintr||Eno- Choose any s € supp(lstate(e1)). By applying Proper-
ties 1f,1h,10,1a,1d,1i to s and u, we can show that the negation of any of the preconditions of
fix — bval prgns in Trans, implies the negation of one of the preconditions of fix — bval pyans
in TR1. Note that we do not make use of TR1.wval in showing this, which is the only
variable that may be updated by out’(w)gee in moving from €3 to €.

Next, we define the probability measures. Let I be the singleton index set {1}, let p be the
Dirac measure on 1, and let ¢}; = €} and €,; = €,. The only part of Property 1 that mentions
w'.TR1.wval is 1c; thus, to see that Property 1 holds for s’ and ' (and hence for €] and
€5), it suffices to show that Property lc holds for s’ and w’.

So, suppose that s’.Rec.wval # 1. Then s'.Rec.wval = s.Rec.wval, which is equal to
s.Trans.zval(s.Rec.ival) by Lemma 9b.

This in turn equals u.Funct.zval(u. Funct.ival) by Properties la and 1b for s and u, which
is equal to u'.Funct.xval(u'. Funct.ival).

Since we know that «'.T Rone.wval # 1, Lemma 10.3 implies that v’.T Rone.wval = u'. Funct.xval(v'. Funct.ival).
Combining all the equations, we obtain that s’. Rec.wval = v'.T Rone.wwval, as needed for 1c.
The fact that tdist(e}) = tdist(e}) follows from the fact that tdist(e;) = tdist(e2) and the
definitions of €} and €5.

7. T = {send(1,*) Trans } -
We first show that T is uniformly enabled or disabled in supp(lstate(eq))U supp(Istate(ez)). This
is analogous to case for T' = chooserandp,q;. We use Property 1f to show that Trans.pval =
TR1 .pval for all states in supp(Istate(er)) and supp(lstate(ez)).

(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandpyq.

(b) T is enabled in supp(istate(er)) U supp(lstate(es)).
First, we show that there is a unique action a € T that is enabled in every state in
supp(lstate(er)) U supp(lstate(ez)). We know by Property 1f that variables Trans.pval and
TR1.pval have the same unique value in all states in supp(lstate(er)) U supp(lstate(ez)).
Since the parameter f in send(1, f) rrans is defined to be Trans.pval. funct we conclude that
the action send(1, Trans.pval. funct) is the unique action in T that is enabled in every state
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in supp(lstate(er))Usupp(lstate(ez)). We use a as a shorthand for send(1, Trans.pval. funct)
in the rest of the proof for this case.

Let I be the singleton index set {1}, let p be the Dirac measure on 1, and let €]; = €} and
€5, = €,. To show that (€}, €,) € R, we establish Property 1 of R for €] and €, and show
trace distribution equivalence for €] and €,. To establish Property 1, consider any state s’ €
supp(lstate(e})) and u' € supp(lstate(eh)). Let s be any state in supp(lstate(er)) such that
s’ € supp(ps) where (s,a, pis) € Dgg|Eny- Similarly, let u be any state in supp(lstate(ez))
such that u' € supp(p,) where (u, a, ftu) € Dinty||Eno-

By definitions of RS and Int! we know that application of T" updates only Adv.messages
in the RS system and Adv’'.messages in the Intl system. By Property 11, u.Adv’ = s.Adv.
It is obvious that u'.Adv’ = s’.Adv and that Property 11 holds, since Adv and Adv’ are the
same automaton (except for renaming of the out’ actions). Since no component other than
Adv.messages and Adv’.messages is updated, we conclude that Property 1 holds.

The fact that tdist(e}) = tdist(ey) follows from the fact that tdist(e;) = tdist(e2) and the
definitions of €} and €.

8. T = {send(2,*)Rec }-
We first show that T is uniformly enabled or disabled in supp(lstate(e1))Usupp(lstate(ez)). Thisis
analogous to case for 1" = chooserandy,q;. We use Property 1h to show that Rec.zval = TR1.zval
for all states in supp(lstate(er)) and supp(lstate(es)).

(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandyyai-

(b) T is enabled in supp(lstate(er)) U supp(lstate(es)).
Next, we show that there is a unique action a € T that is enabled in every state in
supp(lstate(er)) U supp(lstate(ez)). We know by Property 1h that variables Rec.zval and
TR1.zval have the same unique value in all states in supp(lstate(ey)) U supp(lstate(es)),
and there is a unique action a € T that is enabled in every state in supp(lstate(er)) U
supp(lstate(ez)). Note that here a is send(2, z) ge for a fixed value of z.
The rest is identical to the proof for T' = {send(1, f) Trans }-

9. T = {send(3, %) Trans }-
We first show that 7" is uniformly enabled or disabled in supp(lstate(er))U supp(Istate(ez)). This
is analogous to case for 1" = chooserandyyq. We use Property 1i to show that Trans.bval =
TR1.bval for all states in supp(lstate(e;)) and supp(lstate(es)).

(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandyyqi-

(b) T is enabled in supp(lstate(er)) U supp(lstate(es)).
We show that there is a unique action a € T that is enabled in every state in supp(lstate(er))U
supp(lstate(ez)), arguing as in the case for T' = {send(1, f) 1rans }. Here, the unique action
is determined by fixing the value of parameter b to the value of variables Trans.bval and
TR1.bval, which is the same in every state in supp(lstate(er)) U supp(lstate(ez)). The rest
of the proof is identical to the proof for T' = {send(1, f) Trans }-

10. T = {out’(*) gec }. We first show that the corresponding task {out”(w)} is enabled in every state
in supp(lstate(ez)) if and only if {out’(w)} is enabled in every state in supp(lstate(er)). Fix any
state u € supp(lstate(ez)). Note that {out” (w)gec} is an output task of TR1 in the Int! system.
Choose any s € supp(lstate(er)). First, suppose T is enabled in s. Since T is an output task of
Rec in the RS system, T is enabled in s.Rec and therefore s. Rec.wval # L. Then by Properties 1c
and 1p u.TRI.wval # L and 3 € u.TR1 .received. So, {out”(w)pge.} is enabled in uw.TR1, and
hence in u, as needed. Now suppose that T is disabled in s. This implies Rec.wval = 1. By
Property 1p, we get 3 ¢ wu.received which is sufficient to show that out” (w)ge. is disabled in wu,
as needed.
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(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandyyq;.

(b) T is enabled in supp(istate(er)) U supp(istate(es)).
Let I be the singleton index set {1}, let p be the Dirac measure on 1, and let €¢}; = €] and
€5, = €,. In showing Property 1, we use the fact that applications of T in the RS system
and {out” (w)ge.} in the Int! system update only the wwval state variables in both Adv and
Adv', which preserves Property 1.
The fact that tdist(c}) = tdist(ey) follows from the fact that tdist(e;) = tdist(ez) and the
definitions of €] and €.

11. T is a task of Enwv.

Claim 2 implies that T is uniformly enabled or disabled in every state in supp(lstate(er)) U
supp(lstate(es)). If T is disabled, we simply define I = {1}, €|; = €1, €5, = €2, and we have that
€11 R €l since €1 R e3. Suppose now that T is enabled in in every state in supp(lstate(e;)) U
supp(lstate(ez)). Claim 2 now implies that there is a unique action a enabled in every state in
supp(lstate(er)) U supp(lstate(es)) and that there is a unique transition of Env from ¢g,, with
action a; let trgny = (¢Enw, @, LERy) be this transition. We distinguish several cases, according to
the possible values for a.

(a) a is an input action of Trans. This means that a = in(x) pns for some fixed x.

We define the probability measures needed to show the step correspondence. Suppose that
supp(fEny) is the set {g; : j € I} of states of Env, where I is a countable index set. Let p
be the probability measure on the index set I such that, for each j € I, p(j) = ftEnv(g;). For
each j € I, we define probability measure €} ; as follows. The support supp(e};) is the set of
executions o € supp(ey) such that Istate(a).Env = g;. For each o € supp(ey;) of the form
o’ agj, let € ;(a) = €1(a’). We define €5; analogously from e5.

Now fix j € I; it remains to show that (€}, €5;) € R. To do this, we establish Property 1 of
R for ¢); and €, and show trace distribution equivalence for €}; and €;.

To establish Property 1, consider any states s’ € supp(Istate(e;)) and u’ € supp(Istate(ey;)).
Let s be any state in supp(lstate(e1)) such that s € supp(us) where (s, a, p1s) € Dps|gno-
Similarly, let u be any state in supp(Istate(es)) such that u' € supp(u,) where (u,a, p,) €
D s || Env -

If s.Trans.xval # L then by Properties 1a and 1d, u.Funct.xval # L and

u.TR1.xval # 1. In this case, task T has no effect on any component other than Env, in
either system. Since s’.Env = g; = v'.Env by definition, it is easy to see that Property 1
holds for s’ and «’, and hence, for €| and €.

Now suppose that s.Trans.xval = 1. Then again by Properties, la and 1d w.Funct.zval
= u.TR1.zval = L. Then by the definitions of RS and IntI, we know that application of T’
updates Trans.zval in the RS system, and Funct.xval and TR1.xval in the Int! system. It
also updates the state of Env in both systems.

We know by Property 1la that w.Funct.xval = s.Trans.zval, by 1d that
u.TR1.xzval = s.Trans.xval, and by 1m that uw.Env = s.Env. By the effects of T in
definitions of Trans, Funct, and TR1, we know that u'.Funct.zval = s'.Trans.zval, and
u'.TR1.xval = s'. Trans.zval; hence, Properties 1a and 1d hold for s’ and «’. We also know
that 1m holds by definition of ¢}; and €5;. Since no component other than Trans.zval and
Env in the RS system, and Funct.zval, TR1.xval, and Env in the Intl system, is updated
by the application of T, we conclude that Property 1 holds for s’ and «’, and hence, for €]
and €.

The fact that tdist(e’lj) = tdist(egj) follows from the fact that tdist(e;) = tdist(ez) and the
definitions of €}; and e3;.

(b) a is an input action of Rec and Adv. This means that a = in(i) g for some fixed i.
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Here, T is shared between Env and Adv in both systems. In addition, it is an input to
Rec in the RS system and to TR1 in the Int! system. We must consider the probabilistic
branching of Adv as well as Env in this case.

Recall from Claim 1 that the state of Adv or Adv’ is the same in all sates in supp(Istate(e;))U
supp(lstate(ez)), and we let gaq, denote this state. Claim 2 states that there is a unique
transition of Adv with action a from qag,. Let tragy = (qadw, @, tady) be this transition.
Next we define the probability measures needed to show the step correspondence. Suppose
that supp(pEny X tady) is the set {(g;1, gj2) : j € I} of pairs of states, where I is a countable
index set. Let p be the probability measure on the index set I such that, for each j € I,
p(j) = (Enw X HAdw)(q15,q2;). For each j € I, we define probability measure ¢ ; as follows.
The supp(ey;) is the set of executions o € supp(e}) such that Istate(a).Env = qi; and
Istate(ar).Adv = goj. For each o € supp(ef;) of the form o' a g, let €};(a) = €1(a’). We
construct €5, analogously from e5.

The rest of the proof for this case follows the proof for a = in(x) prans. The only difference
is that in showing Property 1 for €}; and €5, for a fixed j, we use the fact that application
of T affects only Rec.ival, Adv, and Env in the RS system, and Funct.ival, TR1 ival, Adv’,
and Env in the Int! system, and use Properties 1b, le, 11 and 1m, instead of 1a, 1d and 1m.

(¢) ais an input of Adv but not an input of Rec.
Claim 2 implies that there is a unique transition of Adv with action a from qa4,. Let
tradv = (qAdv, G, L Ady) be this transition.
Suppose that supp(ftEne X fady) is the set {(gj1,q;2) : 7 € I} of pairs of states, where I
is a countable index set. Let p be the probability measure on the index set I such that,
for each j € I, p(j) = (KEnv X HAadv)(q1j,q2;). For each j € I, we define probability
measure €y ; as follows. The support supp(e ;) is the set of executions a € supp(e}) such that
Istate(a). Env = q1j and Istate(a). Adv = ga;. For each o € supp(e};) of the form o' a g, let
€j(a) = e1(a’). We construct e;; analogously from 5.
In the rest of the proof we proceed as for a = {in(z) ryans}- The only difference is that in
showing Property 1 for €] ; and €h ;» for a fixed j, we use the fact that application of T' affects
only the states of Adv, Adv’, and Env (by definition of the RS and Int! systems) and use
Properties 11 and 1m.

(d) a is an internal action of Env or an output action of Env that is not an input of Trans, Rec,
or Adv.
To show the step correspondence, we proceed as for a = in(x) rrens- The only difference is
that in showing Property 1 for e’lj and e'zj, for a fixed j, we use the fact that application of
T affects only the state of Env, and use Property 1m.
For each index j in the decomposition, the fact that tdist(e};) = tdist(e,;) follows from the
fact that tdist(e;) = tdist(e2) and the definitions of €}, and €.

12. T is a task of Adv.

Claim 2 implies that T is either simultaneously enabled or disabled in every state in supp(Istate(e1))U
supp(lstate(eg)). If T is disabled, we simply define I = {1}, €}, = €1, €5; = €2, and we have that
€)1 Rehy since €1 Rea.  Suppose now that T' is enabled in in every state in supp(istate(er)) U
supp(lstate(eg)). Claim 2 now implies that there is a unique action a enabled in every state in
supp(lstate(er)) U supp(lstate(es)) and that there is a unique transition of Adv from qaq, with
action a; let traqy = (qAdv, @, hady) be this transition. We distinguish several cases, according to
possible values for a.

(a) a = {out(*)Rgec} for a fixed w.
Since T is a task of Adv, Claim 2 implies that T is enabled in every state in supp(lstate(es)),
that there is a unique action a € T that is enabled in every state in supp(lstate(er)) U
supp(lstate(ez)), and that there is a unique transition traq, = (¢adw, @, tagw) of Adv from
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gady With action a. (Here 1144, is a Dirac distribution.) Also, by next-transition determinism,
it follows that there is a unique transition of Env with action a from ¢g,,. Let trg,, =
(¢Bnw, @y LERy ) be this transition.

To show the step correspondence, we proceed as for the case where T is a task of Env which
consists of the action a = in(x) 7yens, decomposing the measures generated by the application
of T according to the resulting state in Fnv, and using Property 1m to show that Property
1 holds for each component measure.

For each index j in the decomposition, the fact that tdist(e};) = tdist(e,;) follows from the
fact that tdist(e;) = tdist(e2) and the definitions of €}, and €.

a is an input action of Env that is different from out(w).

Claim 2 states that the state of Env is the same in every state in supp(lstate(e;)) U
supp(lstate(e2)), let gpn, be this unique state. Also, there is a unique transition of Env
with action a from ¢gny. Let 7 gny = (¢Eny, @, ftEny) be this transition.

To show the step correspondence, we proceed as in proof case where T is a task of Env and
the unique action in this task is an input of Adv. using Properties 11 and 1m.

For each index j in the decomposition, the fact that tdist(e};) = tdist(e);) follows from the
fact that tdist(e1) = tdist(e2) and the definitions of €}, and €5;.

a is an input action of Rec.

This means that a = receive(1, f) gec for some f, or a = receive(3,b) ge. for some f. Suppose
first that a = receive(l, f)re for some f. The action a is an output of Adv’ and input of
TR1 in Intl.

The rest is similar to the proof for T' = {send(1, f) rrans }- The only difference is that in
showing that Property 1 holds, we must show that Property 1n holds. We use the fact that
application of T" updates only Rec.fval in RS and TR1.received, and Property 1n can be
easily seen to holds in this case.

Suppose now that a = receive(3, b) ge. for some b.

The rest of the proof differs from that for T = {receive(l, f)gec} in that in showing that
Property 1 holds, we must show that Properties 1c and 1p are preserved. Thus, consider any
state s’ € supp(Istate(e})) and v’ € supp(Istate(ey)). Let s be some state in supp(lstate(er))
such that s’ € supp(us) where (s,a,ps) € Dgg|pny- Similarly, let u be some state in
supp(lstate(ez)) such that v’ € supp(p.,) where (u,a, p) € Dpmis | Eno-

To show that Property lc holds we assume that s’.Rec.wval # 1. Then we have
s'.Rec.wval = §'. Trans.xval(s'. Rec.ival) by Lemma 8.3 Part 9b, which is equal to
s.Trans.zval(s.Rec.ival) from the effects of receive(3,b)pe. actions. This in turn equals
u.Funct.zval(u. Funct.ival) by Properties la and 1b for s and u. Now, s.Trans.bval # L,
by Lemma 8.3 Part 4, so by Property 1li, u.TR1.bval # L. Therefore, by Lemma 10.3,
u.TRI.wval # L, and again by Lemma 10.3, u.TR!.wval = u.Funct.zval(u.Funct.ival).
Combining the equations, we obtain s’.Rec.wval = w.TRI.wval. Since v'.TRI.wval =
u. TR1.wval, we obtain s'.Rec.wval = w'.TR1.wval which shows Property 1lc.

For s and u we have s.Rec.wval # 1 iff 3 € u.TR1.received. Moreover by Property 1g, we
have s.Rec.yval = u.TR1.yval and by Property le, we have s.Rec.ival = u.TR1.ival. From
the effects of receive(3,b) ge. actions we know that Property 1n is preserved.

a is an input action of Trans. This means that a = receive(2, 2) prans for some z.

The rest of the proof differs from the case for T' = {receive(l, f)ge.} only in showing that
Property 1 holds; here we have to show that Property 1o holds, which is easy by obesrving
that the application of T" updates Trans.zval in and TR .received in the same way.

a is either an output action of Adv that is not an input action of Env, Trans, or Rec, or is
an internal action of Adv.
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To show the step correspondence, we proceed as for a = in(z) prans, in the case where T is
a task of Env, but using Adv instead of Env. In showing Property 1 for Ellj and 612]'7 for a
fixed j, we use the fact that application of T affects only the state of Adv (by definition of
RS and Int!) and use Property 11.

For each index j in the decomposition, the fact that tdist(e};) = tdist(ey;) follows from the
fact that tdist(e1) = tdist(e2) and the definitions of €}, and €5;.

Proof. (Of Lemma 10.4:)

By Lemma 10.6, R is a simulation relation from RSy|Env to Intly|Env. Then Theorem 3.30 im-
plies that tdists(RSy||Env) C tdists(Intly||Env). Since Env was chosen arbitrarily, this implies (by
definition of <g) that RSy <g Intly. O

Proof. (Of Lemma 10.5:)

By Lemma 10.6, R is a simulation relation from RS|| Env to Intl || Env for which |corrtasks(p,T)| < 2
for every p and T. Since that lemma holds for every k& and every Env, Theorem 4.34 implies that
RS <pegpt Intl. o

10.5 Intl implements Int2
We show:

Lemma 10.7 Assume that Adv is a polynomial-time-bounded family of adversary automata. Then
Intl <pegpt Int2.

In order to prove this lemma, we consider the following two task-PIOA families, SInt1 and SInt2,
which are subsystems of the Int! and Int2 families respectively:

o Sintl = hide(TR1||Srcpval|lSTC2va1, {{rand(*)pvai }> {rand(*) svai}}),

o SInt2 = hide(TR2||Srcpval||STc2vatl| STCevat1, {{rand(*)pvar }, {rand(x) svar }, {rand(*)cvai1 } })-

The only difference between these two systems is in the way the bval state variable is computed: a
hard-core bit used in TR1 is replace by a random bit. This is exactly the difference between the SH
and SHR systems we defined in Section 6.3, and we stated that SH <negpt SHR (as definition of
hard-core predicates).

So, in order to use this relation, we define a new polynomial time-bounded task-PIOA family Ifc’
which we compose to SH and SHR in order to mimic SInt! and SInt2 respectively.

10.5.1 Using hard-core predicate definition
We define new SHOT” and SHROT"’ families.

Definition 10.8 The task-PIOA family SHOT" is defined as

hide(SH|Sreyvar [Tf ¢, {{rand(+)tap}, {rand(x).vai}, {rand(*)ovar }, {rand(+)yvar }}),
where
e SH is given in Def. 6.2,
° m = {(Srcyvar’ )k tren, where each (Srcypar )i is isomorphic to Sre(Dy),

o [fc is defined in Fig. 18 and 19.
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Ifd'(Tdp, D) :

Signature:
Input: Output:
rand(f)¢ap, f € Tdp send(1, f) 1rans, f € T'dp
rand(z) zval, 2 € D send(2,2)Rec, 2 € {0,1} — D
ra‘nd(y)yval’v yeD send(3,D) Trans, b € {0,1} — {0,1}
Tand(b)bvaly be {O: 1} Out//(w)Rcm w e {07 1}
n(z) rans, ¢ € {0,1} — {0,1} Internal:
in(t) Rec, ¢ € {0,1} fix — zval gee
out’ (W) Rec, w € {0, 1} fiz — bval prans

receive(l, f)rec, f € T'dp
receive(Q,z) Trans, % € ({07 1} - D)
receive(3,b) gec, b €€ {0,1} — {0,1}

State:
fval € (Tdp U L), initially L,
zval’ € (DU L), initially L
yval’ € (DU L), initially L
zval € ({0,1} — D) U {L}, initially L
bval’ € {0,1, L}, initially L
bval € ({0,1} — {0,1}) U {L}, initially L
wval,ival € {0,1, L}, initially L
zval € ({0,1} — {0,1}) U {L}, initially L
received C {1,2, 3}, initially 0

Figure 18: Interface, Ifc'(T'dp, D) (Part I)

Definition 10.9 The task-PIOA family SHROT' is defined as

hide(SHR||Srcyvar || L fc, {{rand(*)tap }, {rand(*) svai }, {rand(*)ppai }, {rand(*)yvar } }),

where SHR is given in Def. 6.3 while Srcyyqr and Ifc’ are as in Def. 10.8.

Given these two definitions, we have:

Lemma 10.10 SHOT" <;eq ¢ SHROT'.

Proof. By Definition 6.4, SH Zneg,pt SHR. The task-PIOA families W and Srcyyqr are polynomial-
time-bounded. Therefore, since the <4, relation is preserved when the related automata are com-
posed with polynomial-time-bounded task-PIOA families (Lemma 4.32),

SHI||If |Sreyuar <neg.pr SHE| e |[Srcypar.

Now, if we define U = {{rand()t4p}, {rand(*)var }, {rand(*)pai }, {rand(*)ypar } }, we have that

hide(siH”WHSTCyval’aU) Sneg,pt hide(SHR”ﬁ”S’f'CyvalgU),

since hiding output tasks of polynomial-time-bounded task-PIOA families preserves the <,4 ¢ relation
(Lemma 4.33).
This is equivalent to say that SHOT" <,eq pe SHROT", as needed. O

Some invariants will be helpful in the later proofs:

Lemma 10.11 In all reachable states of H:
1. If H.zval # L then H.fval # L, Hyval # L and H.zval = H. fval(H.yval).
2. If H.bval # L then H.yval # 1L and H.bval = B(H.yval).
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Ifc'(Tdp, D) :
Transitions:

out’ (W) Rec
Effect:
if wval = L then wval := w

in(i)Rec
Effect:
if 4val = L then ival :=1

in(z) Trans
Effect:
if zval = L then zval := x

rand(f)tap
Effect:

if fval = L then fval := f

Tand(y)yval/
Effect:

if yval’ = L then yval’ :=y

Tand(z)zval
Effect:
if zval’ = L then zval’ := z

rand(b)bval
Effect:
if bval’ = L then bval’ :=b

recetve(l, f)Rrec
Effect:
received := received U {1}

receive(2, 2) Trans
Effect:
received := received U {2}

receive(3,b) pec
Effect:

if swal, yval # L then received := received U {3}

Tasks: {send(l, *) Tmns}v {send(Z, *)Rec}: {Send(37 *) Tmns}: {OUt”(*)Rec}: {fzw - ZvalRec}’ {fzm — bval Tmns}‘

fiz — zvalgec

Precondition:
yval’, zval’ ival, fval # L
1 € received
zval = L

Effect:
zval(ival) := fval(yval’)
zval(1 — wal) := zval’

f’LJ? — bval Trans
Precondition:
bval’, yval’, zval # L
wval, xval, ival # L
2 € received

bval = L
Effect:
bval(ival) =

B(yval’) & wval
bval(1 — ival) :=
bval’ & zval(1 — ival)

out” (W) Rec
Precondition:

w = wval # L

3 € received
Effect:

none

send(l, f) Trans
Precondition:

pval # L, f = pval. funct
Effect:

none

send(2, 2) Rec
Precondition:

z=zval # L
Effect:

none

Send(37 b) Trans
Precondition:
b=bval # L
Effect:
none

Figure 19: Interface, Ifc'(Tdp, D) (Part II)
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Lemma 10.12 In all reachable states of Ifc':
1. IfIfc.zval # L then Ifc .yval’ # L, Ifcd.fval # L, and 1fc .zval’ # L.
Lemma 10.13 In all reachable states of SHOT' :
1. Ifc.fval = H.fval.
IfIfc . fval # L then Ifc'.fval = Sreiqp.chosenval.
If Hyval # L then H.yval = Srcyyq.chosenval.
If Ifc .yval’ # L then Ifc .yval = Srcyyqr.chosenval.
If Ifc .zval’ # L then Ifc'.zval’ = H.zval.

SN B N

If Ifcd .bval’ # L then Ifc .bval’ = H.bval.

Lemma 10.14 In all reachable states of SHROT':
1. If Ifd'.fval # L then Ifc’. fval = Srciqp.chosenval.
2. If Ifc’ .zval’ # L then Ifc' .zval' = Src,yq.chosenval.
3. If Ifd yval’ # L then Ifc' .yval’ = Srcyyqr.chosenval.
4. If Ifc' bval’ # L then Ifc' .bval’ = Srcyya.chosenval.

10.5.2 The SInt! subsystem implements SHOT'

Now, using mappings of the sort we used in Section 10.4.2, we show that SIntl <o SHOT’ and, in the
next subsection, we will prove that SHROT" <y SInt2. Finally, in Section 10.5.4, we will prove that
Intl <peqpt Int2 by using the properties of the mappings we defined and the different properties of the
<neg,pt relation.

In order to prove Sint1 <o SHOT’, we show that SIntl) <o SHOT], and SHROT], <o SInt2y, for
every k. In the rest of this section, we remove the mention of k£ everywhere.

Fix any environment Env’ for both SInt! and SHOT'. We define a simulation relation R from
SInt1||Env’ to SHOT' || Env'.

Let €; and €3 be discrete probability measures on finite executions of SInt1 || Env’ and SHOT'|| Env',
respectively, satisfying the trace distribution equivalence and state equivalence properties. Then we say
that (€1, €2) € R if and only if all of the following hold:

For every s € supp(lstate(er)) and u € supp(lstate(es)):

1. w.Ifc" wval = 5. TR1.wval.

2. w.dfc’ .xval = s. TR1.zval.

3. w.Ifc ival = s.TR1 .ival.

4. if 5.8rcppqar.chosenval = L then u.Srcqp.chosenval = L.

5. if 5.8rcpyai.chosenval # L then w.Srciqp.chosenval = s.57cpyqr.chosenval. funct.
if s. TR1.pval # L then u.Ifc'. fval = s. TR1.pval.funct else u.Ifc'. fval = L.

if 5.87rcypar.chosenval = L then u.Srcyyqr.chosenval = u.Srcyyqr .chosenval = L

® N>

if 5.S7cypqar-chosenval # L then Istate(ez).Srcypqi.chosenval and Istate(ez).Sreyyar.chosenval are
the uniform distribution on D.
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9. s.TR1.yval # L iff u.H.yval # L and u.Ifc’ yval’ # L.
10. if s.TR1.zval = L then u.Ifc’.zval = L else

o w.Ifc' .zval(u.Ifc' ival) = s. TR1.zval(s. TR1 ival) and
o u.Ifc' zval(1 — u.Ifc ival) = s.TR1.zval(1 — s. TR1 .ival).

11. if s.TR1.bval = L then u.Ifc’.bval = L else

o u.Ifc' .bval(u.Ifc' ival) = s. TR1.bval(s. TR1 ival) and
o u.Ifc' bval(1 — w.Ifc .ival) = s. TR1.bval(1 — 5. TR1 .ival).

12. w.Ifc .received = s. TR1 .received.
13. u.Env' = s.Env’.

Lemma 10.15 The relation R defined above is a simulation relation from SIntl| Env' to SHOT'||Env'.
Furthermore, for each step of SIntl||Env’, the step correspondence yields at most three steps of
SHOT'||Env', that is, there is a mapping corrtasks that can be used with R such that, for every
p, T, |corrtasks(p,T)| < 3.

Proof. We prove that R is a simulation relation from SInt! | Env’ to SHOT'||Env’ using the mapping
corrtasks(Ré .. | Bnwt X Rsmt1| Env') — RgHOT,HEm,, which is defined as follows:

For any (p7 T) € (RglntJHEnv’ X RSI"“”E””/):

o IfT € {{out" (%) Rec }, {send(1, *) Tvans }, {send(2, %) Rec }, {s€nd(3, *) Trans } } then corrtasks(p, T) =
T

If T is a task of Env’, then corrtasks(p,T) =T.

If T = {chooserand,,q } then corrtasks(p,T) = {chooserandqy,}.

If T = {chooserandyyq } then corrtasks(p,T) = {chooserandy,q }{chooserand,,qp }.
If T = {rand(*)pya: } then corrtasks(p,T) = {rand(*)iap}.
If T = {rand(*)yva } then corrtasks(p,T) = {rand(*)yypa Hrand()yvar }-

o If T'={fix — zvalge. } then corrtasks(p,T) = {fix — zval}{rand() ,va }H{ fix — zvalgec }-
o If T ={fix — bval prans } then corrtasks(p,T) = { fix — bval}{rand(*)ppa H{ fiz — bval trans }-

We prove that R satisfies the two conditions in Lemma 3.32.
Start condition: It is obvious that the Dirac measures on executions consisting of the unique start states
s and u of SInt1| Env’ and SHOT'||Env’, respectively, are R-related: all properties of R holds because
the state components of s and u on which R depends are all L.
Step condition: Suppose (e1,€2) € R and T is a task of SInt1| Env’.

Let € = apply(e1,T) and € = apply(ea, corrtasks([lstate(er)], T)).

The proof follows the same outline as that of Lemma 10.6. Identical versions of Claim 1 and Claim 2
in that proof carry over for Env’ to this case. We again consider cases based on the values of T'.

1. T = {out” (%) gec}-
Property 1 and Property 12 of R guarantee that 7" is uniformly enabled or disabled in all states
in supp(lstate(e1)) U supp(lstate(es)).
If T is uniformly disabled, then this case is similar to the corresponding one in the treatment of
the {chooserand,,q }-task in Lemma 10.6.

Suppose now that T is uniformly enabled in all states in supp(Istate(e1)) U supp(lstate(es)).
Property 1 implies that there is only one action a enabled in every state of supp(lstate(er)) U
supp(lstate(ez)). We distinguish two cases, according to possible environments Env’.
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(a) a is not an input action of Env’.

The probability measures for this case are trivial: Let I be the singleton index set {1}, let
p be the Dirac measure on 1, and let €}; = €| and €,; = €,. To show that (e],€}) € R,
we observe that executing a does not change any state variable in SIntI||Env’. The trace
distribution equivalence for ¢} and €}, follows from the fact that tdist(e;) = tdist(es) and the
definitions of €] and €.

(b) a is an input action of Env’. Claim 1 states that the state of Env’ is the same in all states
in supp(lstate(er)) U supp(lstate(es)). Let qmpyr be this state, and trgny = (¢Enw’, @, LB )
be the unique transition with action a from qgy,’.

Suppose that supp(py,,) is the set {q; : j € I} of states of Env’, where I is a countable
index set. Let p be the probability measure on the index set I such that, for each j € I,
P(j) = Hgny(qj). For each j € I, we define probability measure ¢ ; as follows. The support
supp(€};) is the set of executions o € supp(e}) such that Istate(a).Env’ = g;. For each
o € supp(ey;) of the form o’ a g;, let €);(a) = e1(a’). We define €;; analogously from ¢.
Now, we see that (6’1j, e’zj) € R because the only modified state variable when applying a
are those of Env’, our definition of e’lj and e'Qj keeps Property 13 true, and the fact that
tdist(e};) = tdist(ey;) follows from the fact that tdist(e1) = tdist(e2) and the definitions of
€; and €.

. T = {send(1,*) 1rans }-

Property 6 of R guarantees that 7" is uniformly enabled or disabled in all states in supp(Istate(er))U
supp(lstate(es)). The rest of this case can be treated in the same way as the previous one.

. T ={send(2,*)gec}-

Property 10 of R guarantees that T is uniformly enabled or disabled in all states in supp(Istate(e;))U
supp(lstate(es)). The rest of this case can be treated in the same way as the previous one.

. T = {send(3, *) 1rans } -

Property 11 of R guarantees that T is uniformly enabled or disabled in all states in supp(Istate(e;))U
supp(lstate(es)). The rest of this case can be treated in the same way as the previous one.

. T is a task of Env'.

Claim 2 implies that T is uniformly enabled or disabled in every state in supp(lstate(e;)) U
supp(lstate(ez)). If T is disabled, we simply define I = {1}, €; = €1, €5; = €2, and we have
that €|, R €}, since €1 R e5. Suppose now that T is enabled in every state in supp(lstate(er)) U
supp(lstate(eg)). Claim 2 now implies that there is a unique action a enabled in every state in
supp(lstate(er)) U supp(Istate(ez)) and that there is a unique transition of Env from ggn, with
action a; let tr gy = (¢Enw, @, LEny) be this transition. We distinguish several cases, according to
the possible values for a.

(a) a = in(x) prans for some fixed x.
This case is similar to the corresponding one in Lemma 10.6: we use the properties 2 and 13
of the definition of R.

(b) a = in(i) gec for some fixed 1.
This case is similar to the corresponding one in Lemma 10.6: we use the properties 3 and 13
of R, and check the properties 10 and 11.

(¢) a = out’(w)gec for some fixed .
This case is similar to the previous one: we use the properties 1 and 13 of R.

(d) a = receive(l, f) gec for some fixed f.
This case is similar to the previous one: we use the properties 12 and 13 of R.
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10.

(e) a = receive(2, z) rrans for some fixed z.
This case is similar to the previous one: we use the properties 12 and 13 of R.

(f) a = receive(3,b)ge. for some fixed b.
This case is similar to the previous one: we use the properties 3, 9, 12 and 13 of R.

T = {chooserandpyqa }-

Property 4 and Property 5 of R guarantee that either T is uniformly enabled in all states in
supp(lstate(er)) and corrtasks(p, T) is uniformly enabled in all states in supp(lstate(ez)), or they
are uniformly disabled in all these states.

The rest of this case is similar to the corresponding one in Lemma 10.6, except that we rely on
an ordering of the elements of T'dp and T'dpp such that the j-th permutation of T'dp is equal to
the funct field of the j-th permutation pair of T'dpp.

T = {chooserand,yq }-

Property 7 and Property 8 of R guarantee that either T is uniformly enabled in all states in
supp(lstate(er)) and the tasks in corrtasks(p,T) are enabled in all states in supp(lstate(es)), or
they are uniformly disabled in all these states.

Property 7 and Property 8 of R are the only properties containing variables modified by the effect
of T and corrtasks(p,T), and they remain verified after applying those tasks.
T = {rand(*)pyai }-

Property 4 and Property 5 of R guarantee that either T is uniformly enabled in all states in
supp(lstate(er)) and corrtasks(p,T) is enabled in all states in supp(lstate(ez)), or they are uni-
formly disabled in all these states.

Property 6 of R is the only one containing variables modified by the effect of T and corrtasks(p,T),
and it remains verified after applying those tasks.
T = {rand(*)yval }-

Property 7 and Property 8 of R guarantee that either T is uniformly enabled in all states in
supp(lstate(er)) and the tasks in corrtasks(p,T) are enabled in all states in supp(lstate(es)), or
they are uniformly disabled in all these states.

Property 9 of R is the only one containing variables modified by the effect of T and corrtasks(p,T),
and it remains verified after applying those tasks.
T = {fiz — zvalge.}.

Properties 9, 3, 6, 12, and 10 guarantee that either T is uniformly enabled or disabled in all states
in supp(lstate(ey)).

Suppose first that 7" is uniformly enabled in those states. Let u be any state in supp(lstate(es)).

(a) Property 9 implies that u.H.yval # L and u.l fc'.yval’ # L.
) Property 3 implies that u.l fc.dval # L.
(¢) Property 6 and Lemma 10.13 imply that u.Ifc’. fval = u.H.fval # 1.
(d) Property 12 implies that 1 € u.Ifc.received.
) Property 10 implies that u.l f¢'.zval = L.
)

Items (a) and (c) imply that the {fix — zval}-task is enabled. After executing this task, we
have that u.H.zval # L.

(g) Ttem (f) implies that the {rand(z).,q }-task is enabled. After executing this task, we have
that w.lfc.zval’ # L.
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(h) Ttems (a), (g), (b), (c), (d) and (e) imply that the {fix — zval ge. }-task is enabled.

So, all tasks in the sequence corrtasks(p,T) are uniformly enabled. We can verify that €] Re} by
using the same properties.

Suppose now that 7" is uniformly disabled in all states in supp(lstate(eq)). Let s be any state in
supp(lstate(er)) and u be any state in supp(lstate(ez)). We distinguish several cases, according
to the variables responsible of disabling T.

s.TR1.yval = L. Then, by Property 9, u.H.yval = L and, by Lemma 10.13, u.H.zval = L
and u.H.bval = 1. Therefore, the { fiz—zval}, {rand(z).va}, {fiz—bval} and {rand(b)pya }
tasks are disabled. Furthermore, by Property 9, w.lfc.yval’ = 1, which implies that
the {fiz — zvalpge}-task is disabled too. So, nothing happens when we apply T and
corrtasks(p,T) in that case.

s.TR1.ival = L. In this case:

(a) The {fixz — zval}-task is either uniformly enabled or disabled. If it is uniformly enabled,
the only effect of this task is to change the u.H.zval variable, which preserves R since
this variable does not appear in its definition. If it is uniformly disabled, then nothing
happens and R is preserved too.

(b) The {rand(z).yaq1 }-task is either uniformly enabled or disabled. If it is uniformly enabled,
the only effect of this task is to change the u.I fc’.zval’ variable, which preserves R since
this variable does not appear in its definition. If it is uniformly disabled, then nothing
happens and R is preserved too.

(¢) The {fiz — zval ge. }-task is always disabled, by Property 3.

s.TR1.pval = L. Property 6 and Lemma 10.13 imply that w.Ifc¢'.fval = L, u.H.fval = L.
Therefore, the {fiz — zval}, {rand(z).va}, and {fiz — zvalg..} tasks are disabled.

1 ¢ s.TR1.received. This case can be treated in the same way as the ival = L case, if we
note that Property 12 implies that 1 ¢ u.I fc'.received.

s.TR1.zval # L. Property 10 and Lemma 10.13, we know that u.l f¢'.zval # L, u.Ifc . fval #
Ly udfd . zval’ # L, w.H.fval # L, u.H.yval # 1. This implies that the {fix — zval} and
{rand(z),vai} tasks have no effect, and that the {fix — zvalge.} task is disabled.

11. T = {fix — bval pyans }-

Properties 6, 10, 1, 2, 3, 13, and 11 guarantee that either T is uniformly enabled or disabled in
all states in supp(lstate(ey)).

Suppose first that 7" is uniformly enabled in those states. Let u be any state in supp(lstate(es)).

(a)
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Property 10 and Lemma 10.13 imply that w.l fc'.zval # L, u.Ifc .yval’ # 1, and u.l fc’.bval’ #
1.

Properties 1, 2 and 3 imply that u.lfc . wval, u.l fc' .xval,u.Ifc ival # L.
Property 12 implies that 2 € u.l fc'.received.
Property 11 implies that u.l fc'.bval = L.

Items (a) implies that the {fiz — bval}-task is enabled. After executing this task, we have
that u.H.bval # L.

Item (e) implies that the {rand(b)pya}-task is enabled. After executing this task, we have
that w.Ifc.bval’ # L.

Ttems (f), (a), (b), (¢) and (d) imply that the {fix — bval ge. }-task is enabled.
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So, all tasks in the sequence corrtasks(p,T) are uniformly enabled. We can verify that €] Re}, by
using the same properties.

Suppose now that 7T is uniformly disabled in all states in supp(lstate(e1)). Let s be any state in
supp(lstate(er)) and u be any state in supp(lstate(es)). We distinguish several cases, according
to the variables responsible of disabling T.

(a) s.TR1.pval = L. Lemma 10.3 implies that s.TRI.zval = L too. We refer to that case.
(b) s.TR1.zval = L. Property 10 implies that u.l fc¢'.zval = L.

i. The {fixz — bval}-task is either uniformly enabled or disabled (by Property 9). If it
is uniformly enabled, the only effect of this task is to change the u.H.bval variable,
which preserves R since this variable does not appear in its definition. If it is uniformly
disabled, then nothing happens and R is preserved too.

il. The {rand(b),yq }-task is either uniformly enabled or disabled. If it is uniformly enabled,
the only effect of this task is to change the w.I fc’.bval’ variable, which preserves R since
this variable does not appear in its definition. If it is uniformly disabled, then nothing
happens and R is preserved too.

iii. The {fix — bval Tyans } task is uniformly disabled.
(¢) s.TRI.wval = L. Idem, but using Property 1.
(d) s.TR1.zval = L. Idem, but using Property 2.
(e) s.TR1.ival = L. Idem, but using Property 3.
(f) 2 ¢ s.TR1.received. Idem, but using Property 12.
)

(¢) s.TR1.bval # L. Idem, but using Property 11.

10.5.3 SHROT' implements the SInt2 subsystem

Fix any environment Env’ for both SHROT’' and SInt2. We define a simulation relation R from
SHROT'||Env’ to SInt2||Env'.

Let ¢; and € be discrete probability measures on finite executions of SH ROT" || Env’ and SInt2| Env’,
respectively, satisfying the trace distribution equivalence and state equivalence properties. Then we say
that (e1,€2) € R if and only if all of the following hold:

For every s € supp(lstate(e1)) and u € supp(lstate(es)):

1. u.TR2.wval = s.Ifc’ wval.

o

w.TR2.xval = s.Ifc' .xval.
u. TR2.ival = s.Ifc ival.

if 5.Srctqp.chosenval = L then u.Srcpyqr.chosenval = L.

o

if 5.87rctqp.chosenval # L then u.Srcpyqr.chosenval. funct = s.5rciqp.chosenval.
if s.Ifc' . fval # L then u.TR2.pval. funct = s.Ifc'. fval else u. TR2.pval = 1.

if 5.57C,pq1.chosenval = L or 5.5rcyyq1.chosenval = L then u.Srcyyq.chosenval = L.

® N>

if .57 pq1.chosenval # L and s.Srcyyqr.chosenval # L then lstate(es).Srcypqr.chosenval is the
uniform distribution on ({0,1} — D).

9. if s.Ifc'.zval’ = L or s.Ifc .yval’ = 1 then u.TR2.yval = L else u. TR2.yval # L.

10. s.Srcpyar.chosenval = u.S7Ceypq11-chosenval.
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11. if s.Ifc .bval’ = u.TR2.cvall.
12. if s.Ifc’.zval = 1 then u.TR2.zval = L else

e u.TR2.zval(u.TR2.ival) = s.Ifc'.zval(s.Ifc’ .ival) and
o u.TR2.zval(1 — u.TR2.ival) = s.Ifc' zval(1 — s.Ifc’ ival).

13. if s.Ifc'.bval = L then u.TR2.bval = L else

e u.TR2.bval(u. TR2.ival) = s.Ifc' .bval(s.Ifc.ival) and
e u.TR2.bval(1 — u.TR2.ival) = s.Ifc' .bval(1 — s.Ifc .ival).

14. u.Ifd .received = s. TR2.received.

15. u.Env' = s.Env’.

Lemma 10.16 The relation R defined above is a simulation relation from SHROT'|| Env’ to SInt2| Env'.
Furthermore, for each step of SHROT'||Env', the step correspondence yields at most one step of
SInt2||Env’, that is, there is a mapping corrtasks that can be used with R such that, for every p,
T, |corrtasks(p,T)| < 1.

Proof. We prove that R is a simulation relation from SHROT'||Env’ to SInt2||[Env’ using the
mapping corrtasks(R’gHROT,HEm, X RSHROT,”EM,) — RglntQHEm;” which we define as follows:

For any (p,T) € (RS por) prw X BsHROT || Env' ):

o IfT € {{out" (%) gec }, { fix—zvalgec }, { fix—bval Trans }, {send(1, *) mrans }, {send(2, %) gec }, {send(3, *) Trans } }
then corrtasks(p,T) = {T}.

e If T is a task of Env’, then corrtasks(p,T) =T.

o If T = {chooserandyqy,} then corrtasks(p,T) = {chooserand,yq}-
o If T = {rand(«).q4p} then corrtasks(p,T) = {rand(*)pyai }-

o If T' = {chooserandy,qr } then

— if p does not contain {chooserand,,q;} then corrtasks(p,T) = X,

— else corrtasks(p, T) = {chooserandyyq }.
o If T = {rand(x)yyar } then

— if {chooserandyqi }, {rand(x).vq1} is a subsequence of p then corrtasks(p,T) = {chooserandyya},

— else corrtasks(p,T) = A
o If T = {chooserand,q} then

— if p does not contain {chooserandy,q;'} then corrtasks(p,T) = A,

— else corrtasks(p, T) = {chooserandyyq }.
o If T = {rand(*).pa} then

— if {chooserandyyqi }, {rand()yyq1 } is a subsequence of p then corrtasks(p, T) = {chooserandyya},

— else corrtasks(p,T) = A
o If T = {chooserandpy,q } then corrtasks(S,T) = {chooserand ,ai1}

o If T = {rand(*)pyai} then corrtasks(p,T) = {rand(*)evai1 }-
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We show that R satisfies the two conditions in Lemma 3.32.
Start condition: It is obvious that the Dirac measures on executions consisting of the unique start
states s and u of SHROT'||Env’ and SInt2||Env’, respectively, are R-related. All properties of R hold
because the state components of s and u on which R depends are all L.
Step condition: Suppose (e1,e2) € R and p be a task scheduler for SInt2||Env’, T is a task of
SInt2||Env’, and let s be any state in supp(lstate(er)).

Let €] = apply(e1,T) and €, = apply(es, corrtasks(p,T)).

The proof follows the same outline as that of Lemma 10.6 and 10.15. Identical versions of Claim 1
and Claim 2 in that proof carry over for Env’ to this case. We again consider cases based on the values
of T.

1. T = {out” (%) gec}-
We proceed as for the same task in Lemma 10.15.
2. T ={fix — zvalgec }-

Properties 9, 3, 6, 14 and 12 guarantee that either T is uniformly enabled or disabled in all states
in supp(lstate(ey)).

Suppose first that T is uniformly enabled in those states. Let u be any state in supp(lstate(ez)).
(a) Property 9 implies that u. TR2.yval # 1.
(b) Property 3 implies that u. TR2.ival # L.
(¢) Property 6 implies that . TR2.pval # L.
(d)
)

(e) Property 12 implies that . TR2.zval = L.

Property 14 implies that 1 € u. TR2.recetved.

So, corrtasks(p,T) is uniformly enabled. We can verify that €| Re}, by using the same properties.
The same five properties can be used to check that corrtasks(p,T) is uniformly disabled when T'
is uniformly disabled.

3. T ={fix — bval prans }-

Properties 11, 9, 12, 1, 2, 3, 14 and 13 guarantee that either 7" is uniformly enabled or disabled
in all states in supp(lstate(ey)).

Suppose first that 7" is uniformly enabled in those states. Let u be any state in supp(lstate(ez)).

(a) Property 11 implies that u.TR2.cvall # L.
(b) Property 9 and Lemma 10.12 imply that u. TR2.yval # L.
(¢) Property 12 implies that u.TR2.zval = L.
(d) Properties 1, 2 and 3 imply that . TR2.wval, u. TR2.xval, u. TR2.ival # L
e) Property 14 implies that 2 € u. TR2.received.

)

(
(f

So, corrtasks(p,T) is uniformly enabled. We can verify that €| Re, by using the same properties.

Property 13 implies that u. TR2.bval = L.

The same eight properties can be used to check that corrtasks(p,T) is uniformly disabled when
T is uniformly disabled.

4. T = {send(1, %) trans }. We proceed as for the same task in Lemma 10.15.
5. T = {send(2, *) gec }. We proceed as for the same task in Lemma 10.15.

6. T = {send(3, *) rrans } We proceed as for the same task in Lemma 10.15.
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10.

11.

12.

13.

14.
15.
16.

17.

T is a task of Env’. We proceed as for the same task in Lemma 10.15.
T = {chooserand,q,}. We proceed as for the {chooserandp,q } task in Lemma 10.15.
T = {rand(*)4p}. We proceed as for the {rand()pyq:} task in Lemma 10.15.

T = {chooserandy,qr } and {chooserand.yq} & p.

The condition on p implies that s.57c,q;.chosenval = 1. Property 7 implies that 7' is uniformly
enabled or disabled in all states in supp(lstate(ey)).

The condition on p implies that Property 7 and Property 8 remain verified after applying T'.

T = {chooserand,qy } and {chooserand,,q1} € p-

The condition on p implies that s.S7c,,q;.chosenval # L. Property 7 and Property 8 imply that
T is uniformly enabled or disabled in all states in supp(lstate(ey)).

Suppose first that T is uniformly enabled. Then, Property 7 implies that corrtasks(p,T) is
uniformly enabled too. Applying T' makes the condition in this property become false, and makes
the one in Property 8 become true. The effect of corrtasks(p,T) guarantees that Property 8 is
verified after applying T and corrtasks(p,T).

Suppose next that 7' is uniformly disabled. Then, Property 8 implies that corrtasks(p,T) is
uniformly disabled too.
T = {rand(*)yvar } and {chooserand.yq}, {rand(x).qq} is a subsequence of p.

The condition on p implies that s.Ifc’zval’ # L. Property 9 implies that T is uniformly enabled
or disabled in all states in supp(lstate(er)).

Suppose first that T is uniformly enabled. Then, Property 7 and the condition on p imply that
corrtasks(p,T) is uniformly enabled too. The effect of corrtasks(p,T) guarantees that Property 9
is verified after applying T" and corrtasks(p,T).

Suppose next that T is uniformly disabled. Then, Property 7 implies that corrtasks(p,T) is
uniformly disabled too.

T = {rand(*)yvqr } and {chooserand,,q;}, {rand(«).vq} is not a subsequence of p.

The condition on p implies that s.Ifc’zval’ = L. Property 9 implies that 7" is uniformly enabled
or disabled in all states in supp(Istate(er)).

Suppose first that T is uniformly enabled. Then, Property 9 remains verified after applying 7T'.
T = {chooserandq; }. This case is similar to the one of the T' = {chooserand, . }-task.
T = {rand(*),va }. This case is similar to the one of the T' = {rand(*)yvaqr }-task.

T = {chooserandp,q }. This case is similar to the one of the T' = {chooserandyqp }-task, but using
Property 10.

T = {rand(*)pyar}. This case is similar to the one of the T' = {rand(x).qp}-task, but using
Property 11.
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10.5.4 Intl implements Int2

Proof. (of Lemma 10.7)
In Lemma 10.15 and 10.16, we proved that SIntl <qg SHOT’ and SHROT" <,y SInt2. Furthermore,
the corrtasks mappings we used in these proofs only increase the length of the schedules by a constant
factor. So, we can use the soundness result of our simulation relation given in Thm. 4.34 to deduce that
SIntl <pegpt SHOT' and SHROT" <peg pr SInt2

Now, since SHOT" <peqpt SHROT' (see Lemma 10.10) and since the <,e4,; implementation
relation is transitive (see Lemma 4.31), we obtain SIntl <,eq i SInt2.

Now, by composing SIntl and SInt2 with the polynomial-time bounded task-PIOA families Adv
and Funct, and using Lemma 4.32, we obtain:

Funct||Adv||SIntl <peqpt Funct||Adv||SInt2.

Now, coming back to the definitions of SInt! and SInt1, we observe that this is equivalent to saying
that:

hide(Funct||Adv|| TR1 |STCpvatll STC2val, {{rand(*)pyar }, {rand(*)vai }})
Zneg,pt hide(Funct||Adv|| TR2||Srcpvat|| STC2vai || STCevat1 s {{rand(*)pvar }, {rand(x) .vai }, {rand(*)cvain } })

or, in other words, Intl <,eq ¢ Int2, as needed. O

10.6 Int2 implements SIS
We show:
Lemma 10.17 For every k, Int2; <g SIS}.

We prove Lemma 10.17 by choosing an arbitrary environment Env for Int2) and SIS}, establishing
a simulation relation from Int2| Env to SIS|Env, and appealing to Theorem 3.30, the soundness
result for simulation relations.

The only differences between Int2 and SIS are that Int2 uses TR2 and Srccyqn whereas SIS uses
TR and Srcpyqir- The key difference here is that TR2 calculates the bval value for the non-selected
index as the @ of a random cwall bit and the real input bit, whereas TR chooses it randomly (using
buall). Either way, it’s a random bit.

We also show:

Lemma 10.18 Int2 <,cqp SIS.

10.6.1 State correspondence

Here we define the correspondence R from the states of Int2||Env to states of SIS| Env, which we will
show to be a simulation relation in Section 10.6.2.

Let ¢; and €5 be discrete probability measures on finite executions of Int2 and SIS, respectively,
satisfying the following property:

1. Trace distribution equivalence: tdist(e;) = tdist(eq).
Then we say that (e1,€2) € R if and only if all of the following hold:
1. For every s € supp(lstate(e1)) and u € supp(lstate(es)):

(a) u.Funct = s.Funct.
(b) w.Funct.zval = s.TR2.xval.
(¢) u.TR.wval = s.TR2.wval.
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(d) w.TR.ival = s. TR2.ival.
(e) u.TR.pval = s.TR2.pval.
(f) w.TR.yval = s.TR2.yval.
(g) u.TR.zval = s.TR2.zval.
(h)

h) Ifu.TR.bval # 1 then s.TR2.cvall # 1,s.TR2.xval # 1, s. TR2.ival # |, and u. TR.bvall =
s.TR2.cvall ® s.TR2.xval(1l — s. TR2.ival).
That is, the high-level bvall value is calculated as the @ of the low-level cvall value and the
transmitter’s input bit.

(i) w.TR.bval = s.TR2.bval.

e

(§) w.Sreppar = 8.5mCpyai-

(k) w.Srcypar = s.5rCyval-

)
)
)
(1) w.Srcpyain-chosenval # L iff $.571¢cpqrn.chosenval # L.
(m) u.Adv" = s.Adv'.
(n) u.Env = s.Env.

)

(0) u.TR.received = s. TR2.received.
2. For €; and ey, if for every u € supp(lstate(ez)) u. TR.bval = L, then one of the following holds:

(a) For every s € support(lstate(er)) and u € support(lstate(ez)),
8.57Cepai1-chosenval = u.Srcpyq1-chosenval = L.

(b) For every s € support(lstate(e1)) and u € supp(lstate(ez)), u. TR.bvall = s. TR2.cvall = L
and [state(e1) projected on S7ceypqr1.chosenval and Istate(es) projected on Srcpyqar1.chosenval
is the uniform distribution on {0, 1}.

(c) Istate(er) projected on TR2.cvall is the uniform distribution on {0,1} and Istate(es) pro-
jected on TR.bvall is the uniform distribution on {0,1}.
10.6.2 The mapping proof

Lemma 10.19 The relation R defined in Section 10.6.1 is a simulation relation from Int2|Env to
SIS||Env. Furthermore, for each step of Int2||Env, the step correspondence yields at most three steps
of SIS||Env, that is, there is a mapping corrtasks that can be used with R such that, for every p, T,
|corrtasks(p,T)| < 1.

Proof. We prove that R is a simulation relation from RS|Env to Int!| Env using the mapping
corrtasks : R?ntQHEm} X Rineo| Bno — Rg]SHEm, which is defined as follows:

For any (p7 T) € (R}KntQHEnv X RInt?HEnv):

o If T € {{chooserandpyqi }, {rand(*)pvai }, {chooserandyyai }, {rand(*)yvai }, { fiz — bval rrans }

{fZQC - Z'UalRec}v {send(l, *) Trans}u {Send(2v *)Rec}7 {send(?), *) Trans}a {OUt/(*)Rec}a {OUt/,(*)Rec}}
then corrtasks(p,T)=T.

e If T is a task of Env or Adv, then corrtasks(p,T) =T.
o If T = {chooserandeyq1 } then corrtasks(p,T) = {chooserandyyai }-

o If T = {rand(*)cyai1} then corrtasks(p,T) = {rand(*)pyai1 }-
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We show that R satisfies the two conditions in Lemma 3.32.
Start condition: It is obvious that the Dirac measures on executions consisting of the unique start states
s and u of Int2||Env and SIS||Env, respectively, are R-related. Property 1 holds because the state
components of s and v on which R depends are all L. Property 2 holds because s.S71ccyqi1.chosenval =
u.STCyyar1 -chosenval = L.

Step condition: Suppose (e1,€2) € R, p1 € R¥ 0| Enys €1 1S consistent with py, € is consistent with
full(corrtasks)(p1),and T is a task of Int2||Env. Let €], = apply(e1,T) and €, = apply(eq, corrtasks(p1,T)).
Claim 1:

1. The state of Env is the same in all states in supp(Istate(er)) U supp(Istate(ez)). Let ggn, denote
this state of Env.

This follows from Property 1n.

2. The state of Adv’ is the same in all states in supp(Istate(e;)) U supp(Istate(ez)). Let gaq, denote
this state of Adv’.

This follows from Property 1m.
Claim 2:

1. If T is a task of Env, then T is either enabled or disabled in every state in supp(lstate(er)) U
supp(Istate(ez)) (simultaneously). Furthermore, if T is enabled in all states in supp(Istate(e1)) U
supp(lstate(es)), then:

(a) There is a unique action a € T that is enabled in every state in supp(Istate(e;))Usupp(lstate(ez)).

(b) There is a unique transition of Env from gg,, with action a; let trgn, = (¢Enw, @, LEnw) be
this transition.

2. If T is a task of Adwv, then T is either enabled or disabled in every state in supp(lstate(e;)) U
supp(lstate(es)) (simultaneously). Furthermore, if T' is enabled in all states in supp(lstate(e;)) U
supp(lstate(es)), then:

(a) There is a unique action a € T that is enabled in every state in supp(Istate(e;))Usupp(lstate(ez)).

(b) There is a unique transition of Adv from ga4, with action a; let tra4, = (qadv, @, tady) be
this transition.

1. T = {chooserandpyq }
We first show that T is uniformly enabled or disabled in supp(Istate(e1)) U supp(Istate(ez)). Fix
any pair of states s € supp(lstate(e1)) and u € supp(Istate(ez)). Task T = corrtasks(p1,T) is
enabled in s (resp. w) iff s.Srcppqi-chosenval = L (resp. w.Srcpyq-chosenval = L). Property 1j
implies that T is uniformly enabled or disabled in supp(lstate(eq)) U supp(lstate(es)), as needed.

(a) T is disabled in every state in supp(lstate(er)) U supp(lstate(es)).
Let I be the singleton index {1}, let p be the Dirac measure on 1, and let €}; = €| and
€, = €4. By Definition 3.3 we have €] = €1, €, = €2. Since €1 R €2, we have €}, R €5, as
needed. The trace distribution equivalence condition tdist(e}) = tdist(e)) also holds since
tdist(e1) = tdist(ez).

(b) T is enabled in every state in supp(lstate(e1)) U supp(lstate(ez)).
We define the probability measures needed to show the step correspondence. Let p be the
uniform probability measure on the index set I = {1---r} where r = |Tdp|. That is,
p(j) = 1/r for each j € I. For each j € I, we define probability measure €; as follows. The
support supp(ej;) is the set of executions a € supp(e}) such that Istate(a).Srcppar-chosenval
is the jth element in domain T'dp. For each o € supp(ey;) of the form o chooserandyyai g,
let €] ;(a) = e1(a’). We define €5, analogously from e5.
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2. T=

Now fix j € I; we show that (€},,€,;) € R. To do this, we establish Property 1 of R for ¢},
and €5;, and show trace distribution equivalence for €}, and e5;.

To establish Property 1, consider any states s’ € supp(lstate(ej;)) and u" € supp(lstate(ey;)).
By definitions of e'lj and e’2j7 we know that u'.Srcpyar.chosenval = s'.Srcpyqr.chosenval.
Hence, Property 1j holds. Since no component other than Srcp,qi.chosenval is updated by
the application of T', we conclude that Property 1 holds for s’ and «’, and hence, for €} and
€h.

To establish Property 2, we need to show that for €} ; and €5, if for every u’ € supp(Istate(es;))
u'.TR.bval = L, then one of the following holds:

i. For every s" € support(lstate(e1;)) and u' € supp(lstate(ey;)), s'.Srcevarr-chosenval =
' .Srcppair -chosenval = 1.
ii. Forevery s’ € support(lstate(e);)) and u" € supp(Istate(ey;)), v’ . TR.bvall = s'. TR2.cvall =
1 and lstate(e'lj) projected on Srceyqi1-chosenval and lstate(eéj) projected on Srcyyqi1-chosenval
is the uniform distribution on {0,1}.
iii. Istate(e};) projected on TR2.cvall is the uniform distribution on {0, 1} and Istate(e;)
projected on TR.bvall is the uniform distribution on {0, 1}.

Suppose for every u’ € supp(lstate(e,;)) u'. TR.bval = L. Let u be any state in supp(Istate(ez))
such that v’ € supp(p.,) where (u,a, jt) € Dipia|Eno- Since T' does not update TR.bval and
by Property 1i, we know that for every u € supp(lstate(ez)) u.TR.bval = L. Then by
Property 2 one of the following is true.

i. For every s € support(lstate(e1)) and u € support(lstate(es)), $.Srcevai1-chosenval =
w.SrChyair-chosenval = 1.
ii. Forevery s € support(lstate(er)) and u € supp(lstate(ez)), u. TR.bvall = s.TR2.cvall =
L and [state(ey) projected on Srcey,qi1.chosenval and Istate(e2) projected on Srcyy,qi1.chosenval
is the uniform distribution on {0,1}.
iii. Istate(e;) projected on TR2.cvall is the uniform distribution on {0,1} and Istate(ez)
projected on TR.bvall is the uniform distribution on {0, 1}.

We can show that if (a) holds for €; and eq, then since T' modifies neither Srcpyq1.chosenval
nor Srceyaii-chosenval Property (a) holds for €);, and €,; as well. If Property (b) holds for
€1 and ez, recall that we have defined €} ; in such a way that for each a € supp(e};), where o
is of the form o’ ag;, we have €| ;(a) = €1(a’). Since T transitions modify neither TR2.cvall,
TR.bvall, Srcpyarr-chosenval, nor Srceyarn-chosenval (b) holds for s',u’7e’1j, and e’2j. If (c)
holds for €; and €2, we can argue as in the case for (b) to show that (c) holds for ¢} ; and €5;.

{rand(*)pyai }-

We first show that 7" is uniformly enabled or disabled in supp(lstate(er))U supp(Istate(ez)). This
part of the proof is identical to the case where T' = chooserandpyai.

(a)
(b)

T is disabled in every state in supp(lstate(er)) U supp(lstate(es)).
This part of the proof is identical to the case where T' = chooserandyyqi.

T is enabled in every state in supp(Istate(er)) U supp(Istate(es)).

We show that there is a unique action a € T that is enabled in every state in supp(lstate(er))U
supp(Istate(ez)). We know by Property 1j that the state of Srcp,q is the same in all states
in supp(lstate(e1)) U supp(istate(ez)). Let ¢ denote this state of Srcpyq;. By the next-action
determinism property for Srcp,q; we know that there is a unique action a € T that is enabled
in g. Since 7' is an output task of Srcpyqi, a is also the unique action in 7' that is enabled in
each state in supp(lstate(er)) U supp(lstate(es)).

The probability measures for this case are trivial: Let I be the singleton index set {1}, let
p be the Dirac measure on 1, and let €}; = €| and €,; = €,. To show that (€],€5) € R, we
establish Properties 1 and 2 of R for €} and €, and show trace distribution equivalence for
€} and €.
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To establish Property 1, consider any states s’ € supp(lstate(e])) and v’ € supp(lstate(e))).
Let s be any state in supp(lstate(e1)) such that s € supp(us) where (s, a, f1s) € Dpio) Eno-
Similarly, let u be any state in supp(lstate(es)) such that v’ € supp(u,) where (u,a, ) €
DInt,QHErw'

By definitions of Int2 and SIS we know that application of T" updates TR2.pval in the
Int2 system, and TR.pval in the SIS system. We know by Property le that u.TR2.pval =
s.TR.pval. By the effects of T in TR1 and TR2, we know that u'.TR2.pval = s'. TR.pval;
hence, Property le holds. Since no component other than TR1.pval in the Int2 system and
TR.pval in the SIS system is updated by the application of T', we conclude that Property 1
holds for s’ and «’, and hence, for €] and €.

To establish Property 2, we proceed as in the case for T' = chooserandpyai.

3. T = {chooserandyyq; }-
This case is analogous to the case where T' = {chooserandy,,q;}. In the argument for enabling we
use Property 1k instead of Property 1j. In showing the step correspondence, we use the domain
{0,1} — D instead of T'dp and also use Property 1k instead of Property 1j.

4. T = {rand(*)ypai }-
This case is analogous to the case where T' = {rand(p)pvar}- In the argument for enabling we
use Property 1k instead of Property 1j. In showing the step correspondence, we use the domain
{0,1} — D instead of T'dp and also use Property 1f instead of Property le.

5. T = {chooserandyai }-
We show that T is uniformly enabled or disabled in supp(istate(e;)). We know by Property 11
that either Srceyqr1.chosenval = L in all states in supp(Istate(ey)) or Srceypain-chosenval # L in
all states in supp(lstate(ey)). If Sreepain-chosenval = L for each s € supp(lstate(er)) then T is
enabled, otherwise it is disabled.

(a) T is disabled in supp(lstate(eq)).
This implies for each s € supp(Istate(e1)) we have $.57¢cpqi1-.chosenval # L. We use Prop-
erty 11 to show that the corresponding task sequence {chooserandp,qi1} is also disabled. The
rest of the proof is identical to the case where T' = {chooserandp,q; }-

(b) T is enabled in supp(lstate(eq)).
This implies for each s € supp(lstate(e1)) we have s.S7¢cpq11.chosenval = L. We use Prop-
erty 11 to show that the corresponding task sequence {chooserandpyq1} is also enabled. Let
I be the singleton index {1}, let p be the Dirac measure on 1, and let €}; = €] and €5, = €.
In showing (€11, €5;) € R, Property 1 is easy to show, since all we do is update Src.cvall.chosenval
andSrc.bvall.chosenval to a non-L value. Property 11 is preserved.
For Property 2, suppose for every u’ € supp(lstate(eh,)) v'. TR.bval = L. Let u be any state
in supp(lstate(ez)) such that v’ € supp(pa) where (u, a, ftu) € Dipio|Eny- Since T' does not
update TR.bval and by Property 1i, we know that for every u € supp(lstate(ez)) u. TR.bval =
L. Then by Property 2, we know that 2(a) holds for €; and ey since {chooserandcyai1}
is enabled in supp(lstate(er)). Now, we can show that 2(b) holds, since the application of
{chooserand ,qi1 } to € results in a distribution such that lstate(€]) projected on Srceyqin .chosenval
is the uniform distibution on {0, 1}. Similarly, application of {chooserandp,q;1 } to earesults in

a distibution such that Istate(e,) projected on Srce,q1.chosenval is the uniform distibution
on {0,1}.

6. T = {rand(*)cvai1 }-
We show that T is uniformly enabled or disabled in supp(lstate(e;)). We know by Property 11
that either Srceyqr1.chosenval = L in all states in supp(Istate(e1)) or Srceypain.chosenval # L in
all states in supp(lstate(ey)). If Srcepair-chosenval # L ifor each s € supp(lstate(er)) then T is
enabled, otherwise it is disabled.
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(a) T is disabled in supp(Istate(ey)).
This implies for each s € supp(Istate(e1)) we have s.57¢cpqi1.chosenval = L. We use Prop-
erty 11 to show that the corresponding task sequence is also disabled. The rest of the proof
is identical to the case where T' = chooserandpyqi-

(b) T is enabled in supp(lstate(ey)).
This implies for each s € supp(lstate(e1)) we have s.S57¢cpqr1-chosenval # L. We use Prop-
erty 1l to show that the corresponding task sequence is also enabled.
Let I be the singleton index {1}, let p be the Dirac measure on 1, and let €}; = €} and
€y = €.
In showing (€}, €5,) € R, we have to consider Properties 1h and 2. To show Property 1h,
consider any v € supp(lstate(eh;)) and suppose uv'.TR.bval # L. Let u be any state in
supp(lstate(ez)) such that v’ € supp(p,) where (u,a, p1y) € Dgig|pny- By the effects of
rand(b)pyai1 transitions we know that for any u, u.TR.bval # L. By Property 1h we have
that for any s € supp(lstate(er)), s.TR2.cvall # L, s.TR2.axval # 1, s.TR2.ival # 1,
and u.TR.bvall = s. TR2.cvall & s. TR2.xzval(1 — s.TR2.ival). Since the rand(b)yyq;1 and
rand(c)evann update TR.bvall and TR2.cvall only if they are L, we infer that TR.bvall
and TR2.cvall are unchanged by the application of {rand(b)pye1} and {rand(cepair} - So,
Property 1h continues to hold.

For Property 2, suppose for every u' € supp(lstate(ey;)) v'.TR.bval = L. Let u be any
state in supp(lstate(ez)) such that u' € supp(p,) where (u,a, py) € Dgig|pny- Since T
does not update TR.bval and by Property 1i, we know that for every u € supp(lstate(ez))
u.TR.bval = L. Then by Property 2, we know that either 2(b) or 2(c) holds for ¢; and o,
since {random(c)epqi1} is enabled. If 2(b) holds for €; and ey, then we can show that 2(c)
holds for €] and €). That is, if a value has been chosen but not output yet in Srceyq1 and
Srcpyai1, the application of {random(c)eyai1} and {random(c)pya1 }, updates TR2.cvall and
TR.bvall so that Ilstate(e};) projected on TR2.cvall is the uniform distribution on {0, 1}
and Istate(ey;) projected on TR.bvall is the uniform distribution on {0,1}. If 2(c) holds,
we know that the projection of Istate(e;) and Istate(ez) on TR2.bvall and TR.cvall are
uniform distibutions of {0,1}. That is, the chosen values have already been output. Hence,
the application of {random(c)eyai1} and {random(c)pyai1} have no effect and 2(c) holds for
€} and €.

7. T ={fix — bval prans -
By definition of R, Properties 1f, 1g, 1b, 1lc, 1d, 1i, lo 1h and 2, we know that T is uniformly
enabled or disabled in supp(Istate(ey)).
We examine the following two cases:

(a) T is disabled in supp(lstate(ey)).

We show that T' is uniformly disabled in supp(istate(es)). Fix any s € supp(lstate(er))
and u € supp(lstate(ez)). If s.TR2.yval = L then by Property 1f u.TR.yval = L. If
s. TR2.zval = 1 the by Property 1lg u.TR.zval = 1. If s.TR2.cvall = L then by Prop-
erty 1h, u.TR.bval = L. Since s.TR2.cvall = L either 2(a) or 2(b) holds, each of which
implies that TR.bvall = L. If s.TR2.wval = L then by Property 1lc u.TR.wval = 1. If
s. TR2.xval = L then by Property 1b u.Funct.xval = L, and by Lemma 10.2, u. TR.xzval =
1. If s.TR2.4val = L then by Property 1d w.TR.ival = 1. s.TR2.received, = L
then by Property 1o 2 ¢ w.TR.received. Finally if s.TR2.bval # L the by Property 1i
u.TR.bval # L. Hence, T is uniformly disabled in supp(lstate(es)).

Let I be the singleton index {1}, let p be the Dirac measure on 1, and let €}; = €} and
€5, = €,. By Definition 3.3 we have €] = €1, €, = e5. Since €; R €2, we have €]; R €}, as
needed. The trace distribution equivalence condition tdist(e]) = tdist(e}) also holds since
tdlSt(El) = td’iSt(Eg).
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(b) T is enabled in supp(lstate(ey)).
By precondition of fix —bvalr,ans, we know that for any s € supp(lstate(er)), s. TR2.yval #
1,8.TR2.cvall # 1, s. TR2.wval # L, s. TR2.xval # 1, s.TR2.ival # 1, s.TR2.received, #
1, s.TR2.bval = L. Let u be any state in supp(lstate(ez)). By Properties 1f, 1g 1lc, 1d, 1i,
lo, we know that u.TR2.yval # L, u.TR2.zval # 1, u.TR2.wval # L, uw.TR2.ival # 1,
2 € u.TR2.received, u.TR2.bval = 1. Since u.TR2.bval = 1 and s.TR2.cvall # 1, we
know that Property 2(c) holds and therefore, Istate(es)) projected onto TR.bvall is the
uniform distribution on {0,1}. Hence u.TR.bvall # L and T is enabled in supp(Istate(ey)).
Next, we define the probability measures. Let p be the uniform probability measure on the
index set I = {1,2}. That is, p(j) = 1/2 for each j € I. For each j € I, we define probability
measure €} ; as follows. The support supp(e};) is the set of executions o € supp(e}) such that
Istate(«). TR2.bval(1 —ival) = 0 and the support supp(e)5) is the set of execution fragments
o € supp(ey) such that Istate(a). TR2.bval(1 — ival) = 1. For each a € supp(ey;) is of the
form o' fiz — bvalrrans g, let € ;(a) = €1(a’). We define €5, analogously from e5.
Now fix j € I; we show that (e’lj,eéj) € R. To do this, we establish Property 1 of R for €;
and €5, and show trace distribution equivalence for €}, and e5;.
To establish Property 1, consider any states s’ € supp(Istate(e;)) and u" € supp(Istate(ey;)).
By definitions of e’lj and e’2j, Properties 1f, 1c, 1d, and Definition 3.3, we know that
u'.TR.bval = s'.TR2.bval. Hence, Property 1i holds.
We also need to show that Property 1h holds. This is immediate from the effects of T' in
TR2 and TR, and the definitions of e’lj and e’2j. Since no component other than bval is
updated by the application of T', we conclude that Property 1 holds for s’ and u’, and hence,
for €); and €;.
Since we know that for every u’ € supp(lstate(ey;)), v'.TR.bval # L, Property 2 trivially
holds.

8. T ={fix — zvalgec}-

We first show that T is uniformly enabled or disabled in supp(Istate(e1)) U supp(Istate(ez)). Fix
any pair of states s € supp(Istate(e1)) and u € supp(Istate(ez)). First, assume that T is enabled in
s. This implies that s. TR2.yval # L, s. TR2.ival # L, s. TR2.pval # L, s.TR2.receivedq, 7# L,
and s.TR2.zval = 1. Since s.TR2.yval # 1, by Property 1f we have u.TR.yval # 1. Since
s. TR2.wval # 1, by Property 1d, we have u. TR.ival # L. Since s. TR2.pval # L, by Property le
we have u. TR1.pval # 1. Since 1 € s. TR2.received, by Property 1o we have 1 € u.TR.received.
Since s.Rec.zval = L, by Property lg we have u.TR1.zval = L. Hence, T is enabled in u, as
needed.

Now assume that T is disabled in s. We need to show that if any of the preconditions of fix —
zvalgee is false in s then at least one of the preconditions in w is false. If s. TR2.yval = L
then by Property 1f, we have u.TR.yval = L. If s.TR2.ival = L, then by Property 1d, we
have u.TR.ival = 1. If s.TR2.pval = 1, then by Property le, we have u.TR.pval = 1. If
s.TR2.receievediq, = L, then by Property lo 1 ¢ w.TR.received. If s.TR2.zval # L, by
Property 1g we have u.TR1.zval # 1. Hence T is disabled in u, as needed.

(a) T is disabled in every state in supp(lstate(eq)) U supp(lstate(es)).
This part of the proof is identical to the case where T = chooserandpyqi-

(b) T is enabled in every state in supp(lstate(e1)) U supp(lstate(ez)).
The rest of the proof is easy because zwval is computed in the same way in both the TR2
and SIS systems. We let p be the Dirac measure in the singleton index set {1}, and use
Property 1g.

9. T = {send(1, *) Trans }-
We first show that T is uniformly enabled or disabled in supp(lstate(er))Usupp(lstate(ez)). This is
analogous to case for T' = chooserandp,q;. We use Property le to show that TR.pval = TR2.pval
for all states in supp(Istate(er)) and supp(lstate(ez)).
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(a)
(b)

T is disabled in supp(Istate(e1)) U supp(lstate(es)).
Identical to the corresponding part in the case for T' = chooserandyyq;.

T is enabled in supp(lstate(er)) U supp(lstate(ez)).

First, we show that there is a unique action a € T that is enabled in every state in
supp(lstate(er)) U supp(lstate(ez)). We know by Property le that variables Trans.pval and
TR2.pval have the same unique value in all states in supp(Istate(er)) U supp(lstate(es)).
Since the parameter f in send(1, f) 1rans is defined to be TR2.pval. funct we conclude that
the action send(1, TR2.pval. funct) is the unique action in T that is enabled in every state
in supp(lstate(er))U supp(Istate(ez)). We use a as a shorthand for send(1, TR2.pval. funct)
in the rest of the proof for this case.

Let I be the singleton index set {1}, let p be the Dirac measure on 1, and let €}; = €]
and €5, = €5. To show that (¢},€,) € R, we establish Property 1 of R for €] and €}, and
show trace distribution equivalence for €] and e,. To establish Property 1, consider any
state s’ € supp(istate(e))) and v’ € supp(lstate(eh)). Let s be any state in supp(lstate(er))
such that s € supp(ps) where (s,a,p1s) € Dipyg|pny- Similarly, let u be any state in
supp(lstate(ez)) such that v’ € supp(p,) where (u,a, p) € Dsrs|Eno-

By definitions of Int2 and SIS we know that application of T updates only Adv’.messages in
the Int2 system and Adv’.messages in the SIS system. By Property 1m, u.Adv’ = s.Adv’.
It is obvious that u/.Adv’ = s’.Adv and that Property 1m holds. Since no component other
than Adv’.messages is updated, we conclude that Property 1 holds.

To show Property 2, we proceed as in case for T' = chooserandp,q,.

The fact that tdist(e}) = tdist(ey) follows from the fact that tdist(e;) = tdist(ez) and the
definitions of €] and €.

10. T = {send(2, *)Rec }-

We first show that T is uniformly enabled or disabled in supp(Istate(e;))Usupp(istate(es)). This is
analogous to case for T' = chooserandyyq;. We use Property 1g to show that TR2.zval = TR.zval
for all states in supp(Istate(e1)) U supp(Istate(esz)).

11.

(a)
(b)

T =

T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandyyai-

T is disabled in supp(Istate(e1)) U supp(lstate(es)).

Next, we show that there is a unique action a € T that is enabled in every state in
supp(lstate(er)) U supp(Istate(ez)). We know by Property 1g that variables TR2.zval and
TR.zval have the same unique value in all states in supp(Istate(er)) U supp(istate(es)),
and there is a unique action a € T that is enabled in every state in supp(lstate(er)) U
supp(lstate(ez)). Note that here a is send(2, z) ge. for a fixed value of z.

The rest is identical to the proof for T' = {send(1, *) Trans }-

{send(3, *) Trans }-

We first show that T is uniformly enabled or disabled in supp(istate(e1))Usupp(lstate(es)). This is
analogous to case for T' = chooserandp,q;. We use Property 1i to show that TR2.bval = TR.bval
for all states in supp(Istate(e1)) U supp(Istate(ez)).

(a)
(b)

T is disabled in supp(lstate(er)) U supp(lstate(es)).
Identical to the corresponding part in the case for T' = chooserandyyqi-

T is enabled in supp(lstate(er)) U supp(Istate(ez)).

We show that there is a unique action a € T that is enabled in every state in supp(lstate(er))U
supp(lstate(ez)), arguing as in the case for T' = {send(1, f) 1vans }. Here, the unique action
is determined by fixing the value of parameter b to the value of variables TR2.bval and
TR.bval, which is the same in every state in supp(Istate(e1)) U supp(lstate(ez)). The rest of
the proof is identical to the proof for T' = {send(1, f) rrans }-
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12.

13.

14.

T = {out’(*) gec }-

T is output from Funct to TR2 in the Int2 system and from Funct to TR in the SIS system.
We first show that T is uniformly enabled or disabled in supp(Istate(e1)) U supp(lstate(es)). This
is analogous to case for 1" = chooserandyyq;. We use Property la.

(a) T is disabled in supp(Istate(e1)) U supp(Istate(es)).
Identical to the corresponding part in the case for T' = chooserandyyai-

(b) T is enabled in supp(lstate(er)) U supp(lstate(es)).

We first show that there is a unique action a € T that is enabled in every state in supp(Istate(er))U

supp(lstate(ez)), arguing as in the case for T' = {send(1, *) rans}- Let I be the singleton
index set {1}, let p be the Dirac measure on 1, and let €}, = €] and €,; = €,. To show
that (e],€,) € R, we establish Property 1 of R for €] and €}, and show trace distribution
equivalence for €] and €,. To establish Property 1, we use Property lc. To show Property 2,
we proceed as in the case for T' = chooserandyyqi.

T = {out” (*) gec }-
T is output from TR2 to Adv’ in Int2 and from TR to Adv’ in SIS. We can show that T is
uniformly enabled or disabled in supp(Istate(e1))Usupp(lstate(ez)), by using Properties 1c and lo.

(a) T is disabled in supp(Istate(e1)) U supp(Istate(ez))).
Identical to the corresponding part in the case for T' = chooserandpyq.

(b) T is enabled supp(lstate(e1)) U supp(lstate(ez))).
We can let p be the Dirac measure on the singleton index set {1}, and use Property 1m to show
that Property 1 holds. To show Property 2, we proceed as in case for T' = chooserandpyai-

T is a task of Env.

Claim 2 implies that T is uniformly enabled or disabled in every state in supp(lstate(e;)) U
supp(lstate(ez)). If T is disabled, we simply define I = {1}, €7 = €1, €5; = €2, and we have
that €|, R €}, since €1 R e5. Suppose now that T is enabled in every state in supp(lstate(er)) U
supp(lstate(eg)). Claim 2 now implies that there is a unique action a enabled in every state in
supp(lstate(er)) U supp(Istate(ez)) and that there is a unique transition of Env from ggn, with
action a; let tr gy = (¢Enw, @, LEny) be this transition. We distinguish several cases, according to
the possible values for a.

(a) @ is an input action of TR2 and Funct in Int2 and only Funct in SIS. This means that
a = in(x) prans for some fixed z.

We define the probability measures needed to show the step correspondence. Suppose that
supp(ftEny) is the set {g; : j € I} of states of Env, where I is a countable index set. Let p
be the probability measure on the index set I such that, for each j € I, p(j) = pgno(g;). For
each j € I, we define probability measure €}; as follows. The support supp(e};) is the set of
executions o € supp(ey) such that Istate(a).Env = g;. For each o € supp(ey;) of the form
o’ agqj, let € ;(a) = e1(a’). We define €5, analogously from e5.

Now fix j € I; it remains to show that (€};,€5;) € R. To do this, we establish Property 1 of
R for €}, and €, and show trace distribution equivalence for €}; and ey;.

To establish Property 1, consider any states s’ € supp(Istate(e’;)) and u" € supp(lstate(ey;)).
Let s be any state in supp(lstate(e)) such that s € supp(us) where (s, a, p1s) € D iz Eno-
Similarly, let u be any state in supp(Istate(es)) such that v’ € supp(u,) where (u,a, p,,) €
DSISHEnv~

By Property la, s.Funct = u.Funct. By the effects of in(z)rans, we have s'.Funct =
u'.Funct. By Property 1b u.Funct.zval = s. TR2.zval. By the effects of in(x) rrans, we have
u'. Funct.xval = s'.TR2.xval. Since the application of T updates TR2.zval only if it is L,
Property 1h continues to hold. We also know that 1n holds by definition of 6/1]' and e’2j.
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Since no component other than Funct.xval, TR.xval and Env are updated, we conclude that
Property 1 holds for s and v/, and hence, for €| and €.

We can show that Property 2 holds as in the case for chooserandpyq;-

The fact that tdist(ey;) = tdist(e,;) follows from the fact that tdist(e1) = tdist(ez) and the
definitions of €}; and e3;.

(b) a is an input action of TR2, Funct, and Adv’ in Int2, and TR, Funct, and Adv’ in SIS.
This means that a = in(i) ge. for some fixed i.
Here, a is shared between Env and Adv’ in both systems. We must consider the probabilistic
branching of Adv’ as well as Env in this case.
Recall from Claim 1 that the state of Adv’ is the same in all sates in supp(lstate(e;)) U
supp(lstate(ez)), and we let g4, denote this state. Claim 2 states that there is a unique
transition of Adv’ with action a from @ago- Let tragy = (qaav’, @, fLagy’) be this transition.

Next we define the probability measures needed to show the step correspondence. Suppose
that supp(pene X ttagy) is the set {(g;1,¢52) : § € I} of pairs of states, where I is a countable
index set. Let p be the probability measure on the index set I such that, for each j € I,
P(7) = (LEnw X ady)(q1j,q25). For each j € I, we define probability measure e'lj as follows.
The supp(ey;) is the set of executions o € supp(e}) such that Istate(a).Env = qi; and
Istate(c). Adv" = qoj. For each o € supp(e);) of the form o’ a g, let € ;(a) = e1(a’). We
construct €5, analogously from e5.

The rest of the proof for this case follows the proof for a = in(z) prans. The only difference is
that in showing Property 1 for €] ; and e’zj, for a fixed j, we use the fact that application of
T affects only Funct.ival, TR2.ival (if they are non- 1), Adv’, and Env in the Int2 system,
and Funct.ival, TR.ival, Adv’, and Env in the SIS system, and use Properties la, 1d, 1h,
1lm, and 1n.

(¢) ais an input of Adv’ but not an input of Funct, TR2, or TR.

Claim 2 implies that there is a unique transition of Adv’ with action a from ¢,,. Let
'y g = (@agys @ Wag,) be this transition.

Suppose that supp(itene X ftady) is the set {(gj1,q52) : j € I} of pairs of states, where I
is a countable index set. Let p be the probability measure on the index set I such that,
for each j € I, p(j) = (WEnw X ftadv)(qij,qe2;). For each j € I, we define probability
measure €y ; as follows. The support supp(e} ;) is the set of executions a € supp(e}) such that
Istate(a). Env = q1; and Istate(a).Adv = ga;. For each o € supp(e};) of the form o' a g, let
€1;(a) = e1(a’). We construct ,; analogously from ¢.

In the rest of the proof we proceed as for a = {in(z) ryans}- The only difference is that in
showing Property 1 for €] ; and e’2j, for a fixed j, we use the fact that application of T affects
only the states of Adv’, and Env and use Properties 1m and 1n.

(d) ais an internal action of Env or an output action of Env that is not an input of Funct, TR2
or TR.
To show the step correspondence, we proceed as for a = in(x) rrens- The only difference is
that in showing Property 1 for eij and e’2j, for a fixed j, we use the fact that application of
T affects only the state of EFnv, and use Property 1n.

For each index j in the decomposition, the fact that tdist(e);) = tdist(e);) follows from the
fact that tdist(e1) = tdist(e2) and the definitions of €}, and €5;.

15. T is a task of Adv'.

Claim 2 implies that T is either simultaneously enabled or disabled in every state in supp(Istate(e))U
supp(lstate(es)). If T is disabled, we simply define I = {1}, €}; = €1, €); = €3, and we have
that €}, Reb; since €1 Rey. Suppose now that T is enabled in every state in supp(Istate(ei)) U
supp(lstate(ez)). Claim 2 now implies that there is a unique action a enabled in every state in
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supp(lstate(e1)) U supp(lstate(e2)) and that there is a unique transition of Adv’ from ¢, with
action a; let tr'y 5, = (qadv, G, Wy4,) be this transition. We distinguish several cases, according to
possible values for a.

(a)

a = {out(w) ge. } for a fixed w.

Note that a does not acuse any braching in Adv’ but it may cause branching in Enwv.
Recall from Claim 1 that the state of Env is the same in all sates in supp(lstate(er)) U
supp(lstate(ez)), and we let ¢mp, denote this state. Claim 2 states that there is a unique
transition of Env with action a from qgn,. Let trgny = (¢Enmw, @, tEnw) be this transition.
To show the step correspondence, we proceed as for the case where T is a task of Env which
consists of the action a = in(x) 7yens, decomposing the measures generated by the application
of T according to the resulting state in Env, and using Property 1n to show that Property
1 holds for each component measure.

For each index j in the decomposition, the fact that tdist(e};) = tdist(e,;) follows from the
fact that tdist(e1) = tdist(e2) and the definitions of €}, and €5;.

a is an input action of Env that is different from out(w).

Claim 2 states that the state of Env is the same in every state in supp(lstate(e;)) U
supp(lstate(ez)), let ggn, be this unique state. Also, there is a unique transition of Env
with action a from ¢gn,. Let trgne = (¢Bnw, @, Ery) be this transition.

To show the step correspondence, we proceed as in proof case where T is a task of Enwv
and the unique action in this task is an input of Adv using Properties 1m and 1n to show
Property 1.

a is an input action of TR and TR2.

This means that either a = receive(l, f)ge. for some f, a = receive(2, z) rans for some z,
or a = receive(3,b) ge. for some f. Suppose first that a = receive(l, f)gec for some f. The
action a is an output of Adv’ and input of TR2 in Int2 and TR in SIS.

The rest is similar to the proof for T' = {send(1, f) rans}. The only difference is that in
showing that Property 1 holds, we must show that Property 1o holds. We use the fact that
application of T' updates only TR2.received:q, in Int2 and TR.received:qp in SIS, and its
effect is to set these variables to a non-_L value if they are 1, and Property lo can be easily
seen to hold in this case.

Suppose now that a = receive(2, z) prans for some z. The rest is similar to the proof for
T = {send(1, f)rrans}. The only difference is that in showing that Property 1 holds, we
must show that Property lo holds. We use the fact that application of 7' updates only
TR2.received in Int2 and TR.received in SIS, and Property lo can be easily seen to hold
in this case.

Suppose now that a = receive(3,b)gee for some b. The rest is similar to the proof for
T = {send(1, f) 1vans}. The only difference is that in showing that Property 1 holds, we
must show that Property lo holds. We use the fact that application of T updates only
TR2.received in Int2 and TR.received in SIS, and Property lo can be easily seen to hold
in this case.

a is either an output action of Adv that is not an input action of Env, TR, or TR2, or is an
internal action of Adv.

To show the step correspondence, we proceed as for a = in(z) 7yans, in the case where T is a
task of Env, but using Adv’ instead of Env. In showing Property 1 for ¢} ; and 6/2]»7 for a fixed
j, we use the fact that application of T affects only the state of Adv’ and use Property 1m.

O
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11 Conclusions

We believe that our task-PIOA model, which allows both nondeterministic and probabilistic system
descriptions, and includes explicit treatment of computational issues provides a suitable framework for
rigorous and systematic analysis of a wide range of cryptographic protocols. It allows one to use multiple
levels of abstraction in doing the proofs and to isolate computational reasoning to certain stages in the
analysis.

Our plans for the near future include application of our methods to the analysis of protocols that
have more powerful adversaries (active rather than passive; adaptive). We also plan to establish general
composition theorems in the style of the universal composition theorem of Canetti [Can01], and to use
these results for the analysis of a key exchange protocol based on more sophisticated computational
assumptions.

Acknowledgements We thank Silvio Micali for encouraging us to make a generalization in the
definition of task-PIOAs that enhances the branching power of adversaries.
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A Comparison of task-PIOAs with existing frameworks

In this section we compare the task-PIOA framework with existing frameworks for modeling cryp-
tographic protocols. In particular, we discuss the Secure Asynchronous Reactive Systems of [PWO01,
BPWO04b] and the Probabilistic Polynomial-Time Process Calculus of [LMMS98, MMS03, RMST04].

A.1 Secure Asynchronous Reactive Systems

We first discuss the relations between task-PIOAs and another extension of PIOAs introduced by Backes,
Pfitzmann and Waidner [PW01, BPW03, BPW04a, BPWO04b)].

A.1.1 System Types

The reactive systems in [PW01, BPWO04b] are given by collections of machines. Each machine M is
specified (in part) by a transition function of the following form:

A : S xI— Disc(S x O).

Here S is the state space and I and O denote the set of input and output signals, respectively. Each
signal is a tuple of finite strings over a fixed finite alphabet X. Every tuple in I has a fixed arity, which
is determined by the number of input ports associated with M. Similarly for O.

The transition function of a PIOA defined here has a very different form (cf. Section 3):

A:Sx(TUOUH)— ({L} + Disc(9)).

If A(s,a) = L, then a is not enabled in s; otherwise, A(s,a) specifies a probability distribution on the
resulting state after the execution of a.
We highlight three differences.

e Machines in [PWO01, BPWO04b] are of a decidedly functional character: given a tuple of input
strings, some randomized computation is performed, producing a tuple of output strings. In
contrast, the representation of a PIOA is entirely operational: the actions in I U O U H are
abstractions of activities of a system, rather than values manipulated by the system. Thus, in a
PIOA, inputs and outputs need not correspond as tightly as they do in machines.

e Machines in [PW01, BPW04b| do not have internal/hidden transitions. This is because internal
computations are abstracted away (provided the computation does not exceed certain limits on
time and space).

e The only form of nondeterminism in a machine resides in the choices between inputs. In other
words, nondeterminism can only be used to model uncertainties in the external environment.
PIOAs, on the other hand, allow nondeterministic choices within a system (e.g., between different
output actions enabled in the same state). Therefore, a closed system of machines is completely
specified (up to coin tosses), whereas a closed system of PIOAs may contain many nondeterministic
choices.

A.1.2 Communication

In [PWO01, BPWO04b], machines are divided into three classes: simple machines, master schedulers and
buffers. These machines communicate with each other via ports, which are classified as: simple, buffer
and clock.

Each buffer B specifies a high-level connection between a unique pair of non-buffer machines. Mes-
sages placed in B are delivered only when B is scheduled via its clock port. This scheduling is designated
to a unique non-buffer machine (one that “owns” the clock port of B), which also determines the order
in which messages in B are delivered.
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Notice, both low-level (based on port names) and high-level (based on buffers) connections are
“handshakes”. That is, at most two machines are involved in a synchronization (barring the machine
responsible for scheduling the buffer).

In the case of PIOAs, communications may be “broadcasts”. Each action a is “owned” by a unique
PIOA P (i.e., a is an output action of P), but any number of other PIOAs can have a as an input
action. A hiding operation is available, which reclassifies certain output actions as hidden actions, thus
preventing synchronization with PIOAs outside the scope of hiding.

Also, actions in our setting need not represent messages. They can be used to model synchronized
steps of different processes.

A.1.3 Modeling

Channels In [PW01, BPWO04b), three kinds of communication channels are considered: secure, au-
thenticated and insecure.

By default, a communication channel between two machines is secure: no third party can access
message contents. Another party might still be able to schedule the buffer for this channel. Authen-
ticated channels are modeled by creating a copy of the out-port corresponding to the authenticated
channel, and by connecting this new port to the adversary. Insecure channels are directly connected to
the adversary.

In the case of PIOAs, the basic communication channels correspond to authenticated channels: every
output action may correspond to several input actions, including adversarial ones. As for machines,
insecure channels are modeled by routing messages through the adversary. We use two techniques to
define secure channels: the first one consists in hiding output actions in the composition of the PIOAs
corresponding to the sending and receiving ends of the channels, while the second one consists in spec-
ifying constraints on the signature of specific (adversarial) PIOAs to prevent them from synchronizing
on the corresponding output actions.

In our analysis of the OT protocol, we consider a slightly different kind of communication channels:
all protocol messages are routed through the adversary, but we define the adversary in such a way that
it can only send messages it received before. In the [PW01, BPW04b] communication model, this would
correspond to an authenticated channel with buffer scheduled by the adversary.

Composition In [PWO01, BPWO04b], collections of machines are defined as sets of machines, with the
intuition that machines in a collection will interact. These interactions can be the transmission of a
message (through a buffer) or the scheduling of buffers.

In the case of PIOAs, we can compose several PIOAs, yielding a new PIOA. This enables, for
instance, defining the role of a protocol participant through several simple PIOAs, each of these PIOAs
describing a different aspect of this protocol role. So, considering several PIOAs can also be used as a
way to analyze systems in a more modular way.

A.1.4 Scheduling

In [PWO01, BPWO04b], scheduling is distributed: it is performed collectively by all machines via scheduling
of buffers. The following algorithm is used.

(1) The current active machine M reads all of its inputs and carries out changes dictated by its transition
function.

(2) All of the outputs produced in step (1) are copied to corresponding buffers.

(3) If in step (1) M schedules at least one buffer, then let B be the first such buffer and M’ be the
receiving machine of B. (This is possible because an ordering of ports is given in the specification
of M.) The message scheduled by M is delivered to M’ and M’ is the next active machine. If no
such message exists, then the unique master scheduler is the next active machine.
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(4) If in step (1) M does not schedule a buffer, then the unique master scheduler is the next active
machine.

Under this algorithm, every closed collection of machines induces a unique probability space on the
set of runs. In essence, there is no ”real” scheduling to be done once a collection is closed, because all
scheduling decisions are already specified by machines in the collection.

In the present paper, scheduling for task-PIOAs is centralized: it is determined by a global task
sequence. Each task determines a unique component and at most one transition in that component. If
such a transition is not enabled, then no changes take place.

In our setting, we distinguish between two kinds of nondeterministic choices:

1. High-level choices, such as timing of messages. These are resolved algorithmically by the adversary,
which acts as the network.

2. Low-level choices representing inessential ordering of events. In the underlying semantics, these
are resolved by a global task sequence.

However, since we have defined a sound notion of simulation relation, these choices can remain
unresolved throughout our proofs. That is, it is sufficient to define a simulation relation between two
systems, rather than first resolving all nondeterministic choices in one and then trying to mimic the
same behavior in the other.

Thus, PIOAs are (purposely) under-specified, so that inessential ordering of events can be abstracted
away from our proofs. We think this is a major difference between [PW01, BPWO04b] and our work.

A.1.5 Security Properties

In [PWO01, BPWO04b], the notions of reactive simulatability compare views of a user for complete, closed
systems, that is, systems with purely probabilistic behavior.

More precisely, a structure (Ml, S) (that is, a set of simple machines with specified service ports
available for the user) is said (at least) as secure as another structure (Ma, S), iff for every adversary A,
for (Mj, S), there is an adversary A for (Ma, S) such that the views of any user H in the configurations
(Ml, S,H,A;) and (Mg, S, H, A) cannot be distinguished. (The quantifiers we use here are those of
the wuniversal simulatability notion, which is closest to the one we use.) Different indistinguishability
notions can be used here, requiring the views to be equal for perfect security, or computationally
indistinguishable for computational security for instance.

Even though the security properties we prove in our task-PIOA model are very similar to those
described in [PWO01, BPWO04b], an important difference lies in the fact that our definitions involve com-
paring task-PIOAs before resolving the non-determinism. As a result, our implementation definitions
quantify over all possible task schedules.

A second difference is that, in our computational definition of implementation, we do not compare
the views of the user, but the probabilities that the environment (which is the task-PIOA corresponding
to the user) outputs a specific accept flag. This choice, which sticks more closely to the formulation
in the UC framework [Can01], simplified the statement of some properties of our computational imple-
mentation notion (see the composition property for instance).

A.1.6 Complexity

In [PWO01, BPWO04b], a computational realization in terms of interactive probabilistic Turing machines
is proposed for the machines presented. A machine is said to be polynomial-time iff it has a realization
as a polynomial-time probabilistic Turing machine. Other complexity measures are defined, always
using the notion of computational realization.

Our notion of time-bounded task-PIOAs uses a bit-strings encoding of actions, tasks and states, and
requires bounds on different probabilistic Turing machines used to decode these actions. It also requires
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bounds on the time needed for determining the enabled action in a given task, and for computing the
next state from the current state and an action.

Machines have a security parameter k as input, and their computational realization provides a single
(uniform) Turing machine used for every value of the security parameter. We conjecture that this notion
is equivalent to our notion of uniformly polynomial-time-bounded task-PIOA family.

Our notion of (non-uniform) polynomial-time-bounded task-PIOA family, which is the one we use
in practice, is more closely related to the notion of parameterized systems defined in [BPWO04a]. The
correspondence is not immediate however: systems are sets of structures, which are pairs of machines
and service ports.

A.1.7 Proof techniques

In [BPWO03], simulatability is proved by using bisimulation with error sets. More precisely, a mapping
between states of the two considered systems is defined, and one show that the same input in corre-
sponding states leads to the same output and corresponding states again, except in some specific error
cases. Then, it is proved that the probability of these error cases to occur is negligible via reductions
on attacks against the underlying cryptographic primitives.

We establish our security proofs in a different way. We use two implementation relations. The first
one, <y, guarantees that every trace distribution of the first related task-PIOA is also a trace distrib-
ution of the second related task-PIOA (without any error probability). We prove this by establishing
simulation relations, then by using a soundness result stating that the existence of a simulation relation
between two systems guarantees that they are <g-related. Rather than relating states, our simulation
relation relates probability distributions of execution fragments. Also, we do not prove that probability
distributions of execution fragments are related before and after executing any input action, but that,
starting from related probability distributions of execution fragments, we reach a countable number of
related probability distributions of execution fragments when we execute any task on the first system
and a corresponding sequence of tasks in the second system. This type of relation allows us to relate
systems with random choices performed at different times, for example. It also allows us to manage the
quantifier over all possible task-schedulers in a natural way.

This technique in only used for relating systems in the absence of any computational assumption.
Besides this, we define computational assumptions in terms of our approximate implementation relation
<pegpt (and prove the equivalence between the standard, computational, formulation of these assump-
tions and our PIOA version of it). Then, using the composition properties of the <,q ¢+ relation, we
prove that the larger task-PIOAs corresponding to the whole protocol model are also <4 p¢-related.
This step does not involve any argument “by contradiction”.

A.2 Probabilistic Polynomial-Time Process Calculus

This section is still under construction. It should be available shortly.
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