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myVermont - Improved Security for your Claimant Portal

The Department of Labor is joining other state agencies who are now using a platform called myVermont. This
system provides added levels of security for your personal information in state systems and protects your benefits,
while preventing fraud. myVermont uses a multi-factor authentication (MFA) system. What is multi-factor
authentication? MFA provides enhanced security of personal data, requiring the user to enter a code once the
system has identified them. MFA typically involves a code that is provided to the user that must then be entered
into the system, providing a second layer of security.

Please follow the steps below to set up the myVermont account, login to the Ul Claimant portal, troubleshoot
possible difficulties and ask for help.

e Don’t Have an Email Address?

o Already Have a myVermont Account?
e SetUp aNew myVermont Account
e HowdolAccess the Ul Claimant Portal for my Weekly Claims?

e Troubleshooting
e Frequently Asked Questions

Don’t Have an Email Address?

All claimants must have an account in myVermont to access the Ul claimant portal; the myVermont account
requires an email address. Each claimant must use their own email address that matches the email address
attached to their account in the Ul Claimant Portal. There can be no shared email addresses.

If you do not have an email address, there are several email providers (listed below) who offer an email address at
no cost. Afew providers are listed below. Please note: The email providers below are not affiliated with the state;
your email messages will not be seen by or stored on any of the state systems.

Gmail: https://www.google.com/gmail/about/#

Yahoo: https://login.yahoo.com/account/create

Microsoft Outlook: https://outlook.live.com/owa/



https://www.google.com/gmail/about/
https://login.yahoo.com/account/create
https://outlook.live.com/owa/
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Already Have a myVermont Account?

Great! It is necessary to authenticate your account before accessing the Ul Claimant Portal. The Department of
Labor will send an email with a link to login and create your myVermont account.

1. Open the email sent by the Department of Labor (from State of Vermont,
DOL_NoReply@mail.state.vt.us) and click on the login link.

2. Login to the Ul Claimant Portal by entering the email address associated
with your myVermont account. Click on Next.

P

VERMONT
If you need additional help, click on the options listed at the bottom of this Log in to VT Department of
box (Unlock account? Help. Privacy Policy. Accessibility). Labor Claimant Portal

Required Field (*)

Email Address’

The myVT edition of the Claimant Portal
isin test mode until March 18th. Please
continue to login to:
uipublicOl.labor.vermont.gov

to file claims before March 18th.

3. Verify the password associated with your myVermont account. Enter it into

the Password box. Click on Verify. M
Please note: if using a shared/public computer the State of Vermont _—

does not recommend you save your password on any device.

Verify with your password




4. Next, choose how you would like to receive your multi-factor
authentication (MFA) code. You can choose for this code to be sent to:
a. Your phone via text or a voice call,
b. An authenticator app (such as Microsoft Authenticator),
c. Okta Verify

Think about how you will be filing your claims and what would be the
easiest for you. Many users find voice and text options simpler to use, but
the other options offer more security. For information connected to
security methods, go to https://info.my.vermont.gov/help-vdol.

Once you have selected, click the Set up button below your choice.

The following steps will be connected to using Phone (text or voice)
authentication.

5. Next, set up phone authentication for your myVermont account (should
that be the method you chose). Choose if you would like to receive the
code via SMS (text) or voice call. The default country is United States.
Then enter your phone number (or the phone number where you will
receive the code).

Please note, this phone number can be changed later, but it will remain as
the number on file for your authentication every time you login to the
portal.
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Set up security methods

Set up required

(]

P
VERMONT

A\

Set up phone

authentication



https://info.my.vermont.gov/help-vdol
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6. Enter the code that was sent through your preferred method of
authentication in the field below. Click on Verify. s
Set up phone

authentication

7. myVermont will give you the option to add an additional method of
authentication as a back-up. This is optional.
a. Ifyou would like to set up a second method, click on the Set up button
and follow the steps. Set up security methods
b. If you do not want to set up an additional method, click on Continue. arsemissanteen

2
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Select an MFA option to proceed. If you have
already selected one, you can select additional
for mare options during future log ins, or you can
click continue to proceed.

Optional Backup Authenticators -
setting up additional options is not
required but may be helpful if you
lose your device in the future.

[} Okta Verify
Okta Verify is an authenticator app.
installed on your phone, used to prave
your identity
Used for access

Setup

* Authenticator Apps
Enter a temporary code generated
from authenticator apps including
Google Authenticator, and Microsoft
Authenticator.
Used for access

Setup

Back to sign in

8. You have successfully logged in and created your myVermont account! You can begin submitting your claim
using myVermont starting March 18",

VERMONT  stte o vomarn
Home
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You've arrived at the Vermont Department of Labor Ul Claimant Portal. This means your account has been successfully setup through the myVermont system!
This system will become active on Monday March 18th.
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Set Up a New myVermont Account

If you are new to myVermont, please follow the steps below to set up your account.

1. Openthe email sent by the Department of Labor (from State of

Vermont, DOL_NoReply@mail.state.vt.us) and click on the login

Dear Ul Ciaimant

As part of our ongoing commitment to improving our services and protecting
user information, the Vermont Department of Labor (VDOL), will be upgrading
the login and credentialing system that provides claimant access to the
Unemployment Insurance (U1) Claimant Portal

able to access the U

In preparation for this, we have created a myVermont account for you. Please
clck the following button to login and activate your account. You wil be
required 1o setup Multfactor Authentication (MFA) when you setup your new
account

‘ Activate myVermont Account ’

~Vermont Department of Labor

2. The next step is to set up the security information associated with
your account. Click on the Set up button.

P
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Set up security methods

® artsyamys@gmail.com

Select an MFA option to proceed. If you have
already selected one, you can select additional
for more options during future log ins, or you can
click continue to proceed.

Set up required

o Password
Choose a password for your account
Used for access

Back to sign in




3. Setup a password. The password must meet the requirements
listed:

a.

™0 o0T

At least 8 characters

A lowercase letter

An uppercase letter

A number

A symbol

Password can’t be the same as your last 24 passwords

At least 1 day(s) must have elapsed since you last changed
your password (not an issue for new accounts).

Make a note of your password. Enter and reenter your password in
the boxes provided. Click Next.

Please note: if using a shared/public computer the State of
Vermont does not recommend you save your password on any
device.

4. Next, choose how you would like to receive your multi-factor
authentication (MFA) code. You can choose for this code to be sent

to:

a.
b.
c.

Your phone via text or a voice call,
An authenticator app (such as Microsoft Authenticator),
Okta Verify

Think about how you will be filing your claims and what would be the
easiest for you. Many users find voice and text options simpler to use,
but the other options offer more security. For information connected
to security methods, go to https://info.my-dev.vermont.gov/help-

vdol.

Once you have selected, click the Set up button below your choice.

The following steps will be connected to using Phone (text or voice)
authentication.
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Set up password

@ artsyamys@gmail.com

rd requirements:

« At least 8 characters

ast | day(s) must have elapsed since you
last changed your password

Enter password

‘ < |

@ This field cannot be Left blank

Re-enter password

‘ < |

T

Return to authenticator list

Back to sign in
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Set up security methods

@ ansyamysagmail.com

Select an MFA option to proceed. If you have

elected one, you can select additional

for more options during future log ins. or you can
click continue to proceed.

Set up required

. Phone - Text or Voice

sent ta your phane

an authenticator app.
ur phone, used to prave

| Authentioator Apps
Enter a temporary code generated

from authenticator apps including

e nticator, and Microsoft



https://info.my-dev.vermont.gov/help-vdol
https://info.my-dev.vermont.gov/help-vdol
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5. Next, set up phone authentication for your myVermont account.

Choose if you would like to receive the code via SMS (text) or e

Voice call (the system will call the phone number and provide a VERMONT

code). The default country is United States. Then enter your phone \.

number (or the phone number where you will receive the code).

Click on Receive a code via SMS (or Voice call). Set up phone

authentication
Please note, this phone number can be changed later, but it will o

remain as the number on file for your authentication every time you
login to the portal.

Country

Phone number

"‘|

@ This field cannot be left blank

‘ Receive a code via SMS ’

6. Enter your myVermont password. Click on Verify.

P
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ok ok

Verify with your password

@ antsyamys@gmail.com

Password

| °|

7. Enter the code provided and click on Verify.
‘\’}{\?ﬁ\’T

o\

Set up phone
authentication

Enter Code
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8. The myVermont system provides the option to add an additional
method of authentication as a back-up. This is optional.
a. If you would like to set up a second method, click on the Set
up button and follow the steps.
.. . Set up security methods
b. If you do notwant to set up an additional method, click on @srsromysagmaeom
Continue. Select n WP apion taprocesd. Iy hve

already selected one, you can select additional

VERMONT

or more options during future log ins, or you can
click continue to proceed.

Optional Backup Authenticators -
setting up additional options is not
required but may be helpful if you
lose your device in the future.

() Okta Verify
Okta Verify is an authenticator app.
installed on your phone, used to prove
yeur identity
Used for access

Setup

* Authenticator Apps
Enter a temporary code generated
trom authenticator apps including
Google Authenticater, and Microsoft
Authenticator,

Used for access

Setup

Back tosignin

9. You have successfully logged in and created your myVermont account! You can begin submitting your claim
using myVermont starting March 18™.

,
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You've arrived at the Vermont Department of Labor Ul Claimant Portal. This maans your account has besn successfully satup through the myVermont system!
This system will become active on Monday March 18th.
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How do | Access the Ul Claimant Portal for my Weekly Claims?

After setting up a myVermont account, claimants can file weekly claims through the Ul Claimant Portal.

1. To access the Ul Claimant Portal, visit the Department of Labor’s
website, www.laborvermont.gov, and click on File Weekly Claim
(Ul) under Quick Links on the right-hand side of the website. The Quick Links
login screen for myVermont will open. General

Notice of Potential Layoffs

Language Assistance Available

Unemployment

Ul System Issues and Updates
Establish an Initial Claim
Open a New Benefit Year

Employer Online Services

Quarterly Reporting

Submit a Fraud Report

2. Enter the email address connected to your myVermont account
and the Ul Claimant portal. Click on Next.

P
VERMONI

Log in to VT Department of

Labor Claimant Portal
Required Field (1)

Email Address:

The m,vn! (E. ant !onulis

til March 11th. Please

LoV
s before March 11th.

3. Enter the password for your myVermont account that was
previously set up. Click on Verify.

P
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myVermont will then send a code to the multi-factor Ak
authentication method that was chosen as part of the set-up
Verify with your password
process.



http://www.labor.vermont.gov/

4. Forthis example, we are using the phone authentication option.
Enter the code that was sent to your chosen MFA method. Click

on Verify.

You will then be directed to the Ul Claimant Portal to enter your
claim.

7~ VERMONT

DEPARTMENT OF LABOR

Py
VERMONT

A%

Set up phone

authentication
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Troubleshooting

The help page for myVermont can be found on the info.my.vermont.gov webpage or going directly to
https://info.my.vermont.gov/help-home. This page will provide links for common issues. Check below for step-by-
step instructions for some common problems that may arise.

e Activation Link Expired
1. Activation links sent by email will expire after 24 hours. To reactivate the link, click on the original
activation link in your email. The “Activation Link has expired” screen will appear. Click on Request
Activation email button.

Pe
VERMONT

Activation link has expired

‘ Request activation email .

Back to sign in

2. myVermont will send you an email with a new link to activate your account. Click on the Activate
Account button. The link can only be used once.

= VERMONT

To verify your email address and activate your account, please click the

following link:
‘ Activate account .

This link may be used only once.

This is an automatically generated message from State of Vermont. Replies are not
monitored or answered

3. Follow the steps to set up your myVermont account.
o Password Resets

1. Go to info.myvermont.gov. In the upper right-hand corner, click on Login.

2. Enter your email address and click on Next.

11
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3. On the Verify with your Password screen, under the Verify button, click on Forgot Password?

5.

Verify with your password

(@ artsyamys@gmail com

Password

On the Get a Verification Email screen, click on the Send me an Email button.

The system will need to verify your email. Open your email account (this would be your Gmail or other
email provider) and click on the link that was sent to your email.

<~ VERMONT

Password reset was requested for your
my.vermont.gov account

Hi Amy,

A password reset request was made for your my.vermont gov account. If
you did not make this request, please inform the appropriate contact which
you can find at our my. vermont.gov help page.

Click this link to reset the password for your email. arisyamys@gmail.com

‘ Resetpassword )

This link expires in 30 minutes.

Follow the steps to set up a new password. This will follow the same steps for creating a password

with myVermont in an earlier section.

12
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Unlock Account

If a password is entered incorrectly 3 times, you myVermont account will be locked for 30 minutes. If this
happens, an email which includes a link to unlock the account will be sent to the email address on file in
myVermont after 30 minutes. To unlock your account immediately:

1. Go to info.myvermont.gov and click on Login in the upper right-hand corner.

OR if you received a pop up alerting you to a locked account (see below), enter your email address
and click on Select (skip to step 4).

P
VERMONT

Unlock account?
Required Field (*)

2. Onthe login screen, click on Unlock account.

P
VERMONT

Login to get started

Required Field (*)

Email Address*

@ This field cannot be left blank

Don't have an account? Sign up

13



3. Enter your email address and click on Select.

4.

5.

6.

>

=
VERMONT

Unlock account?
Required Field ()

Email Address*

2

Back to sign in

Click on Send me an email.

PN
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Get a verification email

@ artsyamys@gmail com

Send a verification email by clicking on *Send

me an email

e —

Send me an email b
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Open your email account and open the email from myVermont (the email address will be myvt-

noreply@vermont.gov).

7~ VERMONT

Account unlock was requested for my.vermont.gov

account

Hi Amy,

An account unlock request was made for your my.vermont.gov account. If
you did not make this request, please inform the appropriate contact

which you can find at our my.vermont.gov help page.

Click this link to unlock the account for your email, artsyamys@gmail.com:

< - B

This link expires in 30 minutes.

Enter your password and click on Verify. If your account has been locked because you don’t

remember your password, click on Forgot password and follow the steps.

14
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Verify with your password

@ antsyamys@gmail.com

account with a security method

Password

Name Changes, Email and MFA Updates
1. Your name and email can be updated after you have logged into the system. Go to info.my.vermont.gov
and click on Login at the top right. After entering your email address and password you will be given
access to the myVermont system and redirected to info.my.vermont.gov.
2. Click onyour name in the upper right-hand corner.

VERMONT OFFICIAL STATE WEBSITE

Logout

myVermont

Single sign-on for access to
eritical Vermont
applications and services You are logged in. Click Update your
here to see your landing myVermont account
o myVermant Help page. (log in required).
Q, vDOL ®|
Dept. of Labor

VT Department of Labor -

I%' Claimant Portal
Q Filing of weekly claims for

@iln unemployment benefits.

Claimant Login

Q Login Help & VDOL

3. You will be directed to the myVermont user information page. Here you can edit your name, email
address, display language, password and remove an MFA option. Click on edit next to Personal
Information to edit your name and email address. To update your phone, password, or MFA option, click
on the button next to the item listed under Security Methods. Follow the steps to update your
information. Please note: If you remove all of your MFA options, you will be prompted to add a new

15
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MFA the next time you login to the Ul Claimant Portal.

[ Q searcnyourapes |

P
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If you still have questions that have not been answered above, try one of the following options:

e For additional help, refer to https://info.my.vermont.gov/help-vdol.

e Visit one of the Career Resource Centers across the state. Click on this link for a list
https://laborvermont.gov/workforce-development/job-centers.

e |fyou are unable to reset your password, unlock your account, change your name, or update your MFA
options or need additional help that isn’t listed here, please reach out to the Claims Center at 877-214-
3332 and choose the option for myVermont questions.

16
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Frequently Asked Questions

1.

Is it necessary to have a phone to set up a myVermont account?
Claimants can use one of three authentication methods. All three methods require the use of a phone to
receive an MFA code. A shared phone can be used, but the claimant must be able to access the phone

when filing their weekly claim to be able to receive the code, whether via text or voice call. Career Resource

Centers will have designated phones available by the computers at each site for claimants to use.

Claimants who file via IVR (Interactive Voice Response) can file without a myVermont account. In
what circumstances would they need to set up an account?

If a claimant filing via IVR is filing past the 10-week mark and has a work search requirement, it will be
necessary for them to create a myVermont account.

How will new claimants know to set up myVermont account?
All claimants will receive information in their claimant welcome packets and information from the CSR
when their account is set up on the phone.

Do | need to have an email account to access myVermont?

Yes. Each person filing a claim for unemployment must have their own email address. Shared email
addresses are not allowed. And the email address must match what is in the Ul Claimant Portal. This
information can be updated by following the directions in the Troubleshooting section.

Is it possible to change the language for the myVermont dashboard? And if so, what languages are
supported?

The login screen and account management page can support the following languages if your browser is
configured to use that language. The following languages are available:

e E{AZ (Simplified Chinese) o 2tz 0] (Korean)

o FEEh 3T (Traditional Chinese) e Malay

o Cestina (Czech) e Norsk Bokmaél (Norwegian)
e Dansk (Danish) e jezyk polski (Polish)

¢ Nederlands (Dutch) e Portugués (Brazilian Portuguese)
e English ¢ Romaéana (Romanian)

e Suomi (Finnish) e Pycckui (Russian)

e Francais (French) e Espafol (Spanish)

e Deutsch (German) e Svenska (Swedish)

e eMnvikd (Greek) e lug (Thai)

e Magyar (Hungarian) e Turkege (Turkish)

e Bahasalndonesia e ykpaiHcbka (Ukrainian)

e ltaliano (Italian) o Tiéng Viét (Vietnamese)

e HBZAEE (Japanese)
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