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Meanwhile, continuous threat and incident prevention (51%), AI/ML technologies (21%), and 
root cause analysis (11%) are the top priorities when evaluating EDR vendors.

What is your top priority when evaluating Endpoint 
Detection and Response (EDR) vendors?

Less than one-third of respondents (29%) say they have a comprehensive incident response 
plan in place currently.

Additionally, nearly one-third of respondents have not implemented a prevention-first 
security posture.

Have you implemented a prevention-
first security posture?

Organizations of all shapes and sizes are at risk of 
ransomware attacks.

Over one-third of respondents expect that the financial industry will be the most targeted by 
ransomware attacks in 2022.

Which industry do you think is most 
targeted by ransomware attacks in 2022? 

Ransomware is unfortunately the new normal for security leaders everywhere. It can lock 
out workstations, mobile devices, and networks with an unbreakable encryption key. 
Everyone is at risk, and impacts can be devastating for businesses of all sizes.

Respondents: 300 IT, engineering, and security leaders

Data collection: July 19 to September 1, 2022

Combating Ransomware

Key Insights

Gartner Peer Insights and BlackBerry surveyed 300 IT, engineering, and security leaders 
involved with cybersecurity purchasing decisions to understand how they view their current 
security posture, and their progress towards a prevention-first approach.

Organizations of all shapes and sizes are at risk of 
ransomware attacks

Cybersecurity leaders lack confidence in their current 
security postures

The majority of cybersecurity teams lack full visibility, 
monitoring, and comprehensive incident response plans– 
leaving them vulnerable to attack

Artificial intelligence (AI) is a key security component for 
security leaders seeking endpoint protection 

Government
Financial

15%
35%

Healthcare  

20%

Infrastructure 

23%

Manufacturing 

7%

Other 

1%

Over three-quarters of respondents think that ransomware tends to target organizations with 
2,000 to 10,000 employees.

What size of business do you think 
ransomware targets most?

Small & Medium 
(<2k employees) 

9%
Mid-Market 

(2k – 5k employees)

55%
Corporate 

(5k – 10k employees)

21%
Enterprise 

(>10k employees) 

16%

60% of cybersecurity leaders estimate that 26-75% of ransomware victims end up paying 
the ransom. 

 What percentage of ransomware victims do 
you estimate end up paying the ransom?

1-25%

36%

76-99%

2%

51-75%

15%

26-50%

45%

None

2%

0% 100%

Cybersecurity leaders lack confidence in their current 
security postures.

Only 9% of cybersecurity leaders are very confident with their current security defense 
against cyberattacks.

How confident are you with your current 
security defense against cyberattacks?

Very confident 
9%

Somewhat 
confident 

74%
Neutral 
14%

Somewhat 
insecure

3%
Very insecure

0%

Only 11% of respondents say they feel very prepared for a ransomware attack.

Where would you rank your organization’s 
preparedness for a ransomware attack?

Very prepared
11%

Somewhat prepared
70%

Neutral
16%

Unprepared, 
seeking solutions

3%

0% Unprepared, but not seeking solutions
0% Unsure

Yes No

32%68%

The majority of cybersecurity teams lack full visibility, 
monitoring, and comprehensive incident response plans – 
leaving them vulnerable to attack.
91% of cybersecurity leaders say they lack full visibility into all connected users, devices, 
data, and services. 

 Does your IT security team have visibility into all 
connected users, devices, data, and services?

We have visibility into the basic things

We have visibility into 
most things

We have visibility into 
everything except 
third-party data 

53%

32%

6%
We have visibility into everything including 
third-party data

9%

Unsure 

1%
0% We only have visibility into the devices
0% Other

Do you have a plan in place 
for incident response if an 

attack occurs?

Yes, but it is not 
comprehensive

64%
Yes, and it is 
comprehensive 

29%

No, and we will 
require a solution 

6%

1% Unsure

0% Other 

Additionally, 43% of respondents say their organization lacks 24x7 monitoring.

How are you currently managing 
your security posture?

Internal SOC team with 
some monitoring 

Outsourced SOC team 
with 24x7 monitoring 

Internal SOC team with 
24x7 monitoring

Outsourced SOC team 
with some monitoring

Mix of internal and 
outsourced SOC team 
with 24x7 monitoring

Mix of internal and 
outsourced SOC team 
with some monitoring

27%

23%

21%

13%

13%

3%

0% No, and we do not plan to 
implement one

AI is a key security component for security leaders seeking 
endpoint protection. 

Minimal performance impact on employees (31%), AI technology (21%), and centralized 
management (18%) are the top three priorities for cybersecurity leaders when evaluating 
EPP vendors.

 What is your top priority when evaluating 
Endpoint Protection Platform (EPP) vendors?

Driven by AI 
technology to prevent 

cyberattacks  

Centralized 
management

Offline and 
online 

protection 

Multi-
platform 
support 

21% 18% 11% 6%
Minimal 

performance impact 
on employees 

31%
Integrations 
with other 

cybersecurity 
tools 

5%

Vendor 
reputation

4%
Cost 
2%

Ease of 
implementation

1%
Other 
1%

Minimizes attack surface 
by containing threat at the 

endpoint

7%

Enables root cause 
analysis experience 

with deep insights

11%
Provides continuous 
threat and incident 
prevention

51%

Vendor reputation

4%

Ease of implementation

1%

Driven by AI and machine 
learning (ML)  
technologies 

21%

Integrations with other cybersecurity tools 

3%

Cost

2%0% Other

Respondent Breakdown

North America 66%

Region

APAC 15%

EMEA 19%

Company SizeTitle

1,001-5,000 
employees

Director

32%

10,001+ 
employees

5,001-10,000
employees

22%

VP

C-Suite
30%
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