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1.0

1.1

1.2

1.3.

INTRODUCTION

Unity 3.4.1.0 was submitted for 2002 Voting System Standards (2002 VSS) certification. The modifications
submitted were tested to the latest voting system standards, the 2005 Voluntary Voting System Guidelines (2005
VVSGQG), based on the requirements set forth in the EAC Testing and Certification Program Manual.

Testing Scope

This report presents the procedures followed and the results obtained during certification testing of the Election
Systems & Software (ES&S) Unity 3.4.1.0 Voting System. Previous versions of this system, Unity 3.2.1.0 and
Unity 3.4.0.0, were granted certification under EAC Certification Numbers ESSUnity3210 and ESSUnity3400.
Since that time, ES&S has incorporated modifications resulting in the release of Unity 3.4.1.0. The system
modifications include both hardware and software upgrades from the previously certified systems.

The Unity 3.4.1.0 system is a modification to the certified Unity 3.4.0.0 system, and Unity 3.4.0.0 is a
modification to the originally certified system, Unity 3.2.1.0. The purpose of this test campaign was to verify the
modifications submitted for the Unity 3.4.1.0 system meet the requirements of the 2005 VVSG. The system
changes submitted to the EAC in the Application for Certification include functional and hardware modifications
to the Election Management System, DS850, and DS200. Functional upgrades were implemented in this
modification and were not limited to, known field issue fixes, conformance with new RFIs released before
application submission, software and operating system upgrades to enhance usability, replacement of hardware
parts nearing end of life, and integration with the EVS suite to enhance usability and performance. These
modifications are presented in their entirety in Appendix A.

There were no proposed changes or modifications to the M100, M650, or the AutoMARK in this test campaign,
therefore no component level testing was included for this equipment. Based on the changes within the EMS, the
M100, M650, and AutoMARK were included in system integration testing. These components were included to
verify the entire system integrates properly and no issues were caused by the modifications to the EMS.

Objective

The objective of this system modification test program was to ensure that Unity 3.4.1.0 complied with the
hardware and software requirements of the EAC 2005 VVSG. The scope and detail of the requirements tested in
the certification were selected to correspond to the scope of the system detailed in the application submitted by
ES&S. An in-depth examination of the system further confirmed the applicable requirements selected for
compliance testing. This included the inspection and evaluation of system documentation and the execution of
functional tests to verify system performance and function under normal/abnormal conditions.

Test Report Overview

This test report consists of four main sections and appendices:

e 1.0 Introduction — Provides the architecture of the National Certification Test Report (hereafter referred to as
Test Report); a brief overview of the testing scope of the Test Report; and a list of documentation, customer
information, and references applicable to the voting system hardware, software, and this test report.
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1.0

1.3

14

1.5

INTRODUCTION (Continued)

Test Report Overview (Continued)

2.0 System Identification — Provides information about the equipment tested.

3.0 Certification Test Background — Contains information about the certification test process and a list of
terms and nomenclature pertinent to the Test Report and system tested.

4.0 Test Findings and Recommendation — Provides a summary of the results of the testing process.

Appendices — Information supporting reviews and testing of the voting system.

Customer

Election Systems & Software, LLC
11208 John Galt Boulevard
Omaha, NE 68137

References

The documents listed below were utilized to perform certification testing.

Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, “Voting
System Performance Guidelines,” and Volume II, Version 1.0, “National Certification Testing Guidelines,”
dated December 2005

Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date
January 1, 2007

Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0, effective date
July 2008

National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP
Procedures and General Requirements (NIST Handbook 150),” dated February 2006

National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, “Voting
System Testing (NIST Handbook 150-22),” dated May 2008

United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated October
2002

Wyle Laboratories’ Test Guidelines Documents: EMI-001A, “Wyle Laboratories’ Test Guidelines for
Performing Electromagnetic Interference (EMI) Testing,” and EMI-002A, “Test Procedure for Testing and
Documentation of Radiated and Conducted Emissions Performed on Commercial Products”

Wyle Laboratories’ Quality Assurance Program Manual, Revision 5

ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General Requirements”
ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment”

EAC Requests for Interpretation (listed on www.eac.gov)

EAC Notices of Clarification (listed on www.eac.gov)
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1.0

1.5

2.0

2.1

INTRODUCTION (Continued)
References (Continued)

e EAC Quality Monitoring Program residing on:
http://www.eac.gov/testing_and_certification/quality _monitoring_program.aspx

e EAC Guidance — Unity 3.2.1.0 Rev. 1 Certification Test Plan, dated August 26, 2011

e Wyle Laboratories’ “National Certification Test Report for the Certification Testing of the Election Systems
& Software Unity 3.4.0.0 Voting System Revision B”, Report Number T58722.01-01, dated October 31, 2012

e Wyle Laboratories’ “Hardware Compliance of the Election Systems & Software FL EVS 4.5.0.0 Voting
System DS200 Hardware Version 1.3”, Report Number T71013.01-01, dated September 18, 2013.

SYSTEM IDENTIFICATION AND OVERVIEW
System Overview

The ES&S Unity 3.4.1.0 Voting System is a paper-based, digital scan voting system. The Unity 3.4.1.0 Voting
System hardware consists of four major components:

1. Election Management System (EMS) — Software Upgrades and introduction of Texas Audit Log Printer

a. *Audit Manager
b. Election Data Manager
c. ES&S Ballot Image Manager
d. Hardware Programming Manager
e. Election Reporting Manager
f.  Log Monitor Service
g. *AutoMARK Information Management System
h. *Voter Assist Terminal (VAT) Previewer
2. Vote Tabulation Devices — Software and Hardware Upgrades
a. DS200
b. *M100

3. Polling Place American Disability Act (ADA) Devices — No Upgrades
a. *AutoMARK

4. Central Count Digital Scanners — Software Upgrades
a. DS850
b. *M650

* No upgrades submitted in Unity 3.4.1.0

WYLE LABORATORIES, INC.
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware
The following paragraphs describe the design and structure of the Unity 3.4.1.0 Voting System as taken from the
ES&S Technical Documentation.

Precinct Ballot Tabulator: DS200

The DS200 is a digital scan paper ballot tabulator designed for use at the polling place level. After the voter marks
a paper ballot, their ballot is inserted into the unit and immediately tabulated. The tabulator uses a high-resolution
image-scanning device to image the front and back of the ballot simultaneously. The resulting ballot images are
then processed by a proprietary mark recognition engine.

The system includes a 12-inch touch screen display providing voter feedback and poll worker messaging. Once a
ballot is tabulated and the system creates cast vote records, the ballot is dropped into an integrated ballot box. The
DS200 includes an internal thermal printer for the printing of the zero reports, log reports, and polling place totals
upon the official closing of the polls.

Photograph No. 1: DS200 (on plastic ballot box)
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

Photograph No. 2: DS200 (on metal ballot box)
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

Model 100

The Model 100 is a precinct-based, voter-activated paper ballot tabulator that uses Intelligent Mark Recognition
(IMR) visible light scanning technology to detect completed ballot targets. The Model 100 is designed to alert
voters of overvotes, undervotes and blank ballots. It accepts ballots inserted in any orientation. Once the ballot is
scanned by the Model 100, it is passed to the integrated ballot box.

Photograph 3: Model 100 (on metal ballot box)
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2.0

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

Electronic Ballot Marking Device: AutoMARK Voter Assist Terminal (VAT)

The electronic ballot marking device component is the ES&S AutoMARK Voter Assist Terminal (VAT). The
AutoMARK VAT assists voters with disabilities by marking optical scan ballots.

The AutoMARK VAT includes two user interfaces to accommodate voters who are visually or physically
impaired and voters who are more comfortable reading and/or hearing instructions or choices in an alternative
language. The AutoMARK is equipped with a touch screen and keypad. The touch screen interface includes
various colors and effects to prompt and guide the voter through the ballot marking process. Each key has both
Braille and printed text labels designed to indicate function and a related shape to help the voter determine its use.

Regardless whether the voter uses the touch screen or other audio interface, changes can be made throughout the
voting process by navigating back to the appropriate screen and selecting the change or altering selections at the
mandatory vote summary screen that closes the ballot marking session.

The A100 and A200 both operate the same and have the same features. The difference between the models is the

location of two printed circuit boards and related wiring harness and cables. In the A200, the Printer Engine
Board and Power Supply Board were moved from under the machine to the top.

Photograph No. 4: AutoMARK A200 VAT

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. 8 of 37
Test Report No. T71220.01-01

2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

Tabulator: DS850

The DS850 is a high-speed, digital scan central ballot counter. During scanning, the DS850 prints a continuous
audit log to a dedicated audit log printer and can print results directly from the scanner to a second connected
printer. The scanner saves results internally and to results collection media that officials can use to format and
print results from a PC running Election Reporting Manager. The DS850 has an optimum throughput rate of 300
ballots per minute and uses cameras and imaging algorithms to image the front and back of a ballot, evaluate the
results and sort ballots into discrete bins to maintain continuous scanning.

Photograph No. 5: DS850
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

Tabulator: Model 650

The Model 650 is a high-speed, optical scan central ballot counter. During scanning, the Model 650 prints a
continuous audit log to a dedicated printer and can print results directly from the scanner to another printer. The
M650 can transfer results to a Zip Disk that officials use to generate results using Election Reporting Manager.
The M650 is capable of sorting write-ins, blanks, overvotes and illegal ballots.

Photograph 6: Model 650
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.1 System Hardware (Continued)

EMS Client Server Configuration

Unity 3.4.1.0 Voting System Election Management System (EMS) was configured with a Server running
Windows Server 2008 R2 and a combination of a client laptop and a client desktop running Windows 7
Professional.

Photograph No. 7: EMS Server

Photograph No. 8: EMS Client Desktop
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2.0
2.1.2

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

System Software

The Unity 3.4.1.0 Election Management System is an application suite comprised of eight components: AutoMark
Information Management System, Audit Manager, Election Data Manager, ES&S Ballot Image Manager,
Hardware Programming Manager, Election Reporting Manager, Log Monitor Service, and VAT Previewer.

Audit Manager (AM)

The Audit Manager (AM) utility provides security and user tracking for Election Data Manager and ES&S Ballot
Image Manager. Audit Manager runs in the background of the other Unity programs and provides password
security and a Texas real-time audit log of all user inputs and system outputs. Election coders use Audit Manager
to set Unity system passwords and track user activity.

Election Data Manager (EDM)

The Election Data Manager (EDM) is the entry point for the Unity Election Management System. Election Data
Manager is a single-entry database that stores precinct, office, and candidate information. Data entered for an
initial election is stored to a re-useable database to be recalled and edited for all elections that follow. Election
Data Manager is used in conjunction with other Unity software to format and print ballots, program ballot
scanning equipment, and produce Election Day reports.

ES&S Ballot Image Manager (ESSIM)

The ES&S Ballot Image Manager (ESSIM) uses ballot style information created by Unity Election Data Manager
to display the ballots in a WYSIWIG design interface. Users can apply typographic formatting (font, size,
attributes, etc.) to individual components of the ballot. Text and graphic frames can also be added to the ballot.

Hardware Programming Manager (HPM)

The Hardware Programming Manager (HPM) uses the election specific database created with Election Data
Manager and ES&S Ballot Image Manager to program the appropriate media for ES&S tabulation devices.
Hardware Programming Manager converts the ballot layout data into the format required for each ES&S
tabulator. HPM then writes this data to the appropriate media required; a USB flash drive for the DS200 and
DS850, a PCMCIA card for the Model 100, a CF card for the AutoMark or a Zip disk for Model 650 tabulators.

Election Reporting Manager (ERM)

Election Reporting Manager (ERM) generates paper and electronic reports for election workers, candidates, and
the media. Jurisdictions can use a separate ERM installation to display updated election totals on a monitor as
ballot data is tabulated, and send results reports directly to media outlets. ERM supports accumulation and
combination of ballot results data from all ES&S tabulators. Precinct and accumulated totals reports provide a
means to accommodate candidate and media requests for totals and are available upon demand. High-speed
printers are configured as part of the system accumulation/reporting stations - PC and related software.

Log Monitor Service

The Log Monitor Service is a Windows Service that runs in the background of any active ES&S Election
Management software application to monitor the proper functioning of the Windows Event Viewer. The Log
Monitor Service closes any active ES&S software application if the system detects the improper deactivation of
the Windows Event Viewer.

WYLE LABORATORIES, INC.
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.1.2 System Software (Continued)

AutoMARK Information Management System (AIMS)

AIMS is a windows-based election management system software application used to define election parameters
for the VAT including functionality to import election definition files produced by the Unity EMS and create
VAT flash memory cards.

VAT Previewer

The VAT Previewer is an application within the AIMS program that allows the user to preview audio text and
screen layout prior to downloading election-day media for the AutoMARK.

(The remainder of this page intentionally left blank)
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2.1.3 System Operational Concept

The operational flow and low-level system interfaces for the ES&S Unity 3.4.1.0 Voting System are illustrated in
Figure 2-1.

Figure 2-1 System Overview Diagram
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.2 Software

This section defines the two types of software required for testing: software used for the testing of hardware,
software, security and system integration; and supporting software required for the test environment (operating
systems, compliers, assemblers, database managers, and any other supporting software). All COTS third-party
software was downloaded or retrieved by Wyle qualified personnel and the products verified as not modified were
built into the Unity 3.4.1.0 for the entire test campaign. Wyle believes these components to have proven
performance in other commercial applications. Both COTS and non-COTS software components are listed in this
section:

Table 2-1 Unity 3.4.1.0 EMS Software Platform Component Descriptions

Software Required For Testing Software Version
Audit Manager (AM) 7.5.2.0
Election Data Manager (EDM) 7.8.2.0
ES&S Ballot Image Manager (ESSIM) 7.7.2.0
Hardware Programming Manager 590.0
(HPM)

Election Reporting Manager (ERM) 7.9.0.0
Log Monitor Service 1.1.0.0
AIMS 1.3.257
VAT Previewer 1.3.2907

Table 2-2 Unity 3.4.1.0 EMS COTS Software Platform Component Descriptions

Software Required For Testing Description

Windows 7 Professional, with SP1 Original Disk

Windows Server 2008 R2, with SP2 Original Disk
RM/Cobol 12.06

Microsoft Office Excel 2007 or better Original Disk

Adobe Acrobat Standard 9.0 Original Disk

2.3 Hardware

The system submitted by ES&S for certification testing consisted of the following hardware and support
materials:

Table 2-3 Unity 3.4.1.0 Voting System EMS Description

. Version/ . . Serial
Equipment | Manufacturer Model Specifications Number
. . Intel Core 15 M580@ 2.67GHz
FMS Chent Dell Latttude 4.00 GB Installed RAM 2FD65Q!
ptop HD Capacity 250 GB

WYLE LABORATORIES, INC.
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2.0
2.3

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Hardware (Continued)

Table 2-3 Unity 3.4.1.0 Voting System Equipment Description (Continued)

. Version/ . . Serial
Equipment | Manufacturer Model Specifications Number
. . Intel Core 15-2520M @ 2.5GHz
FMS Client Dell Latitude 4.00 GB Installed RAM 399LIS1
ptop HD Capacity 320 GB
Intel Xeon CPU E3-1200 @ 3.10GHz (2
EMS Server Dell T110 processors), 8.0 GB Installed RAM BY6XHX1
HD Capacity 500 GB
. . Intel Pentium G2030 @ 3.00 GHz
El\gssligent Dell Oggfl’g‘x 2.0 GB Installed RAM SLOSFX1
p HD Capacity 250 GB
Table 2-4 Unity 3.4.1.0 Build Machine Description
. . Serial COTS/
Equipment | Manufacturer Version/Model Number | Non-COTS
Processor: Intel Duo Core E8400
. Dell OptiPlex Wolfdale
Build 1 760 Memory: 4x 1GB, 800 MHz Ram 6D7DIG1 COTS
Hard Drive Capacity: 80 GB
Processor: Intel Duo Core E8400
. Dell OptiPlex Wolfdale
Build 2 760 Memory: 4x 1GB, 800 MHz Ram 6DCKIGI COTS
Hard Drive Capacity: 80 GB
Processor: Intel X5650 2.66/6.4 12MB
. Dell Precision Xeon Westmere
Build 3 T3500 Memory: 1x 2GB, 1333 MHz Ram ISTMMNI COTS
Hard Drive Capacity: 160 GB
Processor: Intel X5650 2.66/6.4 12MB
. Dell Precision Xeon Westmere
Build 4 T3500 Memory: 1x 2GB, 1333 MHz Ram ISTNMNI COTS
Hard Drive Capacity: 160 GB
Table 2-5 Unity 3.4.1.0 Voting System Equipment
Equipment Description Serial Numbers
DS200 Version 1.2 Precinct Count Digital Scanner ES0108330180
DS200 Version 1.2 Precinct Count Digital Scanner DS0110340480
DS200 Version 1.2.3 Precinct Count Digital Scanner DS0113360186
DS200 Version 1.3 Precinct Count Digital Scanner DS0313400023
DS200 Version 1.3 Precinct Count Digital Scanner DS0313350007

WYLE LABORATORIES, INC.
Huntsville Facility




Page No. 16 of 37
Test Report No. T71220.01-01

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Hardware (Continued)

Table 2-5 Unity 3.4.1.0 Voting System Equipment (Continued)

DS200 Version 1.3 Precinct Count Digital Scanner DS0313350006
M100 Version 1.3 Precinct Count Digital Scanner 205071
AutoMARK Version 1.3.2907 Voting Assist Terminal (A200) AMO0206443671
DS850 Version 1.0 Central Count Digital Scanner DS8509420037
M650 Version 1.1 Central Count Digital Scanner 1102 7011
Ballot Box E076, E089, E099, T59087-
Plastic Ballot Box Box 2, T59087-Box 3, T59087-
Hardware v. 1.2,1.3
Box 5
E015, E017,
Har dwlzfélst ]138)(1 112 Metal Box with Diverter T59087 —Metal Box-12,
o T59087 — Metal Box-13

Test Tools/Materials

This section enumerates any and all test materials needed to perform voting system testing. The scope of testing
determines the quantity of a specific material required.

The following test materials were required to support the Unity 3.4.1.0 certification testing:

Table 2-6 Unity 3.4.1.0 Test Support Materials

Test Material Quantity Make Model
Ballot on Demand Printer 1 OKI Data C9650
8 %2” X 11” Paper in Speed Loading .
Box (2700 Sheets) 4 Dot Matrix 951027
ES&S Pens 20 BIC Grip Roller
Ethernet Switch 1 D-Link F321387016586
CF Card Reader 1 SanDisk 018-6305
1.0 GB
Transport Media . 2.0 GB
(USB Flash Drives) 40 Delkin 4.0 GB
8.0 GB
. 512 MB
10 SanDisk 1.0 GB
2.0 GB
Compact Flash
. 512MB
5 Toshiba 1.0 GB
2.0 GB
10 Delkin 1.0 GB
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2.0
2.5

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Deliverable Materials

Table 2-7 Unity 3.4.1.0 Deliverable Materials

Deliverable Material Version Description
AM 7.5.2.0 EMS
EDM 7.8.2.0 EMS
ESSIM 7.7.2.0 EMS
HPM 5.9.0.0 EMS
ERM 7.9.0.0 EMS
LogMonitor Service 1.1.0.0 EMS
AIMS 1.3.257 EMS
VAT Previewer 1.3.2907 EMS
DS200 Firmware 1.7.0.0; Hardware 1.2 Precinct ballot
scanner
DS200 Firmware 1.7.0.0; Hardware 1.2.3 Precinct ballot
scanner
DS200 Firmware 1.7.0.0; Hardware 1.3 Precinct ballot
scanner
Model 100 Firmware 5.4.4.5; Hardware 1.3 Optlcal scan
precinct scanner
AutoMARK Firmware 1.3.2907; Hardware 1.0, Voter Assist
1.1,and 1.3 Terminal
DS850 Firmware 2.9.0.0; Hardware 1.0 Central ballot
scanner
Model 650 Firmware 2.2.2.0; Hardware 1.1,1.2 Central ballot
scanner
Headphones Avid FV 60 Stereo headphones
OKI Printer B430dn Laser Report Printer
OKI Printer Microline 420 Dot Matrix Printer
OKI Printer Microline 520 Dot Matrix Printer
Voting System Overview Unity 3.4.1.0 4.0 TDP Document
ES&S DS200 System Operations Procedures 5.2 TDP Document
ES&S DS850 System Operations Procedures 4.2 TDP Document
ES&S AM System Operations Procedures 2.1 TDP Document
ES&S EDM System Operations Procedures 2.3 TDP Document
ES&S ERM System Operations Procedures 5.1 TDP Document
ES&S ESSIM System Operations Procedures 3.1 TDP Document
ES&S HPM System Operations Procedures 5.1 TDP Document
ES&S LogMonitor System Operations 21 TDP Document
Procedures
ES&S M100 System Operations Procedures 2.1 TDP Document
ES&S M650 System Operations Procedures 2.1 TDP Document
Voting System Sec;zl.tf/' gpemﬁcatlon Unity 1.0 TDP Document
Jurisdiction Security Practices Template 1.1 TDP Document
Hardening the EMS PC Guide 1.5 TDP Document
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2.0
2.6

Vendor Technical Data Package

The Technical Data Package (TDP) contains information about requirements, design, configuration management,
quality assurance, and system operations. The EAC 2005 VVSG requirements state that, at a minimum, the TDP
shall contain the following documentation: system configuration overview; system functionality description;
system hardware specifications; software design and specifications; system test and verification specifications;
system security specifications; user/system operations procedures; system maintenance procedures; personnel
deployment and training requirements; configuration management plan; quality assurance program; and system

change notes.

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Table 2-8 Unity 3.4.1.0 Voting System TDP

Unity 3.4.1.0 TDP Documents Version Doc # Document Code
Voting System Overview 4.0 01-01 U3410_C D 0100_SysOvr
System Functionality Description
System Functionality Description 1.1 02-01 U3410 C D 0200 SFD
System Functionality Description AutoMARK 10 02-02 AQS-13-5001-001-R
System Hardware Specification
System Hardware Specification — DS200 1.2 3.0 03-01 DS200HW M _SPC 0312 HWSpec
System Hardware Specification — DS200 1.3 3.0 03-01 DS200HW M_SPC 0313 HWSpec
System Hardware Specification — Model 650 3.0 03-02 M650HW M _SPC 0312 HWSpec
System Hardware Specification — Model 100 3.0 03-03 M100HW M SPC 0313 HWSpec
System Hardware Specification — DS850 1.0 03-04 DS850HW M_SPC 0310 HWSpec
System Hardware Specification — AutoMark 8.0 03-05 AQS-13-5000-001-F

Software Design and Specification

Software Design and Specification — 20 04-01 U3410 SDS00 AM
Audit Manager - —
Software Design and Specification — 20 04-02 U3410 SDS00 EDM
Election Data Manager - -
Software Design and Specification —
ES&S Ballot Image Manager 2.0 04-03 U3410_SDS00_ESSIM
Software Design and'Spemﬁcatlon - 30 04-04 U3410 SDS00 HPM
Hardware Programming Manager - -
Software Des1gp and Specification — 30 04-05 U3410 SDS00 ERM
Election Reporting Manager - -
Software Design and Specification — 20 04-06 U3410 SDS00 DS200
DS200 - -
Software Design and Specification —
Model 650 4.0 04-07 U3410 SDS00 M650
Software Design and Specification —
Model 100 1.0 04-08 U3410 SDS00 M100
Software Design and Specification - 3.0 04-09 U3410_SDS00_LogMonitor
LogMonitor Service - -
Software Design and Specification — 30 04-10 U3410 SDS00 DS850
DS850 — -
Software Design and Specification —
AutoMark 9.0 04-11 AQS-13-5001-004-S
File Specifications: BDF, BSC,
SDS Appendix --- 04-13 EDMXML, EL80, ESSCRYPT, ESSML,
IFC, LDF, M650 OUTPUT
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

2.6 Vendor Technical Data Package (Continued)

Table 2-8 Unity 3.4.1.0 Voting System TDP (Continued)

Unity 3.4.1.0 TDP Documents

| Version | Doc # |

Document Code

System Test/Verification Specification

Unity 3.4.1.0 System Test Plan 1.0 05-01 U3410 QA D 0500 SysTestPlan
System Test Cases - 10.142013 | 05-02 U3410_TC00_AM
Audit Manager - -
System Test Cases —

Election Data Manager 10.29.2013 05-03 U3410 TC00_EDM
System Test Cases —

ES&S Ballot Image Manager 10.29.2013 05-04 U3410 TC00 ESSIM
System Test Cases — 10292013 | 05-05 U3410_TC00_HPM
Hardware Programming Manager - -
System Test Cases - 1072013 |  05-06 U3410_TC00_ERM
Election Reporting Manager - -
System Test Cases —

DS200 10.25.2013 05-07 U3410 _TC00 DS200
System Test Cases —

Model 650 6.17.2013 05-08 U3410 TC00 _M650
System Test Cases —

Model 100 6.17.2013 05-09 U3410_TC00 _M100
System Test Cases —

DSR50 10.30.2013 05-10 U3410 TC00 _DS850
System Test Cases —

AutoMark 9.0 05-11 AQS-13-5030-000-F

System Security Specification

System Security Specification 1.0 06-01 U3410 SSS00
SS Appendix — .
Security Script Description 1.2 06-02 U3410_SSS02.01_SecScriptDesc
SSS Appendix — .
1.5 06-02 U3410_SSS02_ Hardening Procedures

System Hardening Procedures

Systems Operations Procedures

System Operations Procedures —

Audit Manager 2.1 07-01 U3410_SOP00_AM
Systepl Operations Procedures — 23 07-02 U3410 SOP0OO0 EDM
Election Data Manager - -
System Operations Procedures —

ES&S Ballot Image Manager 3.1 07-03 U3410_SOP00_ESSIM
System Operations P@cedures - 51 07-04 U3410 SOP00 HPM
Hardware Programming Manager - -
System Operations Procedures —

Election Reporting Manager >-1 07-05 U3410_SOPO0_ERM
System Operations Procedures — 59 07-06 U3410 SOP0O DS200
DS200 — —
System Operations Procedures —

Model 650 2.1 07-07 U3410_SOP00_M650
Systems Operations Procedures- 2.1 07-09 U3410_SOP00_LogMonitor

LogMonitor Service

WYLE LABORATORIES, INC.
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2.0

2.6

Vendor Technical Data Package (Continued)

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Table 2-8 Unity 3.4.1.0 Voting System TDP (Continued)

Unity 3.4.1.0 TDP Documents Version Doc # Document Code
Systems Operations Procedures-
Model 100 2.1 07-10 U3410_SOP00_M100
System Operations Procedures — 42 0711 U3410 SOP00 DS850
DS850 _ _
i}lfls\S[eSm Operations Procedures — 2.0 07-12 AQS-13-5011-200-R

System Maintenance Manuals

System Maintenance Manual —

DS200 32 08-01 U3410 SMMO00 DS200
System Maintenance Manual —

Model 650 2.1 08-02 U3410 SMMO00 Model 650
System Maintenance Manual —

Model 100 2.1 08-03 U3410 SMMO00 Model 100
Dysem Maintenance Manual = 2.1 08-04 U3410_SMMO00_DS850

Personnel Deployment

Personnel Deployment and Training Program |

1.0

09-01

| ESSSYS T D 0900 TrainingProgram

Configuration Management Plan

Configuration Management Program 2.0 10-1 ESSSYS CMP_P_1000_ESSCMProgra
m
ES&S Technical Documentation Program 3.0 10-2 ESSSYS DOC P 1000 TDProgram
QA Program
Manufacturing Quality Assurance Plan 1.0 11-01 ESSSYS_M_P_1000_MNFQualityAssur
ancePlan
Software Quality Assurance Program 1.0 11-02 ESSSYS_Q_P_0100_SoftwareQualityAs
surance Program

System Change Notes

Unity 3.4.1.0 System Change Notes |

4.0 |

12-01

| System Change Notes

Other VSTL Reports

ES&S Ballot Production Guide |

5.1 |

13-01

| U3410 ORPTO02 BallotProductionGuide

(The remainder of this page intentionally left blank)

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. 21 of 37
Test Report No. T71220.01-01

3.0

3.1

3.2

CERTIFICATION TEST BACKGROUND

Wyle Laboratories is an independent testing laboratory for systems and components under harsh environments,
including dynamic and climatic extremes as well as the testing of electronic voting systems. Wyle holds the
following accreditations:

e [S0O-9001:2000

e NVLAP Accredited ISO 17025:2005

e EAC Accredited VSTL, NIST 150,150-22

o A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03)
e FCC Approved Contractor Test Site (Part 15, 18, 68)

General Information about the Certification Test Process

All testing performed as part of this test effort was performed at the Wyle Labs Huntsville, AL facility.
Qualification/Certification testing was limited to the ES&S Unity 3.4.1.0 Voting System components previously
identified in this report.

All hardware used during testing for this test campaign was configured “as used” for voting. Each precinct
tabulator was placed on a ballot box and loaded with the proper firmware. The central count components were
loaded with the proper firmware. The AutoMARK ADA device was placed on the table with peripherals and
loaded with the proper firmware. The Unity 3.4.1.0 EMS suite was configured on COTS PCs. All media used
during testing was loaded from these PCs. All hardware used to build the applicable software and firmware for
this test campaign was configured by Wyle personnel.

Certification Testing Scope

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC 2005 VVSG
was analyzed to determine the applicable tests. The EAC 2005 VVSG Volume I Sections, along with the strategy
for evaluation, are described below:

e Section 2: Functional Requirements — The requirements in this section were tested during the FCA and
System Integration test utilizing the “Wyle Baseline Test Cases” along with test cases specially designed for
the ES&S Unity 3.4.1.0.

e Section 3: Usability and Accessibility — The requirements in this section were tested during the Usability
Test, FCA, and System Integration test utilizing a combination of the “Wyle Baseline Test Cases” and the
“Wyle Baseline Usability Test Cases.”

o Section 4: Hardware Requirements — The requirements in this section were tested during the FL EVS
4.5.0.0 test campaign with the exception of Electrical Supply and Maintainability. The FL. EVS 4.5.0.0 test
campaign tested the hardware modifications to the DS200. The FL EVS 4.5.0.0 Hardware Test Report
Number T71013.01-01 is presented in Appendix C as part of the approved Test Plan and request for reuse
during this testing campaign. The requirements in this section were tested by trained Wyle personnel per
sections 4.5 of this report.

e Section 5: Software Requirements — The requirements in this section were tested during source code
review, TDP review, and FCA. A combination of review and functional testing was performed to ensure these
requirements were met.

WYLE LABORATORIES, INC.
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CERTIFICATION TEST BACKGROUND (Continued)
Certification Testing Scope (Continued)

e Section 6: Telecommunication — The requirements in this section were not tested during this test campaign.

e Section 7: Security Requirements — The requirements in this section were tested during source code review,
FCA, System Integration, and Security Tests.

e Section 8: Quality Assurance (QA) Requirements — The QA requirements were spot checked and limited
to only the changes included within this modification. The following documents were utilized during the
limited review process:

o ESSSYS M P 1000MNFQualityAssurancePlan
o ESSSYS Q P 0100SoftwareQualityAssurance Program

e Section 9: Configuration Management (CM) Requirements — The CM requirements were spot checked
and limited to only the changes included within this modification. The following documents were utilized
during the limited review process:

o ESSSYS CMP_P 1000 ESSCMProgram
o ESSSYS DOC P 1000 TDPProgram

The ES&S Unity 3.4.1.0 Voting System is a paper- based precinct counting system. Therefore, all EAC 2005
VVSG requirements intended for DRE were excluded from this test campaign, as well as the following:

e Volume I Section 6 (Telecommunication Requirements)

o Volume I Section 7.5.2-7.5.4 (Telecommunications and Data Transmission)

e Volume I Section 7.6 (Use of Public Communication Networks)

e Volume I Section 7.7 (Wireless Communications)

e Volume I Section 7.9 (Voter Verifiable Paper Audit Trail Requirements)

The rationale for not evaluating the Unity 3.4.1.0 Voting System to the requirements contained in the indicated
sections of the EAC 2005 VVSG is described in Table 3-1.

Table 3-1 Not Applicable Requirements

Eﬁﬁég(;sszx:)(j Rationale for ‘Not Applicable’
6.750-75.4 These requ-irements are written for use on public networks. The ES&S Unity
T 3.4.1.0 Voting System does not use public networks.

This section pertains to “Voting systems that transmit data over public

7.6 telecommunications...” The ES&S Unity 3.4.1.0 Voting System as configured
for this certification does not permit transmission over public networks.

7.7 No wireless technology is present in ES&S Unity 3.4.1.0 Voting System.

7.9 The ES&S Unity 3.4.1.0 Voting System is a paper based system.

(The remainder of this page intentionally left blank)
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3.0

33

34

3.5

CERTIFICATION TEST BACKGROUND (Continued)
Wyle Quality Assurance

All work performed on this program was in accordance with Wyle Laboratories’ Quality Assurance Program and
Wyle Laboratories’ Quality Program Manual, which conforms to the applicable portions of International Standard
Organization (ISO) Guide 17025. The Wyle Laboratories, Huntsville Facility, Quality Management System is
registered in compliance with the ISO-9001:2008 International Quality Standard. Registration has been completed
by SAI Global, a Division of Canadian Standards Association (CSA).

Test Equipment and Instrumentation

All instrumentation, measuring, and test equipment used in the performance of this test program was calibrated in
accordance with Wyle Laboratories' Quality Assurance Program, which complies with the requirements of
ANSI/NCSL 2540-1, ISO 10012-1, and ISO/IEC 17025. Standards used in performing all calibrations are
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no
national standards exist, the standards are traceable to international standards, or the basis for calibration is
otherwise documented.

Terms and Abbreviations

Table 3-1 in this subsection defines all terms and abbreviations applicable to this Test Report.

Table 3-2 Terms and Abbreviations

Term Abbreviation Definition
Americans with Disabilities ADA ADA is a wide-ranging civil rights law that prohibits, under
Act of 1990 certain circumstances, discrimination based on disability.

A windows-based election management system software
application to define election parameters for the VAT,
AIMS including functionality to import election definition files
produced by the Unity EMS and creates VAT flash
memory cards.

AutoMARK Information
Management System

System software that provides security and user tracking for

Audit Manager AM Election Data Manager (EDM) and ES&S Ballot Image
Manager (ESSIM).
Configuration Management CM -—-
Commercial Off the Shelf COTS Commercial, readily available hardware or software.

An electronic voting system that utilizes electronic
components for the functions of ballot presentation, vote
capture, vote recording, and tabulation which are logically

Direct Record Electronic DRE and physically integrated into a single unit. A DRE
produces a tabulation of the voting data stored in a
removable memory component and in printed hardcopy.
Commission created per the Help America Vote Act of

United States Election EAC 2002, assigned the responsibility for setting voting system

Assistance Commission standards and providing for the voluntary testing and

certification of voting systems.
Election Data Manager EDM Unity EMS data entry component.
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3.0

3.5

CERTIFICATION TEST BACKGROUND (Continued)

Terms and Abbreviations (Continued)

Table 3-2 Terms and Abbreviations (Continued)

Term Abbreviation Definition
Election Manacement Within the Unity 3.4.1.0 System, the EMS is comprised of
Svs temg EMS eight components: AIMS, AM, EDM, HPM, ESSIM, ERM,
Y LogMonitor Service, and VAT Previewer.
Election Reporting A component of the EMS that is used for results gathering
ERM )
Manager and reporting.
ESSIM ESS Image A desktop publishing tool that allows users to design and
Manager print ES&S paper ballots.
Equipment Under Test EUT -
Functional Configuration FCA Verification of system functions and combination of
Audit functions cited in the manufacturer’s documentation.
Help America Vote Act HAVA Act created by United States Congress in 2002.
Hardware Programming An election package primarily used for converting election
HPM . . .
Manager files and creating and loading election parameters.
Intelligent Mark Visible light scanning technology to detect completed
i IMR
Recognition ballot targets.
Government organization created to promote U.S.
National Institute of innovation and .1ndustr1al competitiveness by adyancmg
NIST measurement science, standards, and technology in ways
Standards and Technology . . . ;
that enhances economic security and improves our quality
of life.
Personal Computer PC Computer component of the Unity 3.4.1.0 Voting System.
Review by accredited test laboratory to compare voting
Physical Configuration system components submitted for certification testing to the
. PCA , . . .
Audit manufacturer’s technical documentation, and confirmation
the documentation meets national certification requirements
Quality Assurance QA -—-
Manufacturer documentation related to the voting system
Technical Data Package TDP required to be submitted as a precondition of certification
testing.
Final build of source code performed by a trusted source
Trusted Build N and overseen by the manufacturer which is delivered to the
EAC designated repository; also referred to as a “Witness
Build”.
. . The electronic ballot marking device component is the
Voter Assist Terminal VAT ES&S AutoMARK.
Voting System Standards VSS Pul?llshed by the FEC, second iteration of national level
voting system standards.
Voluntary YOt}ng System EAC 2005 VVSG Put?hshed by the EAC, the third iteration of national level
Guidelines voting system standards.
Wyle Operating Procedure WOP Wyle Test Method or Test Procedure
WYSIWYG -—- Acronym for: What you see is what you get
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4.0

4.1

TEST FINDINGS AND RECOMMENDATIONS

The ES&S Unity 3.4.1.0 Voting System components, as identified in Section 2 of this report, were subjected to
the tests summarized in the following paragraphs in addition to the summary findings for each section. All hard
copy data generated by the performance of these tests is retained by Wyle as raw data.

Source Code Review

As part of testing activities, the ES&S Unity 3.4.1.0 Voting System received a 100% manual review on all
modified source code for the EMS, DS200, and DS850. The source code was reviewed to the EAC 2005 VVSG
coding standards and the manufacturer supplied coding standards. The manufacturer supplied coding standards
(ESSSYS D D 0100 Coding Standards) can be found within the vendor provided TDP. The review was
conducted per the guideline described in the following paragraph.

As the updated source code was received, a SHA256 hash value was created for each source code file. The source
code team then conducted a visual scan of every line of modified source code. This was done to identify any
violation of EAC 2005 VVSG coding standards or manufacturer supplied coding standards. The COTS tools
utilized by the source code group were Beyond Compare and Crimson Editor. Each identified violation was then
recorded by making notes of the standards violation along with directory name, file name, and line number.

Summary Findings: Other than the coding standards noted in the technical summary reports, no other
deficiencies or significant problems were found during the source code review. A technical summary report of all
identified standards violations was sent to ES&S for resolution. ES&S then corrected all standards violations and
re-submitted the source code for re-review. Notice of Anomaly No. 1, documenting these discrepancies, is found
in Appendix F of this report. During the source code review a total of 45 discrepancies were notated. Tables 4-1
and 4-2 below provide the discrepancies and count identified during the entire review process:

Table 4-1 Source Code Discrepancies by type

Units Called 24
No Parameter Validation 1

Non Enumerated Constant

Header File References

Over 6 Levels Of Indenting

Line Too Long 12

Unit Size Too Large

Header Revision History

In-Line Comments

Total: 45

(The remainder of this page intentionally left blank)
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued)

4.1

Source Code Review

Table 4-2 Source Code Review Breakdown

Source Code .C'o'mponent *Number of Reviews *.Number ?f
and Ultilities Discrepancies

DS200 7 5

DS850 5 19

EDM 2 0

ESSIM 3 1

HPM 4 12

ERM 3 8

LogMonitor 1 0

*The number of reviews include both initial submissions and subsequent reviews which may
include clean versions of code where no discrepancies were identified.

4.2 Trusted Build

A Trusted Build of the software was created using ES&S trusted build documents. The Trusted Build was
performed by completing the following tasks in the order listed:

Clear hard drive of existing data

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

Create disk image of the build environment

Load the compliant source code into the build environment

Create a disk image of the pre-build environment

Create a digital signature of the pre build environment

Build executable code

Create a disk image of the post-build environment

Create a digital signature of executable code

Build installation media

Create a digital signature of the installation media

Install executable code onto the system and validate the software/firmware

Deliver source code with digital signature, disk image of pre-build environment with digital signatures, disk
image of post-build environment with digital signatures, executable code with digital signatures, and
installation media to the EAC Repository.

The “Trusted Build” for the ES&S Unity 3.4.1.0 includes source code, data, and script files, in clear text form.
The build also includes COTS software on commercially available media, COTS software downloaded by the
VSTL, COTS software verified by SHA256 from the software supplier, and picture and sound files in binary
format provided by ES&S. The first step of the process was to clean the hard drives by writing data to every spot
on the hard drive, so the drive is cleared of existing data. The Microsoft Windows 7 Professional operating system
was then loaded and the applications from the VSTL reviewed source along with the VSTL verified COTS
software was built. The final step was installing the applications on the hardware.
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4.0

4.2

4.3

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Trusted Build (Continued)

Summary Findings

Wyle performed a Trusted Build for the EMS, DS200, and DS850 components of the ES&S Unity 3.4.1.0 on
January 15, 2014. ES&S Technical Representative for the Trusted Build was Dave Herrera. The products from the
Trusted Build shall be supplied to the EAC as part of the certification effort.

Technical Data Package (TDP) Review

The ES&S, Unity 3.4.1.0 Technical Data Package was reviewed to the 2005 VVSG. This review was performed
as part of the testing activities. The TDP review included only the documents that support the scope of
certification for this testing campaign.

The TDP contains information about requirements, design, configuration management, quality assurance, and
system operations. The EAC requirements state that, at a minimum, the TDP shall contain the following
documentation: system configuration overview; system functionality description; system hardware specifications;
software design and specifications; system test and verification specifications; system security specifications;
user/system operations procedures; system maintenance procedures; personnel deployment and training
requirements; configuration management plan; quality assurance program; and system change notes.

The TDP documents were reviewed for accuracy, completeness, and compliance to the VVSG. The TDP
documentation served as the basis for design and development of the functional tests.

Summary Findings

The review results were recorded in a worksheet that provided the pass/fail compliance to each applicable VVSG
requirement. There were 34 discrepancies reported to ES&S and internally tracked by Wyle as test exceptions
until verified that the applicable documents had been corrected. ES&S corrected nonconformance observations
and resubmitted the associated documents for review. This process continued until the TDP complied with TDP
Standards.

A summary of the TDP issues encountered is provided below:

e Some descriptive information included was inconsistent with descriptions in other TDP documents.

e Some documents included functionality that was not supported in the voting system.

e Some of the individual user guides included information which conflicted with the actual information
encountered when verified during the testing process.

All noted TDP issues were resolved prior to the conclusion of the review process. The Technical Data
Package Review Report that summarizes the 34 discrepancies noted is included in Appendix E of this
report. The Notice of Anomaly (NOA No. 2) documenting that TDP discrepancies were found is included
in Appendix F of this report.
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4.0

4.4

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Hardware Testing

Unity 3.4.1.0 is comprised of five proprietary pieces of hardware; DS200, M100, AutoMARK, DS850, and M650.
Based on no hardware changes to the M100, AutoMARK, DS850, and M650 these components were excluded
from hardware testing during this campaign. The DS200 hardware version 1.3 was introduced during this testing
campaign to the Unity system. Wyle performed hardware testing on the DS200 1.3 version as part of the FL EVS
4.5.0.0 campaign and the accepted tests are listed in table 4-2. Wyle performed Electrical Supply and
Maintainability hardware testing on the DS200 version 1.3 during the Unity 3.4.1.0 test campaign. Wyle
Laboratories determined the EMS computers that consist of COTS PCs and laptops are not subject to hardware
testing per the EAC 2005 VVSG. The provided PCs and laptops documented in Section 3 Materials Required For

Testing all contained CE, UL, and FCC labeling.

DS200 hardware 1.3 — Wyle Laboratories previously performed testing to the EAC 2005 VVSG during the state
testing campaign for FL EVS 4.5.0.0 (Wyle Test Report No. T71013.01-01). All hardware testing as noted in

table 4-2 was accepted for reuse based on the findings of the evaluation.

Table 4-2 Hardware Test Examination Results

Test/EAC 2005 VVSG Section

Procedure/Description

Unity 3.4.1.0 DS200 HW

Version 1.3
. - FCC Part 15 Class B for both radiated and Accept
Electromagnetic Radiation/4.1.2.9 conducted emissions EVS 4.5.0.0
MIL-STD-810D minimum temperature shall be - Accept
Low Temperature/4.1.2.14 4°F EVS 4.5.0.0
_r MIL-STD-810D, Method 514.3 physical shock Accept
Vibration/4.1.2.14 and vibration during handling and transport EVS 4.5.0.0
. . Accept
Lightning Surge/4.1.2.7 IEC 61000-4-5 (1995-02) EVS 4.5.0.0
. MIL-STD-810D, Method 501.2 maximum Accept
High Temperature/d.1.2.14 temperature shall be 140°F EVS 4.5.0.0
Bench Handlin MIL-STD-810D, Method 516.3 Procedure VI six Accept
& 4” drops on each edge totaling 24 drops EVS 4.5.0.0
. . Accept
Electrical Fast Transient/4.1.2.6 IEC 61000-4-4 (2004) EVS 4.5.0.0
o MIL-STD-810D, Method 501.2 ten 24 hour Accept
Humidity Test/4.1.2.14 humidity cycles EVS 4.5.0.0
Lo . IEC 61000-4-2 (1995-01) 15kV air discharge and Accept
Electrostatic Disruption/4.1.2.8 8KV contact discharge EVS 4.5.0.0
Electromaenetic IEC 61000-4-3 (2006) electromagnetic field of Accept
Susceptibilit {7’4 1.2.10 10V/m modulated by a 1kHZ, 80% AM EVS 4 sp 0.0
P yia-t.s. modulation at S0MHz to 1000MHz frequency T
. IEC 61000-4-6 (1996-04) conducted radio Accept
Conducted RF Immunity/4.1.2.11 frequency energy EVS 4.5.0.0
R . IEC 61000-4-8 (1993-06) AC magnetic fields of Accept
Magnetic Fields Immunity/4.1.2.12 30 A/m at 60Hz EVS 4.5.0.0
Electrical Power . Accept
Disturbance/d.1.2.5 IEC 61000-4-11 (1994-06) power surges and dips EVS 4.5.0.0
Temperature/Power MIL-STD-810D, Method 502.2 and Method 501.2 Accept
Variation/4.1.2.13 163 hours at 50°F to  95°F EVS 4.5.0.0
. Accept
Safety/4.3.8 UL 60950-1 product safety review EVS 4.5.0.0
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4.0

4.4.1

4.4.2

4.5

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Electrical Supply Testing

Electrical Supply Testing was performed in accordance with Section 4.1.2.4 of Volume I of the VVSG. This test
was performed to ensure that the DS200 will continue to provide the capability for any voter who is voting at the
time of a failure of the main power supply external to the voting system to complete the casting of a ballot.
Additionally, it is required that the voting system perform a successful shutdown without loss or degradation of
the voting and audit data, and allow voters to resume voting once the voting system has reverted to back-up
power.

To perform the test, the EUT was configured as for normal operation. The EUT was then operated as designed for
fifteen minutes prior to the removal of the AC input power. Once AC power was interrupted, the DS200 was
continuously operated for a minimum period of two hours until backup power was exhausted. Following the
exhaustion of backup power, the AC power was restored and the system was operated for an additional fifteen
minutes.

Summary Findings

The DS200 successfully completed the requirements of the Electrical Supply Test.
Maintainability

Maintainability Testing was performed in accordance with Section 4.7.2 of Volume II of the VVSG. This test was
performed to evaluate the ease with which preventive and corrective maintenance actions can be performed based
on the design characteristics of equipment and software and the processes the vendor and election officials have in
place for preventing failures and for reacting to failures. It includes the ability of equipment and software to self-
diagnose problems and make non-technical election workers aware of a problem and addresses all scheduled and
unscheduled events which are performed to determine operational status and make component adjustments or
repairs. The DS200 was evaluated with the appropriate vendor documentation, and maintainability was
determined based on the presence of specific physical attributes that aid system maintenance activities, and the
ease with which system maintenance tasks were able to be performed.

Summary Findings

The DS200 successfully completed the requirements of the Maintainability Test.

System Level Testing

System Level Testing was performed to evaluate the integrated operation of the voting system hardware and
software. The suite of tests that comprise the System level Testing includes: Volume Test, System Integration
Test, Security Test, Usability and Accessibility Tests, Data Accuracy, as well as the Physical and Functional
Configuration Audits.

(The remainder of this page intentionally left blank)
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4.0

4.5.1

4.5.2

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Volume Test

The DS200 hardware versions 1.2.3 and 1.3 were subjected to a Volume Test in order to verify the Unity 3.4.1.0
hardware and software modifications did not affect the units’ ballot processing capabilities. The DS200 hardware
version 1.2 was not included in the test because this version was previously certified during the Unity 3.4.0.0 test
campaign.

The test parameters developed by Wyle were intended to investigate the tabulators’ ability to process more than
the average number of expected ballots and voters per precinct, and verify the tabulators’ capacity to store and
report the results data. The parameters of the Volume Test were dependent upon the maximum number of active
voting positions and the maximum number of ballot styles that the TDP claims the system can support. The
election used for the Volume Test was provided by ES&S. Wyle reviewed the election settings and data
parameters, and confirmed the election was sufficient to produce the data needed to confirm the unit’s ballot
processing capabilities.

Summary Findings

At the conclusion of voting the election, the DS200 units successfully exercised 686 precincts and 776 ballot
styles to investigate the system’s response to conditions that tend to overload the system’s capacity to process,
store, and report data.

ES&S provided 4,656 professional ballots on 14-inch card stock for 686 precincts. The ballots were pre-marked
in a matrix pattern and divided into 16 test decks. All test decks were scanned on each DS200, and the expected
results from each were verified as accurate via the printed tape results and ERM imported results reports.

System Integration Test

System Integration Testing was performed to test all system hardware, software, and peripherals. System
Integration Testing focused on the complete system including all proprietary software, proprietary hardware,
proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as described in the
ES&S-submitted TDP for the Unity 3.4.1.0 Voting System. To perform the System Integration Testing, Wyle
developed specific procedures and test cases designed to test the system as a whole. These procedures
demonstrated compliance of the Unity 3.4.1.0 Voting System to Sections 2, 3, 4, 5, and 6 of Volume I of the
VVSG.

In order to further verify compatibility between the system in scope, ballots were presented across the system and
all results verified against the expected results matrix. The created test deck for system integration included hand
marked ballots, AutoMARK generated ballots, and folded ballots. The generated test deck was then utilized for
system integration testing on the DS200, DS850, M100, and M650 with all expected results verified within ERM

The six election definitions exercised during the System Integration Testing are listed below:
*+  PRIM-01

+  PRIM-02
+ PRIM-03
*+  GEN-01
*  GEN-02
*+  GEN-03

Summary Findings: Through System Integration Testing, it was demonstrated that the system performed as
documented with all components performing their intended functions. No anomalies were noted during testing.
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4.0

4.5.3

4.54

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Security

Unity 3.4.1.0 was subjected to Security Testing in accordance with the requirements of Section 7.0 of Volume I
and Section 6.4 of Volume II of the EAC 2005 VVSG. The purpose of the Security Test was to verify that the
modifications to the Unity 3.4.1.0 did not compromise the security of the DS200 or the ballot box. The focus of
security testing was on the DS200 Hardware Version 1.3 and the remaining components were unmodified from
there previously certified versions. Based on no modifications to the remainder of the system all security testing
was reutilized and accepted for the current test campaign.

The DS200 Hardware Version 1.3 underwent physical security testing in which all tie straps, seals, and locks
were tested and verified. The ES&S TDP was utilized during this portion of testing to ensure the proper
placement was identified within the documentation and the placement ensured the security of the component. This
analysis was based on the physical modifications to the DS200 included within this test campaign.

Summary Findings: The security tie straps, tamper evident seals, locks, and their documented installation were
analyzed and found to be adequate. Wyle has determined the Unity 3.4.1.0 Voting System to be compliant with
the security requirements of the EAC 2005 VVSG.

Usability and Accessibility

The Unity 3.4.1.0 Voting System was subjected to Usability and Accessibility Tests in accordance with Volume I,
Section 3 of the EAC 2005 VVSG. The purpose of this testing was to assess the modified DS200 conforms to the
usability and accessibility requirements in the EAC 2005 VVSG. Conformance to these requirements should
result in quality interaction between the voter and the voting system and the effectiveness with which the system
provides a comfortable and efficient voting session that provides confidence to the voter that their votes are cast
correctly.

The Usability and Accessibility requirements set forth by the VVSG and the Help America Vote Act (HAVA)
ensure that all eligible voters are provided the ability to vote without discrimination regardless of any disabilities.
As stated in the VVSG, to meet the requirements of the Usability and Accessibility Test, the voting system shall:

conform to the specified usability requirements of Volume I, Section 3.1; provide the capabilities required by
Volume I, Section 3.2; and operate consistently with vendor specifications and documentation.

Summary Findings

The DS200 successfully completed the requirements of the Usability and Accessibility Test.

(The remainder of this page intentionally left blank)
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued)
4.5.5 Accuracy Test
Per the VVSG Vol. II Section 4.7.1.1, “As indicated in Volume I, Section 4, data accuracy is defined in terms of
ballot position error rate.” This rate applies to the voting functions and supporting equipment that capture, record,
store, consolidate, and report the selections (or absence thereof) made by the voter for each ballot position. To
meet the requirements of this test, the voting system must be subjected to the casting of a large number of ballots
to verify vote recording accuracy, i.e. at least 1,549,703 ballot positions correctly read and recorded. Wyle
determined the DS200 (versions 1.2, 1.2.3, 1.3) and the DS850 required an accuracy test based on the software
changes made to each of the components. No software changes were required or included within the scope of this
test campaign for the M 100, AutoMARK, and M650 and these components were excluded from accuracy testing.
The tables below summarize the accuracy test breakdown for the DS200 and the DS850.
Tables 4-3 and 4-4 show the breakdown of the ballots processed during the Accuracy Test.
Table 4-3 Unity 3.4.1.0 DS200 Accuracy Test
No. No. of
Ballot No. of Vendor No. N(.)..Ballot No. 2 f times Total Ballot
. Hand Positions per | Machines o
size Ballots Pre- . Voted per Positions
. Marked Ballot in Test .
printed machine
11 inch 100 30 70 210 4 4 336,000
14 inch 100 30 70 282 4 3 338,400
17 inch 100 30 70 354 4 3 424,800
19 inch 100 30 70 402 4 3 482,400
Total 400 120 280 N/A 4 N/A 1,581,600
Table 4-4 Unity 3.4.1.0 DS850 Accuracy Test
No. No. of
Ballot No. of Vendor No. N(.)..Ballot No. 0 f times Total Ballot
. Hand Positions per | Machines .
size Ballots Pre- . Voted per Positions
. Marked Ballot in Test .
printed machine
11 inch 100 30 70 210 1 13 273,000
14 inch 100 30 70 282 1 13 366,,600
17 inch 100 30 70 354 1 13 460,200
19 inch 100 30 70 402 1 12 482,400
Total 400 120 280 N/A 1 N/A 1,582,200

Summary Findings: The DS200 and DS850 successfully met the requirements of the Data Accuracy Test by
scanning and processing a minimum of 1,549,703 ballot positions. Wyle also imported the results successfully to

the EMS. No anomalies were noted during the performance of the Accuracy test.
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4.0

4.5.6

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Physical Configuration Audit (PCA)

A Physical Configuration Audit (PCA) of the Unity 3.4.1.0 Voting System was performed in accordance with
Section 6.6 of Volume II of the VVSG. The PCA compares the voting system components submitted for
certification with the vendor’s technical documentation and confirms that the documentation submitted meets the
requirements of the Guidelines. The PCA included the following activities:

e Establishing a configuration baseline of software and hardware to be tested; confirm whether
manufacturer’s documentation is sufficient for the user to install, validate, operate, and maintain the
voting system,

e Verifying software conforms to the manufacturer’s specifications; inspect all records of manufacturer’s
release control system; if changes have been made to the baseline version, verify manufacturer’s
engineering and test data are for the software version submitted for certification,

e Reviewing drawings, specifications, technical data, and test data associated with system hardware, and to
establish system baseline,

e Reviewing manufacturer’s documents of user acceptance test procedures and data against system’s
functional specifications; resolve any discrepancy or inadequacy in manufacturer’s plan or data prior to
beginning system integration functional and performance tests,

e Subsequent changes to baseline software configuration made during testing, as well as system hardware
changes that may produce a change in software operation are subject to re-examination
The PCA performed on Unity 3.4.1.0 consisted of inspecting the following:

e DS200 Hardware Revision 1.2.
e DS200 Hardware Revision 1.2.3
e DS200 Hardware Revision 1.3
e DS850 Hardware Revision 1.0

The PCA performed on the Unity 3.4.1.0 Voting System consisted of inspecting the DS200 scanner and DS850
central count, firmware/software, and the TDP used in the Unity 3.4.1.0 Voting System.

Summary Findings

A PCA was performed to baseline the system’s hardware and software components that were used during the test
campaign. No discrepancies were noted during the PCA.

(The remainder of this page intentionally left blank)
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4.0

4.5.7

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Functional Configuration Audit (FCA)

The functional configuration audit encompassed an examination of manufacturer’s testing, and additional testing
by the VSTL, to verify that the system hardware and software under scope for the test campaign performed all
functions described in the manufacturer’s documentation submitted as part of the TDP. In addition to functioning
according to the manufacturer’s documentation, tests were conducted to ensure the system hardware and software
met all applicable EAC 2005 VVSG requirements. The FCA for the Unity 3.4.1.0 campaign included the EMS,
DS200, DS850, and the Texas real time audit log printer.

A Functional Configuration Audit (FCA) of the ES&S Unity 3.4.1.0 was performed in accordance with Section
6.7 of Volume II of the VVSG. The purpose of the FCA was to verify that the Unity 3.4.1.0 system under scope
performed as documented in the ES&S-supplied technical documentation during pre-voting, voting, and post-
voting activities and validated that the Unity 3.4.1.0 meets the requirements of the EAC 2005 VVSG. To perform
the FCA, the Unity 3.4.1.0 was subjected to a series of tests to simulate pre-voting, voting, and post-voting
activities. These tests were performed to ensure compatibility of voting machine functions at the precinct level
using the referenced firmware. During the FCA, both normal and abnormal data was input into the system to
attempt to introduce errors and test for error recovery. The activities simulated were:

»  Verification of hardware status via diagnostic reports prior to election

*  Performing procedures required to prepare hardware for election operations

* Obtaining ‘zero’ machine report printouts on all contest fields

*  Performing procedures to open the polling place and enable ballot counting

» Casting of ballots to demonstrate proper processing, error handling, and generation of audit data

*  Performing hardware operations required to disable ballot counting and closing the polls

»  Obtaining machine reports and verifying correctness

* Obtaining machine-generated audit logs and verifying correctness

*  Verification of the Texas real time audit log printer both enabled and disabled

The FCA was divided into three phases: pre-voting, voting, and post-voting. The three phases are described in
greater detail in the following paragraphs:

1. Pre-Voting

Pre-Voting encompassed all activities performed to the point of loading the election data on a transport
media. These activities included verifying roles, user administration, database administration, defining the
political subdivisions, defining election types, defining voting variations, defining the ballot contents,
audio ballot definition, election definition loading, auditing election creation process, producing pre-
election reports, adding to existing elections, updating existing elections, modifying ballot styles,
verifying alternative language translations, and loading an election on precinct count devices.
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued)

4.5.7 Functional Configuration Audit (FCA) (Continued)

2.

Voting

Voting encompassed all activities performed by poll workers, voters, and warehouse maintenance
technicians after an election had been loaded, through the processing of special votes such as absentee
and provisional ballots. These activities included pre-election logic testing, diagnostic tests, opening the
polls, activating ballots, voting and casting both normal and audio ballots, utilizing the usability and
accessibility aspects of the accessible voting station, closing the polls, printing machine reports,
performing post-election maintenance tasks, and executing special voting sessions such as the processing
of absentee and provisional ballots.

Post-Voting

Post-Voting encompassed all activities performed from verification of machine reports to the EMS post-
election activities. These activities included verifying election results, tabulation of results, consolidating
voted data, Transport Media (TM) maintenance & cleaning, Transport Media logs, concluding an
election, backing up results, retaining election data for 22 months, deleting elections, and auditing voting
machine log.

Summary Findings: A Functional Configuration Audit was performed on the EMS, DS200, and DS850 to
ensure it functions and operates as described with the system’s technical documentation. All discrepancies notated
during the FCA are included within Notice of Anomaly No.3 and further detail is located within Appendix F of
this report for further detail. All discrepancies noted were corrected and retested to validate the fix prior to the
conclusion of the test campaign.

(The remainder of this page intentionally left blank)
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4.0

4.6

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Anomalies and Resolutions

There were a total of three Notices of Anomaly issued throughout the test campaign upon occurrence of a verified
failure, an unexpected test result, or any significant unsatisfactory condition. All anomalies and discrepancies
encountered during testing were re-tested and verified as resolved prior to completion of the testing campaign.
The Notices of Anomaly generated during testing are presented in their entirety in Appendix F and are
summarized below along with their resolution.

Notice of Anomaly No. 1: Source Code Review

Review of the submitted source code modules comprising the ES&S Unity 3.4.1.0 Voting System revealed
deviations from the standard as well as issues with the commenting. These anomalies are documented in detail in
the Wyle-generated review reports on file as raw data. Upon completion of the review for each source code
submission, a technical summary report of all identified standards violations was sent to ES&S for resolution.
ES&S then corrected the reported violations and re-submitted the source code for re-review. This process was
repeated as many times as necessary until all identified standards violations were corrected.

Resolution to Anomaly No. 1:

Upon completion of the review for each source code submission, a technical summary report of all identified
standards violations was sent to ES&S for resolution. ES&S then corrected the reported discrepancies and re-
submitted the source code for re-review. All discrepancies were resolved by ES&S before the conclusion of the
test campaign.

Notice of Anomaly No. 2: Technical Data Package (TDP) Review

Review of the submitted documentation revealed discrepancies between the TDP and the EAC 2005 VVSG
requirements. Functional testing also identified text in the TDP that conflicted with the actual operation of the
system. Each noted discrepancy was documented in detail in the Wyle-generated TDP review reports on file as
raw data. The review results were recorded in a worksheet that provided the pass/fail compliance to each
applicable EAC 2005 VVSG requirement. ES&S corrected each nonconformance observation and resubmitted the
associated documents for review. This process continued until the TDP complied with all applicable
requirements.

Resolution to Anomaly No. 2:

Unity 3.4.1.0 is a Modification of a previously certified system. As such the TDP was only reviewed where
modified or where impacted by system modification. ES&S corrected each nonconformance observation and
resubmitted the associated documents for review. This process continued until the TDP complied with all
applicable requirements.

(The remainder of this page intentionally left blank)

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. 37 of 37
Test Report No. T71220.01-01

4.0

4.6

4.7

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Anomalies and Resolutions

Notice of Anomaly No. 3: Functional Configuration Audit (FCA)

During the FCA, two discrepancies were identified and included within this NOA. The following discrepancies
were documented:

1. When creating a new election and selecting the function to Merge Parts from Existing Election, process
freezes and dialogue box remains visible until hard system reboot

Resolution to Anomaly No. 3 Item 1:

ES&S acknowledged the discrepancy and resolved the issue in a subsequent version of the software.
2. Received “Invalid Split Code” error on 3 ballots during System Integration test for M650.

Resolution to Anomaly No. 3 Item 2:

Per the recovery procedure documented in the Technical Data Package, the ballot(s) in questions should be
re-created if necessary. Wyle re-created the ballots, and they were accepted by the M650. The discrepancy was
logged under FCA due to a functional testing issue versus an actual issue with System Integration based on the
M650 was only included for System Integration testing.

Recommendation for Certification

Wyle performed conformance/specification testing on the modifications to Unity 3.4.1.0 Voting System to the
EAC 2005 VVSG (Version 1.0). During the test campaign, all data from pre-testing, hardware testing, software
testing, functional testing, security testing, volume testing, stress testing, usability testing, accessibility testing,
and regression testing activities was combined to ensure all VVSG requirements that are supported by the
modified Unity 3.4.1.0 Voting System had been tested. Wyle also used discretion as granted by the VVSG to
design and exercise FCA Test Cases, perform source code reviews, and perform Security Tests.

Wyle performed conformance testing on all modifications submitted for the ES&S Unity 3.4.1.0 Voting System.
Wyle only tested the modifications to the Unity 3.4.1.0 to the EAC 2005 VVSG. The modifications and additions
met the requirements of the EAC 2005 VVSG and the manufacturer’s technical documentation. As such, Wyle
recommends the EAC grant the ES&S Unity 3.4.1.0 Voting System certification to the EAC 2002 VSS.

This report is valid only for the equipment identified in Section 2 of this report. Any changes, revisions, or
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the modified
system requires a new application, or can be submitted as a modified system. The scope of testing required was
determined based upon the degree of modification.

Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005 VVSG
that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in an
election within their jurisdiction.
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Item Module Version Modification
Number Affected Number
Implement new motherboard and new scanner board as
! DS200 Hardware v1.3 P previous boards are going end-of-life (EOL).
) DS200 Hardware v1.3 Transport component update. to enhance ballot handling and
manufacturing tolerances.
3 DS200 Hardware v1.3 Replace CFL backlight with IIIFES backlight due to EOL (end of
Usability and compatibility enhancements to battery
4 DS200 Hardware v1.3 | compartment access, ballot box replacement rails, power/close
compartment switch, and equipment labeling.
ES&S Ballot Chinese characters to eliminate truncation of specific
5 7.7.2.0
Image Manager characters.
Audit Manager
7.5.2.0,
Election Data
Manager
7.8.2.0, ES&S
Ballot Image
Manager
7.7.2.0,
AutoMARK
Management
Information Implement Windows 7 Operating System platform to the Unity
6 EMS 4
System software suite.
1.3.257,
Hardware
Programming
Manager
5.9.0.0,
Election
Reporting
Manager
7.9.0.0, Log
Monitor 1.1.0.0
7 ES&S Ballot 7.7.2.0 Upgrade to Adobe version 11.

Image Manager
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Item Module Version Modification
Number Affected Number
DS200
Firmware
1.7.0.0;
Hardware 1.2,
2 DS200 & 1.2.3,1.3 Implement method to validate hash values with Trusted Build
DS850 to conform to RFI 2012-04.
DS850
Firmware
2.9.0.0;
Hardware 1.0
9 System-wide N/A TDP update for Configuration Management to conform to RFI
2012-03.
Hardware
Hardware Programming
Programming Manager
Manager & 5.9.0.0 & . . .
10 Election Election Audit Log timestamp updates to conform with RFI 2013-03.
Reporting Reporting
Manager Manager
7.9.0.0
Hardwar§ Software update — merging all tabulator results within an
11 Programming 5.9.0.0 .
election.
Manager
Hardware 5.9.0.0 Hardware Programming Manager update to search for 71
12 Programming contests in base record versus 73.
Manager
Firmware Overvote/write-in sorting updated to allow all overvote write-
13 DS850 2.9.0.0; ins to be treated as overvotes.
Hardware 1.0
Firmware
2.9.0.0;
DS850 & Hardware 1.0 Ilinois & Hawaii overvote addition to require over voted
Hardware .
14 . contest to record single overvote versus total number of votes
Programming Hardware Ny .
. lost to overvote. This will be a recognition of State code flag.
Manager Programming
Manager
5.9.0.0
Firmware
2.9.0.0;
DS850 & Hardware 1.0 Addition of statistical counter to DS850 reports to allow for
Hardware . . . . L
15 . ballot total shown in conjunction with statistical count of each
Programming Hardware
. type.
Manager Programming
Manager
5.9.0.0
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Item

Module

Version

Number Affected Number Modification
Election 7.9.0.0 Enhancement to ERM update with multiple office groups
16 Reporting associated with contest and entry of manual results to require
Manager undervotes and overvotes.
Firmware Enhancement to differentiate audible warning for cast ballot
1.7.0.0; versus error or exception; repeat key to work in all keyboard
17 DS200 “ »
Hardware 1.2, menu screens, replaced word “error” in query screens.
123,13
18 ES&S Ballot 7.7.2.0 Update of scaling to increase size of ballot display in Windows
Image Manager 7
Election Data Election Data
Manager & Manager Known Field Issues —
ES&S Ballot 7.8.2.0 1. Local/split office relations updated in Import Wizard
19 Image Manager 2. Selection of election precincts from County Master
ES&S Ballot versus importing into election
Image Manager 3. Flow candidates placement for following contest
7.7.2.0
20 Election Data 7.8.2.0 EDM combine splits updated to allow for grouping splits only
Manager and rotation to be used in conjunction.
Election 7.9.0.0 Texas mode enhancement for continuous audit printer while
21 Reporting dedicated to application only and unable to get to operating
Manager system.
F1rrnwa1.re Integration of on-screen ballot counts to the DS850 from the
22 DS850 2.9.0.0; :
EVS suite.
Hardware 1.0
73 DS850 F;rrgngvgl‘re Integration of exception handling to the DS850 from the EV'S
o suite to improve handling of various exception conditions.
Hardware 1.0
Firmware Integration of fixes for Unclear marks as blank ballot and MCP
24 DS850 2.9.0.0; o :
fix updated within EVS suite.
Hardware 1.0
N/A Routine task updates for every release. For example: TDP
25 System-wide updates, hardening scripts, source code file listings, and change
notes.
DS850
Firmware
2.9.0.0; . . . .
DS850 & Hardware 1.0 Integration of advanced sorting from the EVS suite to include
26 Election ’ middle bin adjustment from write-in only in addition to middle
Reporting . bin handling processed or not processed; Invalid ID sort
Election ..
Manager . condition added.
Reporting
Manager
7.9.0.0
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Item Module Version Modificati
Number Affected Number odification
Firmware Integration of Limited Functionality Mode from EVS suite to
27 DS850 2.9.0.0; allow for reduced user interface upon a major failure versus
Hardware 1.0 forced user shutdown.
Firmware Integration of the Audit Log enable configuration from the EVS
28 DS850 2.9.0.0; suite to allow DS850 to continue scanning if continuous log
Hardware 1.0 printer is disabled.
Flrmwar'e Integration of CVR backup from the EVS suite to allow ability
29 DS850 2.9.0.0; . .
to perform collection from CVR backup to create a results stick.
Hardware 1.0
Firmware
30 DS850 2.9.0.0; Enhancement to create an Export Files backup to a USB media.
Hardware 1.0
Firmware
31 DS850 2.9.0.0; Enhancement of ballot display with export capabilities.

Hardware 1.0

WYLE LABORATORIES, INC.

Huntsville Facility




Appendix B Page No. 1 of 7
Test Report No. T71220.01-01

APPENDIX B

PHOTOGRAPHS

WYLE LABORATORIES, INC.
Huntsville Facility



Appendix B Page No. 2 of 7
Test Report No. T71220.01-01

Photograph No. 1
DS200 Inventory

Photograph No. 2
DS850
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Photograph No. 3
DS200 Accuracy Test Setup

Photograph No. 4
DS200 Maintainability Test Setup
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Photograph No. 5
DS200 Usability/Accessibility Test Setup

Photograph No. 6
DS200 Volume Test Setup
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Photograph No. 7
DS200 Electrical Supply Test Setup

Photograph No. 8
DS200 System Integration Test Setup
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Photograph No. 9
M100 System Integration Test Setup

Photograph No. 10
DS8550 System Integration Test Setup
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Photograph No. 11
AutoMark System Integration Test Setup

Photograph No. 12
M650 System Integration Test Setup
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APPENDIX C

WYLES’S CERTIFICATION TEST PLAN NO. T71220.01-01
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APPENDIX D

FUNCTIONAL CONFIGURATION AUDIT (FCA) ISSUES REPORT
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ID Category Status Summary
107 FCA closed Invalid Split Code error on M650
34 FCA closed HPM - Merging Parts from Existing Election
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ID Category Status Summary

84 TDP closed ENH28943 : U3410_SOP00_HPM, document

83 TDP closed ENH25811 : U3410_SOP00_HPM, pg 48, Chapter 13

82 TDP closed ENH29218 : U3410_SOPO00_ESSIM, document

81 TDP closed ENH28733 : U3410_SOPO00_ESSIM, document

80 TDP closed BUG28606 : U3410_SOP00_EDM, document

73 TDP closed ENH28107 : TDP
U3410_SOP00_ESSIM, Chapter 4, Install ES&S Image Manager, System

7 TDP I - -

6 closed Requirements (pg 24), Adobe bullet point

74 TDP closed ENH28028 : U3410_SOP00_DS200, pg 17, Chapter 3

79 TDP closed ENH28413 : U3410_SOP00_DS850, document

78 TDP closed ENH28408 : U3410_SOP00_DS850, document

76 TDP closed ENH28044 : U3410_SOP00_DS850, document

75 0P closed :NH28370, ENH28371, ENH28528 : U3410_SOP00_DS200, pg 88, Chapter

86 TDP closed EAC RFI 2008-05

58 TDP closed U3410_SSS02_HardeningProcedures, Jim's Email (old Matrix Issue 21)

52 TDP closed U3410_SSS02_HardeningProcedures, pg 45, step 6.b (old Matrix Issue 15)

44 TDP closed TDP (old Matrix Issue 7)

43 TDP closed TDP (old Matrix Issue 6)

42 TDP closed TDP (old Matrix Issue 5)

47 TOP closed U3410_SOP00_ERM, page 310 (pdf page 320), Select Ports, #3 (old Matrix
Issue 10)

16 TOP closed U3410_SOP00_ERM, page 310 (pdf page 320), after step #8 (old Matrix
Issue 9)

57 TDP closed U3410_C_D_0100_SysOvr, pg 1, Section 1.1.1.1 (old Matrix Issue 20)

56 TDP closed U341.0_SOPOO_ERM, pg 51, Chapter 7: Security Procedures, step 5 (old
Matrix Issue 19)

54 TDP closed U3410_SQPOO_ERM, pg 30, Install RM [...]Windows, between steps 7 & 8
(old Matrix Issue 17)

55 TDP closed U3410_SOP00_ERM, pg 30, Install RM [...]Windows, Heading (old Matrix
Issue 18)

53 TOP closed U3410_SOP00_ERM, pg 30, Install RM [...]Windows, step 3 (old Matrix
Issue 16)
AIMS 3410 Sect05 Election Officials Guide AQS-13-5001-208-R 07, pg 27,

>l ToP closed Section 3.2.1 (old Matrix Issue 14)
AIMS 3410 Sect05 Election Officials Guide AQS-13-5001-208-R 07, pg 21,

>0 ToP closed Section 3.2.2 (old Matrix Issue 13)
AIMS 3410 Sect05 Election Officials Guide AQS-13-5001-208-R 07, pg 18,

49 ToP closed Section 3.2.1 (old Matrix Issuel2)

48 TDP closed U3410_ESSIMO02_BOD, pg 41-43 (old Matrix Issue 11)

41 TDP closed Header has "3.4.0.0.", section 1.1.1.1, page 1 (old Matrix Issue 4)

40 TDP closed U3410_C_D_0100_SysOvr, pdf page 73 (old Matrix Issue 3)

39 TDP closed U3410_SOP00_LogMonitor, document (old Matrix Issue 2)

45 TDP closed U3410_SMMO00_DS200, document (old Matrix Issue 8)

38 TDP closed U3410_PREO5_Requirements Matrix, 4.1.4.2.a.ii (page 28) (old Matrix

Issue 1)
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