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Overview

Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and government
organizations around the world. Fortinet empowers its customers with intelligent, seamless
protection across the expanding attack surface and the power to take on ever-increasing
performance requirements of the borderless network - today and into the future. Only the
Fortinet Security Fabric architecture can deliver security features without compromise to
address the most critical security challenges, whether in networked, application, cloud or
mobile environments. Fortinet ranks #1 in the most security appliances shipped worldwide
and more than 400,000 customers trust Fortinet to protect their businesses. Learn more at
https://www.fortinet.com, the Fortinet Blog, or FortiGuard Labs.

About Splunk

Splunk Inc. (NASDAQ: SPLK) is the market leader in analyzing machine data to deliver
Operational Intelligence for security, IT and the business. Splunk® software provides the
enterprise machine data fabric that drives digital transformation. Splunk Enterprise makes
it simple to collect, analyze and act upon the untapped value of the big data generated by
your technology infrastructure, security systems and business applications—giving you the
insights to drive operational performance and business results.

The FortiGate App for Splunk combines the best security information and event management
(SIEM) and threat prevention by aggregating, visualizing and analyzing hundreds of thousands of
log events and data from FortiGate physical and virtual firewall appliances. The App dramatically
improves the detection, response and recovery from advanced threats by providing broad
security intelligence from data that is collected across the cloud.

¥

g J
H{L"H\’y

="= FortiGate NGFW

splunk

User
Splunk Enterprise

Figure 1: Architecture Overview.

Deployment Prerequisites
1. Fortinet FortiGate version 5.6

2. Fortinet FortiGate App for Splunk
version 1.4

3. Fortinet FortiGate Add-On for
Splunk version 1.5

4. Splunk version 6.x (tested with 6.6.2)
5. A splunk.com username

and password

Note: If using an older version of
Fortinet FortiGate App for Splunk
see the Troubleshooting Section at
the end of this article:

https://splunkbase.splunk.com/
app/2800/#/details
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Splunk Configuration

1. Toinstall Splunk Apps, click the gear.

Explore Splunk Enterprise

Search & Reporting

2. Toinstall Splunk Apps, click the gear. Click Browse more apps and search for “Fortinet”

| splunk>  Apps~ ]
Apps

Install app from file = Create app

3. Install the Fortinet FortiGate Add-On for Splunk. Enter your splunk.com username & password.

E:E Fortinet FortiGate Add-On for Splunk

Fortinet FortiGate Add-On for Splunk is the technical add-on (TA) developed by Fortinet, Inc. The add-on enables Splunk
Enterprise to ingest or map security and traffic data collected from FortiGate physical and virtual appliances across
domains. The key features include:

»  Streamlining authentication and access from FortiGate such as administra... More

u Splunl Certified

Category: Security, Fraud & Compliance | Author: Fortinet Inc | Downloads: 6753 | Released: 2 years ago | Last Updated: 22 days ago |
View on Splunkbase

4. Then install the Fortinet FortiGate App for Splunk. Enter your splunk.com username & password.

E:E Fortinet FortiGate App for Splunk Install

The Fortinet FortiGate App for Splunk provides datacenter threat visualizations to identify anomalous behavior and helps de-
duplicate threat feed data to enable the fast creation and consolidation of analytics. The Fortinet FortiGate App for Splunk
properly maps log fields from FortiGate appliances and interchanges into a common format to Splunk in... More

Splunk Certified

Category: Security, Fraud & Compliance | Author: Fortinet Inc | Downloads: 5865 | Released: 2 years ago |
Last Updated: 9 months ago | View on Splunkbase
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5. From Settings click Data Inputs.

KNOWLEDG JATA

Searches, reports, and alerts Data inputs

Data models Forwarding and receiving
Event types Indexes

Add Data Tags Report acceleration
Fields summaries
Lookups Source types

User interface
Alert actions ISTRIBUTED

Advanced search Indexer clustering
Monitoring Console All configurations Forwarder management
Distributed search

* Server settings ust AUTHENTICAT

Server controls Access controls
Instrumentation
Licensing

6. Under Data Inputs create a new UDP input by clicking Add new on the right.

Data inputs

Local inputs
Set up data inputs from files and direciones, network ports, and scripted inputs. i you want 10 set up forwarding and receiving between two Spiunk instances, go o Forwarnd

Tyee

Local event log collection

Collect evert logs from this machine.

Remote event log collections

Calleet avert lage frem nmene heats. Mot This usis WAl and Fequsies  domain aceount
Filles & directories

Index a local fie or monser an entine directary.

Local performance manitoring

Cotiect performance deta from lacal machre

Remote performance monitoring

Coliect performance and event information from remese hosts. Requines domuin credentials
HTTP Event Collector

Pacerve data sver HTTP o HTTPS.

TCF

Listee on a TCF port for incomieg duss, e @ sysiog

Listen on 2 VOP part for incoming data, eq. srsiog.

Registry monitoring

Hirve Splhuck inde [ locsl Windews Registry. and messtar 1 for changas

0 Add e

7. Create a UDP Data Source on Port 514.

Configure this instance to listen on any TCP or UDP port to capture data sent over the network (such as syslog).
Learn More [2

TCP UDP

Source name override” | optiona

port

Only accept connection from” | optiona
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8. Click New.

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk Select
can format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

Select Source Type v

9. Under Input Settings set the Source Type to “fgt_log”.
Set the Source Type Category to Custom.

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type
The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk Select New
can format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily. Source Type fat_log
Source Type Custom v
Category
Source Type
Description

Fortinet Configuration

1. Configure FortiGate to send syslog to the Splunk IP address.

2. Under Log & Report click Log Settings.

FortiGate VM&64 FGVYM040000

@ Dashboard > " "
System Information i
| Fortiview >
Hostname FGVM040000101072
'f' Network >
Serial Number FGVMO040000101072
£ System »
Firmware v5.6.0build1449
B Policy & Objects 5 [l S (GA
@ Security Profiles N Mode NAT (Proxy-based)
VPN N System Time  2017/07/27 09:40:35
‘ User & Device 5 Uptime 35:20:12:01
= WIFi & Switch Controller > | waNIp 96.45.34.225 (55 Sunnyvale,
California, United States)
1l|!|l Log &Report ~
Forward Traffic
[ Tratte Administrators H
Svstem Bienis admin super_adamin
AntiVirus
Web Filter
Logged in
Application Control
Security Fabric Audit
Security Audit Events
Learning Report
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Enable Send Logs to Syslog.
Enter the IP Address or FQDN of the Splunk server.

Select the desired Log Settings.

o o M ©

Click Save.

Security Fabric Audit

Send Logs to Syslog @O

Security Audit Events
IP Address/FQDN |

Learning Report

Log Settings

Threat Weight Event Logging Customize

Alert E-mail

Local Traffic Log Customize

Note: If the primary Syslog is already configured you can use the CLI to configure additional Syslog servers.

FortiGate-ESX2 # config log syslogd2 setting
FortiGate-ESX2 (setting) # set status enable
FortiGate-ESX2 (setting) # set server 1.2.3.4
FortiGate-ESX2 (setting) # end

FortiGate-ESX2 # [

The configuration is now complete.

Fortann Netwirk Shsing Trafhes Usifigd Throst Monsgemsnt v ‘Winsiess Gymem

Fortinet FortiGate App for Splunk

Overview B3 || Egort

Device Virtual Demain Sess0on

4 5 7,323

Sessions Tronsferred Over Time

— FCYMO40000101672
00 PATEIEAQIS001518
— TME-FG 1 AONLAN-PRI

Top 20 Applications Threat

B40aM
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Troubleshooting

What to do if data doesn’t show up in the Dashboards?
1. Go to Settings > Data Inputs. Verify that you have a UDP data input enabled on port 514.
2. Go to Settings > Indexes.

3. Verify that your Index (typically main) is receiving data and that the Latest Event is recent. If not, verify the FortiGate Syslog settings are
correct and that it can reach the Splunk server.

Summary

The Fortinet FortiGate App for Splunk solution delivers advanced security reporting and analysis in the datacenter that benefits operational
reporting, as well as providing simplified and configurable dashboard views across Fortinet firewall appliances, physical and virtual. The
FortiGate add-on enables Splunk Enterprise and Enterprise Security to ingest or map security and traffic data collected from FortiGate
physical and virtual appliances across domains.

Solution Brief: https://www.fortinet.com/content/dam/fortinet/assets/alliances/SolutionBrief-Fortinet-Splunk.pdf

Fortinet FortiGate App for Splunk: https://splunkbase.splunk.com/app/2800/

Fortinet FortiGate Add-On for Splunk: https://splunkbase.splunk.com/app/2846/
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