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Fortinet and Trend Micro Security Solution
SIEM, Security Orchestration, and Incident Response, 
Together With Endpoint Security Protection

Executive Summary

Trend Micro integrations with Fortinet FortiSOAR and FortiSIEM products 
offer customers a powerful combination of broad visibility, security analytics, 
event management, orchestration, automated response, and remediation, 
together with endpoint protection. Customers can leverage the integrations 
and the Fortinet Security Fabric platform across an organization’s security 
infrastructure, delivering unparalleled visibility and protection.

Customer Challenges

As digital transformation sweeps through every industry, the attack surface grows 
dramatically, making security management increasingly difficult. Security teams struggle 
to keep up with the deluge of alerts and other information generated by their multitude of 
security devices. And the cybersecurity skills gap only makes this more difficult.

Infrastructure, applications, and endpoints (including Internet-of-Things [IoT] devices) 
must all be secured. This requires visibility of all devices and all the infrastructure—in real 
time. Organizations also need to know what devices represent a threat and where.

In addition, organizations need a security automation framework that pulls together all 
of their organization’s tools and unifies operations, eliminating alert fatigue and reducing 
context switching. This allows organizations to not only adapt but also optimize their 
security processes.

Joint Solution

Joint Solution Components 

nn Fortinet FortiSOAR

nn Fortinet FortiSIEM

nn Trend Micro Apex Central

nn Trend Micro Apex One

nn Trend Micro Deep Security

nn Trend Micro Endpoint Sensor

nn Trend Micro Deep Discovery 
Analyzer

nn Trend Micro Web Security

Joint Solution Benefits 

nn Unified event correlation and 
risk management for your entire 
deployment

nn Security and compliance out of 
the box

nn Streamline SOC efficiencies and 
accelerate incident response

nn Eliminate repetitive tasks through 
automation, correlation of 
incidents, threat intelligence, and 
vulnerability data

SOLUTION BRIEF

Trend Micro and Fortinet have partnered to deliver an integrated security solution that 
delivers security information and event management (SIEM) and security orchestration, 
automation, and response (SOAR) capabilities, together with endpoint security protection.

Fortinet FortiSIEM brings together visibility, correlation, automated response, and 
remediation in a single, scalable solution. It reduces the complexity of managing network 
and security operations to effectively free resources, improve breach detection, and even 
prevent breaches. The FortiSIEM architecture enables unified data collection and analytics 
from diverse information sources including logs, performance metrics, security alerts, 
and configuration changes. FortiSIEM combines the analytics traditionally monitored in 
separate silos of the security operations center (SOC) and network operations center 
(NOC) for a more holistic view of the security and availability of the business.
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FortiSOAR is a holistic security orchestration, automation, and response workbench, designed for SOC teams to efficiently respond to 
the ever-increasing influx of alerts, repetitive manual processes, and shortage of resources. This patented and customizable security 
operations platform provides automated playbooks, incident triaging, and real-time remediation for enterprises to identify, defend, and 
counter attacks. FortiSOAR optimizes SOC team productivity by seamlessly integrating with over 300 security platforms and over 3,000 
actions. This results in faster responses, streamlined containment, and reduced mitigation times from hours to seconds.

Figure 1: FortiSIEM security analytics.

Figure 2: FortiSOAR dashboard.



Copyright © 2021 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law 
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other 
results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, 
except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in 
such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal 
lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most 
current version of the publication shall be applicable. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this 
publication without notice, and the most current version of the publication shall be applicable.

www.fortinet.com

January 15, 2021 6:46 AM

D:\Fortinet\Solution Brief\Grey Solution Brief\Trend Micro\sb-fortinet-and-trend-micro-security-solution-1152021\sb-fortinet-and-trend-micro-security-solution-1152021

SOLUTION BRIEF  |  Fortinet and Trend Micro Security Solution

881161-0-0-EN

The Trend Micro integration with FortiSOAR enables coordination of proactive actions and automated response, which is fundamental to 
driving customer objectives for security and automation. Integrating solutions that can detect sophisticated cyber threats and automate 
responses to limit damage from threats through isolation, security orchestration, and remediation is key to preparing, defending, and 
responding to these types of attacks.

For automation and orchestration of security operations, FortiSOAR connectors integrate with Trend Micro Apex Central (formerly Control 
Manager), Trend Micro Apex One, Trend Micro Deep Security, Trend Micro Endpoint Sensor, and Trend Micro Deep Discovery Analyzer. 
This allows security operations teams to optimize and automate their security processes to implement sophisticated response actions.

Trend Micro security products can send security intelligence to FortiSIEM for security event management. FortiSIEM integrates with 
Trend Micro Web Security, Trend Micro Apex One, and Trend Micro Deep Discovery.

In summary, the Trend Micro and Fortinet integrations benefit customers by linking together different applications within their security 
environment, to offer a powerful combination of broad visibility, security analytics, event management, orchestration, automated 
response, and remediation, together with endpoint protection. Customers can leverage the integrations and the Fortinet Security Fabric 
platform across an organization’s security infrastructure, delivering unparalleled visibility and protection.

About Trend Micro

Trend Micro, a global leader in cybersecurity, helps make the world safe for exchanging digital information. Leveraging over 30 years of 
security expertise, global threat research, and continuous innovation, Trend Micro enables resilience for businesses, governments, and 
consumers with connected solutions across cloud workloads, endpoints, email, IIoT, and networks. www.trendmicro.com.

http://www.trendmicro.com

