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Executive Overview

Retail cybersecurity in the age of the omnichannel customer experience requires CIOs and vice presidents of IT to take 

a 30,000-foot view. Supporting multiple point-of-sale (POS) solutions, an assortment of cloud-based applications, 

distributed networking software, customer mobile devices, and other emerging technologies requires an assortment 

of specialized security solutions. But IT decision-makers can’t select these security products in a vacuum; to be 

effective, they need to integrate tightly. They need to provide a consolidated, single-pane-of-glass view of threats, while 

managing security skills shortages and the impact of security on network performance.
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01 Security for an Industry in Transition

Corporate executives rely on their IT teams to drive 

innovations that support business growth. This is true 

across a wide swath of industries, but it’s especially 

pertinent to retail. Specifically, the “omnichannel” shopping 

experience is a must-have for retailers. Explains one 

analyst: “Shoppers check prices, compare products, 

research reviews, and consult social media before buying. 

If you’re not available everywhere, your limited presence 

will derail both the user experience and your bottom line.”1

However, as retailers introduce omnichannel shopping 

experiences to streamline sales and service for 

consumers—as well as gain an advantage over their 

competitors—they simultaneously introduce new facets to 

their organization’s attack surface. The corporate security 

architecture must transform to keep up with emerging 

threats designed to take advantage of network complexity 

and a lack of transparency in security activities. Retail CIOs 

and their security teams need to keep their company’s 

myriad new vulnerabilities top of mind as they plan the 

roadmap for the near future of their network. The following 

are some of the core security requirements for retailers: 

Protecting a Complex Retail  
Solution Environment

The primary challenge in designing an effective security 

architecture for a modern retailer is to address all 

the complexities of the corporate network. Reliable 

connectivity is mandatory for a retailer’s POS software, 

as well as for email and web-facing applications. But 

IT decision-makers also can’t lose sight of security as 

they focus on providing fast and easy access to the 

functionality the organization needs.

Many retail businesses are running multiple POS 

applications. The solutions serve geographically dispersed 

branches, and because they contain sensitive customer 

financial data, they are highly attractive targets for those 

looking to compromise. It’s crucial to protect these systems 

using an endpoint security solution that enables IT staff to 

discover, monitor, and assess endpoint risks in real time. 

Many retailers confront the risks by segmenting endpoints 

across the network so that compromised systems can be 

quarantined, minimizing the impact of a breach.
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Incorporation of SD-WAN

Another consideration is that some retailers rely on 

software-defined wide-area network (SD-WAN) technology 

to provide high-speed connectivity to their diverse POS 

systems and other applications. Many organizations have 

adopted SD-WAN solutions to prevent network bottlenecks 

through application prioritization and to accelerate 

performance between branches in distant geographies. One 

benefit of SD-WAN technologies is that because traffic no 

longer needs to be routed through the corporate data center, 

branches receive faster internet connections. However, 

this also means new vulnerabilities are exposed because 

data-center security controls are not applied. Further, most 

SD-WAN solutions do not include effective security.

Properly securing an infrastructure that incorporates 

SD-WAN requires a solution that addresses network 

performance while delivering robust security. Retail CIOs 

who need to secure an SD-WAN environment should 

look for a next-generation firewall (NGFW) that protects 

the distributed network against malware, while minimizing 

total cost of ownership (TCO) by containing upfront 

acquisition costs, ongoing fees, and labor for installation, 

maintenance, and upkeep.

Multi-cloud Security

At the same time, retailers are rethinking their on-

premises technology infrastructure. Additionally, most 

also operate in a multi-cloud environment, utilizing 

applications and storing important data in a public, 

private, hybrid, and/or Software-as-a-Service (SaaS) 

cloud. These cloud-based applications are an excellent 

answer for providing certain types of functionality to 

a distributed retail organization, but they also amplify 

the complexity of the corporate IT structure and open 

another set of windows to potential cyberattacks.

Cloud-based applications are, by their nature, challenging 

to secure. Because they run on hardware located outside 

the corporate data center, and its traditional security 

measures, cloud-based applications require a new 

approach to security. Security solutions need to be able to 

break down silos between the different clouds a company 

relies on, so that IT staff gain clear and consolidated 

visibility into and incident analysis of threats and mitigation 

efforts across all the company’s applications, regardless of 

where they’re housed.
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of retail data breaches result 
from the hacking of a web-based 
application.2

63%
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Email and Web Applications

Like every business, retailers must give employees access to email and web applications so that they can get their jobs done. 

Email remains a favorite target for cyberattackers, and it requires a sophisticated and targeted security solution. Research 

shows that 94% of companies experienced a phishing attack in the past year.3

Traditional email security is often disconnected from broader network security. But when the email security system fails 

to share information about attacks (whether successful or not) with the rest of the organization’s security infrastructure, it 

creates an opportunity for a successful intrusion elsewhere. At the same time, attacks may fail elsewhere but then succeed 

at the email vector.

A recent survey found that 84% of all endpoint breaches included more than one endpoint—they involved a combination 

of desktops, laptops, servers, Internet-of-Things (IoT) devices, and/or endpoints in the cloud.4 In fact, 20% of breaches 

involved 100 or more endpoints. When an attack targets email on many different endpoints, effective response requires 

coordination among the company’s different security solutions.

Web applications also open the door to web-based threats. 63% of retail data breaches result from the hacking of a web-

based application.5 A cyberattack is concerning to any CIO, but in an omnichannel retail organization that generates a 

significant proportion of its income through an online store, ensuring that the website is secure and provides uninterrupted 

uptime is mission critical. In many cases, securing the website is more important to retailers than securing POS systems.
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The result is that retail IT leaders need a sophisticated, multilayered approach to web application security that is proven to 

protect against the Open Web Application Security Project (OWASP) Top 10 threats, distributed denial-of-service (DDoS) 

attacks, and other known attack modes. At the same time, retailers need a web application firewall with artificial intelligence 

(AI) capabilities that can detect advanced threats the security architecture was previously unaware of. Specifically, tools 

that reduce the frequency of false positives in the web application firewall improve its efficiency, increasing its likelihood of 

detecting attacks in real time.

Like other security technologies, a retailer’s email and web application security solutions need to integrate into a larger 

security architecture in which they share information with the corporate firewalls, networking security, cloud protection 

solutions, and other security elements.

Wireless Access Points

Retailers embracing the omnichannel customer experience also need to consider the vulnerabilities they’re introducing 

by giving customers wireless internet access within stores. Standard switching technologies do not properly address the 

vulnerabilities created by opening in-store networks to third-party devices. And this is a problem, as security of wireless 

access points is business critical for retailers, requiring both secure wireless access points and specialized switching 

security solutions.
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02 Complexity of Security Architecture

As retail IT teams design a security architecture that extends 

well beyond perimeter protection, they often are tempted 

to select independent solutions that seem like the best-of-

breed fit for each specific need—from endpoint protection 

to cloud security, and from email to the firewall or even 

wireless access control solution. However, this results in 

piecemeal security policies and practices that ultimately 

undermine network security. Security solutions that don’t 

integrate tightly may fail to share crucial information about 

threats, and thus will be unable to mount a coordinated 

response in the face of a cyberattack.

What retailers need is a set of security solutions that 

integrate tightly while individually protecting all of the 

network’s points of vulnerability—endpoints, email, web 

applications, SD-WAN connectivity, wireless access 

points, as well as the firewalls at the network edges.

When one security element detects a threat, it needs 

to immediately alert the rest of the security fabric about 

the threat. This enables each solution to respond to the 

threat automatically. Specifically, an integrated security 

architecture designed to provide coordinated threat 

response, in a timely manner across the organization’s 

entire attack surface, is crucial for organizations seeking 

to keep pace with the advanced threat landscape and to 

manage security staff in the face of an acute security skills 

shortage.6 Any delay in response to an attack creates 

more opportunity for the attacker to wreak havoc. 

Visibility Issues Complicate Compliance

Amid all these new security concerns, retail businesses 

must also consider regulatory compliance needs. From 

the EU’s General Data Protection Regulation (GDPR), to 

industry regulations such as the Payment Card Industry 

Data Security Standard (PCI DSS), to security standards 

such as the National Institute of Standards and Technology 

(NIST), compliance requires the corporate IT team to 

harness security data, both to generate reports for 

targeted audiences and to respond quickly in the event of 

a data breach. Meeting these demands requires not only 

centralized and consistent policy controls but also immediate 

transparency across the corporate attack surface. 
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Only 12% of respondents in a recent 
survey said their NOC and SOC teams 
have strong technical integration.7

12%
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Reduced Barriers Between NOC and SOC

Another area in which retail IT teams should focus their attention when designing their security architectures is the 

relationship between their security operations center (SOC) and their network operations center (NOC). For many, the 

SOC and NOC are completely separate, with independent processes and different teams, an approach that undermines a 

retailer’s security posture.8

A company’s NOC stores information about where applications are running and whether security patches are up to date. In 

the event of an attack, the NOC can provide insight into which endpoints are vulnerable and how concerned the company 

should be—vital information in effective threat response. However, identifying those attacks depends on information about 

emerging threats, which is collected and maintained within the SOC.

When NOCs and SOCs fail to share important threat information, IT staff do not have the real-time threat intelligence they 

need. Unfortunately, many businesses still run these functions in silos: Only 12% of respondents in a recent survey said their 

NOC and SOC teams have strong technical integration.9

NOC-SOC integration is crucial. Reaching that point requires purpose-built security management and analytics tools that 

provide transparent visibility through coordinated and streamlined dashboards and workflows.
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03 Additional Considerations

In addition to ensuring that each of their security elements communicates with one another, retail security teams also need 

to make sure that they provide for segmentation or microsegmentation of the network. For example, the ability to segment 

the network on the fly can trap potential threats in small spaces. This limits their access to data and applications, which 

minimizes the damage they can cause.

Network Access Control

A security architecture that includes microsegmentation of network endpoints should also include network policies and 

access controls that use analytical technologies to profile the network’s various endpoints and then assign appropriate levels 

of access and segmentation for each. This approach, combined with continuous monitoring of endpoint risks, significantly 

reduces the company’s vulnerability to both known and unknown threats.

Retailers often operate with razor-thin margins, so efficiency in network security— 

as in every area of the business—is key to success, or even survival.
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TCO in Security Management

Retailers often operate with razor-thin margins, so efficiency in network security—as in every area of the business—is key to 

success, or even survival. Security solutions with automated threat response and automated information sharing between 

the SOC and the NOC eliminate many hours of manual monitoring, event logging, ticket submission, and other tasks. Plug-

and-play capabilities for zero-touch deployment are also significant timesavers. Such features reduce errors and make it 

easier to enforce network policies. The cumulative effect of all these capabilities is easier security management and a low TCO.

No Reduction in Network Performance

All the technologies that make an omnichannel customer experience possible can also drag down broadband bandwidth 

across a retailer’s different locations. Adding to performance challenges, retailers are increasingly adopting presence 

analytics technologies, which track customers’ physical movements via their mobile devices, then determine how much time 

they spend in a store, what types of products they look at, and the like. The insights provided by these “presence analytics” 

systems can lead to improved decisions around when and how to make specific offers to individual customers, but they also 

require extensive resources, which can slow down everything else that happens on the network.

In this environment, retailers designing a security architecture must be especially careful to make sure that their security 

solutions do not place a drag on network performance. As CIOs shop for solutions that will integrate tightly, they also 

need to consider the means of communication among devices. The ideal solution architecture weaves all the company’s 

security products into an integrated fabric, connecting devices via a high-performance virtual private network (VPN) to keep 

communications secure without affecting network performance for the organization’s other applications.
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04 Conclusion

Modern retailers need a network infrastructure in which security is integrated across all the diverse facets of the attack 

surface. This has always been true, but as the typical retail network evolves to incorporate new, more varied devices, to 

support mobile, IoT, and other aspects of digital transformation, achieving integrated security has become more important—

and more challenging—than ever before.

The solutions securing all of a retailer’s network devices, from edge to endpoint to the cloud, need to share threat 

intelligence. They also need to provide visibility into security, in one place and with continuous risk assessment and built-

in analytics, to accelerate threat response. Securing a modern retail business is challenging. But smart solution selection 

decisions can make the security infrastructure more effective and better able to meet the organization’s needs.
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