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Insights for Benchmarking 
and Improving OT 
Cybersecurity 

Oil and gas and petrochemical organizations are frequent targets of cyberattacks, and 
the continuing integration of IT and OT systems demands stronger security measures. 

The OT Cybersecurity Preparedness 2023 Survey conducted by Fortinet and 
Automation.com offers insights into benchmarking and improvement. 
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48%
have integrated cyber resilience 

into enterprise processes

44%
are well on their way to 

integrating incident response

58%
have integrated security into 
technology environments

66%
have addressed security for 
remote access in industrial OT 
and ICS environments

of survey respondents 
ranked OT cybersecurity in 
the top five among the 
various business risks faced 
by oil and gas companies

of companies extend 
cybersecurity to 
safeguard OT systems 
(ICS, DCS, and SCADA)

have deployed active 
defenses and layers of 
protection for OT systems

For more details about securing petrochemical and oil and gas operations, 
read the full report.

80%+ agreed that companies will implement new solutions and be 
increasingly effective at mitigating OT risks over the next 
12–24 months
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