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Executive Summary
Fortinet has worked with Forrester Consulting for a third time to check in on security trends affecting those who manage and 
maintain critical infrastructure—including the industrial control systems (ICS) and supervisory control and data acquisition 
(SCADA) systems that manage everything from factories to refineries to telecommunications infrastructure. Based on a 
global survey, the report identifies four trends:

nn Organizations are moving more deliberately than expected in the convergence of IT and operational technology (OT) systems. 
The primary reason for this seems to be to ensure the security of critical infrastructure .

nn Critical infrastructure professionals have many security concerns, including emerging risks from Internet-of-Things (IoT) 
devices and ongoing and growing priorities centered on compliance .

nn The typical organization has not deployed a strategic, integrated approach to OT security, instead deploying multiple 
technical point solutions on different timelines, and in some cases, relying on one or more third parties to cover specific 
aspects of security .

nn Organizations tend to find themselves stuck in a reactive stance toward security, and as a result, the vast majority have 
suffered breaches in their ICS and SCADA systems—many as recently as the past 12 months .

The good news is that respondents seem to recognize the need for a more strategic approach, and a few companies have 
adopted best practices that have enabled them to avoid OT system breaches over the past two or more years . This provides a 
glimmer of hope for the future as organizations scramble to address emerging threats . 

Infographic: Key Findings

of organizations have fully converged IT/OT 
systems, down from 17% in 2018.

15%

Device failure replaced malware as a top-5 ICS/SCADA  
security concern between 2018 and 2020

of organizations plan 
to increase budgets 

for ICS/SCADA 
security this year

of organizations 
expect regulatory 

pressures to increase 
over the next 2 years

78% 78%
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Top-tier organizations are:

more likely to grant little or no access to business partners

more likely to grant no more than moderate access to IT providers

more likely not to have outsourced advanced malware detection

129%
52%
45%

Most important regulations for ICS/SCADA:  
GDPR, ISA, FISMA

of organizations  
outsource aspects of  
ICS/SCADA security

34%
of organizations have had  
at least one OT security  

breach in 12 months

58%

Only 10% report never having  
had an OT security breach
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Introduction
Owners and operators of critical infrastructure face ever-expanding risk from a 
growing body of cyber threats . The story is one of convergence: The ICS and 
SCADA systems that manage this infrastructure are increasingly connected to IT 
systems or directly to the internet, exposing them to levels of cybersecurity risk 
that were unheard of when they were air gapped . 

Since many previously disconnected OT systems are now connected to the internet, 
they are increasingly barraged with both recycled IT-based attacks and purpose-
built OT exploits .1 At the same time, threat actors involved in terrorism, cyber warfare, 
and industrial espionage—as well as common criminals simply aiming to make a 
profit—are becoming more sophisticated with their attacks, making them more likely 
to succeed at organizations without bolstered defenses . These attacks on critical 
infrastructure can result in financial loss, a risk to brand reputation, and sometimes 
even loss of life or threats to national security .

Exploits increased in  
volume and prevalence in the 

past year for almost every 
ICS/SCADA vendor.2

Yet integrating IT and OT systems makes good business sense . Benefits include more effective and efficient monitoring of 
processes, the ability to leverage data from IoT devices to inform decision-making, and significant cost savings in power 
consumption, reduced raw materials waste, and employee efficiency . As a result, convergence is the clear trend, but the 
process brings with it a number of security challenges . These include an expanded attack surface, legacy systems whose 
security features were designed for a disconnected infrastructure, poor visibility into systems, and poor network segmentation .

Methodology for This Study
This report checks in on these trends using a biennial survey . Fortinet commissioned Forrester Consulting to conduct thought-
leading research to explore the current perspectives of OT and cybersecurity leaders, their challenges and priorities, and their 
strategy for securing critical ICS and SCADA infrastructure . Forrester conducted earlier studies on this topic in 2016 and 2018, 
and this report will make note of shifts that have occurred since our last study .

Forrester conducted a quantitative survey of more than 400 professionals from around the world . Respondents work in job 
grades ranging from manager to C-level executive . Their responsibilities include the protection of critical infrastructure, internet 
protocol (IP)-level security, or security for SCADA systems or IoT devices . They work for companies with more than 500 
employees—and more than 1,000 employees for U .S . respondents . They come from a wide variety of industries, with a focus on 
companies that have distributed critical infrastructure sites—notably, those involved in manufacturing, telecommunications, and 
energy production and distribution .

This report is focused on trends affecting this cohort and the companies they work for—especially with regard to the security of 
OT systems and the integration of IT and OT . We analyzed the responses from several angles and identified four market trends 
for 2020 . We then did analysis on the security best practices more likely to be employed by companies that have experienced 
fewer breaches, compared with those who suffered more breaches .
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Critical Infrastructure Cybersecurity Trends
Trend: The Convergence of IT and OT Is Complex, and Organizations Are Moving Deliberately

According to one recent study, nearly two-thirds of OT systems are connected—32% directly to the internet, and another 32% 
through a gateway into the enterprise .3 While the trend is unquestionably toward convergence, many enterprises have found the 
process more complicated—and risky—than expected .4

In fact, only 4% of respondents to Forrester’s survey claim that they do not foresee any specific challenges as they move 
toward convergence (Figure 1)—meaning that 96% do expect problems . Much of the concern relates to fears that their in-house 
teams or third-party service providers may not have adequate expertise with either converged technology in general or IoT 
device security in particular . The result of that lack of expertise could be data leakage—also a concern for more than 40% of 
respondents . By several percentage points, respondents cited these three concerns more frequently in 2020 than in 2018 .

Figure 1: Challenges with IT/OT convergence.

Lack of converged technology of Internet of Things (IoT)—
specific security expertise among third parties

Lack of converged technology or Internet of Things (IoT)—
specific security expertise in-house

Difficulty in staying up to date on latest security tactics or 
protocols in a rapidly evolving landscape

Leakage of sensitive or confidential data

Exploitation of ‘backdoors’ on connected, smart devices

Inability to isolate or contain a security breach

I do not foresee any specific challenges

41%

44%

46%

40%

39%

43%

34%

30%

30%

3%

37%

35%

33%

4%

2018 2020

Which of the following security challenges do you see or expect to see when converging operational technology (OT) with information technology (IT)?

Another data point confirms this anxiety—especially when comparing the 2020 responses with those from 2018 . Over that two-
year period, the percentage of respondents reporting deeply converged IT and OT systems actually declined by two percentage 
points—while the percentage of respondents saying that their OT systems are fully air gapped remained flat (Figure 2). While 
these specific results likely reflect slight differences in the two samples rather than a trend toward isolation of OT systems, they 
do seem to suggest something other than the rapid move toward convergence that many predicted .

When OT systems are connected, it is not always reflective of a deliberate, strategic decision . In some instances, an OT 
system’s gateway to the internet is as innocuous as a single PC that is separately connected both to the OT system and the 
internet . Another increasingly common path to convergence involves larger-scale deployment of and dependence on IoT 
devices, which often pull data from the internet or report data out to corporate IT systems . While companies employ a wide 
variety of IoT devices in their OT environments, real-time location tracking and GPS tracking devices saw the biggest increases 
over the past two years (Figure 3).
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Figure 2: IT/OT convergence at organizations.

24%

35%

24%

17%

24%

36%

24%

15%

OT and IT are completely 
separated, and all physical, 

operational devices are 
traditional and not connected  

to any network .

Physical OT devices have basic data 
collection sensors, feeding that data 

to a central data storage system 
(and not to each other) . There is 

little to no automated analytical or 
processing capabilities—human 

users make decisions from 
management consoles or via direct 

interaction with each device .

Physical OT devices are ‘aware’ of 
their surroundings, they are able 
to act upon collected data, and 

there is limited interaction between 
devices . There is a centralized 

system that performs analysis and 
makes complex decisions, sending 
actions to a single device at a time .

Physical OT devices have a deep 
understanding of their environment 

and can act independently of 
either a separate control system or 
human intervention . These devices 
can execute second order actions 
and control over smart devices, as 
processing power is not limited to a 

central management system .

Which of the following best describes how your organization converges operational technology (OT) and information technology (IT)?

2018 2020

Figure 3: Connected IoT technologies.

Near field communications (NFC)
25%

28%

Telematics 33%
35%

Mesh networks
30%
30%

CDMA/GPRS/4G
43%

44%

Wi-Fi
46%

48%

Condition sensors
37%

36%

Grid sensors
42%

41%

Security sensors
50%

51%

GPS tracking
52%

54%

Real time location tracking (active RFID,  
ultrawideband, ultrasound, etc .)

39%
43%

Passive RFID
31%

30%

Barcodes
37%

36%

Which of the following Internet of Things (IoT) technologies are currently connected to your organization’s network? (Select all that apply.)

2018 2020
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Trend: Those Protecting Critical Infrastructure Have Many  
Security Concerns

When it comes to securing their ICS and SCADA systems specifically, the top 
concerns of our respondents evolved somewhat over the past two years . While 
malware was the top concern for critical infrastructure professionals in 2018, 
this worry fell out of the top five in 2020 (Figure 4), with the percentage citing 
it dropping by 13 percentage points over those two years . Conversely, device or 
software failure grew as a concern over the same period, cited by nearly three-
quarters of respondents in 2020 . 

While the reasons behind this evolution are unclear, it may be that companies 
have bolstered—and increased their confidence in—their anti-malware solutions 
compared with two years ago . Conversely, as critical infrastructure systems become 
increasingly dependent on connected IoT devices, the prospect of downtime for 
those devices might be more worrying .

Figure 4: ICS/SCADA security concerns.

Please rate your level of concern with the following as they relate to the security of your SCADA/ICS network.

2018 2020
77% 75%Viruses, network worms, and other 

malicious software
Leakage of sensitive or  

confidential data

72% 73%Leakage of sensitive or  
confidential data Internal hackers

73% 74%Internal hackers Device or software failure

70% 73%External hackers External hackers

67% 69%Lack of authentication and 
authorization for intelligent devices

Lack of authentication and 
authorization for intelligent devices

Compliance is another huge security concern for companies with critical infrastructure . Seven in 10 respondents say that 
regulatory pressures on their companies increased over the past year (Figure 5). An even higher percentage—78%—say that 
these pressures will increase in the coming two years . The staggering number of different requirements that companies face 
illustrates this: Of 20 distinct standards listed, a majority of respondents said their organizations were “largely regulated” or “fully 
regulated” by 19 of them (Figure 6). 

The top compliance priorities for companies overall, and for their ICS and SCADA systems in particular, are not surprising 
(Figures 7-8). For both questions, the top three responses were the EU’s General Data Protection Regulation (GDPR), 
International Society of Automation (ISA) standards, and U.S. Federal Information Security Management Act (FISMA) 
requirements .

With these complex security concerns, organizations are planning significant investments in OT security (Figure 9). Overall, nearly 
eight in 10 respondents (78%) plan increases in OT security spending in the coming year—and more than half (51%) plan increases 
of more than 5% . Only 10% of respondents report that the OT security budget will remain the same—less than half the number who 
report no budget increase for OT infrastructure itself . Overall, more respondents reported a budget increase for OT security than 
any other spending area listed .

“Cyber-physical attacks have 
been touted as a serious threat 
for several years. But in recent 
years, these attacks have crept 

from theory to reality.”5
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Figure 5: Regulatory pressures on companies.

Please rate your level of agreement with each of the following statements.

Which of the following best describes the extent that your organization is regulated under the following laws/standards?

Our regulatory pressures have 
increased over the past year.

We anticipate regulatory pressures 
will continue to increase over the 

next 24 months.

78%70%

Figure 6: Regulations and standards affecting organizations as a whole.

Our organization is partially regulated 
by this law/standard (e .g ., only some 
subsidiaries or departments are 
regulated, but not all)

Our organization is largely regulated 
by this law/standard (e .g ., most  
subsidiaries or departments are 
regulated, but not all)

Our entire organization is 
regulated by this law/standard

19% 33% 42%

17%

18%

22%

19%

20%

15%

21%

23%

17%

27%

21%

16%

15%

22%

15%

17%

14%

23%

EU General Data Protection Regulation (GDPR)

Service Organization Controls 2

Federal Information Security Management Act (FISMA)

Own Risk and Solvency Assessment (ORSA)

Payment Card Industry Data Security Standard (PCI DSS)

Health Insurance Portability and Accountability Act (HIPAA)

Federal Energy Regulatory Commission (FERC) guidelines

North American Electric Reliability Corporation (NERC) Reliability Standards

Personal Information Protection and Electronic Documents Act (PIPEDA)

Homeland Security (e.g., HSPD-12, TWIC)

Service Organization Controls 1

Basel II

International Society of Automation (ISA) standards (e.g., ISC/IEC-62443, ISA-99, etc.) 

Solvency II

National Institute of Standards and Technology (NIST)

Basel III

Gramm-Leach-Bliley Act (GLBA)

Statement on Standards for Attestation Engagements (SSAE) 16

Network and Information Systems (NIS)

Sarbanes-Oxley Act (SOX) 16% 27% 24%

37%

36%

36%

28%

34%

28%

27%

25%

35%

30%

20%

34%

41%

30%

29%

33%

26%

30%

32%

26%

21%

24%

18%

25%

23%

37%

23%

27%

37%

20%

20%

18%

23%

24%

29%

18%
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39%

40%

30%

28%

69%

68%

65%

56%

56%

52%

53%

48%

65%

57%

58%

54%

55%

51%

56%

51%

49%

47%

47%

46%

39%

42%

42%

38%

46%

39%

32%

35%

29%

33%

40%

38%

40%

38%

38%

27%

33%

30%

EU General Data Protection Regulation (GDPR)

EU General Data Protection Regulation (GDPR)

International Society of Automation (ISA) Standards (e.g., ISC/IEC-62443, ISA-99, etc.)

International Society of Automation (ISA) Standards (e.g., ISC/IEC-62443, ISA-99, etc.)

Federal Information Security Management Act (FISMA)

Federal Information Security Management Act (FISMA)

Basel III

Solvency II

Sarbanes-Oxley Act (SOX)

Basel III

Network and Information Systems (NIS)

Personal Information Protection and Electronic Documents Act (PIPEDA)

Statement on Standards for Attestation Engagements (SSAE) 16

Service Organization Controls 2

Solvency II

Statement on Standards for Attestation Engagements (SSAE) 16

Gramm-Leach-Bliley Act (GLBA)

Sarbanes-Oxley Act (SOX)

Own Risk and Solvency Assessment (ORSA)

Network and Information Systems (NIS)

26%

15%

23%

18%

18%

16%

23%

16%

14%

16%

16%

14%

15%

21%

10%

12%

20%

14%

To what extent is your organization currently prioritizing the following laws/standards?

Which of the following laws/standards do you find to be the most important for your SCADA/ICS?

Figure 7: Prioritization of regulations and standards.

Figure 8: Most important regulations and standards for ICS and SCADA systems.

Critical priority

Critically important

High priority

Very important
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Trend: Securing ICS/SCADA Systems Is Complex and Haphazard Approaches Are Not Uncommon

When respondents were asked about different aspects of OT security, it was clear that many are taking a fragmented 
approach (Figure 10). Security measures currently in use at organizations ranged from 52% for SSH or TLS encryption to 
74% for robust security analytics . With encryption currently employed at barely half of organizations, it is not surprising that 
30% of organizations plan to deploy it over the next year—the second most common new project behind Privileged Identity 
Management (PIM) technology (31%; Figure 10). 

Present initiatives to bolster security are in response to a threat landscape for OT systems that is increasingly advanced and 
ominous (Figure 11). When asked what factors contributed to their current ICS/SCADA security strategy, there is more concern 
this year than in 2018 regarding both typical cyber criminals (75% versus 62%) and nation-state actors (66% versus 62%). 
More respondents fear an attack that impacts customer-facing systems (75% versus 67%), perhaps reflecting the increasing 
importance of these systems in a rapidly evolving marketplace . Conversely, respondents are somewhat less concerned with 
employee use of personal and cloud technology on work devices (58% versus 65%)—perhaps because some organizations 
have taken steps to deal with issues like Shadow IT and bring-your-own-device (BYOD).

11% 28% 33% 24%

10% 25% 39% 22%

15% 21% 31% 28%

6% 18% 43% 31%

9% 31% 32% 22%

7% 29% 40% 18%

10% 18% 38% 32%

12% 20% 42% 22%

11% 30% 33% 19%

9% 20% 37% 29%

Device analytics for endpoint security

Host security controls/agents

Creating a physical gap between the SCADA/
ICS and the business network

Continuous logging and analyzing of all 
network traffic (security analytics)

Privileged Identity Management for 
Administrators (PIM)

Providing role-based access control 
for all employees (IAM)

Network security controls 
(i .e ., NGFW, IPS, etc .)

Two-factor authentication

SSH or TLS traffic/tunnel encryption

Biometrics

Plan to adopt/
undertake within 12 
months

Expanding current 
adoption/undertaking

Planning 
within 12 
months or 
longer

Adopted or 
expanding 
adoption

Plan to adopt/
undertake in one 
year or longer

Currently adopted/
undertaken

How do you expect your organization’s spending in the following areas to change from 2019 to 2020?

What are your organization’s plans to adopt or undertake the following measures to secure your organization’s SCADA/ICS?

Figure 9: Organizations’ security spending priorities for the next 12 months.

Figure 10: Status of various OT security measures.

73% 73%

73% 73%

78% 78%

78% 78%

66% 66%

66% 66%

73% 73%

73% 73%

37% 25% 11%Internet-of-Things security

Internet-of-Things technologies

SCADA/ICS security

Operational security (OT) infrastructure

Operational technology (OT) 

26% 28% 12%

27% 32% 19%

33% 33% 7%

31% 29% 7%

73%

78%

66%

73%

67%

67% 67%

67% 67%

Increase by less than 5% Increase by more than 10%Increase between 5% and 10%
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Figure 11: Critically important and very important considerations for ICS/SCADA security strategy.

67%
75%

75%
62%

62%
69%

72%
67%

62%
66%

70%
65%

68%
65%

65%
63%

58%
63%

64%
62%

65%
58%

IT outage impacting customer-facing systems

Security attack originating from non-state actors

Customer concerns over privacy issues

Use of cloud in ICS providers’ solutions and services

Security attack originating from foreign investments

Inability to properly identify, measure, and track risk

Failure to capitalize on big data initiatives

Disturbance in business operations due to a catastrophic event  
(e .g ., earthquake, terrorist attack, etc .) 

Increasing regulatory pressures

Failure to capitalize on technology innovation

Employee use of personal and cloud technology

2018 2020

How important were the following factors in developing your organization’s current strategy for securing its SCADA/ICS?

The piecemeal approach extends to decisions to outsource different aspects of OT security. One-third (33%) of organizations 
outsource their OT infrastructure, compared with 27% in 2018 (Figure 12). But the percentage of organizations that outsource 
aspects of their OT security remained steady, declining from 35% to 34% . These differences are small and may just reflect 
different samples, but it is interesting that companies seem more willing to consider new outsourcing arrangements for 
infrastructure than for security .

Among those who do outsource some security functions, intrusion prevention system (IPS), wireless security, and IoT security 
are the most common—all outsourced by 41% of that subset (Figure 13). As an emerging security need, IoT security outsourcing 
increased by 5% within that group since 2018 . Overall, 55% of those who outsource depend on more than one security services 
vendor (Figure 14). U.S. firms in particular have increased the use of multivendor outsourcing—up from 53% to 67% over two 
years . Such dependence on multivendor point solutions can exacerbate the fragmentation of OT system protection, increase 
complexity, and reduce operational efficiency .
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Figure 12: Status of outsourcing for ICS/SCADA security.

8%

6%

10%

10%

13%

15%

25%

24%

42%

45%

Outsourced infrastructure with outsourced security (different provider for both)

Outsourced infrastructure with outsourced security (same provider for both)

Outsourced infrastructure with insourced (our own staff) security

On-premises-based infrastructure with outsourced security

On-premises-based infrastructure with insourced (our own staff) security

Which of the following best describes your organization’s SCADA/ICS security and infrastructure functions?

Figure 13: ICS/SCADA security functions outsourced.

You mentioned that your organization outsources its SCADA/ICS security. Which of the below functions are outsourced?

2018 2020
42% 41%Wireless security Internet-of-Things security

37% 41%Network access control (NAC) Wireless security

41% 41%Intrusion prevention system (IPS) Intrustion prevention system 
(IPS)

36% 38%Internet-of-Things security Network access control (NAC)

35% 35%Virtualization-aware security 
technologies

Security information management 
(SIM)/security analytics (SA)

Another indication of a tactical rather than strategic approach to security is visible when respondents report the level of access 
they provide to third parties. Nearly two-thirds (65%) of organizations give complete or very high access to IT providers, 
while solid majorities give similar access to business partners (59%) and government agencies (53%). Given the fragmented, 
multivendor approach that so many organizations employ, it is likely in many cases that IT providers and other third parties have 
more access than required to do their jobs . It is possible that current systems do not allow for the intelligent segmentation that 
would help them clearly control access according to role .

2018 2020
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Figure 15: Level of access given to third parties.

Figure 16: Expenditure of all resources on different aspects of security.

Third parties responsible 
for my organization’s IT 

Business
partners

Government 
agencies

Complete access, with no restrictions

High level of access, with very few restric-

Moderate level of access, with some 

Very little access, with multiple 

No access at all

What best describes the level of access your organization grants the following entities to its SCADA/ICS?

How do you allocate your total resources (e.g., budget, time, staff, etc.) across each of the following? (#s are means)

18% 21% 16%

47% 38%
37%

20%
19%

23%

12% 16%

4%2%

13%

11%

21% 31% 49%

Trend: OT Security Tends to Be Reactive, and Most OT Systems Have Suffered Breaches

In addition to this continuing fragmentation, organizations still tend to be stuck in a reactive stance toward OT security . One 
indication of this is how they expend their resources. On average, respondents estimate that nearly half (49%) of their budget and 
staff time was spent on responding to attacks, while only 21% is used for the proactive pursuit of threat prevention (Figure 16).

Businesses recognize the need for a more strategic approach . When asked to rank the top three actions they believe will 
help them overcome challenges they see with IT/OT convergence, the most cited by far was to perform a full business and 
operational risk assessment (Figure 17). Seeking out third-party assistance is a significant laggard among the options presented 
in the survey, and perhaps is another indication that organizations realize that the outsourcing of security functions—especially 
in a fragmented manner—is by no means a silver bullet .

Threat prevention Threat detection Threat response

Figure 14: Single vendor/multivendor outsourcing for ICS/SCADA security.

You mentioned that your organization outsources its SCADA/ICS security. Do you use multiple vendors, or a single vendor?

All respondents U.S. respondents

A single vendor A single vendor

Multiple vendors Multiple vendors

Don’t know

45%
55%

1%

32%

67%
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Figure 17: Top actions to address IT/OT convergence challenges.

Which of the following actions do you feel are most effective in overcoming challenges faced when converging operational technology (OT) and IT?

21% 13% 9%

16%

14%

8%

6%

6%

8%

6%

9%

5%

Performing a full business and operational risk assessment

Increasing the centralization of device management and decision-making

Implementing common standards such as ISA/IEC-62443 or ISA-99

Consulting government bodies such as the Industrial  
Control Systems Cyber Emergency Response Team (ICS-CERT)

Increasing the level of separation between OT and IT and  
limiting the number of devices connected to the network

Creating functional zones and sub-zones within the network,  
and assessing the security of each

Investing and building out converged technolo-
gy/IoT-specific security expertise in-house

Collecting and analyzing more security-relevant data

Prioritizing the security of systems that are the 
furthest away from direct, human control

Seeking out third-party assistance

10%

9%

12%

11%

6%

11%

8%

9%

9%

9%

10%

11%

11%

10%

9%

10%

11%

10%

Rank 1 Rank 2 Rank 3

Given the haphazard, reactive stance toward OT security that many organizations 
employ, it is perhaps not surprising that these organizations suffer frequent security 
events . Overall, 58% of organizations have experienced at least one security breach 
in their OT systems in the past 12 months (Figure 18), and only 10% report never 
having suffered such an intrusion . Looking at the overall IT and OT infrastructure, 
nearly two-thirds (66%) of organizations have had four or more security breaches 
over the past 12 months (Figure 19).

The impact of these breaches is not trivial . More than six in 10 respondents 
reported that they had suffered compliance, financial, operational, and even 
physical safety impacts due to attacks on their ICS and SCADA systems (Figure 20).

“Despite seasonal fluctuations 
and a wide variety of targets, 
the data is clear on one thing:  

IT-based attacks on OT 
systems are increasing.”6
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Figure 20: Impacts of ICS/SCADA security breaches.

41% 27% 68%

65%

62%

62%

57%

37%

38%

33%

37%

Ability to meet compliance or regulations

Safety of our organization’s employees

Our organization’s financial stability

Ability to provide new products/services

Ability to operate at a sufficient level of functionality 25%

24%

Highly impacted Critically impacted

To the best of your knowledge, how much were the following impacted due to the security breach to your organization’s SCADA/ICS?

28%

24%

In the past year, how many security breaches has your organization experienced?

None 1-3 4-7 8-10 11+

3%

25%

42%

24%

5%

Figure 19: Security breaches of IT and OT systems over 12 months.

To the best of your knowledge, has the SCADA/ICS at your organization experienced a security breach?

Experienced a 
security breach 
within the last 6 

months

Experienced a 
security breach 

between 6 months 
to less than 12 

months ago

Experienced a 
security breach 
between 1 year  
to less than 2 

years ago

Experienced  
a security  

breach 2 years 
ago or longer

Have never  
experienced a

security breach

21%

37%

22%

9% 10%

58%

Figure 18: Security breaches for ICS/SCADA systems.
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Best Practices of Top-tier Organizations 
As noted, some of the respondents to Forrester Consulting’s questionnaire have been more successful than others in preventing 
intrusions and minimizing risk for their organizations . In fact, 58% of organizations represented in the survey had experienced at 
least one breach of OT systems in the past 12 months, while only 19% had gone two or more years without such an intrusion .

To analyze the data more deeply, we compared the security practices of these two subsets—the “top-tier” and “bottom-tier” 
organizations in our sample . We identified the following best practices that were more likely to be followed by those that have not 
experienced a recent breach:

1. Top-tier organizations are 129% more likely 
to grant very little or no network access to 
business partners. 

While partners often need near real-time access to certain 
resources, the safest companies are more than twice as likely 
to be very restrictive with that access—and presumably have 
intelligently segmented the network in such a way as to make 
this possible .

2. Top-tier organizations are 75% more  
likely to severely restrict access to 
government agencies. 

Of course, requirements vary according to location and 
industry, but organizations that strategically restrict access to 
data on a need-to-know basis tend to suffer fewer breaches .

3. Top-tier organizations are 52% more likely 
to grant no more than moderate network 
access to IT service providers. 

These third parties often need significant access to do their 
jobs, but organizations that enforce strict access policies—
rather than granting blanket access—tend to have better results .

4. Top-tier organizations are 45% more  
likely not to have outsourced advanced 
malware detection. 

Certain functions may be executed more effectively in-house 
for some organizations, and companies that have successfully 
avoided breaches tend to depend on internal systems for 
threat detection .

5. Top-tier organizations are 36% more  
likely to have outsourced network analysis 
and visibility. 

For companies that do not have a fully built-out security 
operations center (SOC), it often makes sense to entrust this 
big-picture function to a well-resourced partner .

Conclusion
Our research shows a mixed picture for critical infrastructure 
professionals . On the one hand, both operations and security 
for OT systems are in a state of uncomfortable flux, with IT/
OT convergence slowing or even stalling and security still 
conducted in a piecemeal, reactive manner . The result is that 
breaches occur way too frequently, and the impact of these 
incidents is significant for a company’s bottom line .  

On the other hand, there is a clear recognition that a more 
strategic approach is needed that ties the security of ICS 
and SCADA systems to the needs of the business, and for 
cybersecurity risk to be integrated into a company’s overall 
risk portfolio . Some organizations have made significant 
moves in that direction—especially in the area of third-party 
access—and tend to have fewer breaches as a result . 

This positive trend will hopefully spread, leading to a more 
holistic approach to cybersecurity across a critical mass 
of converged enterprises, from IT to OT . As this potential 
transformation begins in earnest, it will be interesting to see 
how strategies and tactics evolve for critical infrastructure 
professionals over the coming two years .
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