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The Need for Integrated Security
For decades, the cybersecurity landscape has been dominated by a siloed 
approach, with isolated products deployed across the network and networking 
and security existing as separate entities. This fragmented strategy leaves 
significant vulnerabilities, forcing organizations to cobble together disparate 
point solutions that create complexity and hinder visibility. Fortinet, however, 
has always championed a different vision: the convergence of networking and 
security. Founded on the principle of integrated security, we recognize that true 
network protection requires a holistic platform approach.

Our longstanding commitment to developing and delivering a unified platform is 
further solidified with the release of FortiOS 7.6, the latest update to our industry-
leading operating system. This update injects new capabilities and services across 
the Fortinet Security Fabric, the most mature and comprehensive cybersecurity 
platform in the market today. Unlike competitors just now jumping on the platform 
bandwagon, we have been diligently building and refining the Security Fabric for 
years, resulting in the most extensive product coverage available. These latest 
enhancements to the Security Fabric include adding new generative AI capabilities 
across all three of our pillars, adding new managed services for our firewall, SASE, 
and SOC operations, new integrations for our Unified agent, and new data protection. 

The power of this unified platform approach lies in its singular core:

   Our commitment to delivering an integrated 
network and security platform built on a single OS is evident in our industry-

managing disparate systems and ensures consistent security policies and enforcement across your entire network.

   The Fortinet agent provides unmatched telemetry, visibility, and control to IT teams.  
 

that can also be seamlessly integrated with the rest of your network security framework and SOC environment.

   Our unified management tool delivers centralized control across your entire hybrid 
environment, from your campus and data centers to your branch offices and remote users to your multi-cloud environments. 
FortiManager simplifies the management of on-premises, cloud-based, and cloud-delivered security solutions, offering a 
single pane of glass for comprehensive network visibility and control.

   Our newly announced data lake serves as a central repository for Security Operations Center 

team to make faster and more informed decisions.

By leveraging a single OS, agent, management tool, and data lake, the Fortinet Security Fabric shatters the limitations of siloed 
security solutions. This inherent unity fosters exceptional integration, simplifies management, and empowers your security team 
with unparalleled visibility and control.

While others may use platforms to create vendor lock-in, we are committed to maintaining and expanding the industryʼs 
broadest, open ecosystem of partners. This approach ensures the Fortinet Security Fabric remains a multi-vendor platform 
solution that seamlessly integrates with your existing security infrastructure, protecting security investments and allowing 
flexibility when selecting security vendors.

 s̓dlrow eht si SOitroF“  
most powerful, real-time 
network security operating 
system capable of simplifying 
management across content, 
applications, users, devices, 
data, and locations.ˮ

Ken Xie
Fortinet Founder,  
Chairman of the Board,  
and Chief Executive Office
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整合式安全的需求

過去數十年來，網路安全情勢一直都是以各自獨立的做法為主，在整個網路中部
署個別產品，而網路連結與資安則是各自為政。這種分散策略留下了重大漏洞，
迫使組織胡亂拼湊不同的單點解決方案，造成了複雜性也阻礙了可視性。然而，
Fortinet 始終倡導不同的願景：網路連結與資安的融合。基於整合式安全的原則，
我們認識到真正的網路保護需要全面性的平台做法。

我們長期致力於開發並提供一個統一平台，而 FortiOS 7.6 的發布，我們領先業界
的作業系統的最新更新，進一步鞏固了這點。這項更新為 Fortinet 安全織網，當
今市場上最成熟、最全面的網路安全平台，帶來了新的功能與服務。與剛加入平
台趨勢的競爭對手不同，我們多年來一直在努力建構並完善安全織網，從而獲得
了最廣泛的產品覆蓋範圍。這些最新的安全織網強化功能包括：在我們的三大支
柱中加入新的生成式 AI 功能；為我們的防火牆、SASE 和 SOC 營運加入新的託管
服務；為我們的統一代理程式帶來新的整合；以及新的資料保護。

這種統一平台方法的力量在於其獨特的核心：

單一作業系統（FortiOS）：我們致力於提供基於單一作業系統的整合式網路
與安全平台，這體現在我們於多項 Gartner 魔力象限類別中領先業界的地位，
包括防火牆、LAN 邊緣、SD-WAN 和安全存取服務邊緣（SASE）──這一切都
由相同的 FortiOS 提供支援。這種整合方法消除了管理不同系統的複雜性，並
確保整個網路中安全策略與實施的一致性。

單一統一代理程式（FortiClient）：Fortinet 代理程式為資訊科技團隊提供無與倫比的遙測、可視性與掌控。它無縫整合
端點保護平台（EPP）和零信任網路存取（ZTNA）功能，再加上即將推出的端點偵測與回應（EDR），為你的端點提供
全面性的安全態勢，還可以與其餘的網路安全框架和 SOC 環境無縫整合。

單一管理工具（FortiManager）：我們的統一管理工具可以對整個混合式環境進行集中控制，從你的園區和資料中心到
你的分支辦公室，從遠端用戶到你的多雲環境。FortiManager 簡化本地、雲端以及雲端交付安全解決方案的管理，提供
單一管理平台以實現全面性的網路可視性與控管。

單一資料湖（FortiAnalyzer）：我們新發表的資料湖可以當作安全營運中心（SOC）分析的中央儲存器。這項統一的資
料平台簡化了威脅偵測、調查和回應，讓你的安全團隊有能力做出更快速、更有根據的決策。

透過利用單一的作業系統、代理程式、管理工具和資料湖，Fortinet 安全織網打破了各自獨立的安全解決方案限制。這種內
化的統一性促進了卓越的整合、簡化管理，並為你的安全團隊提供無與倫比的可視性與掌控。

雖然其他公司可能會利用平台來造成供應商綁定，我們致力於維護和擴展業界最廣泛、開放的合作夥伴生態系統。這種方法
確保 Fortinet 安全織網仍然是一個多供應商平台解決方案，無縫整合你現有的安全基礎設施，保護資安投資，並在選擇資安
供應商時提供靈活性。
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「FortiOS 是世界上最強大的

即時網路安全作業系統，能夠

簡化內容、應用、用戶、裝置、

資料以及位置的管理。」

謝青

Fortinet 創辦人
董事長

兼執行長



Enhancements in FortiOS 7.6
The Fortinet Security Fabric platform is delivered across critical use cases, providing a broad range of integrated security and 
network functionality to every corner of the network. The latest enhancements in FOS 7.6 provide new or enriched capabilities  
in the following areas:

Secure Networking
The Secure Networking component of the Fortinet Security Fabric combines critical networking, connectivity, and security 
functions, including OT, IOT, and Edge security.

FOS 7.6 enhancements include: 

  FortiAI for Management, Provisioning, Docs, & Support: Forti AI now includes Generative AI within FortiManager to assist 
with platform management, new product and feature deployment, network monitoring, and accessing documentation 
and support assets. FortiAI facilitates faster decision making, helps detect and remediate incidents quickly, and ensures 
organizations can easily adopt the technologies they require.

  Managed FortiGate Service: This new service can offload NOC teams by deploying, configuring, monitoring, and managing 
FortiGate deployments. Staffed by Fortinet professionals, this service leverages cloud-based tools to become an extension 
of the NOC team. Customers and partners can use these services so their cybersecurity experts can focus on higher-value 
activities. 

  Data Loss Prevention: DLP enhancements improve detection confidence and exact match capabilities to ensure sensitive 
information remains secure no matter where it resides within the hybrid network.

   Enhancements to our in-built NAC capability, part of our proprietary FortiLink protocol, enable FortiGate 
devices to directly manage FortiSwitch and FortiAP products. FortiLink NAC enables Fortinet switches and access points to 
identify and properly onboard IoT devices into the appropriate network segment without requiring additional licenses. 

  Wi-Fi 7 Controller: Our wireless controller can now manage our recently announced Wi-Fi 7 access points.

 

visibility and better user experiences. 

  New FortiGuard Services: FortiGuard Services provides organizations with a proactive and intelligent approach to 
cybersecurity, enabling them to confidently navigate the ever-changing threat landscape. Enhancements to our existing suite  
of AI-powered services include:

 – Increased FortiGate NGFW inline protection capabilities: Real-time inline detection and prevention of AI-powered 
attacks can recognize and block even the most intricate and novel threats

  Significant upgrades to the AI-powered Inline Malware Prevention Service include new features like real-time  
anti-phishing and an accelerated AI pre-filter

  The ability to render verdicts more quickly

  Critical prevention of patient zeros

  AI enhancements to URL and web filtering to improve malicious attack prevention
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FortiOS 7.6 的強化功能

Fortinet 安全織網平台瞄準各種關鍵應用案利，為網路的每個角落提供廣泛的整合式安全與網路功能。FOS 7.6 的最新強
化功能在以下領域提供全新或更豐富的功能：

安全網路

Fortinet 安全織網的安全網路組件結合關鍵的網路連結、連通性與安全功能，包括 OT、IOT 以及邊緣安全。

FOS 7.6 強化功能包括：

用於管理、配置、文件與支援的 FortiAI： FortiAI 現在包含 FortiManager 內的生成式 AI，以協助平台管理、新產品和
功能部署、網路監控以及存取文件和支援資產。FortiAI 有助於更快做出決策，協助快速偵測並緩解事件，以及確保組
織可以輕易採用他們所需的技術。

託管型 FortiGate 服務：這項新的服務可以透過部署、配置、監控和管理 FortiGate 部署來減輕 NOC 團隊的負擔。這
項服務由 Fortinet 專業人員組成，利用雲端工具成為 NOC 團隊的延伸。客戶和合作夥伴可以利用這些服務，好讓他們
的網路安全專家可以專心從事更有價值的活動。

資料外洩防護：DLP 強化功能提高偵測可信度和精準比對能力，以確保敏感資訊無論位於混合式網路內的什麼地方都能
保持安全。

FortiLink NAC：我們內建的 NAC 功能是我們專有的 FortiLink 協定的一部分，其功能的強化使 FortiGate 裝置能夠直
接管理 FortiSwitch 和 FortiAP 產品。FortiLink NAC 使 Fortinet 交換器和無線基地台能夠識別 IoT 裝置並將其正確載入
到適當的網段，不需要額外的授權。

Wi-Fi 7 控制器：我們的無線控制器現在可以管理我們最近發表的 Wi-Fi 7 無線基地台。

新的 AIOps 服務：改善 SD-WAN 的監控與管理，以及 DEM 共享資訊的能力，進而帶來更好的可視性與更好的使用者
體驗。

新的 FortiGuard 服務：FortiGuard 服務為組織提供主動且聰明的網路安全做法，使他們能夠自信地應對不斷變化的威
脅情勢。我們現有的 AI 驅動服務套件包含以下強化功能：

- 增強 FortiGate NGFW 內嵌式保護功能： AI 驅動的即時內嵌式偵測與預防功能可以識別並阻止最複雜和新穎的威脅。

AI 驅動內嵌式惡意軟體預防服務的重大升級，包括即時反網路釣魚和加速 AI 預先過濾器等新功能

更快地做出判斷的能力

零號受害者的關鍵預防

URL 和網頁過濾的 AI 強化，提升預防惡意攻擊的能力



Unified SASE
As organizations incorporate more cloud-based resources and support a hybrid workforce, cloud-delivered and cloud-based 
security solutions grow in importance. Securing remote users while maintaining reliable connections is paramount for 
organizations that have adopted a hybrid workforce strategy. FortiOS 7.6 enhancements include:

   FortiClient converges many solutions into a single agent, including ZTNA, VPN, EPP, continuous 
vulnerability assessment, sandboxing, telemetry, and DEM, as well as agent capabilities for PAM and NAC. FortiOS 7.6 adds a 
complete EDR capability to FortiClient, adding ransomware protection, behavior-based detections, and automated responses  
to its host of visibility, control, and remote access capabilities. 

   

 –  Similar to the Managed FortiClient service, the FortiSASE operations team can onboard a SASE 
customer and help configure their SASE portal. This remote service and its managed service engineers will configure 
FortiSASE, offloading local NOC or SOC teams from managing this element of their cybersecurtiy. 

 – FortiAI for migration, planning, and deployment: New Generative AI can assist with transitioning to public clouds and 
provide guidance on planning and deploying applications and services within specific cloud platforms. This service will  
be available within cloud provider offerings, such as FortiAI for AWS and FortiAI for Azure. 

 – Data protection: DLP enhancements improve detection confidence levels and its exact match capabilities for SASE users 
to ensure sensitive information remains secure no matter where it resides within the hybrid network.

 – Switch/AP/5G Support: New FortiSASE support for thin edge use cases enables remote AP, switch, and FortiExtender 
deployments.

 –

Enhancements to Overlay Orchestration simplify and automate connectivity across multiple clouds to streamline 
operations. Improvements to our Underlay Bandwidth and Quality Monitoring Service offer comprehensive link, path,  
and application performance monitoring to optimize user experience and simplify operations.

 – Remote Browser Isolation: Organizations can now easily add RBI (remote browser isolation) to their SASE user set to 
further insulate users from the threats on the internet.

 –  The DEM agent has now been added to FortiClient, offering end-to-end 
DEM for FortiSASE users for better visibility and troubleshooting.

 –

branches and regular routers to the FortiSASE platform using IPSec tunnels. This enables greater flexibility when selecting 
and managing vendors and vendor transitions. 

 – Unified Policy: Leveraging the common FortiOS deployed across on-prem and virtual firewalls and SASE POPs, users can 
establish unified policies across all their firewall enforcement points. 

Detecting, preventing, and remediating threats and attacks continue to be critical challenges for many SOC teams. Thatʼs why 
we have developed advanced AI capabilities for SOC environments that enhance threat identification, including generative AI  
to guide SOC teams in threat investigation and response. 

FortiAnalyzer 7.6, the central data lake of the Fortinet Security Fabric, unifies configurations, events, and alerts and provides 
advanced threat visualization views. It also introduces a Security Automation Subscription that offers powerful features like 
premium reports, event handlers, and incident response playbooks. These enhancements empower SecOps teams and streamline 
operations with improved detection, investigation, and response to security incidents. New FortiOS 7.6 enhancements include:

   Integrating SOCaaS with SASE, Forensics, and MFGS, along with integrating 
outbreak detection capabilities, significantly enhances our managed SOC offering. 

  FortiAI Integration: Integrating FortiAI into FortiAnalyzer enhances the systemʼs ability to analyze and respond to security 
threats. By leveraging FortiOS telemetry data, FortiAI provides advisory support, facilitating quicker decision-making and 
efficient actions like specific report queries or event handling.
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Unified SASE

隨著組織整合更多基於雲端的資源並支持混合工作模式，雲端交付和基於雲端的安全解決方案變得越來越重要。保護遠端用
戶的安全，同時維持可靠的連結，對採用混合工作模式策略的組織來說至關重要。FortiOS 7.6 的強化功能包括：

統一代理程式（FortiClient）：FortiClient 將許多解決方案整合到單一代理程式中，包括 ZTNA、VPN、EPP、持續漏洞評估、
智能沙箱、遙測和 DEM，以及 PAM 和 NAC 的代理功能。FortiOS 7.6 為 FortiClient 增加了完整的 EDR 功能，為具備可視性、
控制和遠端存取功能的主機增加勒索軟體防護、基於行為的偵測以及自動化回應。

SASE (SSE + SD-WAN)：
- 託管 SASE ／ ZTNA：與託管FortiClient服務類似， FortiSASE營運團隊可以協助SASE客戶登入並配置他們的SASE入口。
這項遠端服務及其託管服務工程師將會配置 FortiSASE，減輕本地 NOC 或 SOC 團隊管理這項網路安全元件的負擔。

- 用於遷移、規劃與部署的 FortiAI：新的生成式 AI 可以協助過渡到公有雲端的過程，並在特定雲端平台內引導應用程式
和服務的規劃和部署。這項服務將包含在雲端供應商產品中，例如 AWS 的 FortiAI 和 Azure 的 FortiAI。

- 資料保護：DLP 強化功能為 SASE 用戶提高偵測可信度和精準比對能力，以確保敏感資訊無論位於混合式網路內的什麼
地方都能保持安全。

- 交換器／ AP ／ 5G 支援：FortiSASE 對輕量型邊緣應用案利的全新支援可以實現遠端 AP、交換器和 FortiExtender 部署。

-SD-WAN：FortiOS 7.6 提供 20 多種新的 SD-WAN 功能，以簡化操作並改善使用者體驗。上層的強化協作功能簡化並
自動化橫跨多雲的連通性，使操作更有效率。底層頻寬和品質監控服務的改進提供全面性的連結、路徑和應用服務效能
監控，以優化使用者體驗並簡化操作。

- 遠端瀏覽器隔離：組織現在可以輕易將 RBI（遠端瀏覽器隔離）新增至他們的 SASE 用戶群，以進一步將用戶和網路威
脅隔離開來。

- 端到端數位體驗監控（DEM）：DEM 代理程式現在已經新增至 FortiClient，提供端到端 DEM 給 FortiSASE 用戶，帶來
更好的可視性與故障排除。

- 第三方 SSE 支援（IPSec）：FortiSASE IPsec 服務連接讓潛在客戶可以使用 IPsec 通道將第三方 SD-WAN 分支和一般
路由器連接到 FortiSASE 平台。這在選擇和管理供應商以及轉換供應商時提供更大的靈活性。

-統一政策：利用部署在本地和虛擬防火牆以及SASE POP的通用FortiOS，用戶可以在所有的防火牆建置點建立統一政策。

AI 驅動的 SOC 營運

偵測、預防和緩解威脅和攻擊仍然是許多 SOC 團隊面臨的關鍵挑戰。這就是為什麼我們為 SOC 環境開發了先進的 AI 功能以
強化威脅識別，包括引導 SOC 團隊進行威脅調查與回應的生成式 AI。

FortiAnalyzer 7.6 是 Fortinet 安全織網的中央資料湖，它統一配置、事件和告警，並提供先進的威脅視覺化圖表。它還引進了
安全自動化訂閱服務，提供高級報告、事件處理和事件回應劇本等強大的功能。這些強化功能提升 SecOps 團隊的能力並簡化
操作，改善了對安全事件的偵測、調查與回應。新的 FortiOS 7.6 強化功能包括：

強化的 SOC 即服務（SOCaaS）：將 SOCaaS 與 SASE、鑑識和託管型 FortiGate 服務整合在一起，再加上整合爆發型威脅
的偵測能力，大幅強化了我們的託管 SOC 產品。

FortiAI 整合：將 FortiAI 整合到 FortiAnalyzer 中可以強化系統分析和回應安全威脅的能力。透過利用 FortiOS 遙測資料，
FortiAI 提供諮詢支援，有助於更快做出決策並採取有效的行動，例如特定報告查詢或事件處理。



  SIEM Lite: Adding limited SIEM capabilities to FortiAnalyzer helps centralize data in the Security Fabric by merging 
configurations, events, and alerts for better visibility and analysis. Its threat visualization dashboards (including interactive 
topology) offer an intuitive, graphical representation of security threats and patterns.

  SOAR Lite: Adding limited SOAR capability to FortiAnalyzer, accessible through the Security Automation Subscription, 
offers curated content packs with out-of-the-box premium reports, event handlers, advanced correlation rules, third-party 
log parsers, automation connectors, data enrichment, and incident response playbooks. These packs provide a significant 
advantage as they will be updated continuously, independent of future FortiAnalyzer releases, ensuring that SecOps teams 
have the most current tools and data at their fingertips.

   FortiAnalyzer 7.6 addresses the complexities of adhering to, maintaining, and 
continuously improving compliance and risk management while catering to the dynamic nature of security infrastructures with 
new GRC reports. Its service for attack surface and compliance management proactively assesses network vulnerabilities 
and helps guide targeted improvements in security posture. These tools simplify the compliance process by automatically 
generating reports on industry-specific risks and non-compliant configurations, offering valuable insights into the security 
posture of IT and OT environments.

  FortiAI for Incident Response: Generative AI assistance can analyze alerts and alarms in FortiSIEM and provide prompts for 
follow-up actions in FortiSIEM and FortiSOAR. 

  EDR integration with FortiClient:  Adding EDR to FortiClient brings full endpoint detection and response capabilities to our 
Unified Agent, including combining ransomware protection and ZTNA capabilities in one agent. 

The Fortinet Advantage
Fortinet provides the industryʼs most complete and robust cybersecurity platform. Since our founding over twenty years ago, 
we have been focused on organic innovation and product development, complemented by tactical acquisitions for specific 
technologies or capabilities, to create the industryʼs most holistic and integrated cybersecurity and networking solution strategy.

This relentless pursuit of an integrated Security Fabric has enabled us to deliver a platform built around one operating system, 
one unified agent, one management console, and one data lake. Studies have shown how this platform approach produces 
better security outcomes, more efficient operations, a better user experience, and a stronger ROI.

FortiOS 7.6 builds on our previous extensive development, with the latest in generative AI, managed services, and advanced 
functionality to further speed and simplify todayʼs increasingly complex NOC and SOC operations.

WHITE PAPER

Copyright © 2024 Fortinet, Inc. All rights reserved. Fortinet ®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product 
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other 
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinetʼs General Counsel, with a purchaser 
that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any 
such warranty will be limited to performance in the same ideal conditions as in Fortinetʼs internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise 
revise this publication without notice, and the most current version of the publication shall be applicable. 

www.fortinet.com

隆重介紹 FortiOS 7.6：強化 Fortinet 的即時網路安全作業系統 白皮書

SIEM Lite：為 FortiAnalyzer 增加輕量型 SIEM 功能有助於集中安全織網中的資料，透過合併配置、事件和告警來得到
更好的可視性與分析。其威脅視覺化圖表（包括互動式拓撲）為安全威脅和模式提供直觀的圖像表述。

SOAR Lite：為 FortiAnalyzer 增加輕量型 SOAR 功能（可透過安全自動化訂閱服務取得），提供精心挑選的內容包，
其中包含開箱即用的高級報告、事件處理、進階關聯規則、第三方日誌解譯器、自動化連接器、資料加值和事件回應劇
本。這些內容包提供顯著的優勢，因為它們將會持續更新，獨立於未來的 FortiAnalyzer 版本，確保 SecOps 團隊隨時
掌握最當前的工具和資料。

治理、風險及合規（GRC）：FortiAnalyzer 7.6 解決了遵循、維持和持續改善合規性與風險管理的複雜性，同時透過新
的 GRC 報告滿足安全基礎設施的動態特性。其針對攻擊面與合規性管理的服務可以主動評估網路漏洞，並協助引導安
全態勢中的針對性改善。這些工具簡化合規性流程，自動生成關於產業特定風險與不合規配置的報告，針對 IT 和 OT 環
境的安全態勢提供寶貴的見解。

用於事件回應的 FortiAI：生成式 AI 輔助可以分析 FortiSIEM 中的告警事件，並為 FortiSIEM 和 FortiSOAR 中的後續行
動提供指示。

EDR 與 FortiClient 的整合：將 EDR 加入 FortiClient 中可以為我們的統一代理程式帶來完整的端點偵測與應變功能，
包括在單一代理程式中結合勒索軟體防護和 ZTNA 功能。

Fortinet 的優勢

Fortinet 提供業界最完整且強健的網路安全平台。自二十多年前成立以來，我們一直專注在有機創新與產品開發上，輔以
針對特定技術或功能的戰略收購，以創造業界最全面的整合式網路安全與網路連結解決方案策略。

這種對整合式安全織網的不懈追求，使我們能夠提供基於單一作業系統、單一統一代理程式、單一管理控制台和單一資
料湖的單一平台。研究顯示這種平台方法能夠帶來更好的安全結果、更有效率的營運、更好的使用者體驗以及更強大的
ROI。

FortiOS 7.6 建立在我們先前廣泛的開發基礎上，再加上最新的生成式 AI、託管服務和進階功能，以進一步加快並簡化當
今日益複雜的 NOC 和 SOC 營運。


