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Cyber Services

Moving to the cloud requires an integrated approach

to security and privacy that covers the core platform,
applications, enterprise, and operations. Coupled with Google
Cloud's security solutions, Deloitte leverages decades of
experience to provide end-to-end cloud security solutions

to assist with large scale digital transformation journeys,
Security Operation Center (SOC) modernization efforts,

and implementation of Zero Trust security models to help
organizations protect their data, users, and applications.
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challenges
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Cyber as a catalyst to
empower your organization

Regulatory adherence
and compliance

Business agility, customer
experience, and trust

VPS/DIRECTORS/MANAGER

Software Development Life Cycle (SDLC), DevSecOps,
tools, and governance

Secure digital transformation, secure solutions,
and better user experience
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Transformation and

= operating advancement
Technology shift,
modernization, and cost

ANALYST/ENGINEER

Adoption of new technologies and next-gen
cyber products

Next-gen cyber transformation of people, process,
technology, and automation

OO,

Lack of industry and business
case knowledge and exposure

Sh.ortage of
skilled resources

Upskilling and technology adoption, Infrastructure as Code (laC),
Policy as Code and automation for cybersecurity

Cyber standard operating procedures, playbooks, templates

ONO

Use of artificial intelligence, machine learning, user and
entity behavior analytics, and advanced toolsets
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Spotlight:

CLIENT:
MAJOR BANK

Background:

Deloitte is assisting a major bank
in building a secure and resilient
Google Cloud environment for

migrations over a multi-year period.

Solution:

Secure Cloud Foundations and
compliance automation developed
to accelerate application migration

and deployment into Google Cloud.

Impact/Outcome:

Secure and resilient network
structure that enables minimal
latency and maximum security.
Securely migrating over

700 applications to Google
Cloud enabling the bank to
exit the data center.
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Deloitte engagements

CLIENT:
MAJOR HEALTHCARE ORGANIZATION

Background:

Client was looking to migrate their
existing security threat management
platform to something more
scalable and cloud native capable

of monitoring their on-prem

and multi-cloud environments.
Their requirements also included
centralized security log management,
advanced security analytics

and a flat fee structure to avoid
increased storage or processing
costs as their environment grew.

Solution:

Deloitte implemented PACE

and developed custom sets of
analytics and persona-based
visualizations for the SOC team to
enable threat detection and hunt
at scale, and bespoke analytics
for the insider threat team.

Outcome:

Improved detection capabilities using
predictive analytics to proactively
detect threats. Cost reduction

and efficiency improvements

realized with Chronicle’s ingestion
capabilities and extensible rulesets.
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CLIENT:
GLOBAL INVESTMENT BANK

Background:

Client was looking to mature

their cloud security as they build
foundational capabilities for
development of new products and
market offerings in the cloud at scale.

Solution:

Deloitte developed and automated
security guidelines for use of
Google Cloud services.

Assisted with cloud security

design reviews and developed threat
models in conjunction

with client tech risk personnel.

Developed Open Policy Agent (OPA)
policies to help enforce Policy-
as-Code (PaC) for Google Cloud's
Kubernetes Config Connector (KCC)
based laC deployments across the
clients Google Cloud environment
and implement into development
process with Continuous Integration,
Continuous Delivery (CI/CD) pipelines.

Outcome:

Ability to shift left in cloud
development with automated
preventative guardrails confirming
Google Cloud resource configuration
even before deployment.
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