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Guide to Data Loss
Prevention (DLP) on Slack

How to implement data loss prevention
(DLP) on Slack, and detect leakage of
sensitive data across any Slack workspace.
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Data leakage in context of Slack

Slack has become an integral to business

and enterprise operations, with millions of
employees spending on 9 or more hours Slack Has 12 Million Daily Users, Up
37% From a Year Ago

connected to the application’.

By Eric J. Savitz  Oct. 11,2019 8:06 am ET (¢}

The always-on nature of Saa$S applications Slack adds 7K customers in 7 weeks
combined with high volume of activity amid remote-work boom, besting its

, , preceding 2 results
in Slack workspaces introduces new
opportunities for sensitive data leaks | o
within companies.
1. “Not all Daily Active Users are created equal: Work is fueled by true engagement” - Slack Blog N Ig htfa " Q
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What can contribute to data exposure risk in Slack?

e Slack environments present challenges for ensuring infosec best practices

are followed:

o Slack connect channels introduce users from outside your organization who many not know
or follow policies.

o Slack guest accounts must be provisioned appropriately, with access to the right channels
and assets being maintained across their lifetime.

o Private channels create visibility constraints for security teams.

o File attachments create complexity by expanding the number of places where data can live
as well as the types of sensitive data they must look for.

o Retention policies must be actively managed in accordance to compliance and security
policies and practices.
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What are the consequences of data exposure risks?

e Historical security risks: Sensitive data @ - News - Business

may already be stored in your Attackers used Slack to breach
environment and could be accessed at  'T'witter, according to report

a ny tl me by a nyO ne. Twitter says hackers used internal tools to access 130 accounts.

By Will Heasman 2 min read -+ Jul 18, 2020

e Real-time security risks: Sensitive data How Hackers Used Slack to Break into EA

can be shared and seen in real-time Games
A representative for the hackers explained to Motherboard how the

Within your enVironment by unaUthorized group stole a wealth of data from the game publishing giant.
persons. @ s
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Best practices for protecting sensitive data in Slack

1. Enforce a consistent channel creation process that complements business objectives
and security policies

2. Streamline Slack security with automated features like message and file retention time
limits that map to your risk management & compliance strategies

3. Identify engaged stakeholders who will serve as Slack admins and aid employee
education

4. Invest in technologies like cloud data loss prevention (DLP)

° ™
2. “4 Best Practices for Healthcare teams using Slack” - Nightfall Al N Ig htfa " e
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What is Data Loss Prevention (DLP)?

DLP ensures confidential or sensitive
information (like credit card and social
security numbers) isn’t shared outside
of Slack by scanning for content within
messages and files that break
predefined policies.

Nightfall™ @&

nightfall.ai/integrations/slack

© 2022 Nightfall. Allrights reserved.


https://nightfall.ai/integrations/slack

How does Slack benefit from DLP?

Collaborative SaaS applications like
Slack create environments where data
policy and security best practices are
difficult to maintain or enforce without an
excessive time or resource commitment.

Data loss prevention helps provides
companies with a feasible alternative to
address this problem.
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Does Slack have DLP functionality built-in?

© 2022 Nightfall. All rights reserved.

No, Slack relies on third-party apps
(like Nightfall) to provide DLP functionality
in Slack. Nightfall is a Slack DLP partner.

Designed for
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How do | implement DLP on Slack?

Nightfall’s Slack bot can be added
in seconds to your
Slack account.

No additional set up, tuning, or
installed agents are required.

Request a free trial with us.

© 2022 Nightfall. All rights reserved.

Nightfall DLP for Slack
Sensitive message detected
Hi, we noticed you sent a message that may contain sensitive information (details below).

Please double check if you intended to send this message, and if not, please delete it.
Note that it may have already been deleted automatically or by an administrator.

Where: When:

#channel-name (Go to message) Monday, October 8th at 8:50 AM

Public Channel

Snippet: Findings:

SSN: T0*Aniickmk social security number (5SN) (1 Likely)
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Does Nightfall’s bot work on any Slack plan?

Yes, Nightfall works on any Slack plan:

Standard, and Plus plans. Scan all public

Nightfall Pro is designed for Slack Free, y
channels. Learn more here.

Nightfall Enterprise is designed for

Slack Enterprise plans. Scan the entire Available in
Slack organization via Slack’s Discovery a“" slack A Directory
API. Learn more here.
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Case Study: Aaron’s, Inc.
(NYSE: AAN)

Stuart Lane, Information Security Engineer
Industry: Retail
Employees: 12,000+

Use Cases: DLP, policy enforcement, toxicity filtering

“Nightfall has allowed us to automate the detection and response
of DLP in Slack. This has alleviated an impossible task of manually
monitoring the platform.”
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What is Nightfall?

e Nightfall is a platform to discover, classify, and
protect sensitive data across cloud SaaS & data
infrastructure via machine learning.

e Nightfall’s Slack bot helps you instantly add
DLP functionality to Slack.

e The bot detects sensitive data in files &
messages in real-time. Get alerted & take
remediative action directly within Slack.

e Nightfall supports compliance efforts with PCI,
GDPR, HIPAA, CCPA, SOX, and many others.
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How does Nightfall work?

Discover: Continuously monitor sensitive data that is flowing into
and out of files & messages in Slack.

Classify: Machine learning classifies your sensitive data & PlI
automatically, without prior tuning or tagging, so nothing gets
missed.

P Protect: Setup automated DLP workflows for quarantines,
# deletions, redaction of sensitive content in messages, alerts,
coaching, and more - saving you time and keeping your business

safe. Nightfall” @&
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Key Benefits

Get started now for free - no setup or
tuning required.

Choose channel types to monitor

Leve ra g e 1 5 O+ p re-tu n ed ’ Sta n d a rd Internal Channels Connect Channels <&

detectors of Pll out of the box. # Pubiic # Public
& Private & Private

Configure detection settings to fine-tune

the conditions and contexts that trigger
Nightfall detectors.

Apply policies with a high level of

granularity in Slack. Including within DMs & . N
Slack Connect channels. nghtfd" &
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Enterprise-Grade Security

e Does not store or track sensitive findings, only non-identifying metadata
is gathered to improve accuracy.

e TLS 1.2+ and AES 256 encryption.

e F[ully hosted on AWS and GCP.
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Detectors

Types of Detectors

E Standard PIl & Names

1 o M ID Numbers
Finance & PCI
Average # instances of :
sensitive data classified W8 Network & Geographical Addresses
per month '
Health & PHI

Credentials & Secrets

BEEASBA0N

Custom Regexes & Word Lists
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File Scanning Capabilities

Nightfall can scan 100+ file types, including images using optical character recognition

v -
T g
= :
ﬂ Plaintext Google Drive file types Open Office Microsoft Office
L
< HTML
O
§ ... and many
O more!
@)

Adobe PDF HTML XML Images
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Customer: Bluecore

© Bluecore
Brent Lassi, CISO

Industry: Saa$S, Retail Marketing Services

Use Cases: DLP, policy enforcement

“Nightfall helps us prove to our customers that we have a high level of
hygiene diligence. Our clients want to know that we're responsibly
managing their data.”
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Case Study: Galileo Health g alile()

Michael Supon, Head of Security and Compliance
Industry: Healthcare

Employees: 55

Use Cases: HIPAA compliance, DLP,

credentials/secrets detection

“Nightfall’s ease of setup and accuracy of identified data are both on point.
Nightfall has eased our collective mind.”
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How do | get started?

To get started with Nightfall, request a demo or free trial
or email us at sales@nightfall.ai with any questions.

Request a demo or free trial

Not ready yet? Learn more at www.nightfall.ai or

contact us at sales@nightfall.ai.
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