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Office of the Attorney General 
State of Idaho 
700 W. Jefferson Street, P.O. Box 83720 
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Eckert Seamans Cherin & Mellott, LLC 
U.S. Steel Tower 
600 Grant Street, 44th Floor 
Pittsburgh, PA 15219 

Re: Follow-up to Notice of Data Security Incident 

Dear Attorney General Wasden: 

TEL: 412 566 6000 
FAX 412 566 6099 

Matthew H. Meade, Esq. 
( 412) 566-6983
mmeade@eckertseamans.com

This letter is in follow-up to the October 19, 2021 Notice of a Data Security Incident provided on behalf 
of Valley Regional Transit (VRT), the Regional Public Transportation Authority (RPTA) for Ada County and 
Canyon County, Idaho. As you may recall, a ransomware attack affected certain VRT systems in October of 2021. 
VRT immediately began working with cybersecurity experts and legal counsel to contain and eradicate any 
malware, investigate the scope of the incident, and determine whether the incident involved personal information. 

The investigation is now complete and VRT will provide written notice of a data breach to approximately 
4 77 Idaho residents next week. The notice letter includes general advice on how to protect one's identity and obtain 
free credit reports and security freezes, as well as instructions for enrolling in a one-year, complimentary 
membership with Experian for credit monitoring and identity theft services where a driver's license or Social 
Security number was involved. A sample notice letter is enclosed and additional information on the incident is 
below. 

On October 18, 2021, the cybercriminals indicated that they had removed certain folders from VR T's 
network prior to deploying the ransom ware. On October 19, 2021, VRT began reviewing the contents of the folders 
identified by the threat actors and determined that it contained personal information of Idaho residents. VRT's 
forensic experts then obtained a decrypted copy of all exfiltrated data. Legal counsel reviewed this data in order to 
determine what information was involved, who may have been affected, and where those people reside so that 
VRT could provide proper notice. 

Legal counsel completed its review of the affected data on December 20, 2021, and determined that the 
incident involved the names, dates of birth, addresses, Social Security numbers, or driver's license numbers of 
Idaho residents. The incident also involved one individual's payment card number with the accompanying 
expiration date. In the weeks following the legal review, VRT worked diligently to locate addresses for all 
individuals but was unable to find mailing addresses for 38 individuals that are presumed to be Idaho residents 
based on the population VRT serves. As a result, VRT will providing substitute notice in major statewide media 
and on its website. 
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