McKinnie, April

From: Delange, Brett

Sent: Tuesday, August 24, 2021 8:07 AM

To: Guyon, Stephanie

Subject: FW: Disclosure of Breach of Security/Personal informtion
FYI

Brett DeLange

Office of Attorney General
208-334-4114
brett.delange@ag.idaho.gov

NOTICE: This electronic transmission contains information which may be confidential or privileged.
The information is intended to be for the use of the individual or entity named above. If you are not
the intended recipient, please be aware that any disclosure, copying, distribution or use of the
contents of this information is prohibited. If you received this electronic transmnssnon in error, please
notify the sender and delete the copy you received.

From: Cheryl George [mailto:Cheryl.George@persi.idaho.gov]
Sent: Tuesday, August 24, 2021 7:47 AM

To: Delange, Brett

Cc: Snook, Andrew ; Larry Sweat

Subject: Disclosure of Breach of Security/Personal informtion

Brett,

Yesterday afternoon I received a message from PERSI’s IT manager (Larry Sweat). Since I was out of the office
yesterday, the information is being provided today. The message is below:

On Friday, August 20", the PERSI IT Team was alerted that suspicious email messages were being generated
from a PERSI employee’s email address. We isolated the computer and sent warning messages to all possible
recipients that the messages were not authentic and potentially malicious. We began investigating to deterimine
what activity took place and if other devices were affected.

After further investigation, we have determined that unauthorized persons accessed the employee’s email address
through unauthorized use of his valid login credentials. The employee’s email box and folders contained
confidential member information. including Social Security numbers. We have concluded that the circumstances
meet the definition of a data breach and therefore require notification of the Attorney General’s Office, as well as
the Office of Risk Management and Office of ITS.

We are compiling a list of persons whose information was exposed so that notification letters can be sent to those
persons.

Cheryl

Cheryl George | Deputy Attorney General | PERSI
607 N 8th | Boise ID 83702 | & (208) 287-9231 | & (208) 334-3804

www,.PERST Idaho.gov
"Heiping Idaho Public Employees Build a Secure Retirement”



CONFIDENTIALITY STATEMENT: This electronic message contains information from the Public Employee Retirement System of Idaho (PERSI) and
may contain information that is confidential or privileged under law. The information is intended solely for the use of the individual(s) or entity(ies)
named above. If you have received this e-mail in error, any use, dissemination or copying is strictly prohibited. If you have received this electronic

message in error, please notify the sender immediately by reply email or at the telephone number contained herein and immediately delete this
message. Thank you.





