McKinnie, April

From: Guyon, Stephanie

Sent: Monday, November 22, 2021 3:03 PM

To: McKinnie, April

Subject: Data Breach Notice / Idaho Military Division
Follow Up Flag: Follow up

Flag Status: Completed

From: WebEOCMail@imd.idaho.gov [mailto: WebEOCMail@imd.idaho.gov]
Sent: Monday, November 22, 2021 2:55 PM
Subject: ITS Cybersecurity WebEOC Notification

Event Type:
Case ID:

Details: IMD had server breached. The breach was realized on Nov 18th,. Appears local admin access was
gained on the 1ith. We believe no data beyond user account names were accessed. We are still investigating the
systems for any other possible access by the attacker. The server has been shut down and ports blocked to
prevent any more intrusions.

MIKE LANGRELL, CISSP

CHIEF TECHNOLOGY OFFICER
IDAHO MILITARY DIVISION
OFFICE 208-258-6555 New!
CELL 208-484-2096

EOC Extension 86555

ID Cybersecurity Coordination - Karl DeHart at 11/22/202114:53:39

WebEOC Login: https://webeoc.imd.idaho.gov/eoc?






