From: Brian Wonderlich {mailto:Brian. Wonderlich@bcidaho.com]

Sent: Wednesday, December 8, 2021 2:24 PM

To: Delange, Brett <prett.delange@ag. idaho.gov>

Cc: Elaine Nichenko <Elaine. Nichenko@bcidaho.com>; Karen Maciejewski
<Karen.Maciejewski@hcidaho.com>

Subject: Notice of Vendor Breach

Hello Brett. | wanted to make you and the Idaho Attorney General’s Office aware of the following in case
you get contacted about it.

BC! was notified on Friday December 3, 2021, that one of its external review vendors experienced a data
breach on November 9, 2021, impacting twenty-two (22) BCl members, ten (10) of whom reside in
Idaho. On Sunday December 5, 2021, we learned that social security numbers may have been included
in the data breached. At this time, it appears that the vendor was able to recover the data without the
data being misused. The vendor will be providing affected members with a personalized notification
letter and free credit monitoring consistent with HIPAA requirements.

We anticipate that member notification will occur in the near future and will provide you with additional
information, including a copy of the member notification letter, once it is received.

Feel free to contact me if you have any questions. | hope you are well.

Brian C. Wonderlich

Senior Vice President and General Counsel
3000 East Pine Avenue; Meridian, 1D 83642
(w) 986.224.3375 | (m) 208.249.1841
brian.wonderlichiebeidaho.com

Blue
Cross of ldaho

NOTICE: This email message is for the sole use of the intended recipient(s) and may contain
confidential and privileged information. Any unauthorized review, use, disclosure or distribution
is prohibited. If you are not the intended recipient, please contact the sender by reply email and
destroy all copies of the original message.
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