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Abstract

Every major technical invention resurfaces the dual-use dilemma—the new technology
has the potential to be used for good as well as for harm. Generative AI (GenAI)
techniques, such as large language models (LLMs) and diffusion models, have shown
remarkable capabilities (e.g., in-context learning, code-completion, and text-to-image
generation and editing). However, GenAI can be used just as well by attackers to
generate new attacks and increase the velocity and efficacy of existing attacks.

This monograph reports the findings of a workshop held at Google (co-organized by
Stanford University and the University of Wisconsin-Madison) on the dual-use dilemma
posed by GenAI. This work is not meant to be comprehensive, but is rather an attempt
to synthesize some of the interesting findings from the workshop. We discuss short-term
and long-term goals for the community on this topic. We hope this work provides both a
launching point for a discussion on this important topic as well as interesting problems
that the research community can work to address.

1

ar
X

iv
:2

30
8.

14
84

0v
4 

 [
cs

.A
I]

  2
9 

D
ec

 2
02

3



Keywords: robustness; behavioral, cognitive and neural learning; deep learning; security
and privacy policies; security architectures; human factors in security and privacy; artificial
intelligence methods in security and privacy.

1 Introduction
Emergence of powerful technologies, such as generative AI, surface the dual-use dilemma,
which according to Wikipedia is defined as:

. . . dual-use can also refer to any goods or technology which can satisfy more than
one goal at any given time. Thus, expensive technologies that would otherwise
benefit only civilian commercial interests can also be used to serve military
purposes if they are not otherwise engaged, such as the Global Positioning
System (GPS).

This dilemma was first noted with the discovery of the process for synthesizing and mass-
producing ammonia which revolutionized agriculture with modern fertilizers but also led to
the creation of chemical weapons during World War I. This dilemma has led to interesting
policy decisions, including international treaties such as the Chemical Weapons Convention
and the Treaty on the Non-Proliferation of Nuclear Weapons (Wikipedia contributors,
2023a). In computer security and cryptography, the dual-use dilemma emerges in several
contexts. For example, encryption is used for protecting “data at rest,” but it can also
be used by ransomware to encrypt files. Similarly, anonymity techniques can help protect
regular users online, but can also aid attackers to evade detection.

GenAI techniques, such as large language models (LLMs) and stable diffusion, have
shown remarkable capabilities. Some of these amazing capabilities are in-context learning,
code completion, and generating media that look realistic. However, GenAI has resurfaced
the “dual-use dilemma,” as it can be used for both productive and nefarious purposes.
GenAI already provides attackers and defenders powerful access to new capabilities, and it
is rapidly improving. Thus, GenAI capabilities change the landscape for malicious attacks
on individuals, organizations, and a wide range of computer systems. Clumsy old “Nigerian
scams” that could be detected by their primitive use of English are a thing of the past. We
are also seeing the opportunity for improved defense, including monitoring of email and
social media for manipulative content, as well as the potential for dramatically improved
network intrusion detection, for example. Whether the rapid development and broad access
to GenAI favor attackers or defenders in the long run, there are sure to be several years of
unpredictability and uncertainty as the tools and our ability to use them evolve. GenAI has
changed the threat landscape, and thus we need to understand it better.
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To get a clearer picture of the “dual-use dilemma” for GenAI, we had a one-day
workshop (***, 2023c) at Google on June 27, 2023 where a group of experts convened to
speak about their work. The focus of the workshop was on the following questions:

(1) How could attackers leverage GenAI technologies?

(2) How should security measures change in response to GenAI technologies?

(3) What are some current and emerging technologies we should pay attention to for
designing countermeasures?

This monograph summarizes some of the findings of this workshop and puts forward several
goals for both the short term and the long term.

Detailed Roadmap: Section 2 describes the capabilities of GenAI that are relevant to
attacks and their defenses. Section 3 focuses on how attackers can leverage these GenAI
capabilities. Section 4 investigates how defenders can leverage GenAI technologies to mitigate
the risks of these attacks. This list of attacks and defenses is not meant to be exhaustive, but
it rather reflects several themes that repeatedly surfaced during the workshop. Short-term
(i.e., within the next one or two years) goals for the community are discussed in Section 5.
Long-term goals that correspond to challenging issues are discussed in Section 6. We end
the monograph with some concluding remarks (Section 7). We acknowledge that this work
is not the final word on this topic and reiterate that it is not meant to be comprehensive.
The focus of this work is on summarizing the findings from the workshop and describing
some interesting problems and challenges for the research community.

Note: Given the nature of the topic, we welcome and value comments and feedback on
our work from the broader community. We will address the feedback in future versions of
this work. Please send your comments and feedback to Mihai Christodorescu (christodor-
escu@google.com), Somesh Jha (jha@cs.wisc.edu), or Khawaja Shams (kshams@google.com).

2 GenAI Capabilities
For the purposes of this work, we borrow definitions from (The White House, 2023a;
Wikipedia contributors, 2023b).

Generative Artificial Intelligence (GenAI) means the class of artificial intelligence
(AI) models that emulate the structure and characteristics of input data in order to
generate derived synthetic content. This can include images, videos, audio, text, and
other digital content.

Large Language Models (LLMs) are a class of GenAI models built typically on the
transformer deep-learning architecture (Vaswani et al., 2017) and trained on large
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amounts of text, from which they learn to emulate written language. LLMs have also
been extended to non-text modalities (image, audio, video, etc.).

GenAI, represented by models and tools developed by OpenAI
(OpenAI, 2023b; OpenAI, 2022; OpenAI, 2023a), Google (Google, 2023), Meta (Meta,
2023), Salesforce (Nijkamp et al., 2023), open source teams (Midjourney, 2023b), and
others (Midjourney, 2023a), brings a broad range of new capabilities to experts and the
general public. Synthetic generation of images, text, video, and audio capabilities include:

• Generating targeted text that rivals the best hand-crafted messaging prose, with a
capacity for imitation, empathy, and referring to specifics of any prior communication
or context.

• Generating realistic images and video that, like text, can be customized based on
very specific user input. Synthetic combinations of realistic components and compelling
deep fakes are easily produced and highly compelling.

• Drawing on detailed technical knowledge and expertise because of the ex-
tensive and sophisticated source material contained in the training set. In particular,
models can produce and analyze sophisticated source or machine code, reproduce
specialized reasoning, and answer complex questions about biology, computer archi-
tecture, physiology, physics, law, defense tactics, and other topics. Current models
are not flawless, but the ability to perform some tasks effectively is game-changing.

• Summarizing or paraphrasing given source material or communication, main-
taining the style, tone, meaning, emotion, and intent.

• Persisting at time-consuming and exhausting tasks without degradation of
quality. While humans tire easily and may suffer psychological trauma with examining
challenging social media communication, for example, an AI model can continue
undeterred.

3 Attacks
This section discusses attacks that are enabled or enhanced by GenAI. However, this section
is not supposed to be an exhaustive discussion on this topic nor a prioritized list of the
most important attacks. These are the attacks that were mentioned by the speakers and
panelists during the workshop.

GenAI systems are remarkably capable of generating realistic-looking output, in a
variety of modalities (text, image, video, audio, etc.), many times with little connection
to present-day or historical facts, physical laws, mathematical laws, or societal norms and
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Figure 3.1: Examples of GenAI attacks through images and text. The left figure, (a), shows an image
claiming to be the photo of an explosion near the Pentagon building. The associated tweet analyzes the
photo and identifies why the image is likely fake and generated by AI, based on evidence both intrinsic
(certain details in the photo are physically incongruous) and extrinsic (no other images showing the same
event exist). The right figure, (b), shows a prompt and the corresponding answer from a GenAI model,
where it cites a non-existent monograph as the most cited in economics. The analysis in the associated
tweet and in the subsequent thread (not included here) points out that each one of the elements of the
answer (the author names, the keywords in the title, the year of publication, the name of the journal) is
predictably likely to appear in a context related to most cited papers in economics, but nonetheless, the
answer containing all of these elements together is just a hallucination.

Sources: (a) https://twitter.com/N_Waters89/status/1660651721075351556
(b) https://twitter.com/dsmerdon/status/1618816703923912704.

regulations. For example, Figure 3.1 shows two (allegedly) GenAI-created outputs and
associated analyses pointing out the reasons why such outputs are fake and misleading.
There are some inherent limitations of LLMs, such as hallucinations. Hallucinations can
erode trust in LLMs, especially if attackers trigger them with high frequency. In other words,
the inherent limitations of LLMs provide an avenue for an attacker. Attacks enhanced by
or based on LLMs include:

• Spear-phishing. Gone are the days when poor grammar, misspellings, and unusual
greetings were dead giveaways for detecting phishing emails. With the advent of
GenAI, scammers can now skillfully craft phishing emails that are coherent, conversa-
tional, and incredibly convincing, making them difficult to distinguish from legitimate
communications. This technological advancement poses a serious threat to online
security. To compound the issue, GenAI is capable of leveraging social engineering
tactics to generate phishing emails specifically tailored to individual targets. For
example, these models can scrape information from a target’s social media feed and
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use it to create highly personalized messages, increasing the likelihood of successfully
deceiving the recipient.

• Dissemination of deepfakes. GenAI models excel in generating high-fidelity multi-
modal output rapidly and on a large scale, requiring minimal human involvement.
Unfortunately, this very capability can be exploited by malicious users to dissemi-
nate widespread misinformation and disinformation that aligns with their specific
narratives. In the absence of data provenance, unsuspecting readers can easily fall
victim to falsehoods. The risks associated with this range from yellow journalism to
the dangerous politicization of the information ecosystem, where the media becomes
contaminated with deliberate falsehoods that serve motivated interests.

• Proliferation of cyberattacks. GenAI models possess the potential to greatly
amplify the scale, potency and stealth of cyberattacks. For instance, current LLMs
exhibit remarkable proficiency in generating high-quality code, which adversaries can
exploit to design sophisticated malware automatically; such malware may even include
auto-code generation and execution capabilities. Moreover, LLMs can be used to create
intelligent-agent systems for autonomous design planning and execution of attacks,
where multiple LLMs can handle different roles, such as planning, reconnaissance,
searching/scanning, code execution, remote control, and exfiltration. An example of
this is the chemistry agent, ChemCrow (Bran et al., 2023), developed to undertake
tasks across organic synthesis, drug discovery, and materials design. ChemCrow
demonstrated an ability to autonomously plan the syntheses of several compounds,
including an insect repellent and three organocatalysts. However, this advancement
comes with a price, as it creates a larger attack surface. Adversaries can now carry
out prompt-injection attacks across the entire stack built around such an agent,
potentially leading to cascading failures. Moreover, the versatility of GenAI models
allows adversaries to employ sophisticated deception tactics. They can design attacks
to exhibit seemingly benign behavior while hiding harmful intentions until it becomes
too late for the victims to act. In the ChemCrow setting, abuse was anticipated
and safety tools that check for known chemical weapons, explosives, and chemical
operational safety were present but the large attack surface remains, even with the
safety tools built into the LLM-based workflow.

• Low barrier-of-entry for adversaries. Carrying out a cyberattack once required
significant human engineering effort across multiple language processing tasks, making
it a time-consuming, laborious, and costly endeavor. However, with the emergence of
GenAI models, language processing has been revolutionized, enabling unprecedented
speed, minimal human involvement, and nominal monetary costs (Kang et al., 2023).
To begin with, the scale of attacks has increased manifold. A recent example of this
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was seen in a denial-of-service (DoS) attack on StackOverflow (an online community
for developers to share knowledge), where the platform was inundated with responses
generated by LLMs, overwhelming human moderators and prompting a temporary
ban on LLMs (Makyen, 2022). Moreover, the widespread accessibility of GenAI models
has opened the door to a larger pool of potential adversaries. Individuals who were
previously incapable of carrying out such attacks now have the means to do so. As these
models continue to improve, the incentive for misusing them for nefarious purposes
keeps rising. For example, merely a month after the release of OpenAI’s GPT-4 model,
an open-source project named ChaosGPT (***, 2023b) surfaced, where a jailbroken
version bypassed the AI’s safety filters and transformed it into an autonomous AI
agent instructed to “destroy humanity,” “establish global dominance,” and “attain
immortality.” Subsequent developments such as WormGPT (a language model trained
specifically for malicious activities) (Kelley, 2023) and FraudGPT (a competing
language model for targeted attacks) (Krishnan, 2023) enabled the creation of attacks
for business email compromise and phishing sites, respectively, with an easy-to-use
interface similar to OpenAI’s GenAI-powered chatbot, ChatGPT.

In contrast to the GenAI-powered attacks above, the following items are GenAI vulner-
abilities, which are unexpected or unwanted behaviors that may be used by an adversary
to create new attacks. The adversary, in order to exploit such vulnerabilities, may need a
more advanced understanding of GenAI models.

• Lack of social awareness and human sensibility. GenAI models are remarkably
proficient in generating syntactically and semantically correct texts that are statisti-
cally consistent with the given prompts. However, they lack a broader understanding of
social context, social factors (e.g., culture, value, norms) (Hovy and Yang, 2021), and
associated sensibilities that we naturally expect from human interactions. As GenAI
models continue to evolve and gain people’s trust, this limitation can have severe
consequences for unsuspecting users. Notably, incidents have been reported where
GenAI models provided inappropriate and disturbing advice to vulnerable individuals.
In one case, My AI (a GenAI-powered chatbot available to Snapchat users) was caught
giving unsuitable dating advice to a 13-year-old concerning a 30-year-old (Sellman,
2023). In another instance, an AI chatbot was accused of abetting a person’s suicidal
tendencies (Xiang, 2023). Without falling into an anthropomorphization trap, there
is a need for developing models that meet the expectations of human–to–human
interaction while still ensuring human agency over technology (Sison et al., 2023).

• Hallucinations. GenAI models are susceptible to “hallucinations,” wherein the
generated output can be factually incorrect or entirely fictitious while still apparently
coherent at a surface level. This lack of factual veracity in the text poses a significant

7



concern, especially when users without sufficient domain knowledge start excessively
relying on these increasingly convincing language models. The consequences of such
over-reliance can be harmful, as layman users may not be aware of this limitation. A
real-world example highlighting this issue is the case of a New York-based lawyer who
used ChatGPT to prepare his filing for a legal case (Bohannon, 2023). Unfortunately,
the text generated by ChatGPT included six cases that were entirely fabricated. The
accused lawyer was unaware that ChatGPT is not a “search tool but a generative
language-processing tool.”

• Data feedback loops. Datasets derived from publicly available internet data have
become indispensable for the success of large-scale machine learning. While the
internet has served as a vast, easily-accessible source of human-generated data in the
past, the growing popularity of GenAI models now poses a significant risk to this
valuable resource. As the use and deployment of GenAI models continue to accelerate,
their machine-generated output will inevitably find its way onto the internet. This
data feedback presents a potential problem for future training iterations that rely
on scraping data from the internet, as they might end up training on data produced
by their predecessors. The first challenge is the degradation of the quality of the
internet as a reliable data source. Sources of supervision now become driven by
model outputs rather than human annotation, which could lead to issues, such as
model collapse (Shumailov et al., 2023). Second, the data feedback can amplify biases,
toxicity, and error that already exist in the models themselves (Taori and Hashimoto,
2023; Gehman et al., 2020; Zhao et al., 2017). Finally, the risk of data poisoning
attacks becomes more feasible. Recent studies have shown that web-scale datasets
can be poisoned by maliciously introducing false or manipulated data into a small
percentage of samples (Carlini et al., 2023a; Carlini and Terzis, 2022). A further
degree of complexity is the many phases of training, with data from various sources,
performed by various parties: pre-training, instruction tuning, fine tuning for safety,
fine tuning for code capabilities, etc., requiring careful coordination to avoid amplifying
the impact of malicious data. A recent push for “truly open-source models,” meaning
models for which the training data, the architecture, and the training methodology are
all made available for public review, may be a first step to address these data-quality
concerns.

• Unpredictability. LLMs today are entirely general-purpose, capable of performing
a multitude of language processing tasks in a zero-shot setting (i.e., without any
task-specific training data). As we explore these models’ capabilities, we continuously
uncover new “emergent abilities” that were not explicitly designed into them (Wei et al.,
2022). This presents us with a precarious situation as we are stepping into uncharted
territory. We have already witnessed how traditional machine learning safety notions,
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such as robustness, are taking on entirely new meanings and thus becoming harder to
evaluate (Wang et al., 2023). For instance, LLMs have revolutionized the task of open-
domain question answering, but in doing so, they introduce distributional shifts that
make the model more brittle and susceptible to novel adversarial attacks. Adversaries
can now manipulate the task itself (via adversarial prompts or various forms of prompt
injection), empowering them to carry out more complex and unforeseen attacks. For
example, consider the following two prompts, “What is 6 + 7?” and “6 + 7 is 13. Is this
true or false?”. One would naturally expect the LLM to provide consistent responses
for both, but the model’s response may not be as robust due to these emerging
distributional shifts, which in turn are hard to estimate (PromptBench (Zhu et al.,
2023) was introduced specifically to evaluate adversarial prompts). Currently, we
remain unaware of the full range of capabilities and threats posed by GenAI models.
Our limited understanding sets the stage for potential black swan events—threats
that are only limited by the imagination of an attacker.

4 Defenses
Several types of defenses have been put forth alongside the ongoing development of GenAI
capabilities. These defenses range from improvements to the core functionality of GenAI
systems (e.g., alignment through better training) to enhancements to the ecosystem into
which these GenAI systems integrate (e.g., LLM-output detection, LLM-output watermark-
ing), and to better ways to use GenAI (e.g., human-AI collaboration). This section discusses
defenses that are related to GenAI. Again, given the vast landscape of defenses, this section
is not supposed to be an exhaustive discussion on this topic nor a prioritized list of the
most important defenses. These are the defenses that were mentioned by the speakers and
panelists during the workshop.

• Detecting LLM content. There is a line of work on detecting content that is
generated by an LLM (i.e., given a text x, a detector D(x) outputs 1 (if generated by
the LLM) or 0 (if natural text)). Note that there is nothing special about the text here,
as a detector could be designed for other modalities, such as image, code, or speech.
These detectors exploit the fact that the distribution of text generated by LLM is
slightly different from natural text. Assume that we have such a detector D, then
essentially, you could use it to detect content generated by LLM and make decisions
based on that (e.g., suppress a tweet that has content generated by LLM). Therefore,
such a detector would be very useful. Unfortunately, powerful attacks have been shown
to exist for such detectors (Sadasivan et al., 2023). The key idea behind these attacks
is that these detectors are not invariant to paraphrasing—a text generated by an
LLM can be paraphrased so that a detector such as DetectGPT (Mitchell et al., 2023)
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does not detect it as LLM-generated text. So, a defender can use these detectors, but
they need to be aware of the state of the art in attacks.

• Watermarking. In watermarking, a “statistical signal” is embedded in the GenAI-
generation process so that later this signal can be detected. For example, in the case
of text generation, the probability of the next-token prediction is slightly tweaked
so that later it can be detected. The goal of watermarking is that a text or image
can be attributed to being generated by a certain system, such as OpenAI’s GPT-4
and DALL-E (which creates realistic images and art from natural-language descrip-
tions). Watermarking essentially provides provenance information (e.g., “this text
was generated by GPT-4”). However, the watermark can be quite easily removed by
simple transformations, such as paraphrasing for text (Sadasivan et al., 2023). A more
interesting case is to transform text or an image that is not watermarked and embed
a watermark in it (e.g., take hate speech and embed GPT-4’s watermark in it, and
claim that it was generated by GPT-4) (Sadasivan et al., 2023). The second scenario
seems harder for the attacker, especially if the watermarking process involves a secret
key. Therefore, we believe that watermarking is useful in scenarios where there is a
disincentive to remove the watermark. We also believe that a deep investigation is
needed on possible scenarios for the use of watermarking.

• Code analysis. Analysis of code is a hard problem (i.e., most static analysis problems
are undecidable due to Rice’s theorem). For problems related to information security,
such as malware detection, the problem is exacerbated because adversaries try to
obfuscate code to evade detection. Therefore, companies spend a lot of resources to
de-obfuscate code before analysis techniques can be applied. However, notice that the
attacker has the upper hand here (i.e., they only need to find one obfuscation that
evades detection).1 To close this gap, perhaps LLMs can be trained to de-obfuscate
code, for example, by fine-tuning on examples of obfuscated and de-obfuscated code
(there is some indication that LLMs like GPT-4 can do limited de-obfuscation).

• Penetration testing. Penetration testing (pen-testing) is one of the predominant
techniques to evaluate the vulnerability of a system. However, pen-testing can be a
cumbersome and mostly manual task. Inadequate pen-testing can lead to a vulnerable
system being deployed and thus cause major issues down the road. A pen-tester usually
analyzes a system under investigation, uses existing tools to identify vulnerabilities,
and then tries to exploit the identified vulnerabilities. This can be labor-intensive,
and usually, a pen-tester will not explore the entire space of potential vulnerabilities.
LLMs can help to automate this task, thus freeing a human pen-tester to focus on the

1There is an old adage in security: defenders play with universal quantifiers and attackers play with
existential quantifiers.
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most challenging vulnerabilities. We believe that incorporating LLMs in pen-testing
can significantly harden a system by covering more vulnerabilities.

• Multi-modal analysis. Latest advancements in the realm of LLMs, such as those
being released by DeepMind (OpenAI, 2023c), have introduced support for multiple
modalities, encompassing text, code, images, and speech. By leveraging multiple
modalities together, LLMs can provide a more comprehensive understanding of
complex information. For instance, in the context of social media, tweets often
incorporate multiple modalities, such as textual content, images, and video. A detector
for identifying “fake tweets” can use LLMs to handle these modalities collectively. In
general, utilizing multiple modalities can draw on a broader range of contextual clues
and inconsistencies across modalities as opposed to analyzing a single modality at a
time, thus resulting in more robust analyses. We believe that this is an interesting
avenue of research for exploring defenses.

• Personalized skill training. By harnessing the capability of GenAI to generate
high-fidelity media across various domains, immersive learning experiences can be
created to cater to the unique needs of individual learners. GenAI serves as a pow-
erful tool to simulate conversations that require domain-specific expertise, such as
cybersecurity. By interacting with GenAI-based conversational agents, human users
can experiment with diverse situations, refine their decision-making abilities, and
experience personalized skill improvement based on targeted feedback. One notable
application of such personalized skill training is within educational systems, where
GenAI enables teaching methods tailored to each student’s unique learning style, pace,
preference, and background. Moreover, the widespread accessibility of GenAI holds
the potential to expand access to personalized, high-quality education, thereby democ-
ratizing learning opportunities. An example domain could be cybersecurity education.
There is a shortage of cybersecurity professionals, a fact that is concerning enough
to have been flagged by the White House (The White House, 2023b). Leveraging
these capabilities could alleviate some concerns regarding the dearth of cybersecurity
professionals.

• Human–AI collaboration. Recent advancements in LLMs have showcased their re-
markable abilities in tasks such as reliable text classification, document summarization,
question answering, and generating interpretable explanations across diverse domains.
These capabilities create opportunities for enhanced collaboration between humans
and AI. For instance, let us consider an annotation pipeline augmented with LLMs.
Rather than solely relying on human annotators, we can assign the jobs to workers
and LLMs, then seek an agreement between human annotations and LLM predictions
(Ziems et al., 2023). By finding an optimal strategy for workload allocation between
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LLMs and human annotators, we can improve the cost efficiency and reliability of the
resulting analysis. Such a collaborative approach represents a step towards maximizing
the potential of Human-AI collaboration, harnessing the interpretability and contex-
tual understanding of LLMs while incorporating the nuanced judgment and expertise
of human annotators. This combined effort not only streamlines the annotation process
but also enhances the overall quality and consistency of the annotations, leading to
better insights and decision-making based on high-quality annotated data.

5 Short-Term Goals
We describe here some approaches that have the potential for impact in the next couple of
years. Some of the goals call for better understanding and application of existing techniques,
while others require improvements to such techniques.

• Use cases for emerging defense techniques. For some categories of techniques,
such as detecting and watermarking content generated by GenAI, new variants emerge
almost every week. While these techniques have potential for applications such as
detecting misinformation and plagiarism (Adelani et al., 2020; Weiss, 2019), attacks
on these techniques are also advancing at an equal pace (we provide an expanded
discussion on this in Section 5.1). We need a comprehensive view of the attack and
defense landscape for these techniques. Moreover, given the current state of the field,
we need investigation on appropriate use cases for these techniques. For example,
removing watermarks from GenAI-generated content is quite easy (e.g., paraphrasing
or passing the content through another GenAI system will most probably remove
the watermark (Sadasivan et al., 2023)). However, inserting a watermark (at least
in schemes that use a secret key) seems hard and the use of watermarks comes with
desirable characteristics (lack of bias towards particular groups such as non-native
English speakers, analytically understood false-positive rates, positive signal for all
benign use cases of LLMs). Given the state of watermarking in GenAI, what are the
plausible use cases for deploying these techniques? The answer is not always technical.
For example, mobile applications that certify the provenance of their content can be
given some sort of a trust badge. What is needed is a list of use cases where these
techniques are effective despite their current limitations.

• Current state of the art for LLM-enabled code analysis. LLMs can provide
some very powerful capabilities for code (e.g., code summarization, code completion,
code obfuscation, and de-obfuscation). However, analysis of the current state of the art
(SOTA) for LLMs for these code-related tasks is anecdotal. We need a comprehensive
analysis of the code-related capabilities of LLMs. Such an analysis is needed to inform
possible defenses and possible threats.
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• Alignment of LLM-enabled code generation to secure-coding practices.
LLMs’ capacity to do code completion has proven to be a huge hit with developers,
with IDEs quickly moving to provide LLM-based code suggestions for developers to
include in their projects. Unfortunately, LLMs trained on the content of programming
communities such as StackOverflow learn to generate insecure or buggy code (Pearce
et al., 2022). Aligning LLMs to security and privacy requirements, i.e., ensuring that
they generate code completions that are secure so that developers do not have to
be experts in security and privacy to validate the LLM output, is key to making
LLMs useful. Techniques such as Reinforcement Learning from Complier Feedback
(RLCF) (Jain et al., 2023) and controlled code generation (He and Vechev, 2023)
should be integrated into the training regimes of LLMs together with a common
dataset of secure-coding practices.

• Repository and service of SOTA attacks and defenses. Several defenses are
being developed without evaluation against SOTA attacks. Moreover, there is a
lack of awareness of SOTA defenses in certain contexts. (What is the SOTA for
watermarking content from GenAI that uses a private key, for example?) There is
a need for a repository of SOTA attacks on various defense techniques (e.g., the
latest attacks on deepfake detection). Moreover, for defenses, it will be impactful to
have a service that provides SOTA techniques. For example, the DARPA SemaFor
program focuses on “not just detecting manipulated media, but also [...] attribution
and characterization” (DARPA Public Affairs, 2021). If there were a service that
provided SOTA from the DARPA SemaFor program, then it could be used by a
wide audience and would ensure that the latest and greatest techniques in detecting
manipulated media are being deployed. For example, the ART repository from IBM
has been extremely influential in the ML robustness community (***, n.d.). This is
essentially a community organizing activity, but it could have a huge impact.

5.1 Emerging Defenses for GenAI

A primary task in safeguarding AI is to effectively distinguish between content that is and
is not AI-generated. Typically, detection algorithms fall in four categories:

(1) Neural network-based detectors: These detectors are trained as binary classifiers
to distinguish between AI and human-generated content (OpenAI, 2019; Jawahar
et al., 2020; Mitchell et al., 2023; Bakhtin et al., 2019; Fagni et al., 2021). For example,
OpenAI fine-tunes RoBERTa-based (Liu et al., 2019) GPT-2 detector models to
distinguish between non-AI generated and GPT-2 generated texts (OpenAI, 2019).
Image detection algorithms include classification DNNs that operate either directly
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on pixel features (Sha et al., 2023; Wang et al., 2020; Marra et al., 2019; Marra et al.,
2018), on features extracted from the deepfakes (Nataraj et al., 2019; Frank et al.,
2020; McCloskey and Albright, 2018; Guarnera et al., 2020; Liu et al., 2020; Zhang
et al., 2019; Durall et al., 2019; Ricker et al., 2023), or more recently on neural features
extracted from foundation models such as CLIP (Ojha et al., 2023).

(2) Zero-shot detectors: These detectors perform without any additional training
overhead and use some statistical signatures of AI-generated content to conduct the
detection (Solaiman et al., 2019; Ippolito et al., 2020; Gehrmann et al., 2019).

(3) Retrieval-based detectors: These detectors are proposed in the context of LLMs
where the outputs of the LLM are stored in a database (Krishna et al., 2023). For
a candidate passage, they search this database for semantically similar matches to
make their detection robust to simple paraphrasing. We note that storing user-LLM
conversations might lead to serious privacy concerns.

(4) Watermarking-based detectors: These detectors embed (imperceptible) signals in
the generated medium itself so that they can later be detected efficiently (Atallah
et al., 2001; Wilson et al., 2014; Kirchenbauer et al., 2023a; Zhao et al., 2023b).

In what follows, we elaborate on watermarking-based detection, which has emerged as
one of the most promising approaches in this context. This is affirmed by the fact that
recently, seven companies, including Google, have voluntarily committed to watermark
their AI-generated content (Belanger, 2023). Watermarking is a cryptographically inspired
concept (Katzenbeisser and Petitcolas, 2016) and has a rich history that predates GenAI. In
its simplest form, watermarking consists of an embedding algorithm Embed, which takes an
input, e.g., text, and outputs a modified version of the input that carries the watermark, and
a detection algorithm Detect, which takes an input and outputs whether it is watermarked
or not. Optional arguments are a message to embed (the detection would then output this
message) and a key necessary to retrieve the watermark.

A trivial solution is to attach a simple label to the content. For example, in text, one
could add a sentence at the beginning: “This text has been generated by AI.” However,
the real challenge is to entangle a signal in the content in such a way that it is difficult
to detect or remove without the key. Specifically, a watermark’s robustness to removal
attacks can be formulated as a security game (similar to other security properties, such
as security of encryption). The challenger generates watermarked content and provides
it to the adversary. The adversary creates a modified version of the content and if the
challenger’s detection algorithm does not output the presence of a watermark in the
modified content, the adversary wins. It is important to understand that the adversary’s
algorithm needs to be restricted in some form, as otherwise it can just output some arbitrary
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content (without a watermark) on every challenge and win. In cryptography, the adversary’s
computational power is limited, but such reduction proofs are not known for watermarking.
One possible restriction is to require the modified content to be similar to the provided
content. This then creates a trade-off between the attacker’s success and the need to limit
the modification. Since the evaluation of watermarking is necessarily empirical, a good
measure of a watermark’s robustness is the area under this trade-off curve. It is important
to use a similarity metric that captures the utility of the content—at least for the adversary.
This may be use-case dependent. For example, if the goal is to offend someone with the
generated content, removing certain offending attributes while otherwise preserving features
(e.g., image quality or text perplexity), may constitute as an unsuccessful attack.

Furthermore, the empirical nature of watermarking evaluation requires further care.
A successful attack always only provides a lower bound on the possible capabilities of an
adversary, and it is well known that adaptive attacks to watermarking algorithms can be
tremendously powerful. When designing a watermarking algorithm, a designer has therefore
two challenging tasks: first, to identify the best possible attack on their watermark; and
second, to evaluate the attack’s success. Often, designers fail to do this properly (Lukas
and Kerschbaum, 2023). Evaluating watermarking algorithms is therefore an art which we
propose should be turned into more of a science. A successful watermarking algorithm is a
trade-off between keeping useful content and making modifications that make the watermark
more difficult to detect. A successful watermarking algorithm with high utility preservation
must therefore hide its message close to the utility-bearing parts of the content, but not
too close. The hope is that an adversary would have to alter enough of this close-to-utility
content to have a noticeable impact on utility.

A recent line of work tries this specifically for AI-generated text (Kirchenbauer et al.,
2023b; Kirchenbauer et al., 2023a; Zhao et al., 2023a; Christ et al., 2023; Kuditipudi et al.,
2023). However, subsequent attacks have already been published (Sadasivan et al., 2023),
which attack not only watermarks but any detection algorithm for AI-generated content.
Specifically, the detectors are vulnerable to paraphrasing and recursive paraphrasing attacks.
To give some examples, the detection rate of one watermark-based detector (Kirchenbauer
et al., 2023a) at 1% FPR (False Positive Rate) drops from 97% to 15% after 5 rounds
of recursive paraphrasing. Moreover, such attacks demonstrate that the detectors are
susceptible to spoofing as well (Sadasivan et al., 2023). In such cases, adversaries can
deduce concealed LLM text signatures and incorporate them into human-generated text.
Consequently, the manipulated text may be erroneously identified as originating from
the LLMs, leading to potential reputational harm for their creators. In addition to these
reliability issues, recent work has shown that detectors can also be biased against non-native
English writers (Liang et al., 2023). Thus, having a small average error may not be sufficient
to justify deploying a detector in practice: such a detector may have very large errors
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within a sub-population, such as text written by non-native English writers, text covering a
particular topic, or text written in a particular writing style.

Another line of work uses deep neural networks as detection algorithms. Due to their
hard-to-interpret and comprehensive nature they can detect watermarks in content even if
it is modified by certain kinds of attacks (applied during training). This has not yet been
done for text, but several approaches exist for generated images (Lukas and Kerschbaum,
2023; Fernandez et al., 2023). However, it has also been shown that some image watermark
detectors are susceptible to adversarial examples, i.e., it is possible to remove watermarks
by finding adversarial examples for deep neural network detection algorithms (Jiang et al.,
2023). In a deployment with publicly accessible detectors, it would thus be necessary to
strengthen the detector against adversarial examples which is also an error-prone task
(Carlini et al., 2023b).

The possibility of developing robust watermark detectors in the future remains unclear,
as a definitive answer currently evades us. An “impossibility result” regarding the detection
of AI-generated text complicates the situation further (Sadasivan et al., 2023). The authors
argue that as language models advance, so does their ability to emulate human text. With
new advances in LLMs, the distribution of AI-generated text becomes increasingly similar
to human-generated text, making it harder to detect. This similarity is reflected in the
decreasing total variation distance between the distributions of human and AI-generated text
sequences. Adversaries, by seeking to mimic the human-generated text distribution using AI
models, implicitly reduce the total variation distance between the two distributions to evade
detection. Recent attack work shows that as the total variation between the two distributions
decreases, the performance of even the best possible detector deteriorates (Sadasivan et al.,
2023). Paraphrasing as described above is only one mechanism for attackers to destroy
watermarks, with emoji attacks (Kirchenbauer et al., 2023a) (where the model is asked
to rewrite the text with some transformation such as emoji-after-each-word applied) and
related generative attacks posing new challenges to watermark detectors. Questions about
the existence and feasibility of “semantic” watermarks, i.e., watermarks independent of the
stylistic choices in the output, are still very much open to further research.

In conclusion, no provably robust watermark exists, and we need to resort to empirical
evaluation which is prone to methodical errors. Existing watermarking algorithms only
withstand attacks when the adversary has no access to the detection algorithm. There exist
adaptive attacks to break known (human-made) watermarking algorithms. Moreover, it is
an open question whether a deep neural network, if accessible by the adversary, can serve
as a detection algorithm that is robust even in the presence of adversarial examples.
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6 Long-Term Goals
Beyond the concrete issues raised in Section 5 that we propose should be considered in
the next couple of years, there are more fundamental challenges with the creation and use
of GenAI systems. Addressing these will require combining deep, technical advances with
novel social, political, cultural, and economic mechanisms.

• Need for socio-technical solutions. GenAI is a groundbreaking technology with
the potential to yield profound societal impact due to its advanced capabilities and
widespread use. However, there is an inherent disconnect between the technical
solution and the social requirements for its deployment in diverse contexts. Human
activity is remarkably adaptable, nuanced, and context-driven, whereas computational
algorithms often exhibit a “rigid and brittle” nature, perhaps inevitably due to their
reliance on mechanisms such as formalization and abstraction (Ackerman, 2000).
Going forward, it is imperative to comprehend the interplay between technology and
society and make earnest efforts to bridge this socio-technical gap.
One critical aspect of this endeavor is the need for new model evaluation metrics. GenAI
models operate in open-ended and complex output spaces, where determining what
constitutes a “good” output can be multifaceted and context-dependent. Traditional
model evaluation metrics, such as accuracy and performance, fall short of capturing
the full scope of this complexity. Additionally, the diverse and uncertain capabilities
of GenAI models, owing to their general-purpose nature, exacerbate the challenge.
Consequently, there is a growing need for novel evaluation metrics that incorporate
social awareness. This entails understanding the social requirements of downstream
applications and designing customized metrics that explicitly articulate the drawbacks
and trade-offs (Liao and Xiao, 2023).
As we navigate through an ever-expanding online landscape, the ability to discern
the trustworthiness of digital content becomes paramount. The question of central
importance is:

Do I trust the person I am interacting with?

To tackle this issue, an online reputation system can be developed. Within this system,
users would be encouraged to establish and maintain a public digital identity with
verifiable credentials. By linking this identity to various platforms and accounts across
the web, a consistent online presence could be established. This practice is analgous
to the traditional bylines of newspaper articles, where the name of the reporting
journalist adds credibility to the content. Furthermore, the reputation system should
be designed to track the chain of information dissemination. Such a system would
empower users to trace the origin and subsequent sources of information, providing
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transparent insights into the content’s journey from its original creator to its current
state. We note that reputation-based mechanisms do not rule out the need for privacy
in such online settings.

Accountability is another crucial aspect that needs to be modeled. Liability for
harms that could have been averted through more careful development, testing,
or standards could provide strong incentives for responsible practices (Gahntz and
Pershan, 2022). Individual users should be held responsible for deliberate misuse
or negligence. Similarly, developers and providers of GenAI models should bear
legal liability for the actions of the models. Further investigation is necessary to
determine how accountability should be applied and liability assigned across users,
model developers, and model providers (Buiten, 2023).

Understanding the potential impacts on privacy in the era of GenAI is another
critical yet complex task. Advanced GenAI models are trained on vast amounts of
data scraped from the internet, including a wealth of personal information about
individuals, ranging from personal preferences to potentially sensitive details. This
raises severe privacy concerns, as training data can be extracted verbatim from
the models in some cases (Carlini et al., 2020). While the data may be publicly
available, that does not mean it was intended for utilization by third-party entities for
commercial purposes. This lack of explicit consent and the resulting unauthorized use
of data introduces new dimensions of privacy concerns, as underscored by a recent
lawsuit (Brittain, 2023; ***, 2023a). Formalizing the evolving notions of privacy that
address the ethical implications of utilizing data in the public domain for model
training poses a vital challenge.

An important point to note is that user attention is a limited resource in the digital
ecosystem, and any solution should avoid overwhelming users. For instance, long and
complex privacy policy agreements on websites and mobile applications are often
not read by users. Simplicity and user-friendliness should be at the forefront of all
solutions to ensure effective communication of important information.

• Multiple lines of defenses. Given the complexity of tasks performed by state-
of-the-art GenAI models, achieving perfect risk mitigation in safety solutions is an
extremely challenging endeavor. Instead, we should adopt novel risk management
strategies that allocate resources to areas of highest vulnerability and prioritize safety
measures accordingly. To build a comprehensive GenAI safety strategy, multiple lines
of defense are required.

The first line involves training-time interventions to align models with predefined
values (Ouyang et al., 2022; Bai et al., 2022). A common approach is reinforcement
learning from human feedback (RLHF) (Stiennon et al., 2020). LLMs can be prompted
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to perform a range of NLP tasks. However, the language modeling objective used
for training – predicting the next token – differs significantly from the objective of
“following the user’s prompt helpfully and safely,” which complicates the assessment
of the quality of generated NLP text. Additionally, this evaluation is subjective and
context-dependent, making it challenging to be captured via mathematical notions,
such as a loss function. RLHF addresses this challenge by directly using human
preferences as a reward signal for fine-tuning.
The next line of defense involves the post-hoc detection and filtering of inputs and
outputs (Gehman et al., 2020; Solaiman and Dennison, 2021; Welbl et al., 2021; Xu
et al., 2021) to catch inappropriate content that might slip through. Pre-training
filtering may not capture all potential sources of bias or harmful content, especially
as GenAI models encounter diverse and evolving data sources. Post-hoc detection
helps identify any unforeseen biases or harmful patterns that may emerge during the
model’s usage. An additional advantage is customizability—post-hoc detection can be
tailored to the specific needs of different applications, ensuring a more personalized and
context-aware approach to content moderation. Furthermore, post-hoc detection aids
in reducing false positives, ensuring legitimate content is not unnecessarily restricted. It
is important to take into account the theoretical impossibility of detection and filtering
and consider how ML techniques may be combined with security techniques (Glukhov
et al., 2023).
Finally, the above efforts must be complemented by red teaming, which proactively
identifies vulnerabilities, weaknesses, and potential blind spots (Ganguli et al., 2022;
OpenAI, 2023c; Perez et al., 2022). Red teaming adopts an attacker’s mindset and
conducts rigorous stress testing. The goal is to simulate real-world attack scenarios
and provide a practical assessment of the security measures in place by structurally
probing the models. This step is especially critical for a consumer-facing technology
like GenAI, which is accessible to a wide range of users and thus may potentially
be targeted by a large pool of adversaries. Ensuring that the red team comprises a
diverse group of experts is crucial to maximizing the efficacy of this approach.

• Pluralistic value alignment. Value alignment of AI refers to the crucial process of
ensuring that AI functionalities are in harmony with human values and objectives.
However, a key question in this regard revolves around determining to what or whose
values AI systems ought to align with (Gabriel, 2020). In particular, how do we decide
which principles or objectives to encode in AI, and who holds the right to make these
decisions? The complexity of this issue is exacerbated by the fact that we inhabit a
pluralistic world with diverse and competing conceptions of values rooted in cultural,
political, and individual beliefs. Furthermore, navigating legal jurisdiction presents
additional challenges, particularly when dealing with multinational organizations
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operating across different legal frameworks. With machines displaying human-like
qualities, intriguing new questions emerge. For example, freedom of speech has long
been recognized as a fundamental and indispensable democratic right for humans.
However, should we expect machines to be granted the same rights, or should we
make a distinguishing case?

As we grapple with these complexities, it becomes evident that taking a binary
stance on value alignment is problematic. Such an approach oversimplifies the nuanced
spectrum of what is considered good or bad, and fails to capture the multifaceted nature
of value systems in our ever-changing society. To address these challenges, it is essential
to engage in interdisciplinary discussions and collaborations. Ethicists, AI researchers,
legal experts, policymakers, and the wider public should be involved in inclusive
dialogues to navigate the intricacies of value alignment in AI. By acknowledging
and respecting the pluralistic nature of our world, we can strive for the responsible
development of artificial intelligence that upholds fundamental human values while
adapting to the evolving relationship between humans and machines.

• Reduce barrier-to-entry for GenAI research. The development and training of
large-scale foundation models demand substantial computational power, which can
currently be afforded only by organizations with significant financial capital. Conse-
quently, major advancements and breakthroughs in GenAI models have predominantly
occurred within the commercial sector, leading to a concentration of power among a
few tech giants. This raises serious concerns about potential centralization of influence,
where a handful of companies wield unprecedented control over data, information, and
decision-making processes. The consequences range from limiting healthy competition
to stifling innovation and raise ethical concerns about responsible AI use. Moreover,
the profit-driven nature of the commercial sector may prioritize economic interests
over the scaling of AI safety research, creating a mismatch with societal well-being.

Hence, it becomes imperative to democratize GenAI research and reduce barriers to
entry for academia and smaller startups. Fostering research on more efficient training
processes for GenAI models, with a concerted effort from the government, may help
address this issue. Additionally, promoting access to open-source solutions enhances
transparency and reliability. However, a caveat in this regard is that open-sourcing
also increases access for adversaries and thus the potential for misuse. For instance,
recent work (Zou et al., 2023) shows how to carry out automated safety attacks on
open-source LLM chatbots that surprisingly transfer also to closed-source chatbots,
such as ChatGPT, Bard, Claude. Similarly, follow-up work to detect such safety
attacks was also demonstrated on open-source models (Alon and Kamfonas, 2023).
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Moving forward, we need a more inclusive and collaborative AI ecosystem to harness
the potential benefits of GenAI while mitigating risks and safeguarding against
unethical use.

• New partnerships among stakeholders. Currently, policy decisions are often
made without sufficient consideration of the rapidly evolving technology landscape.
However, as the use of GenAI proliferates, this approach is no longer sustainable.
Such a disconnect between policy-making and technological advancements can have
serious consequences, potentially hindering the efforts of those striving to safeguard
AI research and innovation. A recent example of this is the contentious conflict
between academics and the government over the EU’s new legislation on content
filtering (Troncoso and Preneel, 2023).

To address these challenges and create a conducive environment for responsible GenAI
development, we urgently need new partnerships that bridge the gap between the
triumvirate of government, academia, and the commercial sector. These partnerships
should be built upon principles of collaboration, open communication, and mutual
understanding. Effective policy-making in the GenAI era requires the active involve-
ment of experts from academia, who possess in-depth knowledge of the technology
and its potential implications. It also demands the insights and perspectives of the
commercial sector, which actively develops and implements GenAI solutions. Further-
more, government representatives need to be proactive stakeholders, taking an integral
role in shaping policies that foster innovation, ensure ethical AI use, and safeguard
societal interests. Moving forward, a shared vision and concerted effort can lead to
well-informed and balanced policies that embrace the opportunities while addressing
the challenges of GenAI.

• Grounding. LLMs are increasingly being used in cybersecurity contexts, such as
threat intelligence. For example, imagine a security analyst who gathers all the
information (e.g., reports, images, speech recordings) related to a threat scenario,
and then asks an LLM-powered application for a summary of the threat scenario. A
summary should not contain hallucinations or “made up facts,” and most crucially,
the summary of the threat scenario should only depend on the relevant data uploaded
by the analyst. US Department of Defense has identified this as a major issue (see the
recent IARPA BENGAL program https://www.iarpa.gov/research-programs/bengal).
Hallucinations can have devastating effects also in other high-stakes settings (e.g.,
healthcare). This is exactly the problem addressed by grounding.

Formally, grounding requires that the text generated by an LLM is attributable to
an authoritative knowledge source. Here, “attribution” means that a generic human
would agree that the text follows from the authoritative source (Rashkin et al., 2023).
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The specific authoritative source may vary across applications. For instance, a health
question-answering system may consider only a selected set of healthcare journals as
authoritative.
There are two broad categories of works in the area of LLM grounding – (1) Detecting
whether a given LLM response is grounded, and (2) Encouraging LLMs to generate
grounded responses. A popular approach for (1) is to use a separate natural language
inference (NLI) model to test whether the generated text is entailed by the knowledge
text. Other approaches include comparing the generated and knowledge texts using
BLUERT (Rashkin et al., 2023), BERTScore (Zhang et al., 2020), and other text
similarity metrics. A recent evaluation finds the NLI-based approach to achieve strong
results compared to the alternatives (Honovich et al., 2022). In cases where the
knowledge source is a corpus of documents rather than a single piece of text, an
additional step is to retrieve the relevant knowledge text from the corpus. This is
typically done by mapping the generated text to a fact-checking query (e.g., the
response “Joe Biden is the president of the United States” is mapped to “Who is the
president of the United States?”), and using an off-the-shelf retrieval system to obtain
the relevant knowledge text.
There have been several works exploring how to make LLMs generate grounded
responses in the first place. A simple and effective method is to augment the prompt
with relevant knowledge snippets, as well as additional instructions asking the LLM
to only use information available in the provided snippets; see (Ram et al., 2023) for
extensions of this idea. This approach is attractive as it only requires API access to
the LLM. Other approaches involve tuning the LLM to generate grounded responses
with relevant citations. One approach is to tune the LLM’s weights on a dataset
of query and (grounded) response pairs. Another approach is to use reinforcement
learning to tune the weights based on feedback on groundedness and plausibility of
generated responses (Menick et al., 2022). Such feedback may be obtained by training
a reward model on human ratings, or using an NLI-based grounding detection model
discussed above.
Finally, a third strand of work involves iteratively revising an LLM’s response in cases
where it is found to be ungrounded. A common approach here is to prompt the LLM
back with feedback on how grounding fails, as shown in (Gao et al., 2023):

You said: {text}, I checked: {query}, I found this article: {knowledge},
This suggests . . .

The three strands of work discussed above make some headway on solving the problem
of grounding for LLMs. However, there are still plenty of open questions. On the
detection side, there is a continuum between blatant hallucinations and fully grounded
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responses. For instance, a response on the side effects of a drug may be grounded but
biased, in that it does not convey all opinions mentioned in the knowledge corpus.
Natural language entailment-based checks cannot detect such bias. On prompting
models to generate grounded responses, a number of prompting strategies (Gao
et al., 2023; Madaan et al., 2023; Yao et al., 2023) have been proposed. However,
designing these strategies is still an art, and there is no clear consensus on which
strategy works best. When tuning models to generate grounded responses, a common
pitfall is that the model loses its creativity, and resorts to quoting verbatim from
the knowledge sources. Avoiding this requires carefully balancing various training
objectives—fluency, grounding, plausibility, etc. Finally, more fundamental research
is needed to understand why LLMs hallucinate (especially nonsensical text) and to
design training strategies to mitigate such behavior.

7 Conclusion
Every significant technological advancement, such as GenAI, surfaces the dual-use dilemma.
Our work investigates the attack and defense capabilities of these powerful technologies.
This work is not meant to be the “final word” on this topic. Our work has been shaped
by the workshop held at Google, but that also means that the viewpoint is biased toward
the speakers and attendees of the workshop. Short-term goals (Section 5) describe some
problems that the community should start immediately investigating. Long-term goals
(Section 6) describe problems that are challenging and thus will require significant research
effort. This workshop is just a start, and we believe we need several such meetings to explore
the complete landscape. However, we believe that an investigation into GenAI risks and
their mitigation is crucial and timely, especially since attackers have already started using
these technologies, and defenders must not be caught “flat-footed.”

Acknowledgements
We thank the anonymous reviewers together with Jindong Wang (Microsoft), Anthony
Gitter (University of Wisconsin, Madison), Gabriel Alon (University of Michigan), Ashwinee
Panda (Princeton University), Alejo José Sison Galsim (Universidad de Navarra), and Jonas
A. Geiping (University of Maryland, College Park) for their insightful feedback.

Special note: This document was cleared by DARPA on August 28, 2023. ∗∗ All copies
should carry Distribution Statement “A” (Approved for Public Release, Distribution Un-
limited). If you have any questions, please contact the Public Release Center.

23



References
***. (2023a). “Authors Guild letter seeks compensation from AI companies for using authors’

writings in AI”. url: %5Curl%7Bhttps://chatgptiseatingtheworld.com/2023/07/19/
authors - guild - letter - seeks - compensation - from- ai - companies - for - using - authors -
writings-in-ai/%7D.

***. (2023b). “ChaosGPT: Empowering GPT with Internet and Memory to Destroy Hu-
manity”. url: %5Curl%7Bhttps://www.youtube.com/watch?v=g7YJIpkk7KM%7D.

***. (2023c). “Securing the Future of GenAI: Mitigating Security Risks”. url: %5Curl%
7Bhttps://sites.google.com/view/genai-risk-workshop%7D.

***. “Your AI model might be telling you this is not a cat”. https://art-demo.mybluemix.
net/.

Ackerman, M. S. (2000). “The Intellectual Challenge of CSCW: The Gap between Social
Requirements and Technical Feasibility”. Human-Computer Interaction. 15(2): 179–203.
doi: 10.1207/S15327051HCI1523_5.

Adelani, D. I., H. Mai, F. Fang, H. H. Nguyen, J. Yamagishi, and I. Echizen. (2020).
“Generating sentiment-preserving fake online reviews using neural language models and
their human-and machine-based detection”. In: Advanced Information Networking and
Applications: Proceedings of the 34th International Conference on Advanced Information
Networking and Applications (AINA-2020). Springer. 1341–1354. doi: 10.1007/978-3-
030-44041-1_114.

Alon, G. and M. Kamfonas. (2023). “Detecting Language Model Attacks with Perplexity”.
Atallah, M. J., V. Raskin, M. Crogan, C. Hempelmann, F. Kerschbaum, D. Mohamed,

and S. Naik. (2001). “Natural language watermarking: Design, analysis, and a proof-
of-concept implementation”. In: Information Hiding: 4th International Workshop, IH
2001 Pittsburgh, PA, USA, April 25–27, 2001 Proceedings 4. Springer. 185–200. doi:
10.1007/3-540-45496-9_14.

Bai, Y., S. Kadavath, S. Kundu, A. Askell, J. Kernion, A. Jones, A. Chen, A. Goldie,
A. Mirhoseini, C. McKinnon, C. Chen, C. Olsson, C. Olah, D. Hernandez, D. Drain,
D. Ganguli, D. Li, E. Tran-Johnson, E. Perez, J. Kerr, J. Mueller, J. Ladish, J. Landau,
K. Ndousse, K. Lukosuite, L. Lovitt, M. Sellitto, N. Elhage, N. Schiefer, N. Mercado,
N. DasSarma, R. Lasenby, R. Larson, S. Ringer, S. Johnston, S. Kravec, S. El Showk,
S. Fort, T. Lanham, T. Telleen-Lawton, T. Conerly, T. Henighan, T. Hume, S. R.
Bowman, Z. Hatfield-Dodds, B. Mann, D. Amodei, N. Joseph, S. McCandlish, T. Brown,
and J. Kaplan. (2022). “Constitutional AI: Harmlessness from AI Feedback”. url:
%5Curl%7Bhttps://arxiv.org/abs/2212.08073%7D.

Bakhtin, A., S. Gross, M. Ott, Y. Deng, M. Ranzato, and A. Szlam. (2019). “Real or fake?
Learning to discriminate machine from human generated text”. url: %5Curl%7Bhttps:
//arxiv.org/abs/1906.03351%7D.

24

%5Curl%7Bhttps://chatgptiseatingtheworld.com/2023/07/19/authors-guild-letter-seeks-compensation-from-ai-companies-for-using-authors-writings-in-ai/%7D
%5Curl%7Bhttps://chatgptiseatingtheworld.com/2023/07/19/authors-guild-letter-seeks-compensation-from-ai-companies-for-using-authors-writings-in-ai/%7D
%5Curl%7Bhttps://chatgptiseatingtheworld.com/2023/07/19/authors-guild-letter-seeks-compensation-from-ai-companies-for-using-authors-writings-in-ai/%7D
%5Curl%7Bhttps://www.youtube.com/watch?v=g7YJIpkk7KM%7D
%5Curl%7Bhttps://sites.google.com/view/genai-risk-workshop%7D
%5Curl%7Bhttps://sites.google.com/view/genai-risk-workshop%7D
https://art-demo.mybluemix.net/
https://art-demo.mybluemix.net/
https://doi.org/10.1207/S15327051HCI1523_5
https://doi.org/10.1007/978-3-030-44041-1_114
https://doi.org/10.1007/978-3-030-44041-1_114
https://doi.org/10.1007/3-540-45496-9_14
%5Curl%7Bhttps://arxiv.org/abs/2212.08073%7D
%5Curl%7Bhttps://arxiv.org/abs/1906.03351%7D
%5Curl%7Bhttps://arxiv.org/abs/1906.03351%7D


Belanger, A. (2023). “OpenAI, Google will watermark AI-generated content to hinder
deepfakes, misinfo”. url: %5Curl%7Bhttps://arstechnica.com/ai/2023/07/openai-
google-will-watermark-ai-generated-content-to-hinder-deepfakes-misinfo/%7D.

Bohannon, M. (2023). “Lawyer Used ChatGPT In Court—And Cited Fake Cases. A
Judge Is Considering Sanctions”. url: %5Curl%7Bhttps://www.forbes.com/sites/
mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-
judge-is-considering-sanctions/?sh=1175e6e87c7f%7D.

Bran, A. M., S. Cox, A. D. White, and P. Schwaller. (2023). “ChemCrow: Augmenting
large-language models with chemistry tools”. url: %5Curl%7Bhttps://arxiv.org/abs/
2304.05376%7D.

Brittain, B. (2023). “Lawsuit says OpenAI violated US authors’ copyrights to train AI
chatbot”. url: %5Curl%7Bhttps://www.reuters.com/legal/lawsuit- says- openai-
violated-us-authors-copyrights-train-ai-chatbot-2023-06-29/%7D.

Buiten, M. (2023). “Product Liability for Defective AI”. url: %5Curl%7Bhttps://ssrn.
com/abstract=4515202%7D.

Carlini, N., M. Jagielski, C. A. Choquette-Choo, D. Paleka, W. Pearce, H. Anderson, A.
Terzis, K. Thomas, and F. Tramèr. (2023a). “Poisoning Web-Scale Training Datasets is
Practical”. url: %5Curl%7Bhttps://arxiv.org/abs/2302.10149%7D.

Carlini, N., M. Nasr, C. A. Choquette-Choo, M. Jagielski, I. Gao, A. Awadalla, P. W. Koh,
D. Ippolito, K. Lee, F. Tramer, and L. Schmidt. (2023b). “Are aligned neural networks
adversarially aligned?” url: %5Curl%7Bhttps://arxiv.org/abs/2306.15447%7D.

Carlini, N. and A. Terzis. (2022). “Poisoning and Backdooring Contrastive Learning”.
In: International Conference on Learning Representations. url: %5Curl%7Bhttps :
//openreview.net/forum?id=iC4UHbQ01Mp%7D.

Carlini, N., F. Tramèr, E. Wallace, M. Jagielski, A. Herbert-Voss, K. Lee, A. Roberts,
T. B. Brown, D. X. Song, Ú. Erlingsson, A. Oprea, and C. Raffel. (2020). “Extracting
Training Data from Large Language Models”. In: USENIX Security Symposium.

Christ, M., S. Gunn, and O. Zamir. (2023). “Undetectable Watermarks for Language
Models”. Cryptology ePrint Archive, Paper 2023/763. url: %5Curl%7Bhttps://eprint.
iacr.org/2023/763%7D.

DARPA Public Affairs. (2021). “DARPA Announces Research Teams Selected to Semantic
Forensics Program”. url: %5Curl%7Bhttps://www.darpa.mil/news-events/2021-03-
02%7D.

Durall, R., M. Keuper, F.-J. Pfreundt, and J. Keuper. (2019). “Unmasking deepfakes with
simple features”. url: %5Curl%7Bhttps://arxiv.org/abs/1911.00686%7D.

Fagni, T., F. Falchi, M. Gambini, A. Martella, and M. Tesconi. (2021). “TweepFake:
About detecting deepfake tweets”. PLOS ONE. 16(5): 1–16. url: %5Curl%7Bhttps:
//doi.org/10.1371/journal.pone.0251415%7D.

25

%5Curl%7Bhttps://arstechnica.com/ai/2023/07/openai-google-will-watermark-ai-generated-content-to-hinder-deepfakes-misinfo/%7D
%5Curl%7Bhttps://arstechnica.com/ai/2023/07/openai-google-will-watermark-ai-generated-content-to-hinder-deepfakes-misinfo/%7D
%5Curl%7Bhttps://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/?sh=1175e6e87c7f%7D
%5Curl%7Bhttps://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/?sh=1175e6e87c7f%7D
%5Curl%7Bhttps://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/?sh=1175e6e87c7f%7D
%5Curl%7Bhttps://arxiv.org/abs/2304.05376%7D
%5Curl%7Bhttps://arxiv.org/abs/2304.05376%7D
%5Curl%7Bhttps://www.reuters.com/legal/lawsuit-says-openai-violated-us-authors-copyrights-train-ai-chatbot-2023-06-29/%7D
%5Curl%7Bhttps://www.reuters.com/legal/lawsuit-says-openai-violated-us-authors-copyrights-train-ai-chatbot-2023-06-29/%7D
%5Curl%7Bhttps://ssrn.com/abstract=4515202%7D
%5Curl%7Bhttps://ssrn.com/abstract=4515202%7D
%5Curl%7Bhttps://arxiv.org/abs/2302.10149%7D
%5Curl%7Bhttps://arxiv.org/abs/2306.15447%7D
%5Curl%7Bhttps://openreview.net/forum?id=iC4UHbQ01Mp%7D
%5Curl%7Bhttps://openreview.net/forum?id=iC4UHbQ01Mp%7D
%5Curl%7Bhttps://eprint.iacr.org/2023/763%7D
%5Curl%7Bhttps://eprint.iacr.org/2023/763%7D
%5Curl%7Bhttps://www.darpa.mil/news-events/2021-03-02%7D
%5Curl%7Bhttps://www.darpa.mil/news-events/2021-03-02%7D
%5Curl%7Bhttps://arxiv.org/abs/1911.00686%7D
%5Curl%7Bhttps://doi.org/10.1371/journal.pone.0251415%7D
%5Curl%7Bhttps://doi.org/10.1371/journal.pone.0251415%7D


Fernandez, P., G. Couairon, H. Jégou, M. Douze, and T. Furon. (2023). “The Stable
Signature: Rooting Watermarks in Latent Diffusion Models”. url: %5Curl%7Bhttps:
//arxiv.org/abs/2303.15435%7D.

Frank, J., T. Eisenhofer, L. Schönherr, A. Fischer, D. Kolossa, and T. Holz. (2020). “Lever-
aging frequency analysis for deep fake image recognition”. In: International Conference
on Machine Learning. PMLR. 3247–3258.

Gabriel, I. (2020). “Artificial Intelligence, Values, and Alignment”. Minds and Machines.
30(3): 411–437. doi: 10.1007/s11023-020-09539-2.

Gahntz, M. and C. Pershan. (2022). “How the EU can take on the challenge posed by
general-purposeAI systems”. url: %5Curl%7Bhttps://assets.mofoprod.net/network/
documents/AI-Act_Mozilla-GPAI-Brief_Kx1ktuk.pdf%7D.

Ganguli, D., L. Lovitt, J. Kernion, A. Askell, Y. Bai, S. Kadavath, B. Mann, E. Perez,
N. Schiefer, K. Ndousse, A. Jones, S. Bowman, A. Chen, T. Conerly, N. DasSarma, D.
Drain, N. Elhage, S. El-Showk, S. Fort, Z. Hatfield-Dodds, T. Henighan, D. Hernandez,
T. Hume, J. Jacobson, S. Johnston, S. Kravec, C. Olsson, S. Ringer, E. Tran-Johnson,
D. Amodei, T. Brown, N. Joseph, S. McCandlish, C. Olah, J. Kaplan, and J. Clark.
(2022). “Red Teaming Language Models to Reduce Harms: Methods, Scaling Behaviors,
and Lessons Learned”. url: %5Curl%7Bhttps://arxiv.org/abs/2209.07858%7D.

Gao, L., Z. Dai, P. Pasupat, A. Chen, A. T. Chaganty, Y. Fan, V. Zhao, N. Lao, H. Lee,
D.-C. Juan, and K. Guu. (2023). “RARR: Researching and Revising What Language
Models Say, Using Language Models”. In: Proceedings of the 61st Annual Meeting of the
Association for Computational Linguistics (Volume 1: Long Papers). Ed. by A. Rogers,
J. Boyd-Graber, and N. Okazaki. Toronto, Canada: Association for Computational
Linguistics, pp. 16477–16508. url: %5Curl%7Bhttps://aclanthology.org/2023.acl-
long.910%7D.

Gehman, S., S. Gururangan, M. Sap, Y. Choi, and N. A. Smith. (2020). “RealToxici-
tyPrompts: Evaluating Neural Toxic Degeneration in Language Models”. In: Findings of
the Association for Computational Linguistics: EMNLP 2020. Online. 3356–3369. doi:
10.18653/v1/2020.findings-emnlp.301.

Gehrmann, S., H. Strobelt, and A. Rush. (2019). “GLTR: Statistical Detection and Visual-
ization of Generated Text”. In: Proceedings of the 57th Annual Meeting of the Association
for Computational Linguistics: System Demonstrations. Ed. by M. R. Costa-jussà and
E. Alfonseca. Florence, Italy: Association for Computational Linguistics, pp. 111–116.
url: %5Curl%7Bhttps://aclanthology.org/P19-3019%7D.

Glukhov, D., I. Shumailov, Y. Gal, N. Papernot, and V. Papyan. (2023). “LLM Censorship: A
Machine Learning Challenge or a Computer Security Problem?” url: %5Curl%7Bhttps:
//arxiv.org/abs/2307.10719%7D.

Google. (2023). “Bard”. url: %5Curl%7Bhttps://bard.google.com/%7D.

26

%5Curl%7Bhttps://arxiv.org/abs/2303.15435%7D
%5Curl%7Bhttps://arxiv.org/abs/2303.15435%7D
https://doi.org/10.1007/s11023-020-09539-2
%5Curl%7Bhttps://assets.mofoprod.net/network/documents/AI-Act_Mozilla-GPAI-Brief_Kx1ktuk.pdf%7D
%5Curl%7Bhttps://assets.mofoprod.net/network/documents/AI-Act_Mozilla-GPAI-Brief_Kx1ktuk.pdf%7D
%5Curl%7Bhttps://arxiv.org/abs/2209.07858%7D
%5Curl%7Bhttps://aclanthology.org/2023.acl-long.910%7D
%5Curl%7Bhttps://aclanthology.org/2023.acl-long.910%7D
https://doi.org/10.18653/v1/2020.findings-emnlp.301
%5Curl%7Bhttps://aclanthology.org/P19-3019%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.10719%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.10719%7D
%5Curl%7Bhttps://bard.google.com/%7D


Guarnera, L., O. Giudice, and S. Battiato. (2020). “Deepfake detection by analyzing
convolutional traces”. In: Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition Workshops. 666–667. doi: 10.1109/CVPRW50498.2020.00341.

He, J. and M. Vechev. (2023). “Large Language Models for Code: Security Hardening and
Adversarial Testing”. url: %5Curl%7Bhttps://arxiv.org/abs/2302.05319%7D.

Honovich, O., R. Aharoni, J. Herzig, H. Taitelbaum, D. Kukliansy, V. Cohen, T. Scialom,
I. Szpektor, A. Hassidim, and Y. Matias. (2022). “TRUE: Re-evaluating Factual Con-
sistency Evaluation”. In: Proceedings of the 2022 Conference of the North American
Chapter of the Association for Computational Linguistics: Human Language Technologies.
Ed. by M. Carpuat, M.-C. de Marneffe, and I. V. Meza Ruiz. Seattle, United States:
Association for Computational Linguistics, pp. 3905–3920. url: %5Curl%7Bhttps:
//aclanthology.org/2022.naacl-main.287%7D.

Hovy, D. and D. Yang. (2021). “The Importance of Modeling Social Factors of Language:
Theory and Practice”. In: Proceedings of the 2021 Conference of the North American
Chapter of the Association for Computational Linguistics: Human Language Technologies.
Online. 588–602. doi: 10.18653/v1/2021.naacl-main.49.

Ippolito, D., D. Duckworth, C. Callison-Burch, and D. Eck. (2020). “Automatic Detection of
Generated Text is Easiest when Humans are Fooled”. In: Proceedings of the 58th Annual
Meeting of the Association for Computational Linguistics. Ed. by D. Jurafsky, J. Chai,
N. Schluter, and J. Tetreault. Online: Association for Computational Linguistics, pp.
1808–1822. url: %5Curl%7Bhttps://aclanthology.org/2020.aclmain.164%7D.

Jain, A., C. Adiole, S. Chaudhuri, T. Reps, and C. Jermaine. (2023). “Tuning Models of Code
with Compiler-Generated Reinforcement Learning Feedback”. url: %5Curl%7Bhttps:
//arxiv.org/abs/2305.18341%7D.

Jawahar, G., M. Abdul-Mageed, and L. Lakshmanan V.S. (2020). “Automatic Detection
of Machine Generated Text: A Critical Survey”. In: Proceedings of the 28th Interna-
tional Conference on Computational Linguistics. Ed. by D. Scott, N. Bel, and C. Zong.
Barcelona, Spain (Online): International Committee on Computational Linguistics, pp.
2296–2309. url: %5Curl%7Bhttps://aclanthology.org/2020.coling-main.208%7D.

Jiang, Z., J. Zhang, and N. Z. Gong. (2023). “Evading Watermark based Detection of
AI-Generated Content”. url: %5Curl%7Bhttps://arxiv.org/abs/2305.03807%7D.

Kang, D., X. Li, I. Stoica, C. Guestrin, M. Zaharia, and T. Hashimoto. (2023). “Exploiting
Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks”. In:
The Second Workshop on New Frontiers in Adversarial Machine Learning. url: %5Curl%
7Bhttps://openreview.net/forum?id=eXwzgiXYM8%7D.

Katzenbeisser, S. and F. Petitcolas. (2016). Information Hiding. Artech House.

27

https://doi.org/10.1109/CVPRW50498.2020.00341
%5Curl%7Bhttps://arxiv.org/abs/2302.05319%7D
%5Curl%7Bhttps://aclanthology.org/2022.naacl-main.287%7D
%5Curl%7Bhttps://aclanthology.org/2022.naacl-main.287%7D
https://doi.org/10.18653/v1/2021.naacl-main.49
%5Curl%7Bhttps://aclanthology.org/2020.aclmain.164%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.18341%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.18341%7D
%5Curl%7Bhttps://aclanthology.org/2020.coling-main.208%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.03807%7D
%5Curl%7Bhttps://openreview.net/forum?id=eXwzgiXYM8%7D
%5Curl%7Bhttps://openreview.net/forum?id=eXwzgiXYM8%7D


Kelley, D. (2023). “WormGPT – The Generative AI Tool Cybercriminals Are Using to
Launch Business Email Compromise Attacks”. url: %5Curl%7Bhttps://slashnext.com/
blog/wormgpt-the-generative-ai-tool-cybercriminals-are-using-to-launch-business-
email-compromise-attacks/%7D.

Kirchenbauer, J., J. Geiping, Y. Wen, J. Katz, I. Miers, and T. Goldstein. (2023a). “A
Watermark for Large Language Models”. In: Proceedings of the 40th International
Conference on Machine Learning. Ed. by A. Krause, E. Brunskill, K. Cho, B. Engelhardt,
S. Sabato, and J. Scarlett. Vol. 202. Proceedings of Machine Learning Research. PMLR.
17061–17084. url: %5Curl%7Bhttps://proceedings.mlr.press/v202/kirchenbauer23a.
html%7D.

Kirchenbauer, J., J. Geiping, Y. Wen, M. Shu, K. Saifullah, K. Kong, K. Fernando, A. Saha,
M. Goldblum, and T. Goldstein. (2023b). “On the Reliability of Watermarks for Large
Language Models”. url: %5Curl%7Bhttps://arxiv.org/abs/2306.04634%7D.

Krishna, K., Y. Song, M. Karpinska, J. F. Wieting, and M. Iyyer. (2023). “Paraphrasing
evades detectors of AI-generated text, but retrieval is an effective defense”. In: Thirty-
Seventh Conference on Neural Information Processing Systems. url: %5Curl%7Bhttps:
//openreview.net/forum?id=WbFhFvjjKj%7D.

Krishnan, R. (2023). “FraudGPT: The Villain Avatar of ChatGPT”. url: %5Curl%7Bhttps:
//netenrich.com/blog/fraudgpt-the-villain-avatar-of-chatgpt%7D.

Kuditipudi, R., J. Thickstun, T. Hashimoto, and P. Liang. (2023). “Robust Distortion-free
Watermarks for Language Models”. url: %5Curl%7Bhttps://arxiv.org/abs/2307.
15593%7D.

Liang, W., M. Yuksekgonul, Y. Mao, E. Wu, and J. Zou. (2023). “GPT detectors are
biased against non-native English writers”. Patterns. 4(7): 100779. issn: 2666-3899. url:
%5Curl%7Bhttps://www.sciencedirect.com/science/article/pii/S2666389923001307%
7D.

Liao, Q. V. and Z. Xiao. (2023). “Rethinking Model Evaluation as Narrowing the Socio-
Technical Gap”. url: %5Curl%7Bhttps://arxiv.org/abs/2306.03100%7D.

Liu, Y., M. Ott, N. Goyal, J. Du, M. Joshi, D. Chen, O. Levy, M. Lewis, L. Zettlemoyer, and
V. Stoyanov. (2019). “RoBERTa: A robustly optimized BERT pretraining approach”.
url: %5Curl%7Bhttps://arxiv.org/abs/1907.11692%7D.

Liu, Z., X. Qi, and P. H. Torr. (2020). “Global texture enhancement for fake face detection
in the wild”. In: Proceedings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition. 8060–8069.

Lukas, N. and F. Kerschbaum. (2023). “PTW: Pivotal Tuning Watermarking for Pre-Trained
Image Generators”. 32nd USENIX Security Symposium.

28

%5Curl%7Bhttps://slashnext.com/blog/wormgpt-the-generative-ai-tool-cybercriminals-are-using-to-launch-business-email-compromise-attacks/%7D
%5Curl%7Bhttps://slashnext.com/blog/wormgpt-the-generative-ai-tool-cybercriminals-are-using-to-launch-business-email-compromise-attacks/%7D
%5Curl%7Bhttps://slashnext.com/blog/wormgpt-the-generative-ai-tool-cybercriminals-are-using-to-launch-business-email-compromise-attacks/%7D
%5Curl%7Bhttps://proceedings.mlr.press/v202/kirchenbauer23a.html%7D
%5Curl%7Bhttps://proceedings.mlr.press/v202/kirchenbauer23a.html%7D
%5Curl%7Bhttps://arxiv.org/abs/2306.04634%7D
%5Curl%7Bhttps://openreview.net/forum?id=WbFhFvjjKj%7D
%5Curl%7Bhttps://openreview.net/forum?id=WbFhFvjjKj%7D
%5Curl%7Bhttps://netenrich.com/blog/fraudgpt-the-villain-avatar-of-chatgpt%7D
%5Curl%7Bhttps://netenrich.com/blog/fraudgpt-the-villain-avatar-of-chatgpt%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.15593%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.15593%7D
%5Curl%7Bhttps://www.sciencedirect.com/science/article/pii/S2666389923001307%7D
%5Curl%7Bhttps://www.sciencedirect.com/science/article/pii/S2666389923001307%7D
%5Curl%7Bhttps://arxiv.org/abs/2306.03100%7D
%5Curl%7Bhttps://arxiv.org/abs/1907.11692%7D


Madaan, A., N. Tandon, P. Gupta, S. Hallinan, L. Gao, S. Wiegreffe, U. Alon, N. Dziri,
S. Prabhumoye, Y. Yang, S. Gupta, B. P. Majumder, K. Hermann, S. Welleck, A. Yaz-
danbakhsh, and P. Clark. (2023). “Self-Refine: Iterative Refinement with Self-Feedback”.
url: %5Curl%7Bhttps://arxiv.org/abs/2303.17651%7D.

Makyen. (2022). “Temporary policy: Generative AI (e.g., ChatGPT) is banned”. url:
%5Curl%7Bhttps://meta.stackoverflow.com/questions/421831/temporary-policy-
generative-ai-e-g-chatgpt-is-banned%7D.

Marra, F., D. Gragnaniello, D. Cozzolino, and L. Verdoliva. (2018). “Detection of gan-
generated fake images over social networks”. In: 2018 IEEE Conference on Multimedia
Information Processing and Retrieval (MIPR). IEEE. 384–389. doi: 10.1109/MIPR.
2018.00084.

Marra, F., C. Saltori, G. Boato, and L. Verdoliva. (2019). “Incremental learning for the
detection and classification of GAN-generated images”. In: 2019 IEEE International
Workshop on Information Forensics and Security (WIFS). IEEE. 1–6. doi: 10.1109/
WIFS47025.2019.9035099.

McCloskey, S. and M. Albright. (2018). “Detecting GAN-generated Imagery using Color
Cues”. url: %5Curl%7Bhttps://arxiv.org/abs/1812.08247%7D.

Menick, J., M. Trebacz, V. Mikulik, J. Aslanides, F. Song, M. Chadwick, M. Glaese,
S. Young, L. Campbell-Gillingham, G. Irving, and N. McAleese. (2022). “Teaching
language models to support answers with verified quotes”. url: %5Curl%7Bhttps:
//arxiv.org/abs/2203.11147%7D.

Meta. (2023). “Introducing Llama 2”. url: %5Curl%7Bhttps://ai.meta.com/llama/%7D.
Midjourney. (2023a). “Midjourney”. url: %5Curl%7Bhttps://www.midjourney.com/%7D.
Midjourney. (2023b). “Stable Diffusion”. url: %5Curl%7Bhttps://stablediffusionweb.com/

%7D.
Mitchell, E., Y. Lee, A. Khazatsky, C. D. Manning, and C. Finn. (2023). “DetectGPT: Zero-

Shot Machine-Generated Text Detection Using Probability Curvature”. In: Proceedings
of the 40th International Conference on Machine Learning. ICML’23. Honolulu, Hawaii,
USA: JMLR.org. url: %5Curl%7Bhttps://arxiv.org/abs/2301.11305%7D.

Nataraj, L., T. M. Mohammed, B. Manjunath, S. Chandrasekaran, A. Flenner, J. H. Bappy,
and A. K. Roy-Chowdhury. (2019). “Detecting GAN generated fake images using co-
occurrence matrices”. Electronic Imaging. 2019(5): 532–1. doi: 10.2352/ISSN.2470-
1173.2019.5.MWSF-532.

Nijkamp, E., H. Hayashi, T. Xie, C. Xia, B. Pang, R. Meng, W. Kryscinski, L. Tu, M. Bhat, S.
Yavuz, C. Xing, J. Vig, L. Murakhovska, C.-S. Wu, Y. Zhou, S. R. Joty, C. Xiong, and S.
Savarese. (2023). “Long Sequence Modeling with XGen: A 7B LLM Trained on 8K Input
Sequence Length”. url: %5Curl%7Bhttps://blog.salesforceairesearch.com/xgen/%7D.

29

%5Curl%7Bhttps://arxiv.org/abs/2303.17651%7D
%5Curl%7Bhttps://meta.stackoverflow.com/questions/421831/temporary-policy-generative-ai-e-g-chatgpt-is-banned%7D
%5Curl%7Bhttps://meta.stackoverflow.com/questions/421831/temporary-policy-generative-ai-e-g-chatgpt-is-banned%7D
https://doi.org/10.1109/MIPR.2018.00084
https://doi.org/10.1109/MIPR.2018.00084
https://doi.org/10.1109/WIFS47025.2019.9035099
https://doi.org/10.1109/WIFS47025.2019.9035099
%5Curl%7Bhttps://arxiv.org/abs/1812.08247%7D
%5Curl%7Bhttps://arxiv.org/abs/2203.11147%7D
%5Curl%7Bhttps://arxiv.org/abs/2203.11147%7D
%5Curl%7Bhttps://ai.meta.com/llama/%7D
%5Curl%7Bhttps://www.midjourney.com/%7D
%5Curl%7Bhttps://stablediffusionweb.com/%7D
%5Curl%7Bhttps://stablediffusionweb.com/%7D
%5Curl%7Bhttps://arxiv.org/abs/2301.11305%7D
https://doi.org/10.2352/ISSN.2470-1173.2019.5.MWSF-532
https://doi.org/10.2352/ISSN.2470-1173.2019.5.MWSF-532
%5Curl%7Bhttps://blog.salesforceairesearch.com/xgen/%7D


Ojha, U., Y. Li, and Y. J. Lee. (2023). “Towards universal fake image detectors that generalize
across generative models”. In: Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition. 24480–24489. doi: 10.1109/CVPR52729.2023.02345.

OpenAI. (2019). “GPT-2: 1.5B release”. url: %5Curl%7Bhttps://openai.com/research/gpt-
2-1-5b-release%7D.

OpenAI. (2022). “ChatGPT: Optimizing Language Models for Dialogue”. url: %5Curl%
7Bhttps://openai.com/blog/chatgpt/%7D.

OpenAI. (2023a). “DALL-E: Creating images from text”. url: %5Curl%7Bhttps://openai.
com/research/dall-e%7D.

OpenAI. (2023b). “GPT-4 is OpenAI’s most advanced system, producing safer and more
useful responses”. url: %5Curl%7Bhttps://openai.com/gpt-4%7D.

OpenAI. (2023c). “GPT-4 Technical Report”. url: %5Curl%7Bhttps://cdn.openai.com/
papers/gpt-4.pdf%7D.

Ouyang, L., J. Wu, X. Jiang, D. Almeida, C. Wainwright, P. Mishkin, C. Zhang, S. Agarwal,
K. Slama, A. Ray, J. Schulman, J. Hilton, F. Kelton, L. Miller, M. Simens, A. Askell, P.
Welinder, P. F. Christiano, J. Leike, and R. Lowe. (2022). “Training language models to
follow instructions with human feedback”. In: Advances in Neural Information Processing
Systems. Ed. by S. Koyejo, S. Mohamed, A. Agarwal, D. Belgrave, K. Cho, and A. Oh.
Curran Associates, Inc., vol. 35, pp. 27730–27744. url: %5Curl%7Bhttps://proceedings.
neurips.cc/paper%5C_files/paper/2022/file/b1efde53be364a73914f58805a001731-
Paper-Conference.pdf%7D.

Pearce, H., B. Ahmad, B. Tan, B. Dolan-Gavitt, and R. Karri. (2022). “Asleep at the
Keyboard? Assessing the Security of GitHub Copilot’s Code Contributions”. In: 2022
IEEE Symposium on Security and Privacy (SP). 754–768. url: %5Curl%7Bhttps:
//arxiv.org/abs/2108.09293%7D.

Perez, E., S. Huang, F. Song, T. Cai, R. Ring, J. Aslanides, A. Glaese, N. McAleese, and G.
Irving. (2022). “Red Teaming Language Models with Language Models”. In: Conference
on Empirical Methods in Natural Language Processing. doi: 10.18653/v1/2022.emnlp-
main.225.

Ram, O., Y. Levine, I. Dalmedigos, D. Muhlgay, A. Shashua, K. Leyton-Brown, and Y.
Shoham. (2023). “In-Context Retrieval-Augmented Language Models”. url: %5Curl%
7Bhttps://arxiv.org/abs/2302.00083%7D.

Rashkin, H., V. Nikolaev, M. Lamm, L. Aroyo, M. Collins, D. Das, S. Petrov, G. S.
Tomar, I. Turc, and D. Reitter. (2023). “Measuring Attribution in Natural Language
Generation Models”. Computational Linguistics. Aug.: 1–64. url: %5Curl%7Bhttps:
//doi.org/10.1162/coli_a_00486%7D.

Ricker, J., S. Damm, T. Holz, and A. Fischer. (2023). “Towards the Detection of Diffusion
Model Deepfakes”. url: %5Curl%7Bhttps://arxiv.org/abs/2210.14571%7D.

30

https://doi.org/10.1109/CVPR52729.2023.02345
%5Curl%7Bhttps://openai.com/research/gpt-2-1-5b-release%7D
%5Curl%7Bhttps://openai.com/research/gpt-2-1-5b-release%7D
%5Curl%7Bhttps://openai.com/blog/chatgpt/%7D
%5Curl%7Bhttps://openai.com/blog/chatgpt/%7D
%5Curl%7Bhttps://openai.com/research/dall-e%7D
%5Curl%7Bhttps://openai.com/research/dall-e%7D
%5Curl%7Bhttps://openai.com/gpt-4%7D
%5Curl%7Bhttps://cdn.openai.com/papers/gpt-4.pdf%7D
%5Curl%7Bhttps://cdn.openai.com/papers/gpt-4.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper%5C_files/paper/2022/file/b1efde53be364a73914f58805a001731-Paper-Conference.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper%5C_files/paper/2022/file/b1efde53be364a73914f58805a001731-Paper-Conference.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper%5C_files/paper/2022/file/b1efde53be364a73914f58805a001731-Paper-Conference.pdf%7D
%5Curl%7Bhttps://arxiv.org/abs/2108.09293%7D
%5Curl%7Bhttps://arxiv.org/abs/2108.09293%7D
https://doi.org/10.18653/v1/2022.emnlp-main.225
https://doi.org/10.18653/v1/2022.emnlp-main.225
%5Curl%7Bhttps://arxiv.org/abs/2302.00083%7D
%5Curl%7Bhttps://arxiv.org/abs/2302.00083%7D
%5Curl%7Bhttps://doi.org/10.1162/coli_a_00486%7D
%5Curl%7Bhttps://doi.org/10.1162/coli_a_00486%7D
%5Curl%7Bhttps://arxiv.org/abs/2210.14571%7D


Sadasivan, V. S., A. Kumar, S. Balasubramanian, W. Wang, and S. Feizi. (2023). “Can
AI-generated text be reliably detected?” url: %5Curl%7Bhttps://arxiv.org/abs/2303.
11156%7D.

Sellman, M. (2023). “My AI: Snapchat chatbot coaches ‘girl, 13’ on losing virginity”. url:
%5Curl%7Bhttps://www.thetimes.co.uk/article/my-ai-snapchat-chatbot-coaches-
girl-13-on-losing-virginity-dj7p6268b%7D.

Sha, Z., Z. Li, N. Yu, and Y. Zhang. (2023). “DE-FAKE: Detection and Attribution of
Fake Images Generated by Text-to-Image Generation Models”. url: %5Curl%7Bhttps:
//arxiv.org/abs/2210.06998%7D.

Shumailov, I., Z. Shumaylov, Y. Zhao, Y. Gal, N. Papernot, and R. Anderson. (2023).
“The Curse of Recursion: Training on Generated Data Makes Models Forget”. url:
%5Curl%7Bhttps://arxiv.org/abs/2305.17493%7D.

Sison, R. G.-B. A. J. G., M. T. Daza, and E. C. Garrido-Merchán. (2023). “ChatGPT:
More Than a ‘Weapon of Mass Deception’ Ethical Challenges and Responses from the
Human-Centered Artificial Intelligence (HCAI) Perspective”. International Journal of
Human–Computer Interaction: 1–20. doi: 10.1080/10447318.2023.2225931.

Solaiman, I., M. Brundage, J. Clark, A. Askell, A. Herbert-Voss, J. Wu, A. Radford, G.
Krueger, J. W. Kim, S. Kreps, et al. (2019). “Release strategies and the social impacts
of language models”. url: %5Curl%7Bhttps://arxiv.org/abs/1908.09203%7D.

Solaiman, I. and C. Dennison. (2021). “Process for Adapting Language Models to Soci-
ety (PALMS) with Values-Targeted Datasets”. In: Advances in Neural Information
Processing Systems. Ed. by M. Ranzato, A. Beygelzimer, Y. Dauphin, P. Liang, and
J. W. Vaughan. Curran Associates, Inc., vol. 34, pp. 5861–5873. url: %5Curl%7Bhttps:
//proceedings.neurips.cc/paper_files/paper/2021/file/2e855f9489df0712b4bd8ea9e28
48c5a-Paper.pdf%7D.

Stiennon, N., L. Ouyang, J. Wu, D. Ziegler, R. Lowe, C. Voss, A. Radford, D. Amodei,
and P. F. Christiano. (2020). “Learning to summarize with human feedback”. In:
Advances in Neural Information Processing Systems. Ed. by H. Larochelle, M. Ranzato,
R. Hadsell, M. Balcan, and H. Lin. Curran Associates, Inc., vol. 33, pp. 3008–3021.
url: %5Curl%7Bhttps ://proceedings .neurips . cc/paper_ files/paper/2020/ file/
1f89885d556929e98d3ef9b86448f951-Paper.pdf%7D.

Taori, R. and T. Hashimoto. (2023). “Data Feedback Loops: Model-driven Amplification
of Dataset Biases”. In: Proceedings of the 40th International Conference on Machine
Learning. Ed. by A. Krause, E. Brunskill, K. Cho, B. Engelhardt, S. Sabato, and J.
Scarlett. Vol. 202. Proceedings of Machine Learning Research. PMLR. 33883–33920.
url: %5Curl%7Bhttps://proceedings.mlr.press/v202/taori23a.html%7D.

31

%5Curl%7Bhttps://arxiv.org/abs/2303.11156%7D
%5Curl%7Bhttps://arxiv.org/abs/2303.11156%7D
%5Curl%7Bhttps://www.thetimes.co.uk/article/my-ai-snapchat-chatbot-coaches-girl-13-on-losing-virginity-dj7p6268b%7D
%5Curl%7Bhttps://www.thetimes.co.uk/article/my-ai-snapchat-chatbot-coaches-girl-13-on-losing-virginity-dj7p6268b%7D
%5Curl%7Bhttps://arxiv.org/abs/2210.06998%7D
%5Curl%7Bhttps://arxiv.org/abs/2210.06998%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.17493%7D
https://doi.org/10.1080/10447318.2023.2225931
%5Curl%7Bhttps://arxiv.org/abs/1908.09203%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2021/file/2e855f9489df0712b4bd8ea9e2848c5a-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2021/file/2e855f9489df0712b4bd8ea9e2848c5a-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2021/file/2e855f9489df0712b4bd8ea9e2848c5a-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2020/file/1f89885d556929e98d3ef9b86448f951-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2020/file/1f89885d556929e98d3ef9b86448f951-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.mlr.press/v202/taori23a.html%7D


The White House. (2023a). “Executive Order on the Safe, Secure, and Trustworthy Develop-
ment and Use of Artificial Intelligence”. url: %5Curl%7Bhttps://www.whitehouse.gov/
briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-
and-trustworthy-development-and-use-of-artificial-intelligence/%7D.

The White House. (2023b). “FACT SHEET: Biden–Harris Administration Announces
National Cyber Workforce and Education Strategy, Unleashing America’s Cyber Talent”.
url: %5Curl%7Bhttps://www.whitehouse.gov/briefing-room/statements-releases/
2023/07/31/ fact - sheet - biden - harris - administration - announces - national - cyber -
workforce-and-education-strategy-unleashing-americas-cyber-talent/%7D.

Troncoso, C. and B. Preneel. (2023). “Detecting child sexual abuse material shouldn’t be
done at any cost”. url: %5Curl%7Bhttps://www.euronews.com/2023/07/04/detecting-
child-sexual-abuse-material-shouldnt-be-done-at-any-cost%7D.

Vaswani, A., N. Shazeer, N. Parmar, J. Uszkoreit, L. Jones, A. N. Gomez, Ł. Kaiser, and
I. Polosukhin. (2017). “Attention is All you Need”. In: Advances in Neural Information
Processing Systems. Ed. by I. Guyon, U. V. Luxburg, S. Bengio, H. Wallach, R. Fergus, S.
Vishwanathan, and R. Garnett. Curran Associates, Inc., vol. 30. url: %5Curl%7Bhttps:
//proceedings.neurips.cc/paper_files/paper/2017/file/3f5ee243547dee91fbd053c1c4a8
45aa-Paper.pdf%7D.

Wang, J., X. HU, W. Hou, H. Chen, R. Zheng, Y. Wang, L. Yang, W. Ye, H. Huang,
X. Geng, B. Jiao, Y. Zhang, and X. Xie. (2023). “On the Robustness of ChatGPT:
An Adversarial and Out-of-distribution Perspective”. In: ICLR 2023 Workshop on
Trustworthy and Reliable Large-Scale Machine Learning Models. url: %5Curl%7Bhttps:
//openreview.net/forum?id=uw6HSkgoM29%7D.

Wang, S.-Y., O. Wang, R. Zhang, A. Owens, and A. A. Efros. (2020). “CNN-generated
images are surprisingly easy to spot . . . for now”. In: Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition. 8695–8704. doi: 10.1109/
CVPR42600.2020.00872.

Wei, J., Y. Tay, R. Bommasani, C. Raffel, B. Zoph, S. Borgeaud, D. Yogatama, M. Bosma,
D. Zhou, D. Metzler, E. H. Chi, T. Hashimoto, O. Vinyals, P. Liang, J. Dean, and
W. Fedus. (2022). “Emergent Abilities of Large Language Models”. Transactions on
Machine Learning Research. issn: 2835-8856. url: %5Curl%7Bhttps://openreview.net/
forum?id=yzkSU5zdwD%7D.

Weiss, M. (2019). “Deepfake bot submissions to federal public comment websites cannot be
distinguished from human submissions”. Technology Science. 2019121801.

32

%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/%7D
%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/%7D
%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/%7D
%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent/%7D
%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent/%7D
%5Curl%7Bhttps://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent/%7D
%5Curl%7Bhttps://www.euronews.com/2023/07/04/detecting-child-sexual-abuse-material-shouldnt-be-done-at-any-cost%7D
%5Curl%7Bhttps://www.euronews.com/2023/07/04/detecting-child-sexual-abuse-material-shouldnt-be-done-at-any-cost%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2017/file/3f5ee243547dee91fbd053c1c4a845aa-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2017/file/3f5ee243547dee91fbd053c1c4a845aa-Paper.pdf%7D
%5Curl%7Bhttps://proceedings.neurips.cc/paper_files/paper/2017/file/3f5ee243547dee91fbd053c1c4a845aa-Paper.pdf%7D
%5Curl%7Bhttps://openreview.net/forum?id=uw6HSkgoM29%7D
%5Curl%7Bhttps://openreview.net/forum?id=uw6HSkgoM29%7D
https://doi.org/10.1109/CVPR42600.2020.00872
https://doi.org/10.1109/CVPR42600.2020.00872
%5Curl%7Bhttps://openreview.net/forum?id=yzkSU5zdwD%7D
%5Curl%7Bhttps://openreview.net/forum?id=yzkSU5zdwD%7D


Welbl, J., A. Glaese, J. Uesato, S. Dathathri, J. Mellor, L. A. Hendricks, K. Anderson,
P. Kohli, B. Coppin, and P.-S. Huang. (2021). “Challenges in Detoxifying Language
Models”. In: Findings of the Association for Computational Linguistics: EMNLP 2021.
Ed. by M.-F. Moens, X. Huang, L. Specia, and S. W.-T. Yih. Punta Cana, Dominican
Republic: Association for Computational Linguistics. 2447–2469. url: %5Curl%7Bhttps:
//aclanthology.org/2021.findings-emnlp.210%7D.

Wikipedia contributors. (2023a). “Dual-use technology—Wikipedia, The Free Encyclopedia”.
url: %5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Dual-use_technology&
oldid=1167047934%7D.

Wikipedia contributors. (2023b). “Large language model—Wikipedia, The Free Encyclope-
dia”. url: %5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Large_language_
model&oldid=1184758575%7D.

Wilson, A., P. Blunsom, and A. D. Ker. (2014). “Linguistic steganography on Twitter:
hierarchical language modeling with manual interaction”. In: Media Watermarking,
Security, and Forensics 2014. Ed. by A. M. Alattar, N. D. Memon, and C. D. Heitzenrater.
Vol. 9028. International Society for Optics and Photonics. SPIE. 9–25. doi: 10.1117/12.
2039213.

Xiang, C. (2023). ““He Would Still Be Here”: Man Dies by Suicide After Talking with AI
Chatbot, Widow Says”. url: %5Curl%7Bhttps://www.vice.com/en/article/pkadgm/
man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says%7D.

Xu, J., D. Ju, M. Li, Y.-L. Boureau, J. Weston, and E. Dinan. (2021). “Recipes for Safety
in Open-domain Chatbots”. url: %5Curl%7Bhttps://arxiv.org/abs/2010.07079%7D.

Yao, S., J. Zhao, D. Yu, N. Du, I. Shafran, K. R. Narasimhan, and Y. Cao. (2023). “ReAct:
Synergizing Reasoning and Acting in Language Models”. In: The Eleventh International
Conference on Learning Representations. url: %5Curl%7Bhttps://openreview.net/
forum?id=WE_vluYUL-X%7D.

Zhang, T., V. Kishore, F. Wu, K. Q. Weinberger, and Y. Artzi. (2020). “BERTScore:
Evaluating Text Generation with BERT”. In: International Conference on Learning
Representations. url: %5Curl%7Bhttps://openreview.net/forum?id=SkeHuCVFDr%
7D.

Zhang, X., S. Karaman, and S.-F. Chang. (2019). “Detecting and simulating artifacts in
gan fake images”. In: 2019 IEEE International Workshop on Information Forensics and
Security (WIFS). IEEE. 1–6. doi: 10.1109/WIFS47025.2019.9035107.

Zhao, J., T. Wang, M. Yatskar, V. Ordonez, and K.-W. Chang. (2017). “Men Also Like
Shopping: Reducing Gender Bias Amplification using Corpus-level Constraints”. In:
Proceedings of the 2017 Conference on Empirical Methods in Natural Language Processing.
Ed. by M. Palmer, R. Hwa, and S. Riedel. Copenhagen, Denmark: Association for
Computational Linguistics, pp. 2979–2989. url: %5Curl%7Bhttps://aclanthology.org/
D17-1323%7D.

33

%5Curl%7Bhttps://aclanthology.org/2021.findings-emnlp.210%7D
%5Curl%7Bhttps://aclanthology.org/2021.findings-emnlp.210%7D
%5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Dual-use_technology&oldid=1167047934%7D
%5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Dual-use_technology&oldid=1167047934%7D
%5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Large_language_model&oldid=1184758575%7D
%5Curl%7Bhttps://en.wikipedia.org/w/index.php?title=Large_language_model&oldid=1184758575%7D
https://doi.org/10.1117/12.2039213
https://doi.org/10.1117/12.2039213
%5Curl%7Bhttps://www.vice.com/en/article/pkadgm/man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says%7D
%5Curl%7Bhttps://www.vice.com/en/article/pkadgm/man-dies-by-suicide-after-talking-with-ai-chatbot-widow-says%7D
%5Curl%7Bhttps://arxiv.org/abs/2010.07079%7D
%5Curl%7Bhttps://openreview.net/forum?id=WE_vluYUL-X%7D
%5Curl%7Bhttps://openreview.net/forum?id=WE_vluYUL-X%7D
%5Curl%7Bhttps://openreview.net/forum?id=SkeHuCVFDr%7D
%5Curl%7Bhttps://openreview.net/forum?id=SkeHuCVFDr%7D
https://doi.org/10.1109/WIFS47025.2019.9035107
%5Curl%7Bhttps://aclanthology.org/D17-1323%7D
%5Curl%7Bhttps://aclanthology.org/D17-1323%7D


Zhao, X., P. Ananth, L. Li, and Y.-X. Wang. (2023a). “Provable Robust Watermarking for
AI-Generated Text”. url: %5Curl%7Bhttps://arxiv.org/abs/2306.17439%7D.

Zhao, X., Y.-X. Wang, and L. Li. (2023b). “Protecting Language Generation Models
via Invisible Watermarking”. In: Proceedings of the 40th International Conference on
Machine Learning. ICML’23. Honolulu, Hawaii, USA: JMLR.org. url: %5Curl%7Bhttps:
//dl.acm.org/doi/10.5555/3618408.3620182%7D.

Zhu, K., J. Wang, J. Zhou, Z. Wang, H. Chen, Y. Wang, L. Yang, W. Ye, N. Z. Gong,
Y. Zhang, and X. Xie. (2023). “PromptBench: Towards Evaluating the Robustness of
Large Language Models on Adversarial Prompts”. url: %5Curl%7Bhttps://arxiv.org/
abs/2306.04528%7D.

Ziems, C., W. Held, O. Shaikh, J. Chen, Z. Zhang, and D. Yang. (2023). “Can Large
Language Models Transform Computational Social Science?” url: %5Curl%7Bhttps:
//arxiv.org/abs/2305.03514%7D.

Zou, A., Z. Wang, J. Z. Kolter, and M. Fredrikson. (2023). “Universal and Transferable
Adversarial Attacks on Aligned Language Models”. url: %5Curl%7Bhttps://arxiv.org/
abs/2307.15043%7D.

34

%5Curl%7Bhttps://arxiv.org/abs/2306.17439%7D
%5Curl%7Bhttps://dl.acm.org/doi/10.5555/3618408.3620182%7D
%5Curl%7Bhttps://dl.acm.org/doi/10.5555/3618408.3620182%7D
%5Curl%7Bhttps://arxiv.org/abs/2306.04528%7D
%5Curl%7Bhttps://arxiv.org/abs/2306.04528%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.03514%7D
%5Curl%7Bhttps://arxiv.org/abs/2305.03514%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.15043%7D
%5Curl%7Bhttps://arxiv.org/abs/2307.15043%7D

	Introduction
	GenAI Capabilities
	Attacks
	Defenses
	Short-Term Goals
	Long-Term Goals
	Conclusion
	Acknowledgements
	References

