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Abstract. Adversarial training (AT) has become an effective defense
method against adversarial examples (AEs) and it is typically framed as
a bi-level optimization problem. Among various AT methods, fast AT
(FAT), which employs a single-step attack strategy to guide the train-
ing process, can achieve good robustness against adversarial attacks at a
low cost. However, FAT methods suffer from the catastrophic overfitting
problem, especially on complex tasks or with large-parameter models. In
this work, we propose a FAT method termed FGSM-PCO, which miti-
gates catastrophic overfitting by averting the collapse of the inner opti-
mization problem in the bi-level optimization process. FGSM-PCO gen-
erates current-stage AEs from the historical AEs and incorporates them
into the training process using an adaptive mechanism. This mechanism
determines an appropriate fusion ratio according to the performance of
the AEs on the training model. Coupled with a loss function tailored to
the training framework, FGSM-PCO can alleviate catastrophic overfit-
ting and help the recovery of an overfitted model to effective training.
We evaluate our algorithm across three models and three datasets to val-
idate its effectiveness. Comparative empirical studies against other FAT
algorithms demonstrate that our proposed method effectively addresses
unresolved overfitting issues in existing algorithms.

Keywords: Fast adversarial training · catastrophic overfitting · fusion
adversarial examples

1 Introduction

The security of deep neural networks [5, 21, 22] has raised increasing concerns
as they always face malicious threats [13, 14, 32, 34, 44]. Among these threats,
adversarial examples (AEs) pose a significant risk by causing neural networks
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to make an incorrect prediction or classification without participating in the
training phase [3,6,12,16,25]. Adversarial training (AT) [23,31,35–37,40] is one
of the most effective ways to resist this adversarial attack, which can significantly
enhance the models’ classification ability for AEs rather than merely identifying
them. AT can be framed as a bi-level optimization problem [23] as follows:

min
θ

E
(x,y)∼D

[
max
|δ|p≤ϵ

L (fθ (x + δ) ,y)

]
, (1)

where fθ represents a deep model with parameters θ, D represents the data
distribution of clean examples x and their labels y, δ denotes the perturbation,
ϵ denotes the perturbation threshold, and | · |p is defined as lp norm.

Typically, the univariate search technique is commonly employed for this
bi-level optimization problem [7], where attack strategies generate AEs with
fixed model parameters in the inner maximum process, and these AEs are used
to update the model parameters in the outer minimum optimization process.
However, this maximum process requires multiple iterative processes to find an
effective δ, leading to significant computation demands.

To accelerate the training process of AT, fast adversarial training (FAT)
methods have been developed [2,13,17,19,38,42], which utilize the fast gradient
sign attack method (FGSM) [13], a single-step attack method, as the inner attack
strategy. However, coupling the univariate search technique with FGSM is highly
susceptible to the collapse of FAT, leading to the catastrophic overfitting problem
where the classification accuracy of AEs suddenly drops to 0% under multi-step
attacks like Projected Gradient Descent (PGD) attack. Fig. 1a shows an example
of catastrophic overfitting observed in FGSM-AT [13].

To address the catastrophic overfitting problem, FGSM-RS [38] initializes
the perturbation with a random uniform distribution U [−ϵ, ϵ] and adopts a large
attack step size in FGSM strategy. Zhang et al. [2,42] propose integrating regu-
larization into the loss function to mitigate the issue. FGSM-MEP [17] proposes
that the previous perturbation can guide the perturbation initialization in FAT,
leveraging the accumulation of the perturbation momentum to overcome the
catastrophic overfitting problem. These methods significantly improve the per-
formance of FAT, allowing FAT methods to achieve comparable robustness to
the multi-step attack-guided AT at a low cost.

Nonetheless, these methods are not immune to catastrophic overfitting on
more complex tasks [11] or with large-parameter models. Fig. 1b shows catas-
trophic overfitting phenomenon under different FAT methods. Compared with
FGSM-AT, these algorithms primarily delay the onset of overfitting but cannot
completely prevent it. The reason for this catastrophic overfitting phenomenon
is the collapse of the inner optimization problem, and the collapse derives from
coupling FGSM this single, large-step attack strategy with the alternate opti-
mization method between the inner and outer problem. As shown in Fig. 1a, the
classification accuracy under FGSM attack steep rise. Once this inner optimiza-
tion fails, the entire optimization process becomes ineffective. Besides, existing
FAT methods lack mechanisms to rectify this flaw.
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(a) CIFAR10 on ResNet18
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(b) Tiny-ImageNet on PreActResNet18

Fig. 1: Catastrophic overfitting phenomenon in FAT. (a) is on the CIFAR10 dataset
with a multi-step learning rate. (b) shows the overfitting on the Tiny-ImageNet dataset
with a cyclic learning rate. Most FAT algorithms cannot prevent catastrophic overfit-
ting.

Therefore, we propose a FAT algorithm termed FGSM-PCO, which can effec-
tively address the catastrophic overfitting problem in FAT. Specifically, we fuse
the historical and current perturbations for training according to an adaptive
mechanism. This adaptive mechanism can adjust the ratio of the two types of
AEs according to the performance on the model. It ensures that FGSM-PCO
can correct the training course, avoiding the collapse of the inner optimization
problem. In addition, we propose a regularization to assist this methodology,
which advocates a consistent prediction for training samples before and after
fusion. In summary, our main contributions are:

– We propose a FAT framework that incorporates both the historical and
current perturbation into training through an adaptive mechanism. This
framework significantly mitigates the issue of catastrophic overfitting and
helps the recovery of an overfitted model to effective training.

– A tailored regularization strategy is proposed to prevent the collapse of the
inner optimization problem within the FAT framework, which advocates
consistent predictions for samples both before and after the fusion.

– Experimental results show that our algorithm improves the classification
accuracy on both clean examples and AEs.

2 Related work

2.1 Fast Adversarial Training

Most AT methods [24, 26, 28, 37] can be formulated as a bi-level optimization
problem as shown in Eq.(1). In the AT framework, a multi-step attack method
PGD is frequently employed to generate a high-quality δ in the inner optimiza-
tion process. PGD can be described as:

x∗
t = x+Π[−ϵ,ϵ]

[
δt−1 + α sign

(
∇xL(fθ(x

∗
t−1),y)

)]
, (2)
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where Π[−ϵ,ϵ] represents the projection that limits the input to the range [−ϵ, ϵ],
δ0 is the randomly initialized perturbation, x are the clean examples, α is the
attack step size.

This multi-step attack strategy makes AT requires high computational cost,
which is impractical in some tasks. Therefore, researchers propose FAT, which
employs FGSM, a single-step attack method instead of the PGD method, to
generate the training examples. FGSM can be described as:

x∗ = x+ ϵ sign (∇xL(fθ(x + δ),y)) , (3)

where δ is the perturbation initialization. Compared with the PGD attack,
FGSM applies a single large step, using the perturbation threshold ϵ directly
as the step size, which significantly accelerates the training process. Despite its
efficiency, FGSM increases the risk of FAT encountering the collapse of the inner
optimization problem, leading to catastrophic overfitting.

2.2 Dilemma in Bi-Level Optimization Problems

Bi-level optimization involves two interconnected optimization problems, where
the solution to the outer-level problem depends on the outcome of the inner-
level problem [10] and vice versa. This nested structure can lead to conflicts
and potential collapse, particularly when the inner and outer levels are opti-
mized alternately. In the FAT framework, the bi-level optimization process can
be described as Fig. 2.

A

B

C

A: The single-step strategy causes local optimum

B: Inner optimization collapse

C: The collapse makes the outer optimization ineffective

Inner optimization process

Outer optimization process

Fig. 2: Optimizing the inner and outer problems alternately is easy to cause the col-
lapse of the bi-level optimization.

In the bi-level optimization framework, the objective function of the outer
layer Robust(θ), solely depends on the outer variable θ, while the inner-level
objective function, Loss(θ,x∗), is dependent on both the outer variable θ and
the inner variable x∗. Given an outer variable θ(A), we obtain the corresponding
loss surface on the right side in Fig. 2. Once the inner optimization collapse
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occurs under θ(B), the nested structure of the bi-level optimization exacerbates
the collapse phenomenon in optimization. In the FAT, alternating optimization
of inner and outer levels, coupled with FGSM’s large step size and constrained
perturbation search space, increases the risk of collapse in bi-level optimization.

2.3 Prior-Guided Fast Adversarial Training

FGSM-MEP [17] proposes that prior knowledge of adversarial perturbations can
effectively guide subsequent AT. This method employs the accumulation of the
gradient momentum over all previous training epochs to initialize the FGSM
perturbation η. The process is detailed as follows:

gc = sign
(
∇xL

(
fθ

(
x+ ηEt

)
,y

))
,

gEt+1
= µ · gEt

+ gc,

δEt+1
= Π[−ϵ,ϵ]

[
ηEt

+ α · gc

]
,

ηEt+1
= Π[−ϵ,ϵ]

[
ηEt

+ α · sign
(
gEt+1

)]
,

(4)

where gEt+1 represents the gradient momentum in the (t+1)-th epoch, δ is the
perturbation and µ is the decay factor.

While this approach significantly enhances the performance of FAT, it still
has some issues. Although the accumulation of momentum provides prior knowl-
edge for AT, as training progresses, continuous accumulation of gradient momen-
tum can inadvertently increase the divergence between adversarial and clean
examples, potentially degrading the model’s performance on clean data, even
though the momentum is reset periodically during training. Furthermore, while
leveraging momentum to initialize subsequent perturbations decreases the risk of
ineffective optimization and mitigates catastrophic overfitting, it fails to rectify
the algorithm once the inner-level optimization collapses. In addition, although
the accumulation of momentum does not increase the algorithm’s runtime, it
significantly raises memory requirements.

3 Proposed Method

To prevent the collapse of the inner optimization problem in FAT, we propose
the FAT method FGSM-PCO. It generates AEs based on those from the previous
training epoch and then fuses these two types of AEs based on their performance
on the model. The fusion AEs are then utilized for training within a framework
guided by a novel loss function, ensuring FGSM-PCO can rectify the trend to-
ward inner-layer optimization collapse. Specifically, when AEs from the current
stage prove ineffective for FAT, the adaptive fusion mechanism prioritizes the
prior-stage AEs, thus maintaining the training efficacy.

3.1 Procedure of Proposed Method

As illustrated in Fig. 1a, catastrophic overfitting is marked by a sudden spike
in the model’s accuracy on FGSM-generated AEs, signaling the collapse of the



6 Z. Wang et al.

inner optimization within FAT. This collapse makes the AEs generated by FGSM
ineffective for current training. To prevent this and correct the trend when it
emerges, the fusion process is skewed towards retaining a higher proportion of
previous-stage AEs, thereby averting the entrapment of bi-level optimization in
local minima and the subsequent collapse of inner optimization. The training
process can be specifically described by Eq.(5).

xtrain = λtx
∗
t−1 + (1− λt)x

∗
am,

x∗
am = x∗

t−1 + γδt,

δt = ϵgt,

gt = sign
(
∇xL

(
fθ

(
x∗
t−1

)
,y

))
,

x∗
0 = x+ U [−ϵ, ϵ],

(5)

where x and y represent the clean examples and their corresponding labels, x∗
t−1

are the AEs in the (t − 1) − th epoch, x∗
am are the current stage AEs with a

amplified delta γδt, γ is the amplification factor, λt represents the fusion factor,
U [−ϵ, ϵ] represents a uniform distribution. The detailed description is presented
in Algorithm 1.

3.2 Adaptive Fusion Ratio

Different from other FAT methods, which utilize FGSM to generate perturba-
tions and attach them to the clean examples, we scale the perturbations with an
amplification factor γ as mentioned in Eq.(5). This amplification factor ensures
the effectiveness of perturbations after fusion, i.e., it balances the perturbation
attenuation brought by the fusion faction λt.

To determine a good fusion factor λt, which can make the algorithm escape
the collapse of the inner optimization problem. The fusion factor value is based
on the performance of the AEs on the model. Specifically, through the model’s
classification confidence for the ground-truth category, which directly influences
λt. The formula for λt is:

λt = f i
θ(x

∗
t ) (6)

where f i
θ(x

∗
t ) is the classification confidence, i is the index of the ground-truth

category. As shown in Eq.(5), when the catastrophic overfitting occurs, the train-
ing examples xtrain skewed towards retaining a higher proportion of previous-
stage AEs x∗

t−1. This adaptive fusion mechanism ensures that FGSM-PCO can
correct the catastrophic overfitting trend before the collapse of the inner opti-
mization problem.

3.3 Regularization Loss

To better guide our proposed optimization process, we introduce a new loss
function. For fusion AEs generated by Eq.(6), we hope to achieve prediction
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results consistent with both the previous and the current AEs. Thus, apart from
utilizing cross-entropy loss to direct AT, we propose a regularization strategy as
defined in Eq.(7).

LPCO(xtrain,y) = LCE(fθ(xtrain),y)

+β
[
L1(fθ(x

∗
t ),fθ(x

∗
t−1))− L1(fθ(xtrain),fθ(x

∗
t ))

]
,

(7)

where β is the trade-off parameter, the first item represents the cross-entropy
loss on the fusion AEs and the second item L1 represents the mean square loss
with l2 norm.

Algorithm 1: FGSM-PCO
Input: Target model fθ, maximum perturbation ϵ, training epoch T ,

mini-batch data B, learning rate α, amplification parameter γ.
Output: Model weights θ

1 for t = 1,...,T do
2 for {x,y}∼ B do
3 if t == 1 then
4 x∗

t−1 ← x+ U [−ϵ, ϵ];
5 end
6 gt ← sign (∇xL (fθ (x

∗
t−1) ,y));

7 δt = ϵgt;
8 x∗

am = x∗
t−1 + γδt;

9 λt ← fk
θ (x

∗
t−1 + δt) where y[k] = 1;

10 xtrain ← λtx
∗
t−1 + (1− λt)x

∗
am;

11 x∗
t ← x∗

t−1 + ϵgt;

12 θt+1 ← θt + α 1
|B|

B∑
∇LPCO(fθ(xtrain),y);

13 end
14 end
15 return θ

3.4 Mitigating Catastrophic Overfitting in FAT

Current FAT methods fall short of reversing the trend of catastrophic overfit-
ting. Once the inner-level optimization process collapses, the algorithm can only
progress towards overfitting. However, in FGSM-PCO, training examples are
generated by a fusion method. When catastrophic overfitting occurs, this adap-
tive fusion mechanism ensures retain more of the previous AEs, which avoids
the reliance on current ineffective AEs as shown in Fig.2. Moreover, the inner
optimization problem is closely related to the model parameters. After updat-
ing these parameters, the inner layer optimization problem can also escape from
being trapped in the current overtting solution. In contrast, other FAT methods
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solely focus on averting models from falling into catastrophic overfitting without
addressing how to rectify this trend once it occurs.

To validate this capability, we use FGSM-AT and FGSM-MEP to train
ResNet18 [15] on CIFAR10 [20] and PreActResNet18 [15] on Tiny-ImageNet [11],
respectively. We switch to other FAT strategies when the model occurs catas-
trophic overfitting. Fig. 3 shows FGSM-AT occurs overfitting at 16− th training
epoch and FGSM-MEP occurs at 50− th training epoch. When the inner opti-
mization collapses, in both cases, our method FGSM-PCO can effectively correct
the catastrophic overfitting issue.

In summary, the proposed framework with tailored training loss, can prevent
the collapse of the inner optimization problem, thereby preventing the catas-
trophic overfitting phenomenon in FAT. Meanwhile, the adaptive fusion mecha-
nism corrects the potential overfitting trend and ensures the efficacy of training.
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Fig. 3: The performance of different FAT methods when the FGSM-AT and FGSM-
MEP occur catastrophic overfitting.

4 Experimental Results

In this section, we present experimental results to evaluate the effectiveness of
FGSM-PCO in comparison to other AT methods. After that, we conduct an
ablation analysis to highlight the contributions of the proposed components.
Experiments of CIFAR datasets are conducted on an NVIDIA RTX 4090 GPU,
and experiments of Tiny-ImageNet are on an NVIDIA V100 GPU. The code will
be released at https://github.com/HandingWangXDGroup/FGSM-PCO.

4.1 Experimental Settings

Datasets and Models We evaluate the performance of our method on CI-
FAR10, CIFAR100 [20] and Tiny-ImageNet [11] datasets. The CIFAR10 dataset
consists of 50000 images across 10 classes, with 5000 images per class, while
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CIFAR100 contains 100 classes with 500 images each. The size of each image in
these two datasets is 32 × 32 × 3. Tiny-ImageNet contains 100000 images of 200
classes (500 for each class), and each image is 64 × 64 × 3. Our base models are
ResNet18 [15], PreActResNet18 [15], and WideResNet34-10 [39].

Compared Methods We choose the PGD-AT [23] and FGSM-AT [13] as base-
lines for multi-step and single-step guided AT methods. In addition, we compare
our FGSM-PCO method with six state-of-the-art AT methods, including FGSM-
RS [38], FGSM-GA [2], FreeAT [38], TRADES [41], and FGSM-PGI [17], which
includes FGSM-EP, and FGSM-MEP.

Training Details For all compared methods, the maximum perturbation is set
to 8/255. For FGSM-based AT methods, the attack step size to 8/255, while
for PGD-based AT methods, the step size is 2/255 over 10 iterations. We utilize
the SGD optimizer with a momentum of 0.9 and a weight decay of 5 × 10−4.
The initial learning rate is set to 0.1, following the settings in [17, 27, 29]. The
training is conducted for 110 epochs, with the learning rate being divided by 10 at
the 100th and 105th epochs. For our FGSM-PCO parameters, the regularization
coefficient β is set to 10, and the amplification parameter γ is set to 2.

Evaluation Metrics We evaluate the classification accuracy of all the AT
models under the FGSM [13], PGD [23], C&W [4], APGD [9], FAB [8], Square [1]
and AutoAttack (AA) [9], where PGD attack includes PGD10, PGD20 and
PGD50 three version, APGD uses the DLR loss version. We report the result
of the last checkpoint and the best checkpoint under the PGD10 attack. In
addition, we also evaluate the classification accuracy of the clean examples to
show the generalization of our method.

4.2 Comparative Results

Results on CIFAR10 and CIFAR100 To demonstrate the effectiveness of
our proposed method, we compared our method with other AT methods on
ResNet18 with the CIFAR datasets. The comparison results on CIFAR10 are
presented in Table 1. For the catastrophic overfitting models, we do not report
the classification accuracy under the FGSM attack because those models are
overfitting to the FGSM attack, which provides a false sense of security. Our
method FGSM-PCO achieves 56.32% classification accuracy under PGD10 at-
tack, which is 3.1% higher than the multi-step guided AT baseline PGD-AT and
1.2% higher than the state-of-the-art FGSM-based AT method FGSM-MEP [17].
Compared to the FGSM-based methods baseline FGSM-RS, our method achieves
a 14% improvement. It is worth mentioning that, our model achieves the best
classification accuracy at the last training epoch, indicating our method can
effectively solve the catastrophic overfitting problem. Our method improves a
little training cost compared with the FGSM-MEP but has an improvement in
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Table 1: Accuracy (%) and training time (min) of compared AT models on ResNet18
with the CIFAR10 dataset. The number in bold indicates the best.

Method Clean Acc FGSM PGD10 PGD20 PGD50 C&W APGD Square AA Time

PGD-AT
Best 82.57 63.93 53.19 52.42 52.21 48.01 51.22 55.70 48.77

199Last 82.99 64.20 53.05 52.14 51.96 47.51 50.66 55.23 48.23

TRADES
Best 82.03 64.28 54.06 53.35 53.16 46.22 50.66 55.83 49.47

241Last 81.80 63.57 53.89 53.23 53.05 46.31 50.39 55.54 49.56

FGSM-RS
Best 72.95 52.64 41.40 40.57 40.40 36.83 39.95 44.75 37.67

40Last 84.24 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

FGSM-GA
Best 81.27 59.52 45.49 43.84 43.52 42.84 43.15 40.96 39.29

132Last 86.40 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Free-AT
Best 80.64 57.62 44.10 42.99 42.73 39.88 42.83 48.82 41.17

140Last 79.88 55.40 42.00 40.49 40.18 38.83 40.37 46.03 40.34

FGSM-EP
Best 79.28 65.04 54.34 53.52 53.54 45.84 47.85 52.42 45.66

57Last 80.91 73.83 40.89 37.76 36.05 38.46 28.41 45.29 25.16

FGSM-MEP
Best 81.72 64.71 55.13 54.45 54.29 47.05 50.39 55.47 48.23

57Last 81.72 64.71 55.13 54.45 54.29 47.05 50.39 55.47 48.23

Ours
Best 82.05 65.53 56.32 55.66 55.67 47.12 50.05 55.59 48.04

60Last 82.05 65.53 56.32 55.66 55.67 47.12 50.05 55.59 48.04

both adversarial and clean examples. Although our method incurs a higher com-
putational cost than FGSM-MEP, it saves memory on computational devices,
requiring only two-thirds of the memory compared to FGSM-MEP.

Table 2: Accuracy (%) and training time (min) of compared AT models on
WideResNet34-10 with the CIFAR100 dataset. The number in bold indicates the best.

Method Clean Acc FGSM PGD10 PGD20 PGD50 C&W APGD Square AA Time

PGD-AT
Best 62.45 41.24 32.36 31.66 31.41 27.78 30.56 34.20 27.64

1397Last 62.46 40.66 30.97 30.31 30.02 27.39 30.39 33.54 27.40

TRADES
Best 61.23 40.46 32.14 31.58 31.56 25.85 28.87 32.62 27.60

1692Last 61.09 40.26 31.89 31.56 31.57 25.73 28.72 32.40 27.56

FGSM-RS
Best 51.27 30.92 22.95 22.41 21.55 23.74 25.91 27.11 16.78

281Last 63.11 - 0.00 0.00 0.00 0.00 0.00 0.00 0.00

FGSM-MEP
Best 43.42 28.92 23.77 23.47 23.53 18.28 20.39 22.34 18.34

407Last 72.96 65.65 18.99 13.86 9.63 12.82 3.62 12.19 1.49

FGSM-PCO
Best 65.80 40.41 29.80 28.71 28.61 24.91 27.45 31.94 24.96

421Last 65.38 40.40 29.11 28.26 28.15 25.51 27.37 31.37 24.20

On the CIFAR100 dataset with WideResNet34-10, we achieve the best per-
formance both on adversarial and clean examples as shown in Table 2. Our
method achieves 29.80% under PGD10 attack and 65.80% classification accu-
racy for clean examples at the best checkpoints. Even on the last training check-
point, our method achieves 29.11% under PGD10 attack which is higher than the
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Table 3: Numbers of catastrophic overfitting. 10 independent repeated experiments
on the WideResNet34-10 with the CIFAR100 dataset.

Method FGSM-AT FGSM-RS FGSM-GA FGSM-MEP FGSM-PCO

Numbers of overfitting 10/10 10/10 9/10 6/10 0/10

state-of-the-art FGSM-based AT method FGSM-MEP. Our method significantly
improves the classification accuracy on clean examples. On the last training
checkpoint, we achieve 65.38% accuracy, which is 7% lower than the FGSM-
MEP. That is because FGSM-MEP occurs overfitting phenomenon, resulting in
an ineffective perturbation. To avoid the randomness of experimental outcomes,
we conduct 10 independent repeated experiments on the WideResNet34-10 with
the CIFAR100 dataset and record the occurrences of catastrophic overfitting
as shown in Table 3. All the FAT algorithms occurs catastrophic overfitting
problems except FGSM-PCO. More experimental results are presented in the
Supplementary Material.

Table 4: Classification accuracy (%) on the PreActResNet with Tiny-ImageNet
dataset. The number in bold indicates the best.

Method Clean Acc FGSM PGD10 PGD20 PGD50 Training Time

PGD-AT
Best 33.99 19.56 15.35 15.29 15.16

1961.67Last 33.76 12.94 7.05 6.75 6.68

FGSM-GA
Best 23.67 14.57 11.59 11.57 11.57

731.50Last 34.85 9.87 0.00 0.00 0.00

FGSM-MEP
Best 31.70 20.51 16.81 16.74 16.69

523.23Last 46.07 - 3.09 1.98 1.36

Ours
Best 34.96 22.32 18.17 18.10 17.99

686.67Last 37.67 20.33 14.55 14.37 14.28

Results on Tiny-ImageNet To show the performance comprehensively and
further invest in the catastrophic overfitting phenomenon, we test FGSM-PCO
on PreActResNet18 with a more challenging dataset Tiny-ImageNet. We use the
cyclic learning rate strategy [33] with a maximum learning rate of 0.2. The ex-
perimental results are shown in Table 4. We do not report the FGSM accuracy of
the overfitting models. Although the classification accuracy of our method has a
gap between the best and the last model under the PGD-10 attack, FGSM-PCO
still achieves the best performance. FGSM-PCO obtains 18.17% accuracy under
the PGD10 attack and 34.96% classification accuracy on clean examples. Al-
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Fig. 4: The classification accuracy of PreActResNet18 with the Tiny-ImageNet dataset.
The left figure shows the classification accuracy for AEs under PGD10 attack, and the
right figure shows the accuracy for clean examples.

though FGSM-MEP utilizes the historical information to guide the initialization
of the current perturbation, it occurs catastrophic overfitting shown in Fig. 4.
Meanwhile, the classification on clean examples occurs in fluctuations. FGSM-
MEP obtains 16.48% accuracy on AEs and 32.15% on clean examples, which is
lower than our proposed method FGSM-PCO.
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Fig. 5: 5a shows the classification accuracy under different attack strengths. 5b repre-
sents the sensitivity of β on classification for adversarial and clean examples.

Results under Different Attack Strength To further show the effectiveness
of our proposed method, we evaluate the classification accuracy under different
levels of attack budgets. We compared FGSM-PCO with three methods, N-
FGSM [18], MEP-CS [43] and GAT-ELLE [30], which perform well under various
attack strengths. The results are shown in Fig. 5a.
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Sensitivity Analysis We investigate the regularization parameter β in Eq.(7)
on ResNet18 with the CIFAR10 dataset. We present the accuracy on adversarial
and clean examples as shown in Fig. 5b. The regularization parameter is set to
different values β ∈ [5, 15]. The sensitivity experiments show that our method
achieves good stability and robustness across different choices of β.

4.3 Ablation Study

To better understand the effects of each component and highlight our contri-
butions, we conduct the ablation experiments on ResNet18 with the CIFAR10
dataset.

Table 5: Ablation study of the proposed method.

Component
Loss† % % ! ! % !

Fusion‡ % ! ! % ! !

Adaptive* % % % ! ! !

Clean Acc
Best 87.44 76.40 82.01 80.01 88.88 82.48
Last 87.90 89.81 81.97 80.30 88.65 82.48

PGD10
Best 48.74 39.91 54.27 49.04 50.67 56.12
Last 48.42 10.18 53.56 48.81 50.57 56.12

† represents the proposed regularization.
‡ represents the perturbation fusion strategy.
* represents the adaptive mechanism.

Effect of Each Component For the proposed loss function, AEs fusion strat-
egy and adaptive fusion factor, we conduct experiments on ResNet18 on the
CIFAR10 dataset and the results are presented in Table 5. The result shows
that our proposed regularization can effectively prevent catastrophic overfitting
and well guide the proposed AT method, achieving the best performance when
the AT algorithm contains the three components.

Fusion strategies To demonstrate that the enhanced classification accuracy
does not result from the generalization introduced by the mixup technology. We
conduct experiments on ResNet18 with the CIFAR10 dataset, and three fusion
strategies are compared. The first is our fusion method using the previous and
current perturbation with an amplified parameter. The second is to fuse the
amplified current AEs with clean examples (Amplification), and the third one
is to fuse the current AEs and clean examples without amplification (Without
Amplification). The results shown in Fig. 6, our proposed method achieves the
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best performance among the three strategies without decreasing the classification
accuracy for clean examples.
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Fig. 6: The classification accuracy of different fusion strategies on ResNet18 with the
CIFAR10. The left figure shows the classification accuracy for AEs under PGD10 at-
tack, and the right figure shows the accuracy for clean examples.

5 Conclusions

In this study, we demonstrate that avoiding the collapse of the inner optimization
problem can effectively prevent catastrophic overfitting in FAT. Our proposed
method FGSM-PCO, fuses the previous AEs and an amplification AEs with
an adaptive mechanism, which can correct the catastrophic overfitting trend.
Our method is compared with the seven state-of-the-art AT methods on three
datasets and three models, and the experimental results demonstrate the effec-
tiveness of our method.

Although our method achieves good performance on the chosen datasets, it
also has a limitation. The fusion coefficient of our method is decided according
to the classification confidence of the AEs, which may become less effective when
the method faces a vast number of categories in an open-world scenario. In the
future, we plan to explore a more efficient connection between previous and
current training epochs.
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