arXiv:2311.09671v1 [cs.LG] 16 Nov 2023

Robust Contrastive Learning With Theory Guarantee

Lam Tran^∗ VinAI Research

Ngoc N. Tran^{∗†} Vanderbilt University

Hoang Phan^† New York University

Anh Bui Monash University

Tung Pham VinAI Research

Toan Tran VinAI Research

Dinh Phung Monash University

Trung Le Monash University

Abstract

Contrastive learning (CL) allows us to create meaningful features without any label information. In the first phase, CL approaches learn the features, which are then classified by a linear classifier that has been learned from labeled data. While existing theoretical works have studied the connection between the supervised loss in the second phase and the unsupervised loss in the first phase to explain why the unsupervised loss can support the supervised loss, there has been no theoretical examination of the connection between the unsupervised loss in the first phase and the robust supervised loss in the second phase, which can shed light on how to establish an effective unsupervised loss in the first phase. To fill this gap, our paper develops rigorous theories to identify which components in the supervised loss can aid the robust supervised loss. Finally, we conduct experiments to verify our findings. All code used in this work is available at

https://anonymous.4open.science/r/rosa.

1 Introduction

Contrastive learning (CLR) has become an essential technique in self-supervised learning (SSL) where positive and negative examples are created for each given anchor example [1–4]. By using CLR, a feature extractor can learn to align representations of the anchors and their positive examples while contrasting those of the anchors and their negative ones. A pioneering work in this area is SimCLR [2], which proposed an efficient technique to train a feature extractor with contrastive learning. In SimCLR, positive examples are created using random data augmentation techniques sampled from a pool T of data augmentations, while negative examples are simply sampled from the data distribution. Subsequently, the InfoNCE loss is employed to train a feature extractor by aligning the representations of positive pairs while contrasting those of negative examples.

The vulnerability of neural networks to imperceptibly small perturbations [5] has posed a significant challenge in deploying them for safety-critical applications, such as autonomous driving. Researchers have proposed various studies to enhance the robustness of trained networks against adversarial attacks [6, 7], random noise [8], and corruptions [9]. In particular, the robustness of contrastive learning (CL) has been empirically investigated in previous works [10–12]. Specifically, these works explored adversarial examples generated by slightly modifying the InfoNCE loss to obtain robust unsupervised features for the second phase. Although these studies achieved promising empirical robust accuracies in the second phase, they still need to address why improving the robustness in the first phase using the InfoNCE loss can enhance the robustness in the second phase from a theoretical perspective.

∗ Equal contribution.

† Work partially done while at VinAI Research.

Preprint. Under review.

The success of SimCLR and other CL techniques [13, 14] has spurred interest in exploring the theoretical foundations of CL with the InfoNCE loss. Prior works [1–4] have inspired several recent studies, including [15–17]. For example, [15] investigated the connection between the general classification loss and unsupervised loss in binary classification using Rademacher complexity. In contrast, [16] empirically and theoretically explored the distribution of representations on the unit sphere, finding that positive examples and their anchors remain close even as the representations become more uniformly distributed. More recently, [17] extended these findings to multi-class classification and suggested that reducing the gap between the two losses is possible if the pool of data augmentations T satisfies the intra-class connectivity condition. However, none of these works have yet investigated the robustness of CL.

In this work, we aim to provide a theoretical understanding of the robustness of CL. Our focus is on connecting the supervised adversarial loss in the second phase with the unsupervised loss in the first phase. We demonstrate that incorporating adversarial training in the first phase by creating adversarial examples that attack the InfoNCE loss can improve the robustness in the second phase, and provide a theoretical justification for this phenomenon. Additionally, we show that utilizing a global view and enhancing the sharpness of the feature extractor [18] can also strengthen the robustness in the second phase. Finally, we conduct empirical experiments to validate our theoretical findings.

To summarize, our contributions in this paper include

• We rigorously develop theories to bound the adversarial loss in the second phase, identifying the crucial factors from the first phase that contribute to the robustness. Our work is the first to address this theoretical problem.

• Our theoretical findings highlight several important insights: (i) Minimizing the InfoNCE loss on the benign examples proves beneficial in enhancing both the robust and natural accuracies during the second phase. (ii) Utilizing sharpness-aware minimization (SAM) [18] on the InfoNCE loss of the benign examples offers further improvement in both robust and natural accuracies during the second phase. (iii) Employing adversarial attacks on the InfoNCE loss and pushing the resulting adversarial examples away from their corresponding benign examples globally assists in enhancing the robust accuracies during the second phase. It is noteworthy that our findings in (i) and (ii) contrast with the outcomes observed in standard adversarial training, where minimizing the benign loss can enhance natural accuracies but may compromise robust accuracies [7, 19]. Finally, we conduct experiments to validate our findings.

2 Related Work

2.1 Flat Minima

The utilization of flat minimizers has been shown to enhance the generalization ability of neural networks by enabling them to discover wider local minima. This allows the models to be more resilient to differences between the training and testing datasets. Numerous studies have investigated the relationship between generalization ability and the width of minima, including notable works such as [20–23]. In addition, many methods have been proposed to seek flat minima, as documented in [24–27, 18]. Various training factors, such as batch size, learning rate, gradient covariance, and dropout, have also been investigated for their impact on the flatness of discovered minima in studies such as [26, 28, 29]. Additionally, some approaches aim to discover wide local minima by incorporating regularization terms into the loss function, such as penalties for low entropy of softmax outputs [24], as well as distillation losses [30, 31].

Recently, the sharpness-aware minimization (SAM) method, proposed in [18], has gained attention due to its effectiveness and scalability in seeking flat regions in the loss landscape. SAM has been successfully applied in various domains and tasks, such as meta-learning bi-level optimization [32], federated learning [33], vision models [34], language models [35], domain generalization [36], and multi-task learning [37]. For instance, in [32], SAM improved the performance of meta-learning bi-level optimization, while in [33], SAM achieved tighter convergence rates than existing works in federated learning and proposed a generalization bound for the global model. Moreover, researchers have explored SAM’s geometry [38], minimized surrogate gaps [39], and developed methods to accelerate SAM’s training process [40, 41].

2.2 Self-supervised Learning

Standard SSL. Self-supervised learning is a machine learning paradigm that aims to extract meaningful representations from input data without relying on human annotations. Recent advances in self-supervised learning for visual data, including methods such as MoCo [1], SimCLR [2], BYOL [42], SimSiam [43], and SwAV [44], have demonstrated the effectiveness of these representations in various downstream tasks such as image classification, object detection, and instance segmentation. The underlying principle of these methods is to learn representations that remain invariant to different data augmentations by maximizing the similarity of representations derived from different augmented versions of an image. However, this process can potentially lead to mode collapse [45], whereby the network can capture a few modes/presentations of the original data distribution, thus resulting in suboptimal performance. To overcome this challenge, several methods have been proposed to learn more informative representations, such as the aforementioned MoCo and SimCLR methods.

Contrastive methods are commonly used to create positive and negative pairs through the use of data augmentations and InfoNCE loss, which aims to align positive pairs while spreading negative pairs apart [1–4]. However, these methods often require comparisons between each image and many others to achieve optimal results. In more recent works such as BYOL [42] and SimSiam [43], only positive pairs are used in the loss function, with a ”predictor” network learning to output predictions that align with the stop-gradient projections of an existing model. In contrast, SwAV [44] does not directly compare image features, but instead assigns augmentations from the same image to clusters and enforces consistency between these clusters.

In contrastive learning methods, positive samples are commonly generated through augmentation of the same images, while negative samples are chosen from the remaining data. However, an issue arises when negative samples sharing the same label as the anchor sample are included in the selection process. To address this issue, a partial solution has been proposed by Chuang et al. [13], which introduces a distribution over the negative samples to correct potential biases and improve the quality of the learned representations. Building upon this work, Robinson et al. [14] have further improved the sampling process by incorporating the similarity between the negative samples and the anchor into the distribution, resulting in negative samples that are closer to the anchor and thus enhancing the effectiveness of the training process.

Robust SSL. Machine learning models have demonstrated a concerning susceptibility to adversarial perturbations [46, 5]. Although undetectable by human perception, these perturbations can lead to erroneous outcomes. Consequently, the vulnerability of machine learning models to such attacks poses a significant safety risk when applied to real-world systems. One of the promising directions to tackle this issue is to develop a robust feature extractor [10–12, 47–49]. By training a feature extractor capable of disregarding adversarial perturbations and generating representations similar to those of benign inputs, we can establish a strong foundation for building robust classifiers even with a simple linear classifier on top of the feature extractor. [10–12] parallelly proposed a robust selfsupervised learning method that aims to robustify the feature extractor by using adversarial training with adversarial examples which maximize the InfoNCE loss. While sharing the same principle of maximizing feature consistency under different augmented views, three methods were different in how to construct the positive/negative sets. In [10], the adversarial examples were considered as positive samples in relation to the benign anchor. On the other hand, [11] utilized two adversarial examples for each benign anchor, resulting doubled computation costs. In the context of a supervised setting, [47, 48] proposed a similar regularization technique which leverage both global information (i.e., class identity) and local information (i.e., adversarial/benign identity) to reduce the divergence between the representations of adversarial and benign examples.

Theory of SSL. Driven by promising empirical results in contrastive learning, several studies have explored this learning paradigm from a theoretical perspective [15–17]. More specifically, [15] established a connection between supervised and unsupervised losses by using Rademacher complexity in the context of binary classification. Moreover, [16] examined the distribution of latent representations over the unit sphere and found that these representations tend to be uniformly distributed, encouraging alignment between positive examples and their anchors. Most recently,

[17] relaxed the conditional independence assumption in [15] by introducing a milder condition, established a connection between supervised and unsupervised losses, and developed a new theory of augmentation overlap for contrastive learning.

3 Problem Formulation and Notions

In this section, we present the problem formulation of self-supervised learning and the notions used in our following theory development. We consider an M-class classification problem with the label set Y = {1, 2, ..., M}. Given a class c ∈ Y, the class-condition distribution for this class has the density function p_c (x) = p (x | y = c) where x ∈ R^d specifies a data example. Therefore, the entire data distribution has the form

p_{data} (x) = M∑ c=1 π_cp (x | y = c) = M∑ c=1 π_cp_c (x) , where π_c = P (y = c) , c ∈ Y is a class probability.

The distribution of positive pairs over R^d × R^d is formulated as

p_{pos} ( x, x^+ ) = M∑ c=1 π_cp_c (x) p_c ( x^+ ) . It is worth noting that with the above equality, p_{pos} (x, x^+) is relevant to the probability that x, x^+ ∼ p_{data} possess the same label. Particularly, to form a positive pair (x, x^+), we first sample a class c ∼ Cat (π) from the categorical distribution with π = [π_c]^M_{c=1}, and then sample x, x^+ ∼ p_c.

The general unsupervised InfoNCE loss over the entire data and positive pair distributions is denoted as L^{un}_{Dun} (θ, ppos) = E (x,x^+)∼ppos,x^−_{1:K}^{iid}∼pdata [ − log exp {_{fθ (x)·fθ} (_x^+) τ } exp {_{fθ (x)·fθ} (_x+) τ } +^β_K ∑_K k=1 exp {_{fθ (x)·fθ} (_x^−_k ) τ } ] , (1)

where f_θ with θ ∈ Θ is a feature extractor, the operation f_θ (x) · f_θ (~x) presents the inner product, τ > 0 is the temperature variable, K is the number of used negative examples, and Dun denotes the distribution over z = [ x, x^+, [ x^−_k ]_K k=1 ] with ( x, x^+ ) ∼ ppos, x^−_{1:K} ∼ pdata. Note that β ≥ 0 is a parameter and setting β = K recovers the original formula of contrastive learning.

It is our ultimate goal to minimize the general unsupervised InfoNCE loss. However, in reality, we work with

a specific training set S = { zi = [ xi, x^+_i , [ x^−_{ik} ]_K k=1 ]}_N i=1 where z1:N ∼ Dun. The empirical unsupervised InfoNCE loss over S is defined as

L^{un}_S (θ, ppos) = − 1 N × N∑ i=1 log exp {_{fθ (xi)·fθ} (_x^+_i ) τ } exp {_{fθ (xi)·fθ} (_x^+_i ) τ } +^β_K ∑_K k=1 exp {_{fθ (xi)·fθ} (_x^−_{ik} ) τ } .

SSL aims to minimize the empirical unsupervised InfoNCE loss over a specific training set S to learn an optimal feature extractor f_θ∗ , used in the second phase for training a linear classifier on top of its extracted features. Given a feature extractor f_θ and a linear classifier that parameterized by a weight matrix W , we define the general loss induced by this couple as

L^{sup}_{Dsup} (θ, W ) = E_{( x,y)∼Dsup} [τCE (W f_θ (x) , y)] ,

where Dsup (x, y) = πypy (x) is the data-label distribution and τCE (·, ·) is the τ -temperature cross-entropy loss (i.e., softmax with a temperature τ applied to logits before computing the cross-entropy loss).

Given the fact that we aim to train the optimal linear classifier in the second phase, we define the optimal general loss over all weight matrices W as

L^{sup}_{Dsup} (θ) = min_W L^{sup}_{Dsup} (θ, W ) .

We now present the losses for the robust SSL. Given an attack a (i.e., FGSM [5], PGD [6], TRADES [7], and AutoAttack [50]) and a weight matrix W , we denote a_{W,θ} (x) ∈ Bϵ(x) = {x^′ : ‖x^′ − x‖ ≤ ϵ} as the adversarial example obtained by using a to attack the second phase classifier, formed by f_θ and W , on a benign example x with a label y. We define the adversarial loss using the adversary a to attack W and f_θ as follows:

L^{adv}_{Dsup} (W, θ, a) = E_{(x,y)∼Dsup} [ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} ] . (2)

Our next step is to minimize the above adversarial loss to define the best adversarial loss corresponding to the most robust linear classifier when using the adversary a to attack the classifier in the second phase:

L^{adv}_{Dsup} (θ, a) = min_W L^{adv}_{Dsup} (W, θ, a) . (3)

4 Proposed Framework

4.1 Theory Development

We first develop necessary theories to tackle the optimization problem of the adversarial loss L^{adv}_{Dsup} (θ, a). Let us denote p^{aW,θ}_{adv} = a_{W,θ} #pdata as the adversarial distribution formed by using the attack transformation a_{W,θ} to transport the data distribution pdata. It is obvious by the definition that p^{aW,θ}_{adv} consists of adversarial examples a_{W,θ} (x) with the benign example x ∼ pdata. In addition, we define qdata = f_θ #pdata and q^{aW,θ}_{adv} = f_θ #p^{aW,θ}_{adv} as the benign and adversarial distributions on the latent space, respectively.

The following theorem indicates the upper bounds for the adversarial loss of interest L^{adv}_{Dsup} (θ, a).

Theorem 4.1. Consider the adversarial loss L^{adv}_{Dsup} (θ, a).

i) We have the first upper bound on the data space

L^{adv}_{Dsup} (θ, a) ≤ min_W { L^{sup}_{Dsup} (θ, W )^{1/2} + L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( p^{aW,θ}_{adv} , p_{data}

)_{1/2} } . (4)

ii) We have the second upper bound on the latent space

L^{adv}_{Dsup} (θ, a) ≤ min_W { L^{sup}_{Dsup} (θ, W )^{1/2} + L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( q^{aW,θ}_{adv} , q_{data}

)_{1/2} } . (5)

Here we note that Dv represents a f-divergence with the convex function v(t) = (t − 1)^2.

Both bounds in Theorem B.1 have the same form but they are defined on the data and latent spaces, respectively. Additionally, the upper bound in (18) reveals that to minimize the adversarial loss for the adversary a, we need to search the feature extractor f_θ and the weight matrix W for minimizing the supervised loss L^{sup}_{Dsup} (θ, W ) and the divergence Dv ( q^{aW,θ}_{adv} , qdata ) between the benign and adversarial distributions on the latent space.

We now go further to discover which losses should be involved in the first phase to minimize the upper bound in (18). To this end, we denote A = {a (· | x) with x ∼ pdata : a (· | x) has a support set over Bϵ (x)} , q^a = f_θ #(a#pdata) for a ∈ A.

where Bϵ(x) specifies the ball with the radius ϵ around x. A consists of the stochastic map a(· | x) with x ∼ pdata, working on the ball Bϵ(x), which can be considered as the set of all possible attacks. By its definition, the stochastic map p^{aW,θ}_{adv} can be represented by an element in A as long as a_{W,θ} ∈ Bϵ(x). The following theorem assists us in converting the upper bound in (18) to the one directly in the phase 1. Theorem 4.2. The adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ [L^{un}_{Dun} (θ, ppos) + A (K, β)]^{1/2} [ 1 + max_{a∈A} Dv (q^a, q_{data})^{12} ] , (6) where A(K, β) = −O (_{1√} K ) − log β − O (_1 β ) . Inequality (26) indicates that to achieve min_θ L^{adv}_{Dsup} (θ, a), we can alternatively minimize its upper-bound which is relevant to L^{un}_{Dun} (θ). Unfortunately, minimizing L^{un}_{Dun} (θ, ppos) directly is intractable due to the unknown general distribution Dun. The following theorem resolves this issue and also signifies the concept of sharpness for the feature extractor f_θ .

Theorem 4.3. Under mild conditions, with the probability at least 1 − δ over the random choice of S ∼ D^N_{un}, we have the following inequality

L^{un}_{Dun} (θ, ppos) ≤ max θ′ :‖θ′−θ‖<ρ L^{un}_S (θ) + 1 √ N [ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + L^2 8 + 2L + O ( log(N + T ) )] , where L =^2_τ + log(1 + β), T is the number of parameters in θ, and σ = ρ[ √ T + √ log (N)]^{−1}.

We note that the proof in [18] invoked the McAllester PAC-Bayesian generalization bound [51], hence only applicable to the 0-1 loss in the binary classification setting. Ours is the first work that proposes and devises sharpness-aware theory for feature extractor in the context of SSL. Additionally, the proof of our theory employs the PAC-Bayesian generalization bound [52] to deal with the more general InfoNCE loss. Eventually, by leveraging Theorems B.2 and B.3, we reach the following theorem.

Theorem 4.4. Under mild conditions, with the probability at least 1 − δ over the random choice of S ∼ D^N_{un}, we have the following inequality

L^{adv}_{Dsup} (θ, a) ≤ [ max ‖θ′−θ‖≤ρ L^{un}_S (θ, ppos) + B(T, N, δ, ‖θ‖) + A (K, β) ] 1_2 [

1 + max_{a∈A} Dv (q^a, q_{data})^{12} ] , (7)

where we have defined B(T, N, δ, ‖θ‖) = 1 √ N [ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + L^2 8 + 2L + O (log (N + T )) ] . Remark 4.5. Inequality (34) shows that minimizing the adversarial loss L^{adv}_{Dsup} (θ, a) with respect to θ requires minimizing the sharpness-aware unsupervised InfoNCE loss: max_{‖θ}′_{−θ‖≤ρ} L^{un}_S (θ) and the divergence: maxa∈A Dv (q^a, q_{data}). While the sharpness-aware unsupervised InfoNCE loss is straightforward, the divergence term maxa∈A Dv (q^a, qdata) requires further derivations, which will be clarified in the next section.

We now develop another upper bound for the adversarial loss L^{adv}_{Dsup} (θ, a). Given a stochastic map a ∈ A, we define the hybrid positive p^a_{pos}(x, x^+) distribution induced by a as p^a_{pos}(x, x^+) = ∑_M c=1 πcpc (x) p^a_c ( x^+ ) , where p^a_c = a#pc.

Additionally, by its definition, the hybrid positive distribution p^a_{pos}(x, x^+) consists of the positive pairs of a benign example x with the label c and an adversarial example x^+ formed by applying the stochastic map a to an another benign example x^′. The following theorem gives us another upper bound on the the adversarial loss L^{adv}_{Dsup} (θ, a).

Theorem 4.6. The adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ max_{a∈A} { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( 1 + exp { 2 τ }) Du (q^a, q_{data}) } + A (K, β) , (8) where A(K, β) = −O (_{1√} K ) − log β − O (_1 β ) , Du is a f-divergence with the convex function u(t) = |t − 1|, and L^{un}_{Dun} ( θ, p^a_{pos} ) is similar to L^{un}_{Dun} (θ, ppos) in Eq. (14) except that the positive pairs (x, x^+) ∼ p^a_{pos}.

Remark 4.7. Theorem B.6 indicates that we need to find the adversary a that maximizes the InfoNCE loss over the hybrid adversarial positive distribution p^a_{pos} and the divergence on the latent space Du(q^a, qdata). This allows us to create strong adversarial examples that cause high InfoNCE values (i.e., z^a = f_θ (xa) is locally far from z = f_θ (x)), while the distribution of adversarial examples is globally far from the that of benign examples on the latent space. Eventually, the feature extractor f_θ is updated to minimize both the local distances and the global divergence.

Additionally, the adversarial InfoNCE term L^{un}_{Dun} ( θ, p^a_{pos} ) has the form of

L^{un}_{Dun} ( f_θ , p^a_{pos} ) = E ( x,x^+)∼p^a_{pos},x^−_{1:K}^{iid}∼ pdata [ − log exp {_{fθ (x).fθ} (_x^+) τ } exp {_{fθ (x).fθ} (_a(_x+)) τ } +^β_K ∑_K k=1 exp {_{fθ (x).fθ} (_x^−_k ) τ } ]

= E ( x,x^+)∼ppos,x^−_{1:K}^{iid}∼ pdata [ − log exp {_{fθ (x).fθ} (_a(_x^+)) τ } exp {_{fθ (x).fθ} (_x+) τ } +^β_K ∑_K k=1 exp {_{fθ (x).fθ} (_x^−_k ) τ } ] , (9)

which means that given the positive pair (x, x^+) having the same label, we find the adversarial example a(x^+) for x^+ that maximizes the InfoNCE loss as in Eq. (39). Note that according to Eq. (35), we actually need to seek adversarial examples a(x^+) to globally maximize a f-divergence between the benign and adversarial distributions.

Leveraging the upper bounds in Theorems B.4 and B.6, we arrive the final upper bound stated in the following theorem.

Theorem 4.8. For any 0 ≤ λ ≤ 1, the adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ λ max_{a∈A} { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( 1 + exp { 2 τ }) Du (q^a, q_{data}) } + λA (K, β) + (1 − λ) [ max ‖θ′−θ‖≤ρ L^{un}_S (θ, ppos) + B(T, N, δ, ‖θ‖) + A (K, β) ] 1_2 [

1 + max_{a∈A} Dv (q^a, q_{data})^{12} ] . (10)

Remark 4.9. We summarize our theoretical findings as follows:

Minimizing the InfoNCE loss on the benign examples (i.e., L^{un}_S (θ, ppos)) assists us in lowering down the adversarial loss in the second phase. Moreover, the sharpness-aware minimization for the InfoNCE loss on the benign examples (i.e., max_{‖θ}′_{−θ‖≤ρ} L^{un}_S (θ, ppos)) also supports us in reducing the adversarial loss in the second phase.

Minimizing the InfoNCE loss on the adversarial examples formed by attacking the benign examples on the InfoNCE loss (i.e., maxa∈A L^{un}_{Dun} ( θ, p^a_{pos} ) ) helps to strengthen the adversarial robustness in the second phase. Specifically, according to our theory, the adversarial examples are found by maximizing the InfoNCE loss and the global divergence to their corresponding benign examples (i.e., maxa∈A { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( 1 + exp

{_2 τ }) Du (q^a, q_{data}) } + A (K, β). In our implementation, we relax Du to the Jensen-Shannon divergence DJS in order to use generative adversarial network (GAN) [53] for quantifying the global divergence.

4.2 Practical Method

This section explains how to harvest the developed theories to conduct a practical method for robust selfsupervised learning. The main objective is to demonstrate that the finding terms from the theories assist us in improving the robustness of self-supervised learning.

Given a mini-batch B = {x1, . . . , x_b} of the anchor examples, we apply random transformations from a pool of transformation T to create the corresponding positive pairs (x̃1, x̃^+_1 ), (x̃2, x̃^+_2 ),..., (x̃_b, x̃^+_b ) where x̃i = t(xi) and x̃^+_i = t^′(xi) with t, t^′ ∼ T .

Hinted by Eq. (39), we formulate the adversarial InfoNCE loss term L^{un}_{Dun} ( θ, p^a_{pos} ) as max ∀i:fθ (x̃+i )a∈Bϵ(fθ (x̃+i )) { − 1 b × b∑ i=1 log exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } +^β_K ∑ k≠i exp {_{fθ (x̃i).fθ (x̃k )} τ } } ,

where we denote f_θ ( x̃^+_i ) a as the adversarial example of f_θ ( x̃^+_i ) within its ϵ-ball.

We relax Du (q^a, q_{data}) to DJS (q^a, q_{data}) so that GAN [53] can be applied to realize it. With the support of the discriminator D, the divergence of interest can be rewritten as [53]

DJS (q^a, qdata) = min_θ max_D {^b∑ i=1 log D ( f_θ ( x̃^+_i )) + b∑ i=1 log D ( 1 − f_θ ( x̃^+_i ) a ) } + const. (11)

Therefore, we can combine the local and global views to generate adversarial examples as max ∀i:fθ (x̃+i )a∈Bϵ (fθ (x̃+i )) { − 1 b × b∑ i=1 log exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } +^β_K ∑ k≠i exp {_{fθ (x̃i).fθ (x̃k )} τ }

+λglobal {_b∑ i=1 log D ( f_θ ( x̃^+_i )) + b∑ i=1 log D ( 1 − f_θ ( x̃^+_i ) a ) }} , (12)

where λglobal ≥ 0 is a parameter to trade off between the local and global views. Note that in (12), we indeed push the batch adversarial examples f_θ ( x̃^+_i ) a globally far away from the batch of benign examples f_θ (x̃i) by maximizing the log-likelihood.

Moreover, the discriminator D is updated to distinguish the batch adversarial examples f_θ ( x̃^+_i ) a and the batch of benign examples f_θ (x̃i) by maximizing the log-likelihood as in (11). Moreover, given the batch of adversarial examples, we update the feature extractor f_θ as

min_θ { −1 b b∑ i=1 log exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } exp { f_θ (x̃_i).f_θ (x̃^+_i )_a τ } +^β_K ∑ k≠i exp {_{fθ (x̃i).fθ (x̃k )} τ } +λ^{global} {_b∑ i=1 log D ( f_θ ( x̃^+_i ))

+ b∑ i=1 log D(1 − f_θ ( x̃^+_i ) a) } − λbenign b b∑ i=1 log exp {_{fθ (x̃i ).fθ} (_{x̃}^+_i ) τ } exp {_{fθ (x̃i ).fθ (x̃}+_{i )} τ } +^β_K ∑ k≠i exp {_{fθ (x̃i).fθ (x̃k )} τ } } , (13)

where we incorporate the InfoNCE loss on the benign examples with the trade-off parameter λbenign. Note that we minimize the log-likelihood term w.r.t. θ to move the batch of adversarial examples closer to the batch of benign examples.

Finally, we apply sharpness-aware minimization (SAM) [18] to the InfoNCE loss on the benign examples. The only difference in computation is that we find the perturbed model θ^a that maximizes the InfoNCE loss on the benign examples and use the gradient at θ^a for this term when updating θ in a stochastic gradient descent manner as in (13). It is worth noting that the first two terms in (13) are optimized normally used their gradients at θ.

5 Experiments

5.1 Experimental Settings

General Settings: In this section, we verify the effectiveness of our method through conducting experiments on the CIFAR-10 dataset [54]. This dataset consists of 50,000 training images and 10,000 testing images, all with a resolution of 32 × 32 pixels. To prepare the inputs, we follow the list of augmentations listed in [2] except for normalization, where we scale pixel values to the range of [0, 1]. This is to ensure that the adversarial attacks on these inputs can be properly projected into a valid image.

Regarding model architectures, we use ResNet-18 [55] for our feature extractor backbone, and a simple singlelayer perceptron for the discriminator. Given that the complexity of the embedding space and informativeness of extracted features are enough to work with a perceptron classifier in linear evaluation, a simple perceptron model would also be sufficient in this case. All experiments are run on a single A100 GPU.

SSL Settings: For the contrastive learning process, we follow the settings generally used in existing works [14, 13]. Specifically, in the first phase, we connect our ResNet-based feature extractor with a 2-layer perceptron projection head, and adversarially-train it for 500 epochs. The optimization process is done with the SAM [18] optimizer for the benign loss, and standard SGD for the adversarial and discriminator loss terms.

In the linear evaluation phase, we drop the projection head, and instead attach a linear classifier onto our feature extractor. We adversarially train this classifier for 100 epochs. For the actual evaluation, the discriminator is not used in the adversarial generation process.

Attack Settings: We use Projected Gradient Descent [6] as the standard adversarial attack to both generate adversarial examples during training, and evaluate robustness of the defense methods in this paper. All attacks are conducted under ℓ∞-norm with budget 8/255, and different other parameters at each step: we use PGD-7 with step size 2/255 for contrastive learning; PGD-10 with step size 2/255 for robust linear evaluation; and PGD-20 with step size 0.8/255 for final classification evaluation.

5.2 Experimental Results

To verify our theoretical findings, we design the experiments accordingly to Remark 4.9. First, we show that minimizing the InfoNCE loss on the benign samples in addition to the adversarial training loss can improve both clean and robust accuracy. These results can generally be further improved by applying sharpness-aware minimization to the optimization process. Second, adding the discriminator to the original training process leads to a higher robust accuracy, albeit at the expense of a small decrease in clean accuracy. Third, by combining both of these improvements, we arrive at our full method, which yields an even higher accuracy on most of the settings.

Finding 1: Impact of the Benign Loss Term (with Sharpness-Aware Minimization)

We experiment with incorporating a benign loss term in addition to the traditional adversarial loss. Surprisingly, as the benign loss weight increases, we improve both clean and robust accuracy of our model in the linear evaluation (LE) phase, both with and without adversarial training (AT). In addition, by applying SAM on the benign loss, we can increase the performance even further. The full results are reported in Table 1.

Finding 2: Impact of the Discriminator in Training

Adding our discriminator to the original adversarial training scheme, we get a better adversarial accuracy, while trading off some clean accuracy for it. This is consistent with the adversarial literature, where we cannot have both [7, 56]. The full results are reported in Table 2.

Ablation Studies: Putting Everything Together

We now incorporate all of the above improvements into a complete training method to verify their effectiveness. Across different benign loss weighting, we can see that the techniques of our method generally improve both clean and adversarial accuracy. Especially, for the AT-LE evaluation which furthest enhances robustness to our

Table 1: Clean and robust accuracy of a ResNet-18 model trained with and without SAM, across different weighting for the benign loss term.

λ_{benign}

No SAM SAM

LE AT-LE LE AT-LE

Clean Adv. Clean Adv. Clean Adv. Clean Adv.

0 70.54 38.97 66.28 42.73 - - - - 0.5 77.54 40.72 72.84 44.23 77.83 40.09 73.33 44.23 1.0 81.14 41.08 76.36 44.69 81.31 41.14 76.98 44.95 2.0 84.80 41.78 81.35 45.71 85.09 41.97 81.64 46.30

Table 2: Clean and robust accuracy of a ResNet-18 model trained with and without a discriminator, across different weighting for the benign loss term.

λ_{benign}

No Discriminator Discriminator

LE AT-LE LE AT-LE

Clean Adv. Clean Adv. Clean Adv. Clean Adv.

0 70.54 38.97 66.28 42.73 71.04 39.08 66.15 42.57 0.5 77.54 40.72 72.84 44.23 77.66 40.83 73.32 44.46 1.0 81.14 41.08 76.36 44.69 81.02 41.34 76.95 44.90 2.0 84.80 41.78 81.35 45.71 84.12 41.93 80.92 45.89

expectation, our full method outperforms any individual improvements on their own. The experiments’ exact numbers are reported in Table 3.

Table 3: Clean and robust accuracy of a ResNet-18 model trained with and without our method’s components, across different weighting for the benign loss term. SimCLR refers to the method uses the benign loss without SAM and Discriminator, and Ours to the method with full components.

λ_{benign} 1.0 2.0

Method LE AT-LE LE AT-LE Clean Adv. Clean Adv. Clean Adv. Clean Adv.

SimCLR 81.14 41.08 76.36 44.69 84.80 41.78 81.35 45.71 SAM 81.31 41.14 76.98 44.95 85.09 41.97 81.64 46.30 Discriminator 81.02 41.34 76.95 44.90 84.12 41.93 80.92 45.89 Full 81.64 41.23 77.33 45.28 85.01 41.82 81.86 46.45

6 Discussion

6.1 Broader Impact

Our surprising result on the effect of weighting benign loss term, to the best of our knowledge, is a first. As we combine these losses and receive improvements on both clean and robust accuracy, it is counter-intuitive to the existing notion that there always exist a tradeoff between the two values. Delving into this phenomenon could be an interesting future research direction, which would help us further understand the nature of adversarial vulnerabilities.

6.2 Limitations

As with any adversarial training process, the time needed to train a model increases significantly. This additional cost is doubled if we really want to squeeze out the highest accuracy, by regenerating adversarial examples right before training our discriminator instead of reusing which was used to train the feature extractor. Furthermore, a GAN-style training is prone to convergence issues. However, we have not encountered such problems, possibly due to the extremely simple discriminator used.

7 Conclusion

Contrastive learning (CL) is a powerful technique that enables the creation of meaningful features without relying on labeled information. In the initial phase of CL, the focus lies on learning these features, which are subsequently classified using a linear classifier trained on labeled data. Although previous theoretical studies have explored the relationship between the supervised loss in the second phase and the unsupervised loss in the first phase, aiming to explain how the unsupervised loss supports the supervised loss, no theoretical investigation has examined the connection between the unsupervised loss in the first phase and the robust supervised loss in the second phase. Such an analysis can provide valuable insights into establishing an effective unsupervised loss in the initial phase. To address this research gap, our paper develops rigorous theories to identify the specific components within the supervised loss that contribute to the robustness of the supervised loss. Lastly, we conduct a series of experiments to validate our theoretical findings.

References

[1] Kaiming He, Haoqi Fan, Yuxin Wu, Saining Xie, and Ross Girshick. Momentum contrast for unsupervised visual representation learning. arXiv preprint arXiv:1911.05722, 2019. 1, 2, 3

[2] Ting Chen, Simon Kornblith, Mohammad Norouzi, and Geoffrey Hinton. A simple framework for contrastive learning of visual representations. arXiv preprint arXiv:2002.05709, 2020. 1, 3, 8, 27

[3] Misra Ishan and Maaten Laurens van der. Self-supervised learning of pretext-invariant representations.

arXiv preprint arXiv:1912.01991, 2019.

[4] Yonglong Tian, Dilip Krishnan, and Phillip Isola. Contrastive multiview coding. arXiv preprint arXiv:1906.05849, 2019. 1, 2, 3

[5] Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572, 2014. 1, 3, 4, 14

[6] Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu. Towards deep learning models resistant to adversarial attacks. In International Conference on Learning Representations, 2018. 1, 4, 8, 14

[7] Hongyang Zhang, Yaodong Yu, Jiantao Jiao, Eric Xing, Laurent El Ghaoui, and Michael Jordan.

Theoretically principled trade-off between robustness and accuracy. In Proceedings of the 36th International Conference on Machine Learning, volume 97 of Proceedings of Machine Learning Research, pages 7472–7482, 2019. 1, 2, 4, 8, 14

[8] Stephan Zheng, Yang Song, Thomas Leung, and Ian Goodfellow. Improving the robustness of deep neural networks via stability training. In Proceedings of the ieee conference on computer vision and pattern recognition, pages 4480–4488, 2016. 1

[9] Dan Hendrycks and Thomas Dietterich. Benchmarking neural network robustness to common corruptions and perturbations. arXiv preprint arXiv:1903.12261, 2019. 1

[10] Minseon Kim, Jihoon Tack, and Sung Ju Hwang. Adversarial self-supervised contrastive learning. In H. Larochelle, M. Ranzato, R. Hadsell, M.F. Balcan, and H. Lin, editors, Advances in Neural Information Processing Systems, volume 33, pages 2983–2994. Curran Associates, Inc., 2020. 1, 3

[11] Chih-Hui Ho and Nuno Nvasconcelos. Contrastive learning with adversarial examples. In H. Larochelle, M. Ranzato, R. Hadsell, M.F. Balcan, and H. Lin, editors, Advances in Neural Information Processing Systems, volume 33, pages 17081–17093. Curran Associates, Inc., 2020. 3

[12] Ziyu Jiang, Tianlong Chen, Ting Chen, and Zhangyang Wang. Robust pre-training by adversarial contrastive learning. In H. Larochelle, M. Ranzato, R. Hadsell, M.F. Balcan, and H. Lin, editors, Advances in Neural Information Processing Systems, volume 33, pages 16199–16210. Curran Associates, Inc., 2020. 1, 3

[13] Ching-Yao Chuang, Joshua Robinson, Yen-Chen Lin, Antonio Torralba, and Stefanie Jegelka. Debiased contrastive learning. Advances in Neural Information Processing Systems, 33, 2020. 2, 3, 8

[14] Joshua Robinson, Ching-Yao Chuang, Suvrit Sra, and Stefanie Jegelka. Contrastive learning with hard negative samples. International Conference on Learning Representations, 2021. 2, 3, 8

[15] Nikunj Saunshi, Orestis Plevrakis, Sanjeev Arora, Mikhail Khodak, and Hrishikesh Khandeparkar. A theoretical analysis of contrastive unsupervised representation learning. In Kamalika Chaudhuri and Ruslan Salakhutdinov, editors, Proceedings of the 36th International Conference on Machine Learning, volume 97 of Proceedings of Machine Learning Research, pages 5628–5637. PMLR, 09–15 Jun 2019. 2, 3, 4

[16] Tongzhou Wang and Phillip Isola. Understanding contrastive representation learning through alignment and uniformity on the hypersphere. In International Conference on Machine Learning, pages 9929–9939. PMLR, 2020. 2, 3

[17] Yifei Wang, Qi Zhang, Yisen Wang, Jiansheng Yang, and Zhouchen Lin. Chaos is a ladder:

A new theoretical understanding of contrastive learning via augmentation overlap. arXiv preprint arXiv:2203.13457, 2022. 2, 3, 4

[18] Pierre Foret, Ariel Kleiner, Hossein Mobahi, and Behnam Neyshabur. Sharpness-aware minimization for efficiently improving generalization. In International Conference on Learning Representations, 2021. 2, 6, 8, 23

[19] Leslie Rice, Eric Wong, and Zico Kolter. Overfitting in adversarially robust deep learning. In International Conference on Machine Learning, pages 8093–8104. PMLR, 2020. 2

[20] Sepp Hochreiter and Jürgen Schmidhuber. Simplifying neural nets by discovering flat minima. In NIPS, pages 529–536. MIT Press, 1994. 2

[21] Behnam Neyshabur, Srinadh Bhojanapalli, David McAllester, and Nati Srebro. Exploring generalization in deep learning. Advances in neural information processing systems, 30, 2017.

[22] Laurent Dinh, Razvan Pascanu, Samy Bengio, and Yoshua Bengio. Sharp minima can generalize for deep nets. In International Conference on Machine Learning, pages 1019–1028. PMLR, 2017.

[23] Stanislav Fort and Surya Ganguli. Emergent properties of the local geometry of neural loss landscapes.

arXiv preprint arXiv:1910.05929, 2019. 2

[24] Gabriel Pereyra, George Tucker, Jan Chorowski, Lukasz Kaiser, and Geoffrey E. Hinton. Regularizing neural networks by penalizing confident output distributions. In ICLR (Workshop). OpenReview.net, 2017. 2 [25] Pratik Chaudhari, Anna Choromańska, Stefano Soatto, Yann LeCun, Carlo Baldassi, Christian Borgs, Jennifer T. Chayes, Levent Sagun, and Riccardo Zecchina. Entropy-sgd: biasing gradient descent into wide valleys. Journal of Statistical Mechanics: Theory and Experiment, 2019, 2017.

[26] Nitish Shirish Keskar, Dheevatsa Mudigere, Jorge Nocedal, Mikhail Smelyanskiy, and Ping Tak Peter Tang. On large-batch training for deep learning: Generalization gap and sharp minima. In ICLR. OpenReview.net, 2017. 2

[27] Pavel Izmailov, Dmitrii Podoprikhin, Timur Garipov, Dmitry P. Vetrov, and Andrew Gordon Wilson.

Averaging weights leads to wider optima and better generalization. In UAI, pages 876–885. AUAI Press, 2018. 2

[28] Stanislaw Jastrzebski, Zachary Kenton, Devansh Arpit, Nicolas Ballas, Asja Fischer, Yoshua Bengio, and Amos J. Storkey. Three factors influencing minima in sgd. ArXiv, abs/1711.04623, 2017. 2

[29] Colin Wei, Sham Kakade, and Tengyu Ma. The implicit and explicit regularization effects of dropout. In International conference on machine learning, pages 10181–10192. PMLR, 2020. 2

[30] Ying Zhang, Tao Xiang, Timothy M. Hospedales, and Huchuan Lu. Deep mutual learning. 2018 IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 4320–4328, 2018. 2

[31] Linfeng Zhang, Jiebo Song, Anni Gao, Jingwei Chen, Chenglong Bao, and Kaisheng Ma. Be your own teacher: Improve the performance of convolutional neural networks via self distillation. In Proceedings of the IEEE/CVF International Conference on Computer Vision, pages 3713–3722, 2019. 2

[32] Momin Abbas, Quan Xiao, Lisha Chen, Pin-Yu Chen, and Tianyi Chen. Sharp-maml: Sharpness-aware model-agnostic meta learning. arXiv preprint arXiv:2206.03996, 2022. 2

[33] Zhe Qu, Xingyu Li, Rui Duan, Yao Liu, Bo Tang, and Zhuo Lu. Generalized federated learning via sharpness aware minimization. arXiv preprint arXiv:2206.02618, 2022. 2

[34] Xiangning Chen, Cho-Jui Hsieh, and Boqing Gong. When vision transformers outperform resnets without pre-training or strong data augmentations. arXiv preprint arXiv:2106.01548, 2021. 2

[35] Dara Bahri, Hossein Mobahi, and Yi Tay. Sharpness-aware minimization improves language model generalization. In Proceedings of the 60th Annual Meeting of the Association for Computational Linguistics (Volume 1: Long Papers), pages 7360–7371, Dublin, Ireland, May 2022. Association for Computational Linguistics. 2

[36] Junbum Cha, Sanghyuk Chun, Kyungjae Lee, Han-Cheol Cho, Seunghyun Park, Yunsung Lee, and Sungrae Park. Swad: Domain generalization by seeking flat minima. Advances in Neural Information Processing Systems, 34:22405–22418, 2021. 2

[37] Hoang Phan, Ngoc Tran, Trung Le, Toan Tran, Nhat Ho, and Dinh Phung. Stochastic multiple target sampling gradient descent. Advances in neural information processing systems, 2022. 2

[38] Jungmin Kwon, Jeongseop Kim, Hyunseo Park, and In Kwon Choi. Asam: Adaptive sharpness-aware minimization for scale-invariant learning of deep neural networks. In International Conference on Machine Learning, pages 5905–5914. PMLR, 2021. 3

[39] Juntang Zhuang, Boqing Gong, Liangzhe Yuan, Yin Cui, Hartwig Adam, Nicha Dvornek, Sekhar Tatikonda, James Duncan, and Ting Liu. Surrogate gap minimization improves sharpness-aware training. arXiv preprint arXiv:2203.08065, 2022. 3

[40] Jiawei Du, Daquan Zhou, Jiashi Feng, Vincent YF Tan, and Joey Tianyi Zhou. Sharpness-aware training for free. arXiv preprint arXiv:2205.14083, 2022. 3

[41] Yong Liu, Siqi Mai, Xiangning Chen, Cho-Jui Hsieh, and Yang You. Towards efficient and scalable sharpness-aware minimization. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 12360–12370, 2022. 3

[42] Grill Jean-Bastien, Strub Florian, Altché Florent, Tallec Corentin, Richemond Pierre H., Buchatskaya Elena, Doersch Carl, Pires Bernardo Avila, Guo Zhaohan Daniel, Azar Mohammad Gheshlaghi, Piot Bilal, Kavukcuoglu Koray, Munos Rémi, and Michal Valko. Bootstrap your own latent: A new approach to self-supervised learning. arXiv preprint arXiv:2006.07733, 2020. 3

[43] Xinlei Chen and Kaiming He. Exploring simple siamese representation learning. arXiv preprint arXiv:2011.10566, 2020. 3

[44] Mathilde Caron, Ishan Misra, Julien Mairal, Priya Goyal, Piotr Bojanowski, and Armand Joulin.

Unsupervised learning of visual features by contrasting cluster assignments. 2020. 3

[45] Li Jing, Pascal Vincent, Yann LeCun, and Yuandong Tian. Understanding dimensional collapse in contrastive self-supervised learning. arXiv preprint arXiv:2110.09348, 2021. 3

[46] Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan, Ian Goodfellow, and Rob Fergus. Intriguing properties of neural networks. arXiv preprint arXiv:1312.6199, 2013. 3

[47] Anh Bui, Trung Le, He Zhao, Paul Montague, Olivier deVel, Tamas Abraham, and Dinh Phung.

Improving adversarial robustness by enforcing local and global compactness. In Proceedings of ECCV, pages 209–223. Springer, 2020. 3

[48] Anh Bui, Trung Le, He Zhao, Paul Montague, Seyit Camtepe, and Dinh Phung. Understanding and achieving efficient robustness with adversarial supervised contrastive learning. arXiv preprint arXiv:2101.10027, 2021. 3

[49] Chengzhi Mao, Ziyuan Zhong, Junfeng Yang, Carl Vondrick, and Baishakhi Ray. Metric learning for adversarial robustness. Advances in Neural Information Processing Systems, 32, 2019. 3

[50] Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble of diverse parameter-free attacks. In Proceedings of ICML, 2020. 4, 14

[51] David A McAllester. Pac-bayesian model averaging. In Proceedings of the twelfth annual conference on Computational learning theory, pages 164–170, 1999. 6, 23

[52] Pierre Alquier, James Ridgway, and Nicolas Chopin. On the properties of variational approximations of gibbs posteriors. Journal of Machine Learning Research, 17(236):1–41, 2016. 6, 21, 23

[53] Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu, David Warde-Farley, Sherjil Ozair, Aaron Courville, and Yoshua Bengio. Generative adversarial networks. Communications of the ACM, 63(11):139–144, 2020. 7, 27

[54] Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images. 2009. 8

[55] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recognition.

In Proceedings of the IEEE conference on computer vision and pattern recognition, pages 770–778, 2016. 8 [56] Aditi Raghunathan, Sang Michael Xie, Fanny Yang, John Duchi, and Percy Liang. Understanding and mitigating the tradeoff between robustness and accuracy. In International Conference on Machine Learning, pages 7909–7919. PMLR, 2020. 8

[57] Jungmin Kwon, Jeongseop Kim, Hyunseo Park, and In Kwon Choi. Asam: Adaptive sharpnessaware minimization for scale-invariant learning of deep neural networks. In Marina Meila and Tong Zhang, editors, Proceedings of the 38th International Conference on Machine Learning, volume 139 of Proceedings of Machine Learning Research, pages 5905–5914. PMLR, 18–24 Jul 2021. 27

Appendix

A Problem Formulation and Notions

In this section, we present the problem formulation of self-supervised learning and the notions used in our following theory development. We consider an M-class classification problem with the label set Y = {1, 2, ..., M}. Given a class c ∈ Y, the class-condition distribution for this class has the density function pc (x) = p (x | y = c) where x ∈ R^d specifies a data example. Therefore, the entire data distribution has the form

pdata (x) = M∑ c=1 πcp (x | y = c) = M∑ c=1 πcpc (x) , where πc = P (y = c) , c ∈ Y is a class probability.

The distribution of positive pairs over R^d × R^d is formulated as

ppos ( x, x^+ ) = M∑ c=1 πcpc (x) pc ( x^+ ) . It is worth noting that with the above equality, ppos ( x, x^+ ) is relevant to the probability that x, x^+ ∼ pdata possess the same label. Particularly, to form a positive pair ( x, x^+ ) , we first sample a class c ∼ Cat (π) from the categorical distribution with π = [πc]^M_{c=1}, and then sample x, x^+ ∼ pc.

The general unsupervised InfoNCE loss over the entire data and positive pair distributions is denoted as

L^{un}_{Dun} (θ, ppos) = E ( x,x^+)∼ppos,x^−_{1:K}^{iid}∼pdata [ − log exp {_{fθ (x)·fθ} (_x+) τ } exp {_{fθ (x)·fθ} (_x+) τ } +^β_K ∑_K k=1 exp {_{fθ (x)·fθ} (_x^−_k ) τ } ] , (14) where f_θ with θ ∈ Θ is a feature extractor, the operation f_θ (x) · f_θ (~x) presents the inner product, τ > 0 is the temperature variable, K is the number of used negative examples, and Dun denotes the distribution over z = [ x, x^+, [ x^−_k ]_K k=1 ] with ( x, x^+ ) ∼ ppos, x^−_{1:K} ∼ pdata. Note that β ≥ 0 is a parameter and setting β = K recovers the original formula of contrastive learning.

It is our ultimate goal to minimize the general unsupervised InfoNCE loss. However, in reality, we work with

a specific training set S = { zi = [ xi, x^+_i , [ x^−_{ik} ]_K k=1 ]}_N i=1 where z1:N ∼ Dun. The empirical unsupervised InfoNCE loss over S is defined as

L^{un}_S (θ, ppos) = − 1 N × N∑ i=1 log exp {_{fθ (xi)·fθ} (_x^+_i ) τ } exp {_{fθ (xi)·fθ} (_x^+_i ) τ } +^β_K ∑_K k=1 exp {_{fθ (xi)·fθ} (_x^−_{ik} ) τ } . SSL aims to minimize the empirical unsupervised InfoNCE loss over a specific training set S to learn an optimal feature extractor f_θ∗ , used in the second phase for training a linear classifier on top of its extracted features. Given a feature extractor f_θ and a linear classifier that parameterized by a weight matrix W , we define the general loss induced by this couple as L^{sup}_{Dsup} (θ, W ) = E_{( x,y)∼Dsup} [τCE (W f_θ (x) , y)] ,

where Dsup (x, y) = πypy (x) is the data-label distribution and τCE (·, ·) is the τ -temperature cross-entropy loss (i.e., softmax with a temperature τ applied to logits before computing the cross-entropy loss).

Given the fact that we aim to train the optimal linear classifier in the second phase, we define the optimal general loss over all weight matrices W as L^{sup}_{Dsup} (θ) = min_W L^{sup}_{Dsup} (θ, W ) .

We now present the losses for the robust SSL. Given an attack a (i.e., FGSM [5], PGD [6], TRADES [7], and AutoAttack [50]) and a weight matrix W , we denote a_{W,θ} (x) ∈ Bϵ(x) = {x^′ : ‖x^′ − x‖ ≤ ϵ} as the adversarial example obtained by using a to attack the second phase classifier, formed by f_θ and W , on a benign example x with a label y. We define the adversarial loss using the adversary a to attack W and f_θ as follows:

L^{adv}_{Dsup} (W, θ, a) = E_{(x,y)∼Dsup} [ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} ] . (15)

Our next step is to minimize the above adversarial loss to define the best adversarial loss corresponding to the most robust linear classifier when using the adversary a to attack the classifier in the second phase:

L^{adv}_{Dsup} (θ, a) = min_W L^{adv}_{Dsup} (W, θ, a) . (16)

B Theory Development

We first develop necessary theories to tackle the optimization problem of the adversarial loss L^{adv}_{Dsup} (θ, a). Let us denote p^{aW,θ}_{adv} = a_{W,θ} #pdata as the adversarial distribution formed by using the attack transformation a_{W,θ} to transport the data distribution pdata. It is obvious by the definition that p^{aW,θ}_{adv} consists of adversarial examples a_{W,θ} (x) with the benign example x ∼ pdata. In addition, we define qdata = f_θ #pdata and q^{aW,θ}_{adv} = f_θ #p^{aW,θ}_{adv} as the benign and adversarial distributions on the latent space, respectively. The following theorem indicates the upper bounds for the adversarial loss of interest L^{adv}_{Dsup} (θ, a). Theorem B.1. Consider the adversarial loss L^{adv}_{Dsup} (θ, a). i) We have the first upper bound on the data space

L^{adv}_{Dsup} (θ, a) ≤ min_W { L^{sup}_{Dsup} (θ, W )^{1/2} + L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( p^{aW,θ}_{adv} , p_{data}

)_{1/2} } . (17)

ii) We have the second upper bound on the latent space

L^{adv}_{Dsup} (θ, a) ≤ min_W { L^{sup}_{Dsup} (θ, W )^{1/2} + L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( q^{aW,θ}_{adv} , q_{data}

)_{1/2} } . (18)

Here we note that Dv represents a f-divergence with the convex function v(t) = (t − 1)^2.

Proof. (i) We first prove (i).

L^{adv}_{Dsup} (W, θ, a) =E_{(x,y)∼Dsup} [ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} ]

= ∫ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} pdata (x, y) dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} p^{aW,θ}_{data} (x, y) dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy + ∫ τCE (W f_θ (x) , y)^{1/2} ( p^{aW,θ}_{data} (x, y) − pdata (x, y) ) dxdy ≤ ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy + ∫ τCE (W f_θ (x) , y)^{1/2} | |p^{aW,θ}_{data} (x, y) − p_{data} (x, y) | | dxdy, (19) where p^{aW,θ}_{data} (x, y) = pdata (y | x) p^{aW,θ}_{data} (x) is the distribution over (a_{W,θ} (x) , y) where (x, y) ∼ pdata (x, y). ∫ τCE (W f_θ (x) , y)^{1/2} | |p^{aW,θ}_{data} (x, y) − p_{data} (x, y) | | dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y)^{1/2} | p^{aW,θ}_{data} (x, y) − pdata (x, y) | pdata (x, y) pdata (x, y)^{1/2} dxdy (1) ≤ [∫ τCE (W f_θ (x) , y) pdata (x, y) dxdy ]_{1/2} [∫ ( p^{aW,θ}_{data} (x, y) − pdata (x, y) )_2

pdata (x, y)^2 pdata (x, y) dxdy ]_{1/2}

= E D_{sup} [τCE (W f_θ (x) , y)]^{1/2} [∫ ( p^{aW,θ}_{data} (x, y) pdata (x, y) − 1 )2 pdata (x, y) dxdy ]_{1/2}

= E D_{sup} [τCE (W f_θ (x) , y)]^{1/2} [∫ ( p^{aW,θ}_{data} (x) pdata (x) − 1 )2 pdata (x, y) dxdy ]_{1/2}

= E D_{sup} [τCE (W f_θ (x) , y)]^{1/2} [∫ ( p^{aW,θ}_{data} (x) pdata (x) − 1 )2 ∑ y pdata (x, y) dx ]_{1/2}

= E D_{sup} [τCE (W f_θ (x) , y)]^{1/2} [∫ ( p^{aW,θ}_{data} (x) pdata (x) − 1 )2 pdata (x) dx ]_{1/2}

= L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( p^{aW,θ}_{data} , pdata )_{1/2} . (20)

Note that in^{(1)}≤ , we use the Cauchy-Schwarz inequality.

∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y)^{1/2} pdata (x, y)^{1/2} dxdy (2) ≤ [∫ τCE (W f_θ (x) , y) pdata (x, y) dxdy ]_{1/2} [∫ pdata (x, y) dxdy ]_{1/2}

=L^{sup}_{Dsup} (θ, W )^{1/2} . (21)

Note that in^{(2)}≤ , we use the Cauchy-Schwarz inequality. By combining (19), (20), and (21), we reach the conclusion. (ii) We now prove (ii).

L^{adv}_{Dsup} (W, θ, a) =E_{(x,y)∼Dsup} [ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} ]

= ∫ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} pdata (x, y) dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} p^{aW,θ}_{data} (x, y) dxdy ≤ ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy + ∫ τCE (W f_θ (x) , y)^{1/2} | |p^{aW,θ}_{data} (x, y) − p_{data} (x, y) | | dxdy = ∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy + ∫ τCE (W z, y)^{1/2} | |q^{aW,θ}_{data} (z, y) − q_{data} (z, y) | | dxdy, (22)

where z = f_θ (x), qdata (z, y) = qdata (y | z) qdata (z) with qdata (z) = ∫ f −1θ (z) pdata (x) dx and qdata (y | z) = ∫ f −1θ (z) pdata(y|x)pdata (x)dx ∫ f −1θ (z) pdata (x)dx , and q aW,θ data (z, y) = qdata (y | z) q aW,θ data (z).

Using the same derivations as above, we reach ∫ τCE (W z, y)^{1/2} | |q^{aW,θ}_{data} (z, y) − q_{data} (z, y) | | dxdy ≤E_{( z,y)∼qdata (z,y)} [τCE (W z, y)]^{1/2} Dv ( q^{aW,θ}_{data} , qdata )_{1/2} . (23)

∫ τCE (W f_θ (x) , y)^{1/2} pdata (x, y) dxdy ≤ L^{sup}_{Dsup} (θ, W )^{1/2} . (24)

We next prove that

E_{( z,y)∼qdata(z,y)} [τCE (W z, y)] = E_{( x,y)∼pdata (x,y)} [τCE (W f_θ (x) , y)] = L^{sup}_{Dsup} (θ, W ) . (25)

To this end, we derive as E_{( z,y)∼qdata(z,y)} [τCE (W z, y)] = ∫ Z τCE (W z, y) qdata (z, y) dzdy

= ∑ y ∫ Z τCE (W z, y) ∫ f −1θ (z) pdata (y | x) pdata (x) dx ∫ f −1θ (z) pdata (x) dx ∫ f −1θ (z) pdata (x) dxdz

= ∑ y ∫ Z τCE (W z, y) ∫ f −1θ (z) pdata (y | x) pdata (x) dxdz = ∑ y ∫ Z ∫ X I_{x∈f} −1_{θ (z)}τCE (W z, y) pdata (y | x) pdata (x) dxdz (1) = ∑ y ∫ X ∫ Z I_{z=fθ(x)}τCE (W z, y) pdata (y | x) pdata (x) dzdx = ∑ y ∫ X τCE (W f_θ (x) , y) pdata (y | x) pdata (x) dx = ∫ X τCE (W f_θ (x) , y) pdata (x, y) dxdy = L^{sup}_{Dsup} (θ, W ) ,

where we have^{(1)}= due to the Fubini theorem and IA is the indicator function which returns 1 if A is true and 0 otherwise.

By combining (22), (23), (24), and (25), we reach the conclusion.

Both bounds in Theorem B.1 have the same form but they are defined on the data and latent spaces, respectively. Additionally, the upper bound in (18) reveals that to minimize the adversarial loss for the adversary a, we need to search the feature extractor f_θ and the weight matrix W for minimizing the supervised loss L^{sup}_{Dsup} (θ, W )

and the divergence Dv ( q^{aW,θ}_{adv} , qdata ) between the benign and adversarial distributions on the latent space.

We now go further to discover which losses should be involved in the first phase to minimize the upper bound in (18). To this end, we denote

A = {a (· | x) with x ∼ pdata : a (· | x) has a support set over Bϵ (x)} , q^a = f_θ #(a#pdata) for a ∈ A.

where Bϵ(x) specifies the ball with the radius ϵ around x. A consists of the stochastic map a(· | x) with x ∼ pdata, working on the ball Bϵ(x), which can be considered as the set of all possible attacks. By its definition, the stochastic map p^{aW,θ}_{adv} can be represented by an element in A as long as a_{W,θ} ∈ Bϵ(x). The following theorem assists us in converting the upper bound in (18) to the one directly in the phase 1.

Theorem B.2. The adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ [L^{un}_{Dun} (θ, ppos) + A (K, β)]^{1/2} [ 1 + max_{a∈A} Dv (q^a, q_{data})^{12} ] , (26) where A(K, β) = −O (_{1√} K ) − log β − O (_1 β ) .

Proof. By choosing W̄c = E x∼p_c [f_θ (x)] , ∀c ∈ Y and W̄ = [¯ Wc ]_C c=1, we have

L^{adv}_{Dsup} (θ, a) ≤ min_W { L^{sup}_{Dsup} (θ, W )^{1/2} + L^{sup}_{Dsup} (θ, W )^{1/2} Dv ( q^{aW,θ}_{adv} , qdata

)_{1/2} }

≤L^{sup}_{Dsup} ( θ, W̄ )_{1/2} + L^{sup}_{Dsup} ( θ, W̄ )_{1/2} Dv ( q^{aW̄ ,θ}_{adv} , qdata )_{1/2} . (27)

(1) We now prove that

L^{sup}_{Dsup} ( θ, W̄ ) ≤ L^{un}_{Dun} (θ, ppos) + A (K, β) . (28)

We derive as follows:

First step:

L^{sup}_{Dsup} ( θ, W̄ ) = E_{( x,y)∼Dsup} [ τCE (¯ W · f_θ (x) , y )] = M∑ c=1 πcE x∼p_c [ τCE (¯ W · f_θ (x) , c )]

= − M∑ c=1 πcE x∼p_c [ log exp {¯ Wc · f_θ (x) /τ } ∑_M y=1 exp {¯ Wy · f_θ (x) /τ } ]

= − M∑ c=1 πcE x∼p_c [ W̄_c · f_θ (x) τ − log (_M ∑ y=1 exp {¯ Wy · f_θ (x) τ })]

= − M∑ c=1 πc τ W̄_c · E_{x∼pc} [f_θ (x)] +^M ∑ c=1 πcE x∼p_c [ log (_M ∑ y=1 exp {¯ Wy.f_θ (x) τ })]

= − M∑ c=1 πc τ ‖W̄c‖^2 + M∑ c=1 πcE x∼p_c [ log (_M ∑ y=1 exp {¯ Wy · f_θ (x) τ })] . (29)

Define L^{un}_{Dun} (θ, ppos) = E(_{x,x+})_{∼ppos} [ − 1 τ f_θ (x) .f_θ ( x^+ ) ] +E x∼p_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]] , we then show an lower bound for L^{un}_{Dun} (θ, ppos):

L^{un}_{Dun} (θ, ppos) = E(_{x,x+})_{∼ppos} [ − 1 τ f_θ (x) · f_θ ( x^+ ) ] + E x∼p_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) · f_θ ( x^− ) τ }]]

= E(_{x,x+})_{∼ppos} [ − 1 τ f_θ (x) · f_θ ( x^+ ) ] + E x∼p_{data} [ log (_M ∑ c=1 πcE_x−_{∼pc} [ exp { f_θ (x) · f_θ ( x^− ) τ }])]

≥ E(_{x,x+})_{∼ppos} [ − 1 τ f_θ (x) · f_θ ( x^+ ) ] + E x∼p_{data} [ log (_M ∑ c=1 πc exp { f_θ (x) · E_x−_{∼pc} [ f_θ ( x^− )] τ })]

= − 1 τ M∑ c=1 πcE_{x,x}+_{∼pc} [ f_θ (x) · f_θ ( x^+ )] + E x∼p_{data} [ log (_M ∑ c=1 πc exp { Wc · f_θ (x) τ })]

= − 1 τ M∑ c=1 πcE x∼p_c [f_θ (x)] · E_x+_{∼pc} [ f_θ ( x^+ )] + E x∼p_{data} [ log (_M ∑ c=1 πc exp { Wc · f_θ (x) τ })]

= − M∑ c=1 πc τ ‖W̄c‖^2 + M∑ c=1 πcE x∼p_c [ log (_M ∑ y=1 exp {¯ Wy · f_θ (x) τ })] . (30)

Combining (29) and (30) , we get

L^{sup}_{Dsup} (θ, W̄ ) ≤ L^{un}_{Dun} (θ, ppos).

Second step: We start with decomposing the L^{un}_{Dun} (θ, ppos)

L^{un}_{Dun} (θ, ppos) = E_{(x,x+ )∼ppos,x}−_{1:K ∼pdata} − log exp {_{fθ (x)·fθ (x}+_) τ } exp {_{fθ (x)·fθ (x+)} τ } +^β_K ∑_K k=1 exp {_{fθ (x)·fθ (x}−_{k )} τ } = E_{(x,x+ )∼ppos,x}−_{1:K ∼pdata} [ − f_θ (x) · f_θ (x^+) τ + log ( exp { f_θ (x) · f_θ (x+) τ }

+ β K K∑ k=1 exp { f_θ (x) · f_θ (x−_k ) τ })] . The first term of L^{un}_{Dun} (f_θ ) is the same as the first term of L^{un}_{Dun} (f_θ ). Thus, we only have to deal with the second terms of both quantities. We have E x∼p_{data} [ log ( E_x−_{∼pdata} [ exp { f_θ (x) · f_θ (x^−) τ }])] + log β = E x∼p_{pos} [ log ( βE_x−_{∼pdata} [ exp { f_θ (x) · f_θ (x^−) τ }])]

Therefore, L^{un}_{Dun} (θ, ppos) − L^{un}_{Dun} (θ, ppos) = E_{(x,x+ )∼ppos ,x}−_{1:K ∼pdata} [ log ( βE_x− [ exp { f_θ (x) · f_θ (x^−) τ }]) −

log ( exp { f_θ (x) · f_θ (x+) τ } + β K K∑ k=1 exp { f_θ (x) · f_θ (x−_k ) τ }) ]

Denote 1 K K∑ k=1 exp { f_θ (x) · f_θ (x−_k ) τ } − E_x− [ exp { f_θ (x) · f_θ (x−) τ }] := Yn

E_x− [ exp { f_θ (x) · f_θ (x−) τ }] := αx exp { f_θ (x) · f_θ (x+) τ } := Z. The inner part of the expectation E_{(x,x+ )∼ppos,x}−_{1:K ∼pdata} is written as log ( βαx ) − log ( β(Yn + αx) + Z ) = − log βYn + βαx + Z βαx = − log ( 1 + Z βαx + Yn αx )

= − log ( 1 + Z βαx ) − log ( 1 + Yn/αx 1 + Z/(βαx) )

Thus, we get E_{(x,x+ )∼ppos ,x}−_{1:K ∼pdata} [ − log ( 1 + Z βαx ) − log ( 1 + Yn/αx 1 + Z/(βαx) )] = E_{(x,x}+_{)∼ppos} [ − log ( 1 + Z βαx )] + E_{(x,x+ )∼ppos,x}−_{1:K ∼pdata} [ − log ( 1 + Yn/αx 1 + Z/(βαx) )] . We also have exp(−1/τ ) ≤ exp {_{fθ (x)·fθ (x−)} τ } ≤ exp(1/τ ). It follows that exp(−1/τ ) ≤ Z, αx ≤ exp(1/τ ). Then we deduce bounds for other quantities 1 β exp(−2/τ ) ≤ Z βαx ≤ 1 β exp(1/τ ) exp(1/τ ) = 1 β exp(2/τ ) exp(−2/τ ) ≤ Yn + αx αx ≤ exp(2/τ )

exp(−2/τ ) − 1 ≤ Yn αx ≤ exp(2/τ ) − 1

exp(−2/τ ) − 1 ≤ Yn αx + Z βαx ≤ 1 β exp(2/τ ) + exp(2/τ ) − 1 Yn/αx 1 + Z/(βαx) ≥ exp(−2/τ ) − 1 1 +^1_β exp(−2/τ ) In both terms inside the expectation E_{(x,x+ )∼ppos ,x}−_{1:K ∼pdata} , we have the form log(1 + t).

For t > 0, we use the inequality log(1 + t) ≤ t.

For −1 < t < 0 we have | | log(1 + t) | | = | | log 1 1 − |t| | | = | | log(1 + |t| + |t|^2 + . . .) | | ≤ |t| + |t|^2 + . . . + |t|^m + . . . = |t| 1 1 − |t| . Use these inequalities for log(1 + t), we get | | − log (1 + Yn/αx 1 + Z/(βαx) )| | ≤ | | Yn/αx 1 + Z/(βαx) | | × 1 1 +^{exp(−2/τ )−1}

1+ 1β exp(−2/τ ) = | | Yn/αx 1 + Z/(βαx) | | × 1 +^1β exp(−2/τ ) (1 + 1/β) exp(−2/τ ) ≤ | | Yn/αx 1 + Z/(βαx) | | exp(2/τ ). By Cauchy-Schwarz inequality, E_x−_{1:K ∼pdata} |Yn| ≤ √ E_x−_{1:K} [Y^2_n ] ≤ √ exp(2/τ ) − exp(−2/τ ) K .

Therefore, | | |E (x,x^+ )∼ppos,x^−_{1:K} ∼p_{data} [ − log ( 1 + Yn/αx 1 + Z/(βαx) )]| | | ≤ E^{(x,x+ )∼p}pos E^x1:K^{∼p}data | | | Yn/αx 1 + Z/(βαx) | | | × exp(2/τ ) ≤ 1 αx exp(2/τ ) × √ exp(2/τ ) − exp(−2/τ ) K = O(K^{−1/2} ).

For the other term inside E_{(x,x}+_{)∼ppos ,x1:K ∼pdata}

E_{(x,x}+_{)∼ppos} [ − log ( 1 + Z βαx )]

is a constant and negative, its absolute value is bounded by

E_{(x,x}+_{)∼ppos} [ log ( 1 + Z βαx )] ≤ E_{(x,x}+_{)∼ppos} Z βαx ≤ 1 β exp(2/τ ).

For a lower bound of log(1 + t), we have

e^{11+t −1} ≥ 1 1 + t

⇒ e^{1t+1} ≥ e 1 + t

⇒ (1 + t)e^{11+t} ≥ e ⇒ (1 + t) ≥ e^{t1+t} ⇒ log(1 + t) ≥ t 1 + t . Hence, E_{(x,x+)∼ppos} [ log ( 1 + Z βαx )] ≥ E_{(x,x+)∼ppos} [ Z/(βα_x) 1 + Z/(βαx) ] ≥ E_{(x,x+)∼ppos} [ Z βαx ] × 1 1 +^1_β exp(2/τ ) ≥ 1 β exp(−2τ ) 1 +^1_β exp(2/τ ) . Together, we have

L^{un}_{Dun} (θ, ppos) − L^{un}_{Dun} (θ, ppos) = E_{(x,x}+_{)∼ppos} [ log ( 1 + Z βαx )] + O ( 1 √ K ) = O ( 1 β ) + O ( 1 √ K ) . Last step: We have

L^{sup}_{Dsup} (θ, W̄ ) ≥ inf_W L^{sup}_{Dsup} (θ, W ) = L^{sup}_{Dsup} (θ).

It follows that

L^{sup}_{Dsup} (θ) ≤ L^{un}_{Dun} (θ, ppos) − O ( 1 √ K ) − log(β) − O ( 1 β ) .

(2) It appears that Dv ( q^{aW̄ ,θ}_{adv} , qdata ) ≤ max_{a∈A} Dv (q^a, qdata) , (31)

because a¯_{W ,θ} ∈ A.

By combining (27), (28), and (31), we reach the conclusion.

Inequality (26) indicates that to achieve min_θ L^{adv}_{Dsup} (θ, a), we can alternatively minimize its upper-bound which is relevant to L^{un}_{Dun} (θ). Unfortunately, minimizing L^{un}_{Dun} (θ, ppos) directly is intractable due to the unknown general distribution Dun. The following theorem resolves this issue and also signifies the concept of sharpness for the feature extractor f_θ .

Theorem B.3. Under mild conditions, with the probability at least 1 − δ over the random choice of S ∼ D^N_{un}, we have the following inequality

L^{un}_{Dun} (θ, ppos) ≤ max θ′ :‖θ′−θ‖<ρ L^{un}_S ( θ^′ ) + 1 √ N [ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + L^2 8 + 2L + O ( log(N + T ) )] , where L =^2_τ + log(1 + β), T is the number of parameters in θ, and σ = ρ[ √ T + √ log (N)]^{−1}.

Proof. Given z = [ x, x^+, [ x^−_k ]_K k=1 ] where (x, x^+) ∼ ppos, x^−_{1:K}^{iid}∼ p_{data}. We recall the loss function is

ℓ(f_θ (x)) = − log exp {_{fθ (x)·fθ (x+)} τ }

exp {_{fθ (x)·fθ (x+)} τ } +^β_K ∑_K k=1 exp {_{fθ (x)·fθ (x−k )} τ }

= log exp {_{fθ (x)·fθ (x+)} τ } +^β_K ∑_K k=1 exp {_{fθ (x)·fθ (x−k )} τ } exp {_{fθ (x)·fθ (x+)} τ }

≤ log e^{1/τ} + βe^{1/τ} e^{−1/τ} = 2 τ + log(1 + β).

We use the PAC-Bayes theory for P = N (0, σ^2_P IT ) and Q = N (θ, σ^2IT ) are the prior and posterior distributions, respectively.

By using the bound in [52], with probability at least 1 − δ, we have

L^{un}_{Dun} (θ, Q) ≤ L^{un}_S (θ, Q) + 1 β [ KL(Q‖P ) + log 1 δ + Ψ(β, N) ] , where we have defined

Ψ(β, N) = log E P E_DN_{un} [ exp { β ( L^{un}_{Dun} (θ) − L^{un}_S (θ) )}] Since the loss function is bounded by L, we have Ψ(β, N) ≤ β^2L^2 8N . Thus, we get

L^{un}_{Dun} (θ, Q) ≤ L^{un}_S (θ, Q) + 1 β [ KL(Q‖P ) + log 1 δ + β^2L^2 8N ] . (32)

By Cauchy inequality, 1 β [ KL(Q‖P ) + log 1 δ + β^2L^2 8N ] = 1 β [ KL(Q‖P ) + log 1 δ ] + βL^2 8N ≥ √ KL(Q‖P ) + log^1_δ √ 2N × L ≥ √ KL(Q‖P ) √ 2N × L. (33) Since P and Q are Gaussian distribution, the KL divergence between Q and P is equal to

KL(Q‖P ) = 1 2 [ T σ2 + ‖θ‖2 σ^2_P

− T + T log σ^2_P σ^2 ] , where T is the number of coordinate of θ. Let us consider the KL divergence term KL(Q‖P ) as a function of σ^2_P , then its derivative with respect to σ^2_P is equal to T 1 σ^2_P − T σ^2 + ‖θ‖^2

σ^4_P = T σ^2_P [ 1 − σ^2 + ‖θ‖^2 /T σ^2_P ] , which is equal to zero when σ^2_P = σ^2 + ‖θ‖^2/T . Thus KL(Q‖P ) ≥ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) . Together with (33), we get 1 β [ KL(Q‖P ) + log 1 δ + β^2L^2 8N ] ≥ L √ 2N √ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) ≥ L. when ‖θ‖^2 ≥ T σ^2 [ exp^{4N}_T − 1 ] . Since the loss function ℓ is bounded by L, if ‖θ‖^2 ≥ T σ^2 [ exp^{4N}_T − 1 ] , then the RHS of (32) is already greater than L. Therefore, we only need to consider the case that ‖θ‖^2 ≤ T σ^2 [ exp^{4N}_T − 1 ] .

We need to specify P in advance, since it is a prior distribution. However, we do not know in advance the value of θ that affect the KL divergence term. Hence, we build a family of distribution P as follows: P = { Pj = N (0, σ^2_{Pj} IT ) : σ^2_{Pj} = c exp ( 1 − j T ) , c = σ^2 ( 1 + exp 4N T ) , j = 1, 2, . . . }

Set δj =^{6δ}_{π2 j2} , the below inequality holds with probability at least 1 − δj

L^{un}_{Dun} (θ, Q) ≤ L^{un}_S (θ, Q) + 1 β [ KL(Q‖Pj ) + log 1 δj + β^2L^2 8N ] . Thus, with probability 1 − δ the above inequalities hold for all Pj . We choose

j^∗ = ⌊ 1 + T log ( σ^2 ( 1 + exp{4N/T } ) σ^2 + ‖θ‖^2 /T )⌋ . Since^{‖θ‖2}_T ≤ σ^2 [ exp^{4N}_T − 1 ] , we get σ^2 +^{‖θ‖2}_T ≤ σ^2 exp^{4N}_T , thus j^∗ is well-defined. We also have

T log c σ^2 + ‖θ‖^2 /T

≤ j^∗ ≤ 1 + T log c σ^2 + ‖θ‖^2 /T

⇒ log c σ^2 + ‖θ‖^2/T ≤ j^∗ T ≤ 1 T + log c σ^2 + ‖θ‖^2/T ⇒ − 1 T + log σ^2 + ‖θ‖^2/T c ≤ −j^∗ T ≤ log σ^2 + ‖θ‖^2 /T c ⇒ e^{−1/T} σ^2 + ‖θ‖^2 /T c ≤ e^{−j∗/T} ≤ σ^2 + ‖θ‖^2/T c ⇒ σ^2 + ‖θ‖^2 T ≤ ce^{1−j} ∗ T ≤ e^{1T} ( σ^2 + ‖θ‖^2 T )

⇒ σ^2 + ‖θ‖^2 T ≤ σ^2_{Pj∗} ≤ e^{1T} ( σ^2 + ‖θ‖^2 T ) . Hence, we have KL(Q‖Pj∗ ) = 1 2 [ T σ2 + ‖θ‖2 σ^2_{Pj∗} − T + T log σ^2_{Pj}∗ σ^2 ] ≤ 1 2 [ T σ2 + ‖θ‖2 σ^2 + ‖θ‖^2/T

− T + T log e^{1/T} ( σ^2 + ‖θ‖^2 /T ) σ^2 ]

≤ 1 2 [ 1 + T log ( 1 + ‖θ‖^2 T σ^2 )] . For the term log^1_{δj∗} , use the inequality log(1 + e^t) ≤ 1 + t for t > 0, log 1 δj∗ = log

(j^∗)^2π^2 6δ = log 1 δ + log ( π2 6 ) + 2 log(j^∗)

≤ log 1 δ + log π^2 6 + 2 log ( 1 + T log σ^2 ( 1 + exp(4N/T ) ) σ^2 + ‖θ‖^2 /T )

≤ log 1 δ + log π^2 6 + 2 log ( 1 + T log ( 1 + exp(4N/T ) ))

≤ log 1 δ + log π^2 6 + 2 log ( 1 + T ( 1 + 4N T ))

≤ log 1 δ + log π^2 6 + log(1 + T + 4N).

Choosing β = √ N, with probability at least 1 − δ we get 1 β [ KL(Q‖Pj∗ ) + log 1 δj∗ + β^2L^2 8N ] ≤ 1 √ N [ 1 2 + T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + 6 log(N + T ) ] + L^2 8 √ N Since ‖θ^′ − θ‖^2 is T chi-square distribution, for any positive t, we have P ( ‖θ^′ − θ‖^2 − T σ^2 ≥ 2σ^2 √ T t + 2tσ^2 )) ≤ exp(−t). By choosing t =^1_2 log(N), with probability 1 − N^{−1/2}, we have

‖θ^′ − θ‖^2 ≤ σ^2 log(N) + T σ^2 + σ^2 √ 2T log(N) ≤ T σ^2 ( 1 + √ log(N) T )_2 .

By setting σ = ρ × (√ T + √ log(N) )_{−1} , we have ‖θ^′ − θ‖^2 ≤ ρ^2. Hence, we get LS ( θ^′, N (θ, σ^2IT ) ) = E_θ′_{∼N (θ,σ}2_{IT )}E S [ f_θ′ ] = ∫ ‖θ′−θ‖≤ρ E S [ f_θ′ ] dN (θ, σ^2IT ) + ∫ ‖θ′−θ‖>ρ E S [ f_θ′ ] dN (θ, σ^2IT ) ≤ ( 1 − 1 √ N ) max ‖θ′−θ‖≤ρ LS (θ^′) + 1 √ N L ≤ max ‖θ′−θ‖2 ≤ρ LS (θ^′) + 2L √ N . Together,

L^{un}_{Dun} (θ, ppos) ≤ max θ′ :‖θ′−θ‖<ρ L^{un}_S (θ, ppos) + 1 √ N [ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + O ( log(N + T ) ) + L^2 8 + 2L ] .

We note that the proof in [18] invoked the McAllester PAC-Bayesian generalization bound [51], hence only applicable to the 0-1 loss in the binary classification setting. Ours is the first work that proposes and devises sharpness-aware theory for feature extractor in the context of SSL. Additionally, the proof of our theory employs the PAC-Bayesian generalization bound [52] to deal with the more general InfoNCE loss. Eventually, by leveraging Theorems B.2 and B.3, we reach the following theorem.

Theorem B.4. Under mild conditions, with the probability at least 1 − δ over the random choice of S ∼ D^N_{un}, we have the following inequality

L^{adv}_{Dsup} (θ, a) ≤ [ max ‖θ′−θ‖≤ρ L^{un}_S ( θ^′, ppos ) +B(T, N, δ, ‖θ‖)+A (K, β) ] 1_2 [

1+max_{a∈A} Dv (q^a, q_{data})^{12} ] , (34)

where we have defined B(T, N, δ, ‖θ‖) = 1 √ N [ T 2 log ( 1 + ‖θ‖^2 T σ^2 ) + log 1 δ + L^2 8 + 2L + O (log (N + T )) ] .

Proof. This is a direct consequence of Theorems B.2 and B.3.

Remark B.5. Inequality (34) shows that minimizing the adversarial loss L^{adv}_{Dsup} (θ, a) with respect to θ requires minimizing the sharpness-aware unsupervised InfoNCE loss: max_{‖θ}′_{−θ‖≤ρ} L^{un}_S (θ) and the divergence: maxa∈A Dv (q^a, q_{data}). While the sharpness-aware unsupervised InfoNCE loss is straightforward, the divergence term maxa∈A Dv (q^a, qdata) requires further derivations, which will be clarified in the next section.

We now develop another upper bound for the adversarial loss L^{adv}_{Dsup} (θ, a). Given a stochastic map a ∈ A, we define the hybrid positive p^a_{pos}(x, x^+) distribution induced by a as p^a_{pos}(x, x^+) = ∑_M c=1 πcpc (x) p^a_c ( x^+ ) , where p^a_c = a#pc.

Additionally, by its definition, the hybrid positive distribution p^a_{pos}(x, x^+) consists of the positive pairs of a benign example x with the label c and an adversarial example x^+ formed by applying the stochastic map a to an another benign example x^′. The following theorem gives us another upper bound on the the adversarial loss L^{adv}_{Dsup} (θ, a).

Theorem B.6. The adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ [ max_{a∈A} { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( exp { 1 τ } + 1 τ ) Du (q^a, qdata) } + A (K, β) ]_{1/2} , (35) where A(K, β) = −O (_{1√} K ) − log β − O (_1 β ) , Du is a f-divergence with the convex function u(t) = |t − 1|, and L^{un}_{Dun} ( θ, p^a_{pos} ) is similar to L^{un}_{Dun} (θ, ppos) in Eq. (14) except that the positive pairs (x, x^+) ∼ p^a_{pos}.

Proof. We start with

L^{adv}_{Dsup} (W, θ, a) = E_{(x,y)∼Dsup} [ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} ]

= ∫ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} pdata (x, y) dxdy = ∫ τCE (W f_θ (a_{W,θ} (x)) , y)^{1/2} pdata (x, y)^{1/2} pdata (x, y)^{1/2} dxdy (1) ≤ [∫ τCE (W f_θ (a_{W,θ} (x)) , y) pdata (x, y) dxdy ]_{1/2} [∫ pdata (x, y) dxdy ]_{1/2}

= [∫ τCE (W f_θ (a_{W,θ} (x)) , y) pdata (x, y) dxdy ]_{1/2} . (36)

Note that in^{(1)}≤ , we use the Cauchy-Schwarz inequality.

Let us denote L̃^{adv}_{Dsup} (W, θ, a) = ∫ τCE (W f_θ (a_{W,θ} (x)) , y) pdata (x, y) dxdy. We also denote W̄c = E_{x∼p}aW,θ_c [f_θ (x)] and W̄ = [¯ Wc ] c. We then have

L^{adv}_{Dsup} (θ, a) = min_W L^{adv}_{Dsup} (W, θ, a) ≤ L^{adv}_{Dsup} (¯ W , θ, a ) ≤ L̃^{adv}_{Dsup} (¯ W , θ, a )_{1/2} . We manipulate L̃^{adv}_{Dsup} (¯ W , θ, a ) as L̃^{adv}_{Dsup} (W̄ , θ, a) = E_{( x,y)∼Dsup} [τ_{CE} (W̄ .f_θ (a_{W,θ} (x)) , y)] =^M ∑ c=1 πcE x∼p_c [ τCE (¯ W .f_θ (a_{W,θ} (x)) , c )]

= − M∑ c=1 πcE x∼p_c [ log exp {¯ Wc.f_θ (a_{W,θ} (x)) /τ } ∑_M y=1 exp {¯ Wy.f_θ (a_{W,θ} (x)) /τ } ]

= − M∑ c=1 πcE x∼p_c [ W̄_c.f_θ (a_{W,θ} (x)) τ − log (_M ∑ y=1 exp {¯ Wy.f_θ (a_{W,θ} (x)) τ })]

= − M∑ c=1 πc τ W̄_c.E_{x∼paW,θc} [f_θ (x)] +^M ∑ c=1 πcE_{x∼p}aW,θ_c [ log (_M ∑ y=1 exp {¯ Wy.f_θ (x) τ })]

= − M∑ c=1 πc τ ‖W̄c‖^2 + M∑ c=1 πcE_{x∼p}aW,θ_c [ log (_M ∑ y=1 exp {¯ Wy.f_θ (x) τ })] . (37)

Define p̃^{aW,θ}_{pos} ( x, x^+ ) = ∑ c πcp^{aW,θ}c (x) p^{aW,θ}c ( x^+ ) with p^{aW,θ}c = a_{W,θ} #pc and p^{aW,θ}_{data} = a_{W,θ} #pdata = ∑ c πcp^{aW,θ}c , we then have L̄^{un}_{Dun} (θ, p̃^{aW,θ}_{pos} ) = E ( x,x^+)∼p̃^{aW,θ}pos [ − 1 τ f_θ (x) .f_θ ( x^+ ) ] + E_{x∼p}aW,θ_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]]

=E(_{x,x+})_{∼p̃}aW,θ_{pos} [ − 1 τ f_θ (x) .f_θ ( x^+ ) ] + E_{x∼p}aW,θ_{data} [ log (_M ∑ c=1 πcE_x−_{∼pc} [ exp { f_θ (x) .f_θ ( x^− ) τ }])]

≥E(_{x,x+})_{∼p̃}aW,θ_{pos} [ − 1 τ f_θ (x) .f_θ ( x^+ )] + E_{x∼p}aW,θ_{data} [ log (_M ∑ c=1 πc exp { f_θ (x) .E_x−_{∼pc} [ f_θ ( x^− )] τ })]

= − 1 τ M∑ c=1 πcE_{x,x+ ∼p}aW,θ_c [ f_θ (x) .f_θ ( x^+ )] + E_{x∼p}aW,θ_{data} [ log (_M ∑ c=1 πc exp { Wc.f_θ (x) τ })]

= − 1 τ M∑ c=1 πcE_{x∼p}aW,θ_c [f_θ (x)] .E_{x+ ∼p}aW,θ_c [ f_θ ( x^+ )] + E_{x∼p}aW,θ_{data} [ log (_M ∑ c=1 πc exp { Wc.f_θ (x) τ })]

= − M∑ c=1 πc τ ‖W̄c‖^2 + M∑ c=1 πcE_{x∼p}aW,θ_c [ log (_M ∑ y=1 exp {¯ Wy.f_θ (x) τ })] . (38)

Therefore, from (37) and (38), we reach L̃^{adv}_{Dsup} (W̄ , θ, a) = L̄^{un}_{Dun} (θ, p̃^{aW,θ}_{pos} ) .

With p^{aW,θ}_{pos} ( x, x^+ ) = ∑ c πcpc (x) p^{aW,θ}c ( x^+ ) , we define L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) = E ( x,x^+)∼p^{aW,θ}pos [ − 1 τ f_θ (x) .f_θ ( x^+ ) ] +E x∼p_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]] . We then have L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) − L̄^{un}_{Dun} (θ, p̃^{aW,θ}_{pos} ) = A + B, where we have defined A = 1 τ ∑ c πcE_{x+ ∼p}aW,θ_c [ f_θ ( x^+ )] · ( E x∼p_c [f_θ (x)] − E_{x∼p}aW,θ_c [f_θ (x)] )

= 1 τ ∑ c πcE_{z∼q}aW,θ_c [z] · ( E z∼q_c [z] − E_{x∼q}aW,θ_c [z] )

B = E x∼p_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]] − E_{x∼p}aW,θ_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]]

= E z∼q_{data} [ log E_z−_{∼qdata} [ exp { z.z^− τ }]] − E_{z∼q}aW,θ [ log E_z−_{∼qdata} [ exp { z.z^− τ }]]

It appears that |A| ≤ 1 τ ∑ c πc‖E_{z∼q}aW,θ_c [z] ‖‖E_{z∼q}aW,θ_c [z] − E x∼q_c [z] ‖ = 1 τ ∑ c πc‖E_{z∼q}aW,θ_c [z] ‖‖E_{z∼q}aW,θ_c [z] − E x∼q_c [z] ‖ ≤ 1 τ ∑ c πcE_{z∼q}aW,θ_c [‖z‖] ‖E_{z∼q}aW,θ_c [z] − E x∼q_c [z] ‖ (thanks to ‖z‖ = 1) ≤ 1 τ ∑ c πc‖E_{z∼q}aW,θ_c [z] − E x∼q_c [z] ‖ = 1 τ ∑ c πc‖ ∫ z ( q^{aW,θ}c (z) − qc (z) ) ‖dz ≤ 1 τ ∑ c πc ∫ ‖z‖ | |q^{aW,θ}_c (z) − q_c (z) | | dz (thanks to ‖z‖ = 1)

= 1 τ ( ∑ c πc ∫ | | | q^{aW,θ}c (z) qc (z) − 1 | | | q^c (z) dz ) = 1 τ Du (q^{aW,θ} , qdata) , where we define Du (q^{aW,θ} , qdata) = ∑ c πcDu ( q^{aW,θ}_c , qc ) . |B| = | | | ∫ (qdata (z) − q^{aW,θ} (z)) log E_z−_{∼qdata} [ exp { z.z^− τ }] dz | | | ≤ ∫ |qdata (z) − q^{aW,θ} (z)| exp { 1 τ } dz ≤ exp { 1 τ } ∫ | | | q^{aW,θ} (z) qdata (z) − 1 | | | q^{data} (z) dz ≤ exp { 1 τ } ∑ c πc ∫ | | | q^{aW,θ}c (z) qc (z) − 1 | | | q^c (z) dz = exp { 1 τ } Du (q^{aW,θ} , qdata) . Therefore, we have L̃^{adv}_{Dsup} (W̄ , θ, a) = L̄^{un}_{Dun} (θ, p̃^{aW,θ}_{pos} ) ≤ L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) + D_u (q^aW,θ , q_{data}) ( exp { 1 τ } + 1 τ ) .

L^{adv}_{Dsup} (θ, a) ≤ L̃^{adv}_{Dsup} (¯ W , θ, a )_{1/2} ≤ [ L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) + D_u (q^aW,θ , q_{data}) ( exp { 1 τ } + 1 τ )]_{1/2}

≤ [ L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) + max_{a∈A} D_u (q^a, q_{data}) ( exp { 1 τ } + 1 τ )]_{1/2}

We now handle L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) = E ( x,x^+)∼p^{aW,θ}pos [ − 1 τ f_θ (x) .f_θ ( x^+ ) ] +E x∼p_{data} [ log E_x−_{∼pdata} [ exp { f_θ (x) .f_θ ( x^− ) τ }]] . Using the same derivations as for L̄^{un}_{Dun} (θ, ppos) as in Theorem B.2, we obtain L̄^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) ≤ L^{un}_{Dun} (θ, p^{aW,θ}_{pos} ) + A (K, β) . Finally, we reach

L^{adv}_{Dsup} (θ, a) ≤ [ L^{un}_{Dun} ( θ, p^{aW,θ}_{pos} ) + Du (q^{aW,θ} , qdata) ( exp { 1 τ } + 1 τ ) + A (K, β) ]_{1/2}

≤ [ max_{a∈A} { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( exp { 1 τ } + 1 τ ) Du (q^a, qdata) } + A (K, β) ]_{1/2} .

Remark B.7. Theorem B.6 indicates that we need to find the adversary a that maximizes the InfoNCE loss over the hybrid adversarial positive distribution p^a_{pos} and the divergence on the latent space Du(q^a, qdata). This allows us to create strong adversarial examples that cause high InfoNCE values (i.e., z^a = f_θ (xa) is locally far from z = f_θ (x)), while the distribution of adversarial examples is globally far from the that of benign examples on the latent space. Eventually, the feature extractor f_θ is updated to minimize both the local distances and the global divergence.

Additionally, the adversarial InfoNCE term L^{un}_{Dun} ( θ, p^a_{pos} ) has the form of

L^{un}_{Dun} ( f_θ , p^a_{pos} ) = E ( x,x^+)∼p^a_{pos},x^−_{1:K}^{iid}∼ pdata [ − log exp {_{fθ (x).fθ} (_x^+) τ } exp {_{fθ (x).fθ} (_a(_x+)) τ } +^β_K ∑_K k=1 exp {_{fθ (x).fθ} (_x^−_k ) τ } ]

= E ( x,x^+)∼ppos,x^−_{1:K}^{iid}∼ pdata [ − log exp {_{fθ (x).fθ} (_a(_x^+)) τ } exp {_{fθ (x).fθ} (_x+) τ } +^β_K ∑_K k=1 exp {_{fθ (x).fθ} (_x^−_k ) τ } ] , (39)

which means that given the positive pair (x, x^+) having the same label, we find the adversarial example a(x^+) for x^+ that maximizes the InfoNCE loss as in Eq. (39). Note that according to Eq. (35), we actually need to seek adversarial examples a(x^+) to globally maximize a f-divergence between the benign and adversarial distributions.

Leveraging the upper bounds in Theorems B.4 and B.6, we arrive the final upper bound stated in the following theorem.

Theorem B.8. For any 0 ≤ λ ≤ 1, the adversarial loss L^{adv}_{Dsup} (θ, a) can be further upper-bounded by

L^{adv}_{Dsup} (θ, a) ≤ λ [ max_{a∈A} { L^{un}_{Dun} ( θ, p^a_{pos} ) + ( exp { 1 τ } + 1 τ ) Du (q^a, qdata) } + A (K, β) ]_{1/2}

+ (1 − λ) [ max ‖θ′ −θ‖≤ρ L^{un}_S ( θ^′, ppos ) + B(T, N, δ, ‖θ‖) + A (K, β) ] 1_2 [

1 + max_{a∈A} Dv (q^a, q_{data})^{12} ] . (40)

Proof. This is a direct consequence of Theorems B.4 and B.6.

C Algorithm

We present the algorithm for our Global-Local Adversarial Self-Supervised Learning in Algorithm 1. Briefly, it contains four main steps: First, two augmentation views of the original mini-batch of clean images are created. Second, adversarial images corresponding to one of the two views are generated. This step realizes the local and global views when generating adversaries: maximize the InfoNCE loss on the adversarial and the other view of benign examples; and minimize the discriminator loss, i.e. Binary Cross Entropy loss, on the adversaries. The discriminator loss minimization makes the model know that the adversaries are fake data, thus further forces them to be distinguished from their clean counterparts in the latent space. Third, freeze the parameters of the main network and update those of the discriminator such that the model can distinguish the adversaries and the clean samples, i.e. minimize two corresponding BCE losses. Finally, freeze the discriminator’s parameters, update those of the main network such that the InfoNCE loss is minimized and the discriminator losses are maximized. This step ensures that the learnt main model can capture the invariance between adversarial and clean samples, thus becomes more robust against adversarial pertubations.

Algorithm 1: Adversarial Self-Supervised Learning with Global and Local information Input :Mini-batch of clean images x; Pool of augmentations T ;

Main network f_θ; Discriminator D_ϕ;

Learning rate for main network η, for discriminator η_d; Attacker a; ϵ-Ball B_ϵ(.).

Result :θ, ϕ.

1. Sample two augmentations τ_i, τ_j ∼ T Get two augmentation views x_i = τ_i(x), x_j = τ_j (x). 2. Generate the adversarial images x^a_j

x^a_j = argmax_xa_{j ∈Bϵ (xj )}[InfoNCE(f_θ(x_i), f_θ(x^a_j )) − λ_{global}BCE(D_ϕ(f_θ(x^a_j )), 0)].

3. Update discriminator’s parameters ϕ by minimizing 1 2 [BCE(D_ϕ(f_θ(x_j )), 1) + BCE(D_ϕ(f_θ(x^a_j )), 0)].

4. Update main network’s parameters θ by minimizing

λ_{benign}InfoNCE(f_θ(x_i), f_θ(x_j )) + InfoNCE(f_θ(x_i), f_θ(x^a_j )) − λ_{global} 2 [BCE(D_ϕ(f_θ(x^a_j )), 0) + BCE(D_ϕ(f_θ(x_j )), 1)],

with SAM optimization applied on the first term.

D Additional Experiments

This section will include details for the experimental settings, implementation and results in the main paper, along with additional experiments on Cifar-100 dataset. Our code is available at: https://anonymous.4open.science/r/rosa-D175

D.1 Implementation Details

As mentioned in the main paper, to take into account the global divergence between adversarial examples and their benign counterparts, we use generative adversarial network, GAN [53]. Specifically, we additionally use a discriminator which takes the output of the projection head as input, and returns the probability that the given sample is clean. We thus choose an one-layer perceptron 128 × 1 for its architecture. Moreover, the discriminator’s objective is to quantify the global divergence between adversaries and clean examples, thus we choose its loss function to be the Binary Cross Entropy loss. The labels for benign and adversarial examples are 1 and 0 respectively, where 1 (0) is a vector with all the elements are 1 (0).

When applying SAM to the benign term loss, our optimization procedure is as follows: First, compute the gradient of other terms in the total loss with respect to the current model parameters and save it as g_{other}. Second, zero out current gradient then follow the procedure of SAM to compute the SAM gradient of only the benign term, g_{benign} . Then average g_{other} and g_{benign} to get the final gradient update.

D.2 Experimental Settings

General Settings: Cifar-100 consists of 50000 training images and 10000 test images over 100 classes. All the images are in the shape of 3 × 32 × 32. We apply on this dataset the same list of augmentations as for Cifar-10 [2], except the pixel values are are scaled to the range [0, 1] without normalization. We also use the same backbone, projection head, classification head and discriminator as for Cifar-10 to run on Cifar-100.

SSL Settings: For two datasets, the default training configuration of the discriminator is as follows: The optimizer is plain SGD with the learning rate of 0.5, λ_{global} is 0.5. For sharpness-aware minimization, we adopt A-SAM [57] with ρ = 1.0.

D.3 Experimental Results

In this part, for the ease of readability, we repeat the results on Cifar-10 in Table 5, and present additional results on Cifar-100 in Table 4.

From Table 4, first, consider settings without D and without SAM, it can be seen that as we increase λ_{benign} , clean and robust accuracy under LE and AT-LE both increase. Furthermore, when the benign term loss is incorporated with SAM, i.e. settings with SAM and without D, the model performance can be further improved.

Second, consider settings without SAM, with the introduction of the discriminator, model achieves better robust accuracy in all settings except the one under AT-LE with λ_{benign} = 2.0 in which comparable value is obtained. Interestingly, clean accuracy is also improved consistently over all settings.

Finally, when combining SAM and D, full method, we can generally improve clean and robust accuracy. In particular, when λ_{benign} = 1.0, our full method obtains the highest scores; when λ_{benign} = 0.5, under AT- LE, it outperforms other variants; and when λ_{benign} = 2.0, it obtains the highest robust performance and comparable clean accuracy to its variants.

Table 4: Clean and robust accuracy of a ResNet-18 model trained with and without our method’s components, across different weighting for the benign loss term. Dataset: Cifar-100.

λ_{benign} SAM D

LE AT-LE

Clean Adv. Clean Adv.

0 � � 26.23 13.86 23.47 14.95 � � 27.45 14.44 24.94 15.65

0.5 � � 31.70 15.06 27.53 16.25 � � 32.19 15.44 27.88 16.40 � � 31.79 15.14 27.67 16.28 � � 32.94 15.31 28.76 16.79

1.0 � � 36.35 16.11 31.22 17.32 � � 36.81 16.63 31.77 17.78 � � 36.58 16.37 31.32 17.79 � � 37.72 17.02 32.34 17.99

2.0 � � 43.36 17.06 35.65 18.88 � � 43.86 17.43 35.90 18.83 � � 43.58 17.29 35.94 18.94 � � 43.26 17.62 35.72 18.98

Table 5: Clean and robust accuracy of a ResNet-18 model trained with and without our method’s components, across different weighting for the benign loss term. Dataset: Cifar-10.

λ_{benign} SAM D

LE AT-LE

Clean Adv. Clean Adv.

0 � � 70.54 38.97 66.28 42.73 � � 71.04 39.08 66.15 42.57

0.5 � � 77.54 40.72 72.84 44.23 � � 77.66 40.83 73.32 44.46 � � 77.83 40.09 73.33 44.23 � � 77.76 40.05 73.35 44.17

1.0 � � 81.14 41.08 76.36 44.69 � � 81.02 41.34 76.95 44.90 � � 81.31 41.14 76.98 44.95 � � 81.64 41.23 77.33 45.28

2.0 � � 84.80 41.78 81.35 45.71 � � 84.12 41.93 80.92 45.89 � � 85.09 41.97 81.64 46.30 � � 85.01 41.82 81.86 46.45