
DFIR NetWars is focused on digital forensics, incident response, threat hunting, and
malware analysis, this tool-agnostic approach covers everything from low-level
artifacts to high-level behavioral observations. 

Recommended for: Experienced Digital Forensic Analysts, Forensic Examiners, Media
Exploitation Examiners, Malware Analysts, Incident Responders, Threat Hunters,

Security Operations Center (SOC) Analysts, Law Enforcement Officers, Federal Agents,
Detectives, and Cyber Crime Investigators.

“Excellent instructors and content. NetWars is a must to reinforce your skills.”
- C. J. | Oracle America

Digital Forensics
Incident Response

Threat hunting
Database analysis
SIFT workstation
Media exploitation
Artifact analysis
Rapid triage

Processor: 64-bit, x86, 2.0
GHz+
Memory: 16GB
HD: 200GB+ Free
Interface: USB 3.0 type A
 VMware

Disciplines Example Topics Computer Requirements

Interactive Scenario:
As a DFIR specialist, you are provided with

evidence files from a series of mysterious

compromised systems and conventional

computing environments. Your mission? Use your

DFIR skills to shed light on attack vectors,

indicators of compromise, and other evidence

needed to resolve the incident.

CPEs: Up to 6
Delivery: In-person, online, hybrid
Leaderboard: Yes
Levels: Mid, Senior, and Elite 
Minimum Seats: 25
Moderator Required: Yes
Player Mode: Solo & Team
Run Time: 6h
Scorecard: Yes

Key Specs

For more information, speak with a SANS Advisor at sans.org/cyber-ranges/contact

https://www.sans.org/cyber-ranges/contact/
https://www.sans.org/cyber-ranges/contact/

