Samsung Bixby Developer Portal Privacy Policy

Effective Date: 11th January 2022

Samsung Electronics Co., Ltd. and its affiliated companies and subsidiaries (“Samsung” or
“we” or “our”) respect your concerns about privacy. Your use of the Samsung Bixby
Developer Portal is governed by the Samsung Privacy Policy for the U.S., which can be
found at https://www.samsung.com/us/account/privacy-policy/ (“Samsung Privacy Policy”).

In addition to your rights and responsibilities under the Samsung Privacy Policy, this Bixby
Developer Privacy Policy provides an overview of our information practices with respect to
personal information collected through Samsung Bixby Developer Portal or other services
that link or refer to this Privacy Policy (collectively, the “Developer Services”).

It is important that you check back often for updates to the Bixby Developer Privacy Policy. If
we update the Bixby Developer Privacy Policy and you use our Developer Services after the
update, you consent to the new practice(s) identified in the update, although we also may let
you know about changes we consider to be material by placing a notice on this website or
related online services. You can check the “effective date” posted at the top to see when the
Bixby Developer Privacy Policy was last updated.

What information do we collect about you?

We may collect various types of personal information in connection with the Developer
Services.
e We may collect any communications you send or deliver to us;
e We may collect data about your use of the Developer Services, including the time and
duration of your use; location; information stored in cookies that we have set on your
device.

We may use information we collect for the following purposes:

to provide products and services that you (or your employer) requested

to respond to your questions or requests for information;

to offer better and more customized Developer products and services

to understand the way you use the Developer Services so that we can

improve them and develop new products and services;

e to protect the rights, property, or safety of Samsung, or any of our
respective affiliates, business partners, employees or customers, for
example, in legal proceedings, internal investigations and investigations by
competent authorities; and

e otherwise with your consent or as described to at the time your information



is collected.

To whom do we disclose your information?

We may share your information with the following entities:
e Samsung affiliates;

third parties when necessary to provide you with requested products and services. For
example, we may disclose your payment data to financial institutions as appropriate to
process transactions that you have requested;

companies that provide services for or on behalf of us, such as companies that help

us with the billing process;

other parties: (i) to comply with the law or respond to compulsory legal process (such as
a search warrant or other court order); (ii) to verify or enforce compliance with the
policies governing our Developer Services; (iii) to protect the rights, property, or safety
of Samsung, or any of our respective affiliates, business partners, or customers; (iv) as
part of a merger or transfer, or in the event of a bankruptcy; and

with other third parties when you consent to or request such sharing.

Submissions that you make to public areas of a website, mobile application, or other online
service, such as bulletin boards may be viewable to other users of the Developer Services. We
do not control, and are not responsible for, how other users of the Developer Services may use
this information. For example, personal information that you submit in public areas could be
collected and used by others to send you unsolicited messages or for other purposes.

What do we do to keep your information secure?

We have put in place reasonable physical and technical measures to safeguard the information
we collect in connection with the Developer Services. However, please note that although we
take reasonable steps to protect your information, no website, Internet

transmission, computer system or wireless connection is completely secure.

Where do we transfer your information?

Your use or participation in the Developer Services may involve transfer, storage and processing
of your information outside of your country of residence, consistent with this policy. Please note
that the data protection and other laws of countries to which your information may be
transferred might not be as comprehensive as those in your country. We will take appropriate
measures, in compliance with applicable law, to ensure that your personal information remains
protected.

Can you access your information?



Under the laws of some jurisdictions, you may have the right to request details about the
information we collect about you and to correct inaccuracies in that information. We may
decline to process requests that are unreasonably repetitive, require disproportionate
technical effort, jeopardize the privacy of others, are extremely impractical, or for which access
is not otherwise required by local law. If you would like to make a request to access your
information, please contact our customer service department at
[bixby-support@samsung.com].

If you request deletion of personal information, you acknowledge that you may not be able to
access or use the Developer Services and that residual personal information may continue to
reside in Samsung's records and archives for some time, but Samsung will not use that
information for commercial purposes. You understand that, despite your request for deletion,
Samsung reserves the right to keep your personal information, or a relevant part of it, if
Samsung has suspended, limited, or terminated your access to the website for violating the
Samsung Terms of Use, when necessary to protect the rights, property, or safety of Samsung, or
any of our respective affiliates, business partners, employees or customers.

How long do we keep your information?

We take reasonable steps to ensure that we retain information about you only for so long as is
necessary for the purpose for which it was collected, or as required under any contract or by
applicable law.

Third-Party Links and Products on Our Services

Our Developer Services may link to third-party websites and services that are outside

our control. We are not responsible for the security or privacy of any information collected
by websites or other services. You should exercise caution, and review the privacy
statements applicable to the third-party websites and services you use.

Cookies, Beacons and Similar Technologies
We, as well as certain third parties that provide content, advertising, or other functionality on

our Developer Services, may use cookies, beacons, and other technologies in certain areas of our
Developer Services.

Cookies

Cookies are small files that store information on your computer, TV, mobile phone, or other
device. They enable the entity that put the cookie on your device to recognize you across



different websites, services, devices, and/or browsing sessions.
We use the following types of cookies on this website:

Essential Cookies: enable you to receive the services you request via our website. Without these
cookies, services that you have asked for cannot be provided. These cookies are automatically
enabled and cannot be turned off because they are essential to enable you to browse our
website. Without these cookies this Bixby Developer Center website
(https://bixbydevelopers.com/) could not be provided.

Cookie Domain Purpose

Login bixbydevelopers.com Keep login session

Analytical or performance cookies: allow us to recognise and count the number of visitors and
to see how visitors move around our website when they are using it. This helps us to improve
the way our website works, for example, by ensuring that users are finding what they are looking
for easily. This type of cookies is automatically disabled and can be configured to your particular
preferences. We will use these type of cookies for a period of 10 years.

Cookie Domain Purpose
Analytics amplitude.com Developer journey tracking, so that we can
make better product decisions

Other Local Storage

We, along with certain third parties, may use other kinds of local storage technologies, such as
Local Shared Obijects (also referred to as “Flash cookies”) and HTML5 local storage, in connection
with our services. These technologies are similar to the cookies discussed above in that they are
stored on your device and can be used to store certain information about your activities and
preferences. However, these technologies may make use of different parts of your device from
standard cookies, and so you might not be able to control them using standard browser tools
and settings. For information about disabling or deleting information contained in Flash cookies,
please click here.

Managing Cookies and Other Technologies

You can change your cookie preferences at any time by adjusting the cookie settings in the
toggle at the bottom left corner of this Bixby Developer Center website.

You can also update your browser settings at any time, if you want to remove or block cookies
from your device (consult your browser's "help" menu to learn how to remove or block cookies).
Samsung Electronics is not responsible for your browser settings. You can find good and simple
instructions on how to manage cookies on the different types of web browsers at


https://bixbydevelopers.com/
http://www.allaboutcookies.org/manage-cookies/

http://www.allaboutcookies.org .

Please be aware that rejecting cookies may affect your ability to perform certain transactions on
the website, and our ability to recognize your browser from one visit to the next.

Notice to California Residents
California Consumer Privacy Rights

You have certain choices regarding our use and disclosure of your personal information, as
described below.

® Access: You may have the right to request, twice in a 12-month period, that we
disclose to you the personal information we have collected, used, disclosed and
sold about you during the past 12 months.

o Deletion: You have the right to request that we delete certain personal
information we have collected from you.

e Shine the Light Request: You also may have the right to request that we provide you
with (1) a list of certain categories of personal information we have disclosed to third
parties for their direct marketing purposes during the immediately preceding calendar
year and (2) the identity of those third parties.

How to Submit a Request:

To submit an access or deletion request email your request to
bixby-support@samsung.com.

Verifying Requests:

To help protect your privacy and maintain security, we will take steps to verify your identity
before granting you access to your personal information or complying with your request. If you
have a Samsung.com account, we will verify your identity by requiring you to sign in to your
account. If you do not have a Samsung.com account, or an email address on file with us, then
there is no reasonable method by which we can verify your identity to the level of certainty
required by the CCPA. This is because historically Samsung has not linked device identifiers or
advertising IDs to named actual persons. Accordingly, if you do not have an account with us, or
an email address on file, and you request access to or deletion of your personal information,
we will not be able to process your request at this time.

To learn more about how your privacy rights. Please click on
https://www.samsung.com/us/account/privacy-policy/#6



http://www.allaboutcookies.org/

Contact

If you have any questions regarding this policy, please contact us at:
bixby-support@samsung.com.



