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Customer Question: Was the executable running in my machine really built
from the same source code files that | or your 3™ party evaluators / auditors have reviewed / analyzed ?

Microsoft Response: Would you feel more comfortable if there are additional artifacts
to resolve the Customer Question?



s that really the source code for this software?

- A generic issue of software -- including Open Source Software

s https://blogs.kde.org/2013/06/19/really-source-code-software

s https://blog.torproject.org/blog/deterministic-builds-part-one-
cyberwar-and-global-compromise

s https://wiki.debian.org/ReproducibleBuilds

s https://reproducible-builds.org/

% Video: https://www.sfscon.it/talks/you-think-youre-not-a-target-
a-tale-of-three-developers/

* Video: Hardware implants in the supply-chain

https://media.ccc.de/v/35¢c3-9597-modchips of the state#t=106
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The source / executable correspondence
guestion is asked more often than we think

equivalence can be demonstrated at scale. The NCSC has advised the
Oversight Board that the priority should be to rectify these underlying flaws as
part of Huawel's transformation plan. Unless and until this is done it is not
possible to be confident that the source code examined by HCSEC is precisely

that used to build the binaries running in the UK networks.

https://www.gov.uk/government/publications/huawei-cyber-security-evaluation-centre-oversight-board-annual-report-2019



Our approach

Based on the artifacts being generated by compiler/linker toolchains



Compiler Generated Artifacts

 Compiler reads source code files
e Compiler outputs a pair of files:
1.Executable (exe, dll, sys, etc) containing the machine
Instructions
2.Program Database (PDB) storing the debugging information
e Compiler computes strong hash values of source files
e Complier stores the hash values and the path names of source
files in the PDB
U computes the strong hash of the PDB or list of src hash values
e U stores the PDB or src hash list hash in a dir of the executable
d See https://msdn.microsoft.com/en-us/magazine/mt795185
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Artifact Interrelationship (following ECMA-335)
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On top of a stronger binding between the exe and PDB pair,

your digital signing of the exe enables the integrity and authenticity
of the PDB (which includes the source file hashes) as well as

the exe (which contains the actual compiled binary code)

See https://bit.ly/2EcdPEp for the detail of PDB checksum in Debug Directory



https://bit.ly/2EcdPEp

Confirm that a source file was used during
the compilation of an executable

* You compute the hash value of the source file in question
(certutil —hashfile from system32)

* You discover the PDB file pairing with the executable in
question (symchk from MSDN)

* You verify that the hash value that you just computed matches
the hash value with the same source file name in the PDB that
you just discovered

e See KB 3195907 (http://bit.ly/2gNthQk)

e Exactly what WinDbg does before using the source file



http://bit.ly/2gNthQk

Still not convinced ?

Customer request: | want to recompile your
sources to reproduce the executable files myself
and to compare the reproduced with the
original, as in the case of OSS

Microsoft Response: Please stop by
one of our Transparency Centers

See https://www.microsoft.com/en-us/securityengineering/gsp for details



https://www.microsoft.com/en-us/securityengineering/gsp
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Not as easy as one thought (2) — machine

Instruction compare

I
lea rdx,[??_C@_1BM@EJAOLIOM
MoV &Cx, esi
call NIPrintRuutinT
and ebx,0FFFFFFFDh
test sil bl
ie

lea rdx,[77_C@_1BK@CMDPMIAG
MoV &Cx, esi

call NIPrintRoutine

and ebx,0FFFFFFFBh

test ebx ebhx
ie

|
mov réd,ebx
lea rdx,[2?_C@_10@NCIOUNG@
MoV &Cx, esi
call NIPrintRoutine

lea rdx,[7?_C@_15JEKLLLNO@?S
MoV &Cx, esi
call NIPrintRoutine

mov rax,[rdi+28h]

BB B 11GiobaZeroGuid]

ine

mow rax,

EBE B [1GiobaZeroGuid+g]

P

lea rdx,[??_C@_13LBAGMAH@?!
MoV &Cx, esi

call NIPrintRoutine

lea rdx,[??_C@_1CE@HJDGBIMO
MoV &Cx, esi

call NIPrintRuutinT

lea rdx, [rsp+30h]

lea rex, [rdi+=28h]

call [__imp_UuidToStringA]

nop [rax+rax]

mov ecx,esi

test eax eax

ine

mov r3,[rep+30h]
lea rdx,[??_C@_17LGGGMO0B@
call NIPrintRoutine
| .

m—
ana e0x,Ur FEFEEEDn
test silbl

ie

lea rdx,[??_C@_1BK@CMDPMIAG
MoV ECx,esi

call NIPrintRoutine

and ebx, 0FFFFFFFBh

test bl2
ie

lea rdx,[??7_C@_1BK@KICPJPEC@
MoV ecx,esi
call NIPrintRoutine

and ebx, OFFFFFFFTh

test bl 10h
ie

lea rdx,[?7_Ci@_1BE@MCGODAB!
MoV ecx,esi
call NIPrintRoutine

and ebx,0FFFFFFEFh

test bl,20h
e

lea rdx, [?7_C@_1BM@NFFKOAGH
MoV ecx,esi
call MIPrintRoutine

and ebx, 0FFFFFFDFh

test bl 40h
e

lea rdx [??_C@_1BE@IDCFOFLGE
MoV ecx,esi
call NIPrintRoutine

and ebx, 0FFFFFFEFh

test bl,bl
jns

lea rdx,[??_C@_19EMHEBALG@?
mov &cx, &si
call NIPrintRoutine

bitr ebx, 7

bt ebx,8
jae

S O N O




Need special support from compiler/linker

toolchains

e 1980’s Apollo DSEE (Domain Software Engineering
Environment) reproduced an executable in a bit-by-bit
identical manner

e Visual Studio 2019 C++ compiler/linker supports
“/experimental:deterministic” and
“/pathmap:<SOURCE>=<DEST>" flags

 VVisual Studio 2019 CSC compiler supports
“-deterministic” and “-pathmap:<SOURCE>=<DEST>" flags

e LLVM Clang toolchain, GCC toolchain -- see
https://reproducible-builds.org/ for information



How do | discover that a Windows 10 based
executable file is reproducible?

Use “link /dump /headers” against the executable file in question
to inspect the Debug Directories in its image header

Debug D t
T Typ 5 RVA Polnter
35707659 cCv 25 083A3A40 3Ae440 Format: RSDS, {11BC9A51-3F11-40CA-359E-CDF5@F©122C1}, 1, ntkrnlmp.pdb
35707659 coffgrp 145C 903A3A68 3A0468 50475500 (PGU)

35707659 (R0 24 ©03AAEEC  3A18EC 51 9A BC 11 11 3F CA 4@ 35 9E CD F5 OF @1 22 C1 82 9F 4D 74 1A 84 81 FD 12 13 E7 @4 59 76 7@ 35
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Home Sessions All Diffs Same = Rules Format | v | Next Diff PrevDiff Swap Reload
o [EAWinbuilds\17763\SignRemoved\bcryptprimitives.di| il =~ I_r\\mikeiai-sur2018\d$\‘l7?63\0bJ\amd64fre\onecore\ds\security\cryptoapi\ncrypt\rnsprim\msprim\objfre\amd64\bcryptpr§mitives.dll I
10/15/2018 7:07:30 AM 500,736 bytes Everything Else * 12/7/2018 5:31:28 AM 500,736 bytes Everything Else ¥ A

Also works when private build
occurs in a remote machine




More diffs
to explain

G beryptprimitives dll - Hex Compare - Beyond Compare

Session File Edit Search View Tools Help
L} beryptprimitives.dll

* [}l beryptprimitives.dl

Private build
with deterministic
Option (trimming)

a @ _ *x = = | o B | = v & & 9

Home Sessions All D@ Same | Rules Format | CoEz Mext Diff Prev Diff Y Swap Reload
|D:\1'r7:;“w:; d6direy ds\security\cryptoapi\neryptymsprimmsprimiobjfre) inistic\beryptg .dIII
11/6/2018 2:03:36 PM 500,736 bytes Everything Else ~
0Ba51801 48 89 58 30 48 B3 C3 48 8D BC 24 EO @3 080 60 48 HLPAHfAH.E$a...H
9B8Bs1879 C1 EQ @86 48 8D 15 AD CF 91 @@ 48 83 €8 41 BB 48 Aa.H..-I..H.EA @
08051889 20 00 0@ E8 B2 48 FE 33 (@ E8 CE 56 FC FF 41 B9 ...&*Hp3AsIViyAl
20851292 @3 @0 9@ @0 48 8D 15 65 DO @1 @2 4C 88 C3 48 8D ....H..eD..L<AH.
POAG12A8 4C 24 20 E8 BE 36 FC FF 89 84 24 AS OA 00 00 41 L% é"SU?g»ﬁ LA
PEAS1378 BY 1@ @@ @ @@ 4C BD @5 SC CF @1 @0 48 8D 15 FS ‘....L...\j..H..a
PBB5138E 35 @1 B0 48 8D 4C 24 50 EB 48 8D B4 24 93 GA @8 5..H.L$ eH.,%"..
PPAS13E0 8@ 48 89 44 24 4@ 48 8D 15 03 CF P1 @9 48 8D 84 .HEOSEH...T..H.,,
©9EB513FE 24 99 @A 00 0@ 48 8D 4C 24 6@ 24 3@ E8 3C FE FF  $....H.L$ $@e<hy
£O851403 FF 41 BB 13 0@ 60 03 48 8D 15 OF CB @1 8O 48 8D ?A,....II...' .. H.
2ea51413 BC 24 99 ©A @@ 2@ EB 25 45 FE FF _‘48 8D B4 24 93 ...é%EbW.,,S"
20851467 BA 22 09 48 89 44 24 40 48 ED 15 VA CE 01 @0 48
98851477 8D 84 24 90 OA 90 98 48 89 44 24 3@ FF 85 €@ 75
BOB51490 28 OF B7 SC 24 GO GA 90 00 @F B7 @5 53 CE 01 00
apas14An 2B €8 75 11 @F B6 BC 24 92 BA @8 B8 OF B6 @5 42
20851460 CE @1 @@ 2B CB B5 C9 74 4@ 83 3D 23 65 82 60 20
2085152C 89 84 24 CB ©1 20 €2 41 BS 18 92 20 €2 48 8D 15
@BB5154C 78 CA 81 ©8 48 8D 4C 24 38 E8 56 85 FD FF 85 €@ xE..H.L$@2v.yj. A
POAG1S5C 74 BF 67 @0 0@ CC 4C 8D 84 24 C@ o1 09 @0 48 8D t. LI, 8A H

] eea515A% 15 33 CA @1 @@ 48 8D 4C 24 3@ EB DO B7 FC FF 48 .3E H.L$eel
©BB515BE 8B 84 24 CO @1 ©0 @8 48 3B @5 22 CA @1 @@ 74 48 «,SA...H;."E..t@
28a515CE 83 3D @1 65 @2 20 €8 BF 34 73 65 AS @5 80 88 CC f=.e,,.('dse.¥”,i
©BB5168E 4C 8D 84 24 C@ @1 88 88 48 8D 15 D1 €9 81 @8 48 L.,$A...H..fE..H
08651618 8D 4C 24 38 E8 GF BC FC FF 48 80 84 24 €@ 81 89 .L%$8eckiyH«,3A..
©BB51628 @0 48 3B ©5 B C9 @1 @0 74 4@ 83 3D 97 64 82 @8 .H;.°E..t@f=—d..
POO51638 80 BF 35 73 65 48 33 C4 48 89 44 24 70 48 8D 44 . ¢ 55eH3AHEDEPH. D
28851723 24 60 4C 8D @D C4 CB @1 ©P 48 80 44 24 38 E8 A6 $° L. AE..HEDE8:!
BEE51/33 5D @9 B0 48 BB 4C 24 68 48 2B 60 AE C8 @1 08 75 ]..H«L$ H+.®E..u
08651743 1E 88 4C 24 68 BB ©5 AA (8 91 ©8 48 28 CB 75 OF .<L$h<.2E. .H+Eu.
©8B51753 @F B6 4C 24 6C @F B @5 9D C8 81 @0 48 2B C8 48 .IL$1.9..E..H+EH
00051763 85 C9 74 48 83 3D 62 63 ©2 B89 84 24 93 00 00 @9 ._Et@f=bc.k,.57...

| eee519CE 41 BS 10 @0 @@ @0 48 8D 15 85 CS 21 @8 48 8D 4C A, ....H...E..H.L
PEE510DE 24 3@ E8 JE FE FF FF 4C 8D 8C 24 850 02 80 60 41 $8é~pyvyL.E3€...A

T PeBS1SEE BS @3 0@ 90 @ 48 8D 15 @9 C9 @1 @0 48 BD 4C 24 . ....H...E..H.L$
©BB519FE 3@ E8 C3 FD FF FF 4B 8B 8C 24 88 80 99 80 48 2B @aAyyiH<«EIE. . . H+
08051408 @D FO C5 @1 @8 75 21 48 8B B8C 24 88 09 00 80 48 .3A. .ulH«E$"...H
©@BB51A1E 2B @D E7 C5 @1 @@ 75 18 8B BC 24 90 08 @0 00 8B +.ch..u.«C3....¢
98651425 85 £O C5 01 08 48 28 CB 48 85 (S 74 40 83 3D 91 .3A. .H+EH.Et@f=*
2EB51AZE 50 @2 02 48 89 B4 24 78 92 @0 @2 BF 12 @@ e0 ee '..Ht,j!...é....
©BB51ABE 48 8D 15 21 C8 91 @8 44 8B C7 4B 8D 4C 24 78 41 H..!E..D«CH.L$pA
@BES1ACE B1 @1 E8 D1 48 8D 84 24 63 82 08 86 48 89 44 24 + . &fH., fc. . HEDE
BEB51E24 48 4C 8D ©5 €4 C7 81 88 48 (7 44 24 48 63 00 @0 HL..AC..H(DS@. ..

i POA51634 88 48 8D 84 24 P2 02 @O 48 89 44 24 38 48 BD 54 .H.”$....HED$8H.T
PEe51E45 24 7@ 48 8D ©5 B2 C7 @1 ©0 41 BO ©C @ @0 @0 48 $pH..2C..A%....H
POO51655 89 44 24 3@ 48 B3 28 @0 €8 F6 F@ FC FF 41 B8 13 WSBH)‘. Leoduya ., .
28B51E60 20 @9 80 48 8D 15 Al C4 @1 8@ 48 8D BC 24 60 82 ...H.. [ A..H.G$" .
BEES1E70 @0 @@ E8 BF 30 FE FF 48 8D 84 24 63 02 80 08 48 ..é:=byH.,3c...H
PEASIEDE B9 44 24 4B 4C ED @5 AF C7 @1 @9 48 €7 44 24 40 l;DﬁHL..lC..HCDS@
OCOGAFF3

Ii# Binary differences Insert Load time: 0 seconds

<

Private build
without deterministic
Option (no trimming)

ID:\'.??E-S\ch.‘_ dédire\onecore\ds\security\cryptoap "\cn)-pt\msprim\msprim\objlre\amd64\bcn)-plp¢imilives.dIII
11/7/2018 4:06:58 PM 500,736 bytes Everything Else =
aeas1861 48 B9 58 30 48 B3 (3 48 8D &C 24 E@ 83 68 60 48
@ees1e79 C1 Ee @b 48 8D 15 DD CF @1 ee 48 @3 (8 41 BB 4@
B0B51889 00 B0 ©0 ES B2 48 FE 33 (0 EB CE 56 FC FF 41 B9
22851296 @3 20 00 oD 48 15 95 D@ 91 8@ 4C BB C3 48 8D ....H..sD..L¢AH.
Bee51248 4C 24 20 EB BO FC FF 89 84 24 AS GA 68 80 41 L% e%6lvEk,37...A
BeE51378 BS 1@ 68 o0 ee 8D @5 B8C CF @1 @@ 48 8D 15 F5 *....L..GI..H..d
@BE51388 35 @1 @0 48 8D 24 62 EB 48 8D 84 24 92 A 00 5..H.L% &H.,$"..
e8a513Ee ee 48 B9 44 24 48 8D 15 33 CF @1 2@ 4B 8D 84 .Hkl')$@|-‘]..'-lf..li.,,
ePB513Fe 24 99 BA 0P ee 8D 4C 24 69 24 3@ E8 3C FE FF $HL$$UQ(D§'

HEPBHFAH. E3a. . .H
Aa.H..¥I..H.EA.@
. . 22Hp3ARIVUFA?

Bee514683 FF 41 BB 13 ee 80 48 8D 15 CF CB @1 @8 48 8D A, ....H..IE..H.
@eE51413 8C 24 90 @A @@ E8 25 45 FE FF 48 8D 84 24 93 G$....&8%EpJH., 3"
B0E51467 OA B0 60 48 89 24 49 48 8D 15 AA CE €1 90 48 ...H&D3@H..21..H
88851477 8D B4 24 99 @A 88 48 B9 44 24 38 FF 85 C@ 75 .,,s....H!aDﬁBy...;!u
@ee5149D 28 8F B7 8C 24 BA @2 @@ OF B7 @5 B3 CE @1 @@ (.-G%..... fi..
Bea5144AD 2B C8 75 11 @F 8C 24 92 BA 80 @8 BF BE 5 72 +Fu..9E5’....9%.r

I..+E-EtBf=.fF...
%,3E. .. A, ....H..
“E..H.L$@8V. yit A
LI, 8A. L H
.cE..H.L$0&0-bjH
<, $A. . .H; .RE..t@
f=.e...¢dse¥...1
L.,$A...H...E..H
. L30EoKiyH,BA. .

20851460 CE @1 @0 2B C8
B085153C 89 B4 24 (8 61
22a5154C AE CA 91 @D 48
@eE5155C 74 BF 67 00 08
@ea515A8 15 63 CA @1 ee
@BE51568 BB B4 24 (0 @1
208515C8 83 3D @1 65 02
ePe5168E 4C BD B4 24 Ce
B0851618 8D 4C 24 30 EB

C9 74 4@ 83 3D @3 €6 82 20 @
26 41 BB 18 90 €2 o0 4B 8D 15
4C 24 30 EB 56 @5 FD FF 85 Ce
4C 8D 84 24 (6 @1 80 08 48 8D
8D 4C 24 3@ E8 D9 B7 FC FF 48
20 48 3B @5 52 CA @1 @8 74 48
28 BF 34 73 65 AS 96 98 88 CC
B8 e2 48 ED 15 @1 CA @1 @@ 48
BC FC FF 48 BB 84 24 (8 @1 @@

SES8LERBEBRREBEEREEREES

@eB51628 @8 48 3B ©5 E@ €S B1 @@ 74 48 83 3D 97 64 82 88 .H;.3E..t@f=—d..
08851638 @8 BF 35 73 65 48 33 C4 48 89 44 24 70 48 8D 44 . ;5seH3AHEDSPH.D
28851723 24 6@ 4C 8D @D F4 CB @1 @2 48 89 44 24 3B EB A6 $‘L..6E..H§.D$8é:

1. .HeL$ He.PE. . u
LcL$h< UE. .H+Eu.
L9L$1.9.IE. .H+EH

eBB51733 5D 60 88 48 BB 4C 24 62 48 2B 6D DE C8 01 80 75
@ee51743 1E BB 4C 24 68 BE 85 DA (8 61 60 48 2B CB 75 @F
@eE51753 OF B6 4C 24 6C OF Bs @5 (D (8 ©1 0@ 48 2B (8 48

0851763 85 €9 74 40 83 3D 62 63 ©2 89 84 24 28 62 00 @0 .Et@f=bc.%.5 ...
22a519CE 41 BE 10 @0 2@ 02 48 8D 15 38 C9 @1 @@ 4B BD 4C A, ....H..8E__H.L
9eE5190B 24 30 E8 7E FE FF FF 4C 8D 8C 24 8B @@ 68 90 41 $eé~pyyL.C3€...A

.9E..H.L$
@elyyyHESE. . .H+
. &, ulHeEE. . .H
L SNTIRY 5 T
LA HeEH Et@f=*
R . 5 SR S,

@eE519EE BB 83 60 00 @@ 48 8D 15 39 (9 61 @@ 48 8D 4C 24 | ....H.
@PE519FE 38 E8 C3 FD FF FF 48 88 8C 24 80 00 @0 @9 48 2B
20851488 8D 20 C6 1 @@ 75 21 48 8B 8C 24 88 00 €0 20 48
©PB51A1E 2B 8D 17 (6 @1 €8 75 12 8B BC 24 90 6@ 00 °0 8B
BOO51AZB 05 1@ C6 @1 @@ 48 2B (8 48 85 (9 74 40 83 3D 91
BOE51AZE 68 82 @9 48 89 B4 24 T8 92 0@ 00 BF 1o 62 o0 ee
©e851ABE 48 BD 15 51 C8 @1 86 44 8B C7 48 8D 4C 24 78 41 H..QE..D<«CH.L$pA
e8as51ACE B1 81 E8 D1 48 8D 84 24 63 82 60 @8 48 89 44 24 +.l‘-‘ﬁ|H.“$[ ...H&D3
BPa51B24 48 4C 8D @5 F4 C7 @1 @2 48 (7 44 24 49 03 @0 @0 HL..O6C..HCD$@E...
90851834 @8 48 8D B4 24 02 B0 02 48 89 44 24 38 48 8D 54 .H.,%...HEDSEH.T
@ee51B45 24 70 48 8D @5 E2 C7 @1 e€e 41 B9 @C @@ @2 0@ 48 $pH..ac..A'....H
90051855 89 44 24 30 48 83 20 02 EB F6 FO FC FF 41 B8 13 &D$OHf .2odlyaA. .
22a51BcD @2 20 00 48 8D 15 D1 C4 @1 @@ 48 8D EC 24 50 @2 HﬁﬂHﬂ$ .
@eE51B70 @@ @0 ES BF 3D FE FF 48 8D 84 24 63 82 68 90 48 ..é:;=byH.,.%c...H
@0AS1BDG 89 44 24 48 4C 8D B85 3F C7 @1 @8 48 C7 44 24 40 LDFHL..?C..H(DH@
O00GAFF3

- a9 X

Mew version available...

BB




Attribute Name
Product Group
Edition Type
Edition Family
Is Virtual Edition?
Parent Edition
Disk Footprint
Device Images (FFUs)
Meutral Packages
Hosted APlsets
Binaries
WoW Binaries

All Files

Enterprise

Attribute Value
windows-desktop
Official
Client
True
Professional
15,255,828,860
0
1282
701
6465
4395

16085



Usage scenarios



Source hash database for query

¢ lmgil
4 A Azure (mikelai@ntdev.microsoft.com - 0 subscriptio
b [#) Data Lake Analytics
I HDInsight
b B} Stream Analytics
> ﬂlvinual Machines
4 gl Data Connections
4 EspArchi\re_183&2CIientEnt_mdf
4 Tables
4 A SourcefFiles
B srcFullPath
B SrcHash
B SrcHashType
B pdbFullPath
B pdbFileName
E PdbCreated
B pdbLength
B pdbPrivacy
B pefullPath
B peFileName
B peCreated
B Pelength
E PeHash
B peHashType
B peversion
B peBuild
B PePrivatePart
B PeRepro
B I1sManaged
8 cru
Views
(] Stored Procedures
B Functions
P Synonyms
(3 Types
I Assemblies
b (g spArchive_KBA4501375V009.mdf
b (g spArchive_KBA505903V006.mdf
[ E5pArchi\fe_KB45‘I2508\l"005.mdF
b @@ spArchive_KB4512941V011.mdf
4 B Servers
v B RUSGARDO1

] 3
Server Explorer [l

SQLQuerylsgl* & X
p - v B« wiw sparchive 18362ClientEnt

1

100% -
ST1-50L
CPU
594 xB4
595 x64
596 x64
597 x64
598 x64
599  x64
600  xB4
601 xB4
602 x64
603 xB4
604 x64
605 xB4
606 xB4
607 xB4
608 xB4
609 x64
610 xb4
611 xb4
612 x84
613 x84
614 x84
615 x84
616 xB4
B17 x84
612 xb4
619 xB4
620 xB4
621  xb4
622 xb4
623  xb4
624 x84
625 xB4
626 x84
627 x84
628 x84
629 x84
630 x84
631 xB4
632 xb4
633 xbd
634 xb4
635 xbd
636 x84
637 x84
638 x84
639 x84
640 xB4

@ Mo issues found q

g B Message
PeFileName  SrcFullPath
acpisys sdklinclwinswc.h
acpisys sharediinclacpiocth
Acpi.sys sharediincibasetsd.h
acpi.sys sharediinclbugcodes.h
acpi.sys sharediincicig.h
acpi.sys sharediinc\concurencysal.h
acpi.sys sharedlinc\devioct.h
acpi.sys sharediinc\devpkey.h
acpi.sys sharediinc\devpropdef.h
acpi.sys sharediinc\dontuse.h
acpi.sys sharediinc\dpfilter.h
acpi.sys sharediinc\driverspecs.h
acpisys sharediinclevntprov.h
acpisys sharediinclevntrace.h
acpisys sharediinciguiddefh
acpi.sys sharediinclnitguid.h
acpisys sharediincip2string.h
acpisys sharediinckemelspecs.h
acpi.sys sharedlinciksamdéd.inc
acpi.sys sharediinclkimtypes.h
acpi.sys sharediinclkxamd&d.inc
acpi.sys sharediinciminwin\apiset.h
acpi.sys shared!i inwin'\api h
acpi.sys sharediinciminwin\minwindef.h
acpisys sharedlinciminwin\ntdef.h
acpisys sharediincinticloge.h
acpisys sharediincintstatus.h
acpisys sharediinc\poppack.h
acpi.sys sharediinc\pshpackl.h
acpisys sharediinc\pshpackZ.h
acpi.sys sharediinc\pshpackd.h
acpi.sys sharedlinc\pshpackg.h
acpi.sys sharediinc\pshpcki6.h
acpi.sys sharediincireshub.h
acpi.sys sharediincisal.h
acpi.sys sharediinc\sdkddkver.h
acpi.sys sharediinc\sdv_driverspecs.h
acpisys sharediincispecstrings.h
acpisys sharediincispecstrings_swicth
acpisys sharediincispecstrings_undefh
acpisys sharediincraceloggingprovider.h
acpisys sharediinclwdmguid.h
acpi.sys sharediinciwinapifamily.h
acpi.sys sharediinciwindef.h
acpi.sys sharediinciwinerror.h
acpi.sys sharediinc\winpackagefamily.h
acpi.sys sharediinc\iwmistr.h

uted s

fully at 1

-wl@-r®

select distinct CPU, PeFileName, SrcFullPath, SrcHash, SrcHashType from SourceFiles s where s.PeRepro = 1 and s.IsManaged = @ and s.PeFileName LIKE ‘acpi.%' order by+

SrcHash
253ADAFBOFEF0871154901306645EA934AE1BE1ECDCDAASTESBIFF1FE4FCICOC
18240FSEBT7FTBB62BEGAG10D479DCFT91CIDATICDE195429D3COBCTO0B493EA
SEAEFTBB1985F584E830546349434FCE5AADS6D9BESIETI46273CECACFB1ASA
275E8DFA242D0DE5898BEAIE24999E 192 FAB2FODABB1C5544CAB303FB127D5BE
DE06D5316258300D2A6338C 142CFF313AEBI4TEAZEASFER48B05508AABAIAFCA
16ABCA3329E94ADBESB224A8F8TB19A02E0DT71FTES91AZFFDEC 1B2AIEF 34090
10E224F99AF4F 1D82B0260EC2E3FCECABF4101B9CEID47DD9797A4274C0EDIED
BC1CSFCOFFO2FSABE4FSD70CEEGTS097FS5F00112D0EGSEIETFAGET12CCASF0E
25016C23AA834937DFEICI2ASERO0DEACEFBB407E39203170F02A266602B5C20
32F810E18BBF1ABE4E2CT1DISE18EEC2255BC4CEE85ED34B51905C75C5039E7C3
577C410A77DB4F CF3FDOT0550ESDTE2DEGATI2B621BC5CAFEDFIACADABBTIECS
9CFTEIET1CHBSSCTCIS1ERTFFSASBE362B6FFDBS11C3309ABICF46B62B0DACES2
37FFI00SDIDB0E1CEID24AET15TFAEACATB42FB98543A3128BDOETIAFFC11086D
B32AE953EE6GB3E4813DD251ED52CD566EA211184AE61BES204DB224DTDB4CFE0
0C08463FBCSA23A8262E5TE99E2F30DD14CD3DB4A40903E4FCAIII2AETI2DAE
422EBCFS0BBEBADZF21ADGET 281540F 75923 TEABEITE445605F C45CC45088314
16FE1F7FFBCIBD334ES0ADICCAD3E5629AEE4D006049C102BD8B043C06198D46
E844CT7726C42736DF 74445836351DCOIE29BCCEETDSTEAZOSF TTFE1AA4CZEB1N
63194CDE422A909DEC2131C82A320C 165CFE66122FCD53D59145FC9622020D02
68D2848D00AE33282FB265880F8166F 2B5DCE0CDTA26DBES2450A5B44D44EE 11
EE1AFCECS349E943A8D3543711699D06E97BEFDTEEGTTDE2B931BTC24TBI1AC
700AT9B181668539BBC2FEIDA2TC3ID1D36E3DEF3341E8ED16E6011E99C524DFD
5892590DBEA96DA01 76BDEBCET944CI5FITEBEGTAG1TEISEDIFBTECCFDISE40D
ASCFOSBES407A196104124D5ADE2308E204E47D3252BCD2AD20D0F 2137843062
B22849BBACFCI57450FSDADCTASDAERS1EIFTD204DA01439DEBB104AD406CBA22
E3B7DDOCTEFSD493D08703433A5EC38937809EB3BBTE3T6FTBAC29AD14E08ATY
4ES6B08TCSF2B0SS3DFEOACEST1AATER1BCI93AFCE033E4ADEBCII0AEEFI0TIDD
ASODOEFSCFESGDE34A41EEIASTT49C147165F8656CDFEDSDFS3BC24C8ADB1210
DEE2TFZ712BIET2CATEA404834735303016B0B21CBAAIADDACATDBCAZZ664529
971019074639CE36124BB40776CEZFE817CE3CEDOSD748B52468F571932BBCC49
1CB4D07TAZ1BEC43CT935B431B16146FCOF3D29043BD192F 12959051D62C48057
47F3972A1211E3ASACIZB18FAE1AB240B08TDCTDCS620152ESCCABIB29TFAEFD
346FBB98672D2B0B32DCAADCIAEFTIEDAB45AABAFFE661B3EOSENSDBS2C53DF3
C1B4646848E36F 2205E2AFDB1F3382103BA1ESEA3BD2T3AAZ136F B2BB2TTDAB2
52B609C040DBTDESE384F FEEID3IAFBAZB42AFSCFED1 283520001 6654065E049
1BET036A2DER1216DET08047C28BFD34B792BFAABDSDD1DCAS023637EBDF31134
99FDE1F9464150F56963C3BBAFAASSFI3BE3TC221C423TEBEISOABSENDEASF3S
TFAB2ZAASABFEF4B1EGBDEFTS0TF4B04D2ZB1B1B4BBECSEA0TESIBCTF2T168028A
49B12298B42BCF53ESFEFBTSEEDB1ASDIFFBTASFI94ESODFI351E0824D4A8B42
GABATEEABBECEZTEDADBASABZO304DIEZFF4EBIDATG5FDE1A095CE51F405A01
GOBAEB1E67081860FBE4415CT003T75027E91045F BFEIFE25987CBC1T9BATEOEE
6511CF20BD2DDFDCIETE2DTACT AABDIEZTSEAZFDOSED0OAFAAASCZACCIIETCFAD
B43B2A4T7ADBEEBCBBSFE5738631428DDBAS0B2D21975878A5CCO51BABA4BEAAD
94B86C38376E0CTIAAETEFTZAT6EDATEADBBEETEFAIZDE444TDE1ACZBIB231761
BDD515801194F54BBT133268EB05A0EES1E163F4A3TAD16E490B4599A06FF3D3
BFT4E254896094 A3884E6975FD24B3493846514065F4702666DF S3CDEA4SBEEA
TEDC4FA3E01A3CEDFFITERS18BTBDO98CI052FE8936TEIAZOFSECF4A9334D0ASE

|'IL-:ca|l: LocalDB (14.... | NTDEV\mikelai (

SrcHashType
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256
SHA_256

spArchive_183




Compatible with SARIF (Static Analysis Results
Interchange Format)

According to https://docs.oasis-open.org/sarif/sarif/v2.1.0/sarif-v2.1.0.html

EXAMPLE:

"artifacts™: [
{
"location®™: |
bR 1 ///C: /Code/main.
¥
"aourcelLanguage™:
"hashes™: |
"gha-256": "bl3celf78aBE07bal765ab%4alecd324fie9bcil”
}

;
i

l:lFr



https://docs.oasis-open.org/sarif/sarif/v2.1.0/sarif-v2.1.0.html

|dentify delta source files for an update

= = R = R L A

Old PE:
Mew PE:

Label
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
13362ClientEnt
KB4512941%011
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
13362ClientEnt
KB4512941%011
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011
13362ClientEnt
KB4512941v011
18362ClientEnt
KB4512941v011

d:\media\18362clientent\mountidx3\windows\system32\drivers\acpi.sys (x64)

d:\media\kba4512941v011\windows10.0-kb4512941-x64\amd64_dual_acpi.inf_31bf3856ad364e35_10.0.18362.329_none_b5ad09708ddd3578\acpi.sys (x64)

CPU
it |
x64
p (it |
xb4

Source Hash

CE189D3CB51B99B5 /93 2E0B4994D6B0SFC306349E4T5B2307Co4AFAARCH027CTE
OFEAELES9/9B4340COECBOE63BS0CAESC24C2AFE903AFECIES 7246943 CO99450F
FEAAOFF22FC952F276D09BFALADSFESC2ACDEFADADGEE0DE223CI0BSATICDESOD
FCICOFEE2SAFCE1C2682813B0F7CT723014E90E0DEATIZDIBB2E5EFOADEIADI 20
O073790FBSEF24AB3IBEEED3E3F058AS3TD208A2B105F6DCS307A31BSEBCALET2F
DAT9I6DA0FABECZFOCDCFABATCO97IFLAIICO0206F6EACABB1IEFS305EEAEFEL
FDC299B0700CA24D2F9625228DC354348E68E309A59E3513186442C48209136C
I0AGCLT7A733IEDABSADE23AIAS00ETE2IFECALOZANACAOIFDAODADTFESDESBDA
278D7T7TBA0BBASDDFOAYIDB34ACE 2204421 COTFIEOGOEDI3DIESAEIESABSFAFSC
90217EEDE320D953A967/ODEF2C2ZFDCOF2073223C313BASERSTBLICS13CCEI1ES
DOO9EAESAF99651 2FAOBAIACO36903 715BSEFESOOFEB10AA9123BB3F15241BF1
SA183CCo24B9C254F2BAS5 7936813 7929BE0DC2564F818A30005E15DET755BFCS
64E0LAT048EFESAA200EL1FAB44CT13ABCIOE3AABSEZDOBFTESTAQTOO4E8CCTIOSE
2DBA1AZEARTAODELT94320165609FADSESEF040AAF222A91 DF1IECD2TTEIS0E0E
B842AA33BAAEEEBERI3EAFB338741216C70E185427F039A2982D467BAEBES20FS
A7MBBEDTEBEODBICA21850209930BEBC25FF2BDEFEZAFOELETFCODA2ABEE2ATAGCT
69513109A6015D6B3C19B431CoA81112A5C34567FE2CENOF2DOSA33A9A63BESA
FEOS47C2DFAZ/2FS2D6AC0O3I91AACCEACIOAZELIDS943D2269050281CA93EE1DEL
JATEOT0221E80907F1F6CDD258B7BA0T1E049CO3F264522AE59AB00BB70AETAD2
BEE307AAIECAFI01E382AESEIDS22CE1CTEIVFBEOBICFAIEZFADYELFOFOSBAAT
B81E793E0D14224555FED270026FBA41F209FAE3FDAAAEAFICOEFEFA2S59T70TTED
ESABASS1139745BDDESICEAANSEAD25F75DFI2E134C06ERACTDCDO2ZALZIEERTI2
45B65827314C0200208E3B93ACSE4E3021FODER073BEA49E3401B1AS3A266DT0
115E6452B2A9164A9A241B005B930A09EFFOEEE8CO0BOCFS7CAOSCIF7OIAZE5E2
AQOFBBA0OBEO2F75FOB2BAASED290AB02FERAEACS 1 7AFEBC21BF1626513C0O7EEES
AAICESAFBFAAAEQANSZFDA445CDD2979D9AA4DETBEIECEAFE9265915B93IAFEBAR

Source Path

ddk\inc\ntddk.h

ddk\inc\ntddk.h

ddk\inc\wdm.h

ddi\inc\wdm.h
internal\minwin\priv_sdk\inc\hvedk_mini.h
internal\minwin\priv_sdk\inc\hvgdk_mini.h
internal\minwin\priv_sdk\inc\iumtypes.h
internal\minwin\priv_sdk\inc\iumtypes.h

internal\minwin\priv_sdk\inc\kernel-processor-power-events.h
internal\minwin\priv_sdk\inc\kernel-processor-power-events.h

internal\minwin\priv_sdk\inc\ntpoapi_p.h
internal\minwin\priv_sdk\inc\ntpoapi_p.h
internal\sdk\inc\minwin\ntosp.h
internal\sdk\inc\minwin\ntosp.h
internal\sdk\inc\minwin\zwapi.h
internal\sdk\inc\minwin\zwapi.h
internal\sdk\inc\wil\staging.h
internal\sdk\inc\wil\staging.h
minkernel\busdn\acpil\driver\inc\emguid.h
minkernel\busdr/\acpi\driver\inc\emguid.h
minkernel\busdr/\acpi\driver\intsup\init.c
minkernel\busdr\acpi\driver\intsup\init.c
minkernel\busdr\acpi\driver\intsup\irgarb.c
minkernel\busdn/acpi\driver\intsup\irgarb.c
minkernel\busdr\acpi\driver\intsup\irgarb.h
minkernel\busdr\acpi\driver\intsup\irgarb.h




Implication to updates

. The more deterministic the executable
generation is, the smaller the delta between the
original and the update is

L The smaller the delta is, the tinier the
bandwidth is needed to distribute the update



A vision for
the software ecosystem
future



Compilation Location Irrelevancy

Helloworld.cxx

Compile & link Compile & link
in Xanadu elsewhere

Helloworld.exe bit by bit identical Helloworld.exe

as confirmed by the “repro”
In Xanadu entry in their PE header elsewhere

Implies:

1) support of business recovery,

2) potential detection of unauthorized modification,

3) security audit / evaluation may be based on easier comparison or matching,

4) new business models / processes



Final Suggestion in 4 Steps

From the original, identify all the pieces
Clone a copy of the pieces
Reproduce from the cloned pieces

Compare the reproduced with the original



And in the case of OSS development

. An archive of the development environment that
vou originally used to build your project is critical

1 A best practice described in
https://www.freecodecamp.org/news/put-your-
dev-env-in-github



https://www.freecodecamp.org/news/put-your-dev-env-in-github

Questions



	Source and Executable
	Slide Number 2
	Is that really the source code for this software?
	The source / executable correspondence question is asked more often than we think
	Our approach
	Compiler Generated Artifacts
	Artifact Interrelationship (following ECMA-335)
	Confirm that a source file was used during the compilation of an executable
	Still not convinced ?  
	Not as easy as one thought (1) – hex compare
	Not as easy as one thought (2) – machine instruction compare
	Need special support from compiler/linker toolchains
	How do I discover that a Windows 10 based executable file is reproducible?  
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Usage scenarios
	Source hash database for query
	Compatible with SARIF (Static Analysis Results Interchange Format)
	Identify delta source files for an update
	Implication to updates
	A vision for �the software ecosystem �future
	Compilation Location Irrelevancy
	Final Suggestion in 4 Steps
	And in the case of OSS development
	Questions

