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a1 VT BREOMGHGELE. TF1 VT F—ARLKDIHRICZRERZEDEL. TDOMBIC(E
BRCBEINNNDET. [AWS TOBEbenNctF1UT ] YU1—>3>(@F EFRDOO
SITSATVUREEERR N T SOT7 4 ACEDWTCEBRIERSNTIGE LBEFT IS a > iR T S
ZEEKD, INSDBRIICHURICHIET DD(TIHILEF T,

CDYU1—>3>(F. AWS Security Hub (CEHBMEESNTZT LA TV ODSA TS UZEIRET D7 R
FA>DVI1—-23>27T, IICTTOATERT —FFOF v THERESNTVWET., COVYI1—>
I CEKD. AWS Security Hub @1 —H—(&. —f&MREF1VUT v ORBERZHFERL. AWS T
DEF 1T HRHZRET DI ENBTRICIRADFET,

BEDT L ATV oEERLUT. AWS Security Hub DT SAXUT7HDI> M T7OATEET, &
TLATvOICE, B—D AWS 7HD> MAEIFEHD AWS 7HT> METEED - J0—%
BB T DIZHCER. BAF LT3~ . AWS Identity and Access Management (IAM) O—JL.
Amazon CloudWatch Events. AWS Systems Manager A— hX—>3>35>7Jwv 2. AWS
Lambda BE8%#%. AWS Step Functions WEFENTUL\ET, 1E1E(E AWS Security Hub 770> 3> X
—a—hS#gEL. ARSNZI1I-Y -2 20U wIT AWS Security Hub WEIEIT IR TDT
N> FOBRBFERZEBIETEDIRIICLET, HIZE. AWS UY—RXZREITDHDI>TSA
7> AEETH B Center for Internet Security (CIS) AWS Foundations Benchmark DfiEEIE%
WALT, /\RD—ROBEREARZ 90 HURNICULZD. AWS [CREFESNEAR> hOJDES{E%
LT ENTEFT,

AR B1EE. B ERRESEREMRELTVNEI. 2OV IJ1—-232TE. AWS
Security Hub J>YV—)Lh\SEIRSNTTBE(CDFH. BREFERZIEIET DICHDEEZITNET .
INSDOEEZTICRT (CIE. VY —RZFE TOREICRIVENDDFET.

AWS CloudFormation X&wvOD—&& LT IO SNz AWS UY - ZEIET DiHEE. R
VD M RETDERENN DD LITEFRL TSRSV, AIRRMES(F. ATV IDUY - ZFEE
IB3D—RZZEEL. RIVIZEHLT. RYVIDYY—RZEIEL TS, 5FICDNT
(&, AWS CloudFormation 1—Y =7 RdD [RUT ~EEF] ZBRUTIZS),
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
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[AWS ToBEiIftenictFa U] YU1—>3>(C(&. [CIS (Center for Internet

Security) AWS Foundations Benchmark v1.2.0] . [TAWS OEARNRCF1UT 4 DA KNTSD

F+ X (AFSBP) v.1.0.0] . [Payment Card Industry Data Security Standard (PCI-DSS) v3.2.1]

DO—EEUTERSINTVWDEF2VUFTABEDT LA T v ICKDIEENEETNTLET, FHICD
WTlE. LA vol] v a3>wz#sBLTLIES0,

CDEFEHARTE, 7V D7 —EX (AWS) U5 RIC [AWS TOEEMEEN=tzF+1 U
TG YU1—23>27 IO/ 9DedDT—F70F v LOEBBEEZEFIRICDUVTEHRA
UEY. TFaUT+ EAAMICETD AWS RANTS U7 RZERALT. COVYU1—->3>%
AWS (CFTOAFIZHICHER AWS OO EI—FT1 >0, Ry hIJ—0, AL —=0 Z0Ah
TESFERY-EXR&ELE. KE. EITID AWS CloudFormation > L — hADU > INEEN
TWE9,

CDHA RIE. AWS IS5 RICBITBD T —FTIOF v DRETORIEEEN DD IT A>T A NS IOF
v7—FF0 K BIEE, DevOps JOJT YW IaFILETRELTWVET,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-pci-controls.html
http://aws.amazon.com/cloudformation/
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CDYYI1—23>OEFTFICERLZ AWS OT—EXDIX NI, BEHFOEEELDFET ., 2022
F 6 ADRR T, KEHRSED (J/\—Z774E8F) @ AWS U—23> TV )i—>3>z7IA) b
HECTEHRITIDTHOIOAXME 1 hABED 300 EIDEETH 3.33 USD. 1 AdJKD 3,000
EBIDEETH 26.83 USD. 1 HiAHBIED 30,000 EIDEETH 261.90 USD TI . NEFEE=N
DEEEMN G DFET . FHEHICDOVTIE SOV I1—2 3> THEASNDE AWS —EXDRERN
—ZEBRUTLIIES,

AR Z2<D AWS OB —EX(CIE. ERTHRATEZ3Y—EXOREHETHIERNFBARNESEN
TWET, EEOORX ML BRUTWBRORX RDOBHIKDEZVGE EDRWVEENSDET,

ZDOVII1—232ZFTIDCHOEARX ML ROBRICK D TERDFT.

e AWS Security Hub DX > )\—=7712> bDE

o BENICHUOHIND T U7« TIMEEDE

ZDYI1—232TIE RO AWS OZR—R> hEFERLTED. WECEDVWTIXMREL
FI. IVRE. PRIE. RARREOHRBERITOIX MlERrUE T,

AWS OHY—EZX SRRAFI R B

COERFBEREBRDE. BARXTYIZEC 1 AT

AWS Systems Manager ] v 7&71z0 0.002 USD MeREEINFE T, EED AWS
AWS 7AHD> RZE 1 AHBEED

Automation - XF7w I H PO NTEEMEICTDIHEE. FAWS AT b
100,000 25w B

> b TEIISNDIRATYVIZEDIRTORTY I (E. AU

ZFIL D AWS PHDIZ bTDHFNDD> hEnZFE T,

AWS Systems Manager COEPIFIBRZIBZ D E. aws:executeScript M7
Automation - 25w JdD 1 "A%7zD 5,000 # 023> AFvITEC. 1 #Ei=D 0.00003 USD A
ESa S| FEINFT,

AWS Systems Manager
Automation - X hL—=

HERF BRI 1GB [CD& 1 nAHRED 0.046 USD
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
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AWS OHY—EZX

SRAFI R

B

AWS Systems Manager

Automation - > —#~#5i%

ERFRRLL

XSND 1 GB $/2h 0.900 USD (ZOXFHI> b
FzE AWS U -3 9 DI5FH)

AWS Security Hub - 7+
AVTAFIvY

ERFIRZRL

4D 100,000 FOFT v IICHFTHIX (1 DD
AWS 7HD> RZET 1 DD AWS U—232(CDE
1MAHED) F 1 HFOFTvI(CDE 0.0010 USD
R®D 400,000 HFDFTYICHIBDIRS (1 DD
AWS 7HD> RZET 1 DD AWS U—232(CDE
1 MAHED) F 1 HFOFTvI(CDE 0.0008 USD
500,000 &R 2F TV ICHIBIX L (1 DD
AWS 7HD> RZET 1 DD AWS U—232(CDE
1 MAHED) F 1 HOFTvI(CDE 0.0005 USD

AWS Security Hub - #&H
FEROEDIAHA N b

S0 10,000 DA~ (1 DD
AWS ZHDI> I ET 1 DO AWS U
—=23>(CDOE 1 MABED) (FER.
AWS Security Hub @tzFa1 U5« (R
E Y DIREFERDEDIAH AN M F
IVIULET.

10,000 H&BR DA R MIWITDAX S (1 DD
AWS ZAD> RZET 1 DD AWS U—232(CD&E
1 MAHED) (F 1 HOAR> MMIDE 0.00003 USD

Amazon CloudWatch - X
~JOXR

BEAREZSHUZITDA NI (5 3/
b))

10 FOFHE=ZS I T DA RIIR
(1 53FERR)

100 Bfd APT UOT X ~
(GetMetricData &
GetMetricWidgetImage (C(FBEAMRL)

D 10,000 DA MUTADIAX ~ME 1 ABT
D 0.30 USD

RD 240,000 DA NI TRDIOAR ME 1 BMHEBEZ

D 0.10 USD

RD 75,000 FDOA MIOXDOIR MME 1 B RABED
0.05 USD

1,000,000 FZEBRX DA MIJTADIX ME 1 BB
12D 0.02 USD

Amazon CloudWatch - 4

v amR—R

1 hBBREDRA 50 D% NS
HISLT, 3 DYy k- K

1 MAHED 1 DY v aMR—RIE(C 3.00 USD

Amazon CloudWatch - 77

S—LI

10 DTS —LA NIDOX (BRREGE
DTS —AICEERBRU)

RERMRE (60 #2) OOXMME. PS—LXAKNIUIRT
&(Z0.10 USD

EERMEE (10 8) OOX NI PS—AARNIDRZE
(C 0.30 USD

SERFEORBREOIX M. 7S5 —ATEIC0.30
RV

SFREEOREREOIXNME. 7S5—AZ &2 0.90
usD
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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AWS OHY—EZX

SRAFI R

B

HAHFEDOEBEDIR ME. 7S5—ALT &I 0.50
usbD

Amazon CloudWatch - O
DU

5GB @7 —4 (BDiAH. AKL—2
DF77—H-7. Logs Insights JTUT
AFvrrEnizT—4)

1 GB #&/zh 0.50 USD

Amazon CloudWatch - O
TDIA L —

5GB o7 —4 (BDiA#H. AL—=
D7 —H-7. Logs Insights JTUT
AFvEniz—4)

AFvr>ENiz—4~d 1 GB &/=D 0.005 USD

Amazon CloudWatch - -1

2>

ARIIAXESNIEARY MR, F
NRTDANRY ST

DREIIAXENTZANR T 100 BHEDA R MMID
& 1.00 USD

OOXTHIZ hDANRY NT. 100 BHDA R MM
D& 1.00 USD

AWS Lambda - YOI X

1 A% 100 HHOEMJITX
~

100 FHFDY I TR bdpizh 0.20 USD

AWS Lambda - 21785/

1 i"Bd7=h 400,000 GB / I E
dA—F o IR

1 GB/ #Z &(C 0.0000166667 USD E4TRE(CX S
DREE. BRCBDHETEAEIUEBCKIDERDF
9, BI#IC(E. 128 MB H'5 10,240 MB ETOERD
EDOAEUZ 1 MB BAIDEHTEIDH TR ENTE
S

AWS Step Functions - 4
RETERS

1 MABIZD 4,000 FHOERHARRER

TNLE(E. 1,000 FFOIRREETZ(CDE 0.025 USD

Amazon EventBridge

AWS DY —EXNFITI DI TDR
RERZRE AR (3R

HRIIAXENTZANR RT, 100 AHEORITEN
AR MMIDE 1.00 USD

H—R)(—F+ & (SaaS) DA KT, 100 HHOF
TSNIZARZ MIDE 1.00 USD

DOORXT T bDARY T, 100 HFEDEESNTZ
AR MMIDE 1.00 USD

Amazon SNS

B0 100 A (1 iBAdizD) @
Amazon SNS U/ T X (3]

ENREE. 100 BFDYUOTX MMIDE 0.50 USD
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
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HEDH (1 "EHZD)

il 1: 1 HBIZD 300 HFDEE
o 10fEDAWS ZHDZ M 1 DD AWS U—=3>

e 1DDAWS 7HT> b/ 1DDAWS U—>3> /1 hRICDE 30 HFofEE

o #MIOXME 1 HMHABZD 3.33 USD

AWS OY—EX AIHE AENS
AWS Systems Manager Automation Ty~ 4 5w * 300 H4DETE * 0.002 USD = 2.40 | 2.49 USD
uUsbD
EATHIR: 10# * 300 H4f&E * 0.00003 USD = 0.09 USD
AWS Security Hub sERAIEEIA S — EXDFBR L 0 USD
Amazon CloudWatch Logs 300 #raf&f& * 0.000002 USD = 0.0006 USD < 0.01 USD
0.0006 USD * 0.03 = 0.000018 USD
AWS Lambda - YOI X 300 &g * 6 FDU T Xk = 1,800 FDUOUT X ~ 0.20 USD
0.20 USD * 1,000,000 DU X b = 0.20 USD
AWS Lambda - E178¥fE 256M: 1.875 GB # * 300 4Df&1& * 0.0000167 USD = < 0.01 USD
0.009375 USD
AWS Step Functions 15 HDIREEER * 300 &8 = 4,500 < 0.12 USD
0.025 USD * (4,500/1,000) JX#E&#EF = 0.1125 USD
Amazon EventBridge ®JL—)L IL=ILICH T DEREIRL 0 USD
Amazon SNS 0.50 USD * 1,000,000 f4ai@40 = 0.50 USD 0.50 USD
&ait | 3.33 UsD
10/ 57 R—=> aWS
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B 2: 1 hABIED 3,000 HFDfEE

o 100 1fE®D AWS 77HD> . 1 DD AWS U—>3>

e 1DDAWS 7HT2 b/ 1DDAWS U—=3> /1 RICDE 30 HFofEiE

o HIOXMIE 1 MABZH 26.75 USD

AWS OY—EX AIHE AENE
AWS Systems Manager Automation 27w ~v4d 25w * 3,000 FDIEEE * 0.002 USD = 24.90 USD
24.00 USD
E4THR: 10 # * 3,000 &€ * 0.00003 USD = 0.90
usb
AWS Security Hub sERAIEEIA S — EXDFBR L 0 USD
Amazon CloudWatch Logs 3,000 &8 * 0.000002 USD = 0.006 USD < 0.01 USD
0.006 USD * 0.03 = 0.00018 USD
AWS Lambda - YOI X 3,000 HFEE * 6 FDUOUT X~ = 18,000 DU TR~ | 0.20 USD
0.20 USD * 1,000,000 DU X b = 0.20 USD
AWS Lambda - E178¥fE 256M: 1.875 GB # * 3,000 #{&1& * 0.000167 USD = 0.09 USD
0.09375 USD
AWS Step Functions 15 HDIREEER * 3,000 41 = 45,000 1.13 USD
0.025 USD * (45,000/1,000) 1ARE&ERS = 1.125 USD
Amazon EventBridge ®JL—)L IL=ILICH T DEREIRL 0 USD
Amazon SNS 0.50 USD * 1,000,000 f4ai@40 = 0.50 USD 0.50 USD
&ait | 26.83 USD
11 /57 R—=> aWS
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i 3: 1 "AdZD 30,000 FDEE

o 1000 Bl AWS 71T b 1 DO AWS U—=3>

e 1DDAWS 7HT> b /1DDAWS U—=3> /1 RICDE 30 s

o HMIOXAMIE. 1 MHABZD 261.90 USD

AWS OY—EX AIHE AENE
AWS Systems Manager Automation | XFwZJ: ~ 4 X5 W * 30,000 #FfE1E * 0.002 USD = 249.00 USD
240.00 USD
E4THR: 10 # * 30,000 4Df&1€ * 0.00003 USD = 9.00
usb
AWS Security Hub sERAIEEIA S — EXDFBR L 0 USD
Amazon CloudWatch Logs 30,000 i€ * 0.000002 USD = 0.06 USD < 0.01 USD
0.06 USD * 0.03 = 0.0018 USD
AWS Lambda - UJITX b 30,000 #fgig * 6 DO R bk = 180,000 FDUIITX | 0.20 USD
~
0.20 USD * 1,000,000 DU X b = 0.20 USD
AWS Lambda - =175 256M: 1.875 GB # * 30,000 #4Df&1€ * 0.000167 USD = 0.94 USD
0.9375 USD
AWS Step Functions 15 HIREEER * 30,000 HDIETE = 45,000 11.25 USD
0.025 USD * (450,000/1,000) iK#&ZEF = 11.25 USD
Amazon EventBridge ®JL—)L IL=ILICH T DEREIRL 0 USD
Amazon SNS 0.50 USD * 1,000,000 4m@%0 = 0.50 USD 0.50 USD
ait | 261.90
12 /57 R—=> aWS
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ZDOVI1—=23>7ZFTIAIWMDINSGA—FTFTITOACTDE. AWS I35 RISROFRENBES
nxE9,

AWS Step Functions

Amazon CloudWatch Logs
(A—TALL—232)

=L

o— 5 — @B=—"—B

P —————— Fe—— e e e m e mm = m e m e m————— ===, Fe—— e m ==
a - B N G B Z |
1 1 I
i B ' | |
1 o 0O | W ! |
1 1 1 [
| AWSSecurity Hb | | . ! > @E‘ !
EBETHOL L o | .
i : E | | ! Amazon SNS |
| l : I : 1 AWS Lambda 1 :
: - 1 : : !
I L [N \ I
| L 1 T |
1 | 1 ] |
1 1 I 1
1 | 1 1
1 1 1 1
| | 1 |
| | 1 |
] ] I ]
1 1 I :

AWS Security Hub oM OORF I
AI=TFhIZ b - ~O—-JL
A—=brA=23>

1: TAWS ToH#tENEEFIYT 8B YUI1—23 207 —FFI0F v

[AWS ToBBfteNfztFa1UTamis] YU1—23>(CE &, BDiAH, B OJ. &
WO TZEFRD—0TJO0-NREFNTNET,

1. #&R

AWS Security Hub (&, AWS Otz+1 UF v REOSEN/RE 1 —ZRHLFT, TF1UFT
A DEFRBEENRIANT S OT A RACBRS U TRBZAE T DDCH/IIEET., nld. AWS
Config. Amazon GuardDuty. AWS Firewall Manager 72 EDAtdD AWS DB —EXXMNMS5A4N
S hET—IENETDICETHEELET . CNBSDAXR hEFT—FI(E. CIS AWS
Foundations Benchmark 72 EDtF1UFT A BECBS U TCHENET T BRI,

13 /57 R=> aWS
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AWS Security Hub J> YV —)LTIRHEHERE U TERRSNEFT . FILLVMREFERIE Amazon
CloudWatch Events & U TGEESNE T,

2. HXD A

NREILTO2 3>z ERALT, REBERICHUTANRY hMHIBTEET, INICKD.
Amazon CloudWatch Events WA LZE T,
AWS Security Hub XS 772> 3> & Amazon CloudWatch Events JL—JLIE.

[AWS ToB&ibenzF1 VT3] YU1—23>nT ATy oZBIRLT. &t
BRICWELET., COVYU1—>3>THR—-MLTWVWDEI> bO-ILICWH LT, 2 DD
Amazon CloudWatch Events JL—ILINFTOA4ENET . 1 DEFADRILT I3 >2DAN
> (AT -HRIEUIEE) (=T DIL—IL. D 1 DIFUTILTA LDEEA R b
[C—ETDIL—IL (T TAIL LTI ERD) TY,

AWS Security Hub AR I LTI 3> A1 —%=FRAUTCEIEEERIIET DH. IFRTE
RIBCEEBICTANUCETEEMEEZBMCITDCENTEET ., TNIHMEES L(ICBRIC
TEFET. INTOEETEHIRBZENCITDIVEEFHDFEA.

3. 1218
POOXRT7HI> b AWS Identity and Access Management (IAM) O—)L&ERALUT. B
E1ETIE AWS D API ZEAL. BREBROEEICHERIRDZRITLET., CDOYIU1—
SIZDIRTDI ATV ITIE. AWS Lambda BABHAHOHENET, —ZBD AWS
Lambda BT, BEXREERITUET ., ©DMT(E. AWS Systems Manager A — b X—
23252 Ty oFERLTEEZERITUET,

4, 05

TLAJvOTE ZDVYI1—>3>D Amazon CloudWatch Logs 2)L—F(CHER % L%
L. Amazon Simple Notification Service (Amazon SNS) ~EwW I (TBAIZXELT. AWS
Security Hub MIREFERZEIUE T, RITSNCT7 0> 3 DEAFIEMNE. REFERDOAE
[CIRFESNEI, AWS Security Hub DA v aR—RT, REERDT—0OJO—-DRXFT—4
AN NEW 55 NOTIFIED ZF/z(& RESOLVED (CEEENE T, EfTSNEEERIRT S
KDIE, BF21YUT CHT DIREMERDOAENERSNET .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/blogs/apn/how-to-enable-custom-actions-in-aws-security-hub/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
http://aws.amazon.com/iam/
http://aws.amazon.com/lambda/
http://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-managing-findings.html
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AWS Security Hub D&

aws-sharr-deploy XA W% JOA9DE. AWS Security Hub DHRS LTI 3 > HEE S #i
BENEI. AWS Security Hub 1>V —)LC Remediate with SHARR %Z#iR9 &, CDOVYU
— 3> T(d AWS Step Functions Z AU T. EEDZHICEREFERDOL I— RZE)L—F1 > U
F9.

POORT D> MERE AWS Systems Manager WS> J W&, aws-sharr-member. template
& aws-sharr-member-roles.template @ AWS CloudFormation > L — h&EERALT. I
T®D AWS Security Hub @702 b (BIBESRKUA/N\=) (LT TOATDIRENGDFT . 5
CDWTIE. TLAadwvol ©o23>z8RUTLKIEEN.,. COF2TL—hEERTDE. F—
v RNT7HD > STOEEMEENAIRE(CIRDE T,

J—H—(E. Amazon CloudWatch Events JL—)LZER LT, EEI & (CENEEZBEIN(CHIAT
EFEI, COATZa>(E. AWS Security Hub ([CIRESN S &I < ICHREFERDTEBEIEERILE)
UEYT. BEFRBET IAIINTATICERESNTWVET, COAT> 3> (. AWS Security Hub M
BIEE 7 N> KT Amazon CloudWatch Events JL—)LEA(CTDZET, TLATVIDAR
N—=ILPRHZEA A M=ILEICWDTEEETEFT,

DOXRTHIT> hOEE

[AWS ToB&MtenctFa1UT ] YU1—>3>TlE. JO0RF7HD> hoO—)L&{ER
UT. T5AXRVUTAD hECRAUTHI METEELE S, cnNsnO—)LiE. CcovUa
—23>DAAR=)LRICAIIN=THD NI TOAMENET ., HMEECHERIOO—ILAEID
HTHNET, TSAXUTHD> hOEETOTXTIE. BEMRERIZHD> ROIEERDOO—/L
B EZIDERNMISEINET . BEE. BENKNERTHD> b AWS Systems Manager D=
S IYVOICRO>TEITENFET,
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JLAJ0wvo

—E#EDEEIE. LAV IEREIND)\WH—(CT)—T{besnExd., LA JvoliEk. covy
1—>3>07>TL—MEERUTA >R M=IL, B, dilfenExd. oV 1—>3>T(E.
RE. ROTLAdvoEYR— U TWLWET,

e Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version
1.2.0 (2018 £ 5 A 18 HH)

e AWS OEAMMREFIUFT 1 DRI NTS55 1 X (AFSBP) version 1.0.0 (2021 4 3 A2AF)

e Payment Card Industry Data Security Standards (PCI-DSS) version 3.2.1 (2018 & 5 BF)

manJEiE

[AWS ToBE®ftenfztxFa VTl YVU1—23>7TlE. BE—dD Amazon CloudWatch
Logs Z)L—7 (SO0111-SHARR) (cOJ%Z&E#HFUET . cnNs5OOJ(CE. CDYI1—23>0D K
SO a—FTa >0 EEBEBOESHIC, FlOJEENESENTLED,

A

CDYYJ1—>3>TIlE. Amazon Simple Notification Service (Amazon SNS) cEWOZFERL T
BERRERITLUET. CONEYOIDOBIROUTS 3>z FERALT. 2OVYYU1—>3>OEEZ
WERTEFET, HIZE. A—JLBHZXEELIED. STILFoy hEEFHLIZDTEET,

AWS A2 IS ARSOF Vv CIRFTLAZIBRTDIHE. CF1UTv LOEFEEEEKRE AWS DR
THEENFT ., COEAHRBEFILICKD. IRABARL —F o TS RF LA EREIEL AT —H5
H—EXMERASNTVWI S RFTLAOMEBNRTF I UFT A ([CEDFEFTOIAR—R2 MIDWT,
AWS HER. B, BRUHIHIUET. 2D, BEFRDER LOBIEZERIT DDICKIIEET.
AWS F 1 UF 1 DFHICDNTIE. AWS 5D RtEF1UFsZESRBLTIIZE0,
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https://aws.amazon.com/compliance/shared-responsibility-model/
http://aws.amazon.com/security/
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AWS IAM O—J)L

AWS Identity and Access Management (IAM) O—JLICKD. AWS U5 ROY—EXREI—H—
(CHULTT7OCRRIS —ET7OCRHFaZEMCEIDH TR ENTEEI., CDVYIU1—23>T
(&, ZEEMEEDHEEC &(C. BRDIAFNIZEEDO VLR EZH5T D IAM O—I)L&EERULET,

BIBETHTI> SD AWS Step Functions (Cld. S00111-SHARR-Orchestrator-Admin O—JLHY
ZDHTHNFET. CDO—ILDHM, &A= > b s00111-0rchestrator-Member &
BIERIFBCENFIEINTVET, X2)/)\—0O—JLIE. &EEO—ILN AWS Systems Manager H
—EBX(CSELUT. HEDBES > ITvIORETIDIEZF RSN TVET, EEO—/LAE SO0111
TIRED., TORICEES > T v IR E—HT AN REET .

BIZ (L, s00111-RemoveVPCDefaultSecurityGroupRules (&,

SHARR RemoveVPCDefaultSecurityGroupRules {EES>TwoDO—)LICIRDET,

AWS Security Hub @700

AWS Security Hub @770 EXE(F. CDOVYU1—23 > DRHIREHFTI . AWS Security Hub @
ttw 7Y T ICEET B5EMI(E. AWS Security Hub 1—Y —7-+ RdD [AWS Security Hub 7w k77
w7 | #BRUTIEE,

Wi EB. TSARUTHIZ KT AWS Security Hub BEIET LD (CRESNTLDIREN D
NEI, COYIa1—>3>(F. AWS Security Hub DT SA<UT7HI> RERU AWS ZHD> b
(BELT AWS U—=32) (CTFTOATEET, & AWS Security Hub DT SAITUTHI> btz
HAIUTHIRNT, CDOYY1—23>0D AWS Step Functions (CX 9D AssumeRole 71X
RO NTRIES > TV IZFEITTETRILIICTBIA/N=F2TL— 77013 2NE
NHphET,
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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V)a1—-23>07vIT5—h

ZOYY1—>3>% v1.3.xX UEINSRHF/IN\—>3 7Py I —RTBICE. TTEEDIS Y
D7ZHBRLUTHh S, &RF/N\—2a>DRIYIZBA A N—ILITD2RENGDFET, HIFROFIECD
WCTE TYUa1—>3>07>A>RA =)L) 023>z 8RBUTREN,. OJ7—F(FIART
RiFen. ERT—INKONZ T LR@HDFERA. vidx BTV IITL—RIBBEEF. VU
1—>3>07vIT—K ZSRUTIZE0,

2w/ & StackSets DF O A

StackSets T(&. 1 D® AWS CloudFormation > L — hZERL T, #E#D AWS U—-=3>0
AWS 77HI> MRV ORERTEET ., /=232 1.4 BE. CcovUi—>3>E@E>7O0
NBBAAEFECEDVWTUY —-RZDETDZEICKD. StackSets ZRAWLWeT IO ZHR— KU
x99, WIILFT7HD> bOI—H—T. $(C AWS Organizations ZFIB L TL\DIHE(E. StackSets
ZEALTEHOTHI MNITTOAFTDIIETAYY hEESNET, CNICELKD, YVU1—->3
SDAZAR=IVEADTF O RICKHREBIRFIANERSINZF I, StackSets DFFHM(CDLTIE,
[AWS CloudFormation StackSets O] ZZB LT IZE0,

—_— N ~w

70O 8JgeI AWS U—=3>

ZDYU1—>3>(F AWS Systems Manager Z{ERULFE TN, WECESFFED AWS U—-=3
SDHTHEREETYT, CDOVYIUI1—>320(0E@F ZOUY—EXEYR-KITBIIARNTD AWS U—=3
STEMELE T . AWS U—=3 > 2 ETHIATEER AWS H—EXDSEHIBHRICDOWLTIE. TAWS U
—Z 3> RIDHY—EX] Z#SRBRUTIZE0,
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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DY 1—23>TlE. AWS CloudFormation Z{#ERELT. AWS 770> bAD TAWS TOBEE)
ftenfzttxaVUFo8wE] VU1 —>3>o7 00 288bLE 9. CNICE. RD AWS
CloudFormation 7> L — MO'&FENTHO. TTOCFICADO>O—- RTEET,

A7Va1—=>3>
aws-sharr-deploy.template - COF> 7L — hZFEHRALT. [AWS T
DEEMtENIzEF I UT ] YU1—> 3> zkELET., DT>
TJL— K& coVYa1—>3>na7AR—F>2 b AWS Step
Functions DOJADRA RENERF VD, BRUEEFIUT A BEZ E(C 1 DORI hEniz
AV INA A R=ILENFET,
B9 3 —EX(CIE. Amazon Simple Notification Service, AWS Key Management Service.
AWS Identity and Access Management. AWS Lambda. AWS Step Functions. Amazon
CloudWatch Logs. Amazon S3. AWS Systems Manager 72 EWHNDFET,

BIEE LT FDOYR—

RDF>FL— hH' AWS Security Hub OEIBETHD> M1 X h—ILa&N. BR— 3L+
AUF A« BENEMNCROET, aws-sharr-deploy.template 21 YA R—ILTBEE(C, 12X
h—ILTBF>TL— MERDBN SERTEET,

aws-sharr-orchestrator-log.template - AWS Step Functions @ Orchestrator A Amazon
CloudWatch Logs )L — T DERK.
AFSBPStack.template - AWS OEARNRZFI1 VT4 DRI N TS07 4 X v1.0.0 D)L—)L,

CIS120Stack.template - CIS Amazon Web Services Foundations benchmarks. v1.2.0 ®D)L—
JUo

PCI321Stack.template - PCI-DSS v3.2.1 ®DJL—JL.
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https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
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b AL
aws-sharr-member.template - AWS Systems Manager MDA — hX—
>3>35> 0w ET IOt AER%Z AWS Security Hub D& X /N—T7 1
K (BEEBEVHOS MEED) CAAM=ILTDEHbDI7YV ) 1—-23
Sty NPT UREICZDOT>TL— bh2ERALES, COF>TL—hEFERTDE 12X
—IILEBdEF1UT A BEDT L ATV IZEIRTEET,

aws-sharr-member.template Cld. BIRABICEDWVWTRDT>TL— A > A M=)LENxET,
aws-sharr-remediations.template - 1 DU EDOtF1 U BETHERAEIN TV HBEDEE T
- HO

afsbpMemberStack.template - AWS OEANRF1UF 4 DRANTST7 1R v1.0.0 D%
E. 7ORAEE, BES> TV,

CIS120MemberStack.template - CIS Amazon Web Services Foundations benchmarks. v1.2.0
DFTE. 7O, B1ES>Tv o,

PCI321MemberStack.template - PCI-DSS v3.2.1 O%E. 7Ot R0. EBES> TV,

A2 )\—O-)L
aws-sharr-member-roles.template - &% AWS Security Hub dMDX>//X
=TI NMIHERMEED-ILZEEZLFT,
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https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
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ER: StackSets ZfER LT IO I D ELE2HEDLET, L. B=THI> bADTTO
AT MFERFFHEBNDZE (. XYY IDTTOA AT 3>z L TIIRE,

ZDVY1—>3>%ZEENTDRIC. COHARTHMALTWDV—FF70F v, YU1—->3>20>
IR—R b BF2UT o, BRUHRGT LOBESEZHERL LS. OIS 3 >OFIEICHE
W, YU21—>3>%8FELT AWS Organizations RICT O ULEI . FEMICTDNTIZE.
StackSets Z#Z8 LT ZEU),

S’ O BR: StackSets /\SA—H(CLDT. 1 DOFAI> LT EICH 15 53,
BIHESR Yt

AWS Organizations (. NYILFF7HD> D AWS RIBE VY —RXZ2—xl(CEIRTDDIC/IIEE
9, StackSets (& AWS Organizations CTaEE(CHEELE T

BElCcoVIa1—23>d v1.3.x FEEFEZNUFIO/IN—>3>257 70+~ L TWBiHEald. BFoY
Ja1—>3>%T7>A>AM=ILTDIRENGDET, FHlICDOWVWTIE. YU1—>3>0T7vIF
— bk B3 ESBRUTI RS,

CDOYI1—>3>mFTTOA9Ba1lC. AWS Security Hub OF FO4 2L TLIES U,

e AWS Organization (C(&. &EENTz AWS Security Hub OEBE 7 HDT> MHIRETT,

e AWS Security Hub 7%, ##1dD AWS U—=3 > (Chfc> TIREERZENITDILSITHRET
DREBENGDFET, FHMICDOWTIE. AWS Security Hub 1—Y—71 -4 Rd [Aggregating
findings across Regions] ZZB LT ZE0),

o AWS ZEAIDE AWS U—=3>7T, #fd AWS Security Hub #7705« J(C I DNE
NHOFET,

CDFIET(E. AWS Organizations Z{ER I DEED 7 HD> SO AWS Organizations DEIR
7HO> hE AWS Security Hub OEIBE 7LD FMEEEL TV EEFIHIRELTVET,
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
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S04 OIE

ER COVYU1—>3>0 StackSets DF TJOA T, H—EXIYR—T REEEILIIYR—T
REID StackSets ZHAENDE THERALTVET ., WILINYR— REID StackSets Tld. B—E
ANFR—= REID StackSets TIFFZHB/R— FSNTULVRWRR hEtfz StackSets ZfEA L TL)
BleH. SDOECBIMERITDIVENHDET.

AWS Organizations DFESNZEEI7H DT> b5 StackSets Z#7 O LTLIEEN,

'S>=20
RDIA—LZFERALT. StackSets DF TOAEZIEIDZENTEET, T —F&E[L. =0
A HR(CEZIE—UTHDMHITTSIZEE0N,

AWS Organizations OEEET7HI> b ID:

AWS Security Hub OEIBE 7>  ID:

AWS CloudTrail ®oO40)L—:

A)N=THD2 K ID (AREFDUX B):

AWS Organizations @ OU (A>X XD U ~):
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
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ATV 1: BFEENJz AWS Security Hub OEEBEF7HD > NTEEBBEXSY D %EIREH

o TILIVYHR—RED StackSets &fFERALT. AWS Security Hub OEBEERC AWS U—
=3>@ AWS Security Hub OEEEI”H DI > M T aws-sharr-deploy.template AWS
CloudFormation > L — bhZEBULEI. CDOF>TL—hTlEH RXAMENZRFVD
ZERALTVET,

o AZAB—ILFTBEFIVUTABEZERUET. TIAIKT, INTERSNTNET (I

&)

o fFHATIBEEFD Orchestrator OJJ)L—T%&IRLET, FIEIDA>AM—JLT s00111-
SHARR-Orchestrator MY TICFEIT DIHE(E. Yes ZEIRUET,

)L IR —= RE! StackSets OFFMAICDULNTIE. AWS CloudFormation 1—H—7- R [Grant

self-managed permissions] ZZBL T ZE0)\,

ATFYD 2: & AWS Security Hub OXA>)I\—=7HD > MIEEO—-ILEA A M=

AFYT 2 DF2TL—MMIRATYT 1 THERSNE IAM O-I)LZ28RIDeh. ATvIT 1D
SIOAMMTTIDETHEFT.

e H—EXTYHR—RAE StackSets Z{FEHAL T. AWS Organizations D&T7 D> hDE—D

AWS U—=3> T aws-sharr-member-roles.template AWS CloudFormation >=>L
— g UFET,

o FAMKICERLWIZHD> MHNEMENZEIC. CoF> L — h=EBaNICA>AM—ILTDL
S(ERLET,

e AWS Security Hub OEBE7ZHDT> hD7ZHI> KN ID ZAHNUET,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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AFTwD 3: & AWS Security Hub DA\ =FPHI> e AWS U= 3O TAIN-RIYVIO%

cE

I IR — RE StackSets ZFERALT. ELU AWS Security Hub OERENEIERET D
AWS Organizations DI RXTDFHI> MM AWS UV —AWHBINRTD AWS U—=3>
T. aws-sharr-member.template AWS CloudFormation > L — hZEE#HLET .

AR b—EXIYR—RE StackSets B X MSNERAY Y OB R— hESNBDE T, BT
MO3FHFLVWTHIS MIHUTZTOFIERETI DIHENHDET,

ARAB=IFTREF2IUTABEDT L ATy OZBIRULET,
AWS CloudTrail OJJIL—T O&RIZEELFT (—EDEETHERLET).

AWS Security Hub OEBE 7 LT bD7HI> N ID ZAHUET,

BE: CoVU1—>3a>(llF. BROEBAARNIOIRE AWS ([XEFTDIATSa>AEENTL
F9, HHEZOT—HZFERALT. BEENCOVYUI1—->3>. BES-—EIXBIUVHREZED
FOCFEAL TV ELD L<KIEREL. BRI - EXPRBONE(CHIITEI . AWS (&

D7 >T— b EBU TIREENZT—FZMBLET, T —FREICF. AWS TS5/ —RU
S—MEAENET.

COOMEBEZENICTDICIE. T>TL—b&'ESFI>0O—-RULT. AWS CloudFormation O wE>
It 02 3>%ZEL. AWS CloudFormation IV —)LEERALTF>FL— 7y IO—R
L. 2OYYU1—23>227257TO0100FT. FHlICDONTE. COH+ R NEAX MUY IDIR
£l ©osa2zsRUTIIES,

AFw T 1: FEENT= AWS Security Hub OBIEET7ZHD
> hNTEREXRSY IR

1. AWS Security Hub OEBEIHDI> T, BIERXSWT (aws-sharr-deploy.template)

T TOAUET, BE. BE—0D AWS U—g> i & 1 DIEELE T, THORYY
DERANESNERAYVORGERAITDIIESO. COF>TL— LRI IIHZR— REOD
StackSets &EUTFOA 9 DINENSNDET,
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more

Service-managed permissions © self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your organization

1AM admin role ARN - optional
Choaose the IAM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AwsCloudFormationStackSetAdministrationRole v

A\ StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

1AM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

2: StackSets A< 3 > DEE

2. Account numbers /{5 X—%(C. AWS Security Hub OEIBEIZHDO> D7 HDI> K ID
BANDUET,

3. Specify regions /\S X—%57T., AWS Security Hub OEIBEMNA > (CIRD>TLND AWS U—
23> DHEERUVET . COFIENTTIDIDZFOTHNS, RTvT 2 ([CEHFT.

AFwF 2: & AWS Security Hub DX > )\—=771> T
BIEO—)LZ1> A =)L

H—EXNYR—= RE StackSets #FERALT. X>2/\—O—J)LDF>TFL— b (aws-sharr-member-
roles.template) &5 SO UET. CD StackSets (. A /=T HI> T EC 1 DD AWS
U—=23> (7009230 EBENRGDEIT. TNICKD. AWS Step Functions @ SHARR
Orchestrator MSMIOX 7 HD> ~ API d—)LZsFa1 93500/ ULO—-I)LAAERENET,
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1. #EMORY > —(CHE> T, Al (BF) T EMEac7Or0EFY.

2. AWS Organizations QLW D> MTTNSDT7 I ERNMISESNDLS(C. BEFT
JOA%ZAICUET,

3. Specify regions /\SX—45T, B—D AWS U—=3>&BRUET . IAM O—)LIETJ0O—
JULTY, O StackSets i TOA SN TVBRBIC, XRFTVT 3 [EDTENTEET,

Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.

StackSet description

You can use the description to identify the stack set's purpose or other important information

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051| |

3: StackSets D l&IEE

27w 3. & AWS Security Hub @ X>)\—=7 > h&
AWS U—=3 2 TA)N\—R AW =L H)

CDRAIY DERARSNERTY D&ERT DIz, WILITIYR—Z REL StackSets & LT 7O

IRINENSDET., AWS Organizations DFFTLWLTHDI> MADBEEHF IO (FHR— hEnTW
FtE A
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IS A—-4

LogGroup Configuration: AWS CloudTrail DOJ%Z2{E9 200 0)L—T&&RUET. FELT
WRWMBE. FEOJ0I—TR7HD> b EICRRDIBE(E. BE)MEZERL T IZE0, 7
o> NEBE(X. AWS CloudTrail @O/ Amazon CloudWatch Logs M )L—TF = /ERk LTz
(C. AWS System Manager Parameter Store T /Solutions/S0O0111/Metrics_LogGroupName /=
A—BDZERITDHENDHDEFT ., ZMNE APLI I—-ILTHANIDTRADT S —LZEHRT DIEEBICHE
T9Y,

Standards: X>/\—=7HI> MIHFHADEF2UT A BERZBRUET, TNICKD. AWS
Systems Manager DS > IV INA A R=ILENDEIFT. tFa1 VT BEFBENTIRDEE A

SecHubAdminAccount: CHOY U1 —->3>DOBBEFT > — M2 M=)LUTEE AWS
Security Hub OEBEIHI> D7 NI K ID ZAHNUET,

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an organizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file

111122225533, 123456789012, 111 1444422221

12-Digit account numbers separated by commas.

Upload .csv file 1 No file chosen

4: 7HI> b
Deployment locations: 710> MESHZIFHEBEMDIUA MEIEETEET,

Specify regions: RIEFERZ(EELTD AWS U—=3 >IN TGERLES, 7HO> hE AWS U
—Z3>ORCEHUT, TTIOAMDATIa>wAERTEEIT., V=23 > 0ORBRTEQLIETS
x99,
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ER: WILFT7HDS bDOI—H—(C(F, StackSets ZFERA LT TOA &R BEDLET,

ZOVI1—23>ZEHIDRIC. OB RTHIPLTWD Y —FF0F v, YUa1—>3>0>
IR=R b BF2UTo. BLUESF LOZBRFEZER LT LS. OIS 3> OFIRICH
DT, ZOVYY1—23>2ZF/ELTAWS ZHD> MMIFTJOAULET.

O s/ : £ 15 9

_\_I_E

Elpre Jaa
ZDYJ1—>3>mFTTOA9BaiC. AWS Security Hub " SA<YUTHT> hEKXUtEHA
D7ZHAD>REED AWS U—=a> (CHhdExERLTLSESW, BRlccnV I a—>a3>um57S
O1LTWBBEaIE BFEOVI1—23>&8 7> A A M-ILTBIRENSGDFEI, sFHHICDLTIE.
[VUa1—23>07vIF—N o332 8RBUTLESL,

S04 OIE

ROFIEZFEALT, COYY1—>3>% AWS (T TO41LFET.

27w 1. BIBE XYW IDILE)

e aws-sharr-deploy.template AWS CloudFormation > L — k% AWS Security Hub
DEBEI NI NTEEULET,

o AAM—ILIBRTEFIVUTABEEZERLET,

o {FRAYBEIFD Orchestrator OJTIL—TZEIRUET (MBIDA > A =)L T s00111-
SHARR-Orchestrator MBEFCFELTVBDIHEI(E Yes ZFEIRLTLIZE W),
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ATV 2. A2)\—=REH v I DIEEE

e CIS 3.1-3.14 DEETEAT S Amazon CloudWatch Logs J)IL—TD&FIZIEELE T,
AWS CloudTrail ®O4 %% (FH3 Amazon CloudWatch Logs ®OJJ)L—TDLEEITH D
WHENSHDET,

o BEEO-INZAZAB—ILTDINEDSIHNZERLET., COO—ILE, FHD> T EIC 1 [E
A2 AR=ILUTLIZE0N,

o AAR=ILIBTLATYVIOZBIRULET,

e AWS Security Hub OE¥EHIT> bDFTHDI> K ID ZAHULFET,

AFwT 3. [EFARJEEIMEIE DR (AT>32)

o AXN=THIZRIEEEZINTHIBRLET . COFIEFEIEEIEETT.

ATFwvT 1. BB Y DIDILE

BE: CoVU1—-232([CE BEOERAANIIRZ AWS (OXETDATZ a>AEFENTLY
F9, HHESDOT—HZFEALT. BEHENCOVYY1-23>, BEY-EXBIURRZLED
KOCHERALTVBIHIEID X SEREL, RHETDIT—EXPRBOWECRIITET . AWS (3.
DTV T—hEBUTRESNLET —FZIBLET. T —FWEIC(F. AWS TS5/ —RY
S—PEAENET.

COOMEEZENCTDICFE. 7> TL—bhESFI>0O0—-RULT. AWS CloudFormation X w E>
Jgwoz2a>wZEL. AWS CloudFormation >V —)LZERALT>TL—bhz7yIJO—R
L. 2OVYU1—232257T0O1C0FET. FHBICDNTE. ZDHA RD NEAX YW IDUR
£l o2 a azERUTIEE 0,

CoBE#{tENz AWS CloudFormation > L — k&, TAWS Security Hub TOBEEMEENZtZ
FaUFaMIE] YIa1—>3>% AWS 5O RICTTOAUET, AV I%LE T DEIC. AWS
Security Hub ZB%(CUT. B ZHR I DNENSHDET,
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https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
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R SOV 11— 3> 0FETHRICERLE AWS OU—EXXDIXR M. BEFOEIBELDE
9, FEHICDWTIE. COHARD OXBM ©H23>T. COVII—>3>TERHRSINTULS
£ AWS OH—EXDRERR—HESRBULTLLEE0,

1. AWS Security Hub MRTERTESNTLND AWS 7ZHDI> D AWS ¥+
TA MDY —-ILIECYA>A420ULTMHMNS . aws-sharr-
deploy.template AWS CloudFormation > L — hNEiL# 9 3R>
HERUET ., MBICHRAINAXITREDICT T —hE2F I O0-RIBIEETETET,

VUia—=3>

ARG Y I DiE)

2. T>T7L—ME FIAILNTRERS (274688 U—3 > TEREIZNE T . Hld AWS
U—23>TZDVI1—232ZEMITDCE. AWSIYR— A ROV —ILDFES -2 3
2I\—TU—>3>tL 05 —&FERLET.

AR COVYYU1—>3>TIE AWS Systems Manager ZFERULEYI. cOY—EX(E. BE. —
ZD AWS U—=3 > TOHMIATIETYT, DY Ia1—=3>(F. AWS Systems Manager H'Fl
FATJREIR AWS U—= 3> TEREIFTDIVENDDFET. AWS U—=3 > T ETHATEER AWS 5
—EXDSFIBRICDONTIE. TAWS U—3 2Bl —EX] Z#TSBIEE,

3. RIYVIDIERRNR—>T. IELWLWF>TL— N URL B Amazon S3 URL 7+ X hMRw O RXICAA
SNTWVWBCEZHER L. [IRN] ZBIRUE T,

4. RAYVIDFMEIBER—>T, COVYIUI1—23>DRAFIVIICERZEIDETET., LRIDX
FHHIPR(CBI T DEMI(E. AWS Identity and Access Management 1—H —7- RdD [IAM &
U AWS STS A4 —4 ] Z#ZRUTZEL,

5. NSA=HR-T, RO\ SA-FZEEL T [RN\] Z&ERULFET,

NSA—5 FIAIE B

Load AFSBP Admin Stack  ves AFSBP 11> hO—JLOEEMEEDIZHICER I R—3R> M
AAR=ILTBINEDSHZEIBELEY,

Load CIS120 Admin Stack ves CIS120 O> bO—JLOEIMEEDZSHICEEB I R—1R> b
ARARN=ILTBINEDIHEIBELET.

Load PC1321Admin Stack ves PC1321 > bO—JLOBEEMEEDIZHICER I /R—3R > M
ARAR=ILTBINEDIHEIBELET.
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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INSA—=4H FIAIE SHEA
Reuse Orchestrator Log no BE7FD Amazon CloudWatch Logs @ S00111-SHARR-
Group Orchestrator JIL—TZBFATINEDIHERIRLET.

INICEKD. BEIDN—3>000F7 —FZ2KR52ER<, B
ADRAB=ILET YT T — ROERICITRET . v1.2 DUE,
57vITIL—RIBIFEF. yes ZERLTIZELN.

6. RIYVIATSIAVD/ENR—ZT, [RN] Z#IRUET .

7. LEA—R-—2T, KEXWRLET, T>TL— A AWS Identity and Access Management
(IAM) UV ==K T D EZERIDFIVIRY IR ZMT A(CUET,

8. [RAYVIDMERL] ZBIRLTCRYYI=FT IO+ LET,

RAAAYVIDAT—A XL, AWS CloudFormation IV —J)LDORFT—H A THERTEEIT,
10 99T CREATE _COMPLETE RF—HAZANWEKREINZET,

AFwF 2. % AWS Security Hub DX > )\—=7712> ~C
BIEO—ILZ1 > XA =)L

aws-sharr-member-roles.template StackSets (. X /\—=77HT> T EIC 1 DOU—-3
NCOHTTOATDIRENSDDET., CNICKD. AWS Step Functions D SHARR Orchestrator
M5O OORXT7HI> N APL O—=)LZHFA] 9200/ ULO—-ILAA ERSNE T,

1. AWS Security Hub DA )\=7710> & (A2I\-TEHIERET
DO hZED) JEIC AWS YRSA NIV —=)LICBA>1A2 U

O—JLRAYY

DiEEH)

F¥9, aws-sharr-member-roles.template AWS CloudFormation
T —bhEEHITDIRIEZRIRUET . MBICHRAINAXTDEDICT>TL—hEFTD
O—RIDTEETEFT,

2. T2TL—bE FIAIINTRERE (\—Z74088) U—>3> TicghianExd. Bldo AWS
U—=3>2T2DYY1—2 32272 REIDICIE. AWSIYR— A RO Y —)ILDFES -2 3
2I\=TU—-232L 05— FERALET,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member-roles.template
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3. RIYVIDERRR—>T. IELWLVFT>TL— bk URL B Amazon S3 URL 7+ X MRwW O RICAH
SNTWBZE'ERL. [RN] ZBIRUE Y,

4. RAYVIODFMEIBER—>T, YVUI—>3>RIVICEBIZMITET ., ARIDOXFEHIRIC
B9 D5EM(E. AWS Identity and Access Management 1—HY —7- RdD [TAM H KU AWS
STS UA—%] #&BUTLIZEL\,

5. NSA=HXR-T, ROI\SGA-FZEELT [IRN] ZERLE T,

NSA—5 FIA)IBE ETL
Sec Hub Account < A WE> AWS SeCUrity Hub @%IE%TjJ'j\/ D 12 HIDT7 D> b
Admin ID ZANLET, COBICED, BEEFHD> NOYU1—

> 3>o0—-)LICtERMIGENZET,

6. RIYVIATSIAVD/ENR—TT, [RN] Z#IRUET,

7. LEA—R-2T., KEZWRLET, T>T L — bHY AWS Identity and Access Management
(IAM) UV =R Z{ER T D EZRAERITDF I VINRY IR ZT AICUET,

8. [RIYVIDMER] ZERLTRYYOETTOALET,

XAIYVIDAFT—A X (F. AWS CloudFormation >V —)LDARAF—H RAFTHERTEEI .,
59T CREATE_COMPLETE RF—HANKRENET, CDORXAIYVINFTMHAENTULDRIE,
IRDATY T ITEDCENTEFET,

2F7wvw T 3. A )= v IDIEE)

BE: COVYJ1—232([CE BEOERAARNIIRZ AWS [SXEFTDIAT a>hHEaENTH
F9, HHECDT—HZFEALT. BEHFNACOVY 123>, BEF-—EXBLUVEREED
KOCFERAL TV EXID LSEREL., RFHT DY - ERXORMOWEICHIITEI . AWS (F
COT7 - hEBUTIRESNET —FZBLET., T—FREIC([E. AWS TS5/ —RU
S—MEARAENET.

COOMEEEERCITBICIE. T>oTL—bhEASFD>0O—RULT. AWS CloudFormation OYwE>
o2 3>%#ZE L. AWS CloudFormation >V —ILEERLTCT>IL— b7y IO—R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
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L. SOVYJUa1—23>2257T010FT, FHICDOVWTE. ZDH RD ERAX KU W IDIR
&1 0232728 RUTIIES,

aws-sharr-member AWV, & AWS Security Hub DX )\=77HT> MIA A =)L T D
ENGDET, CORXFvIE. BEMEERDS > IVIZEERELET ., EAXA/I\=THD> hDEER
H(E. CORYYORBTHADERMEEZ IS bO—-ILTEFET,

1. AWS Security Hub DX )\=77HDT> b (A2/)I\—-TEHDEEETHD
> hEED) TEIC AWS IRSAD ROV =)L >4 UET,
aws-sharr-member.template AWS CloudFormation > 7L — h&it
BIDIMIEERLET, MBCHRAINAXRITREHICT>TL—bhzdo2O0-RIBIE
ETEFY,

A=YV D

DicH)

2. T2TL—bE FIAIINTRERE (\—Z74088) U—>3 > TiEianEd. Bld AWS
U—23>TZDYYI1—23>&EHITDCE AWSIYR—Z A ROV —ILOFES -2 3
2II\—=TYU—>3>tL o5 —=FRALET,

AR CDYU1—>3>TlE AWS Systems Manager ZERLET. COY—EX(E. B/IE. F
EAED AWS U—3 > THIFRIEETY . DY U 1—>3>(F AWS Systems Manager 7'l
FABIEE/R AWS U—=23 > TEBITDIVENDDFI. AWS U—=3 > 2 ETHIATIRER AWS B
—EXDEHFIBIRICDOVTE. TAWS U—=32RInE—EX] ZZS8BZE0,

3. RIYVIDERNR—>T, IELWLWSFT>TFL— K URL B Amazon S3 URL 7+ X MR O RICAS
SNTWBZER'ERL. [RAN] ZBIRUE Y,

4, RIYVIDHFMEBER—>T, COVYUI—>3>DRAVICEZBIZEIDETET . ARIDX
FHEHIPR(CBI T D5EMI(E. AWS Identity and Access Management 1—H—7- RdD [IAM &
U AWS STS A —45 | ZSBBULTLESL),

5. WGA—=HR=TT, ROI\SGA-HZEELT [RN\] ZEIRULFET,

INSA—%H FIAILB 2Ll

Provide the name of the <ASHOHWA> AWS CloudTrail h* API J—JL%ZEEE%9 D Amazon
LogGroup to be used to create CloudWatch Logs J)IL—TJD&aiziEELET. i
Metric Filters and Alarms CIS 3.1-3.14 DEEIERENEY,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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INSA—H FIAIbB A

Load AFSBP Member Stack yes AFSBP > hO—JLOBEEMEEDEHICEEB I R—FR>
A R=ILTBINEDHNEIBEELETD,

Load CIS120 Member Stack yes CIS120 O> bO—JLOBEEEEDESHICER I > R—X
S hEAAR-ILTBINEDINEIBELET .,

Load PCI321 Member Stack yes PC1321 O> bO—JLOBEEMEEDEHICEE I R—F
S hEAANEILTBINEDSHEIBELEY,

Create S3 Bucket For Redshift no AFSBP Redshift.4 &8 (C Amazon S3 /\ow NEERL
Audit Logging IINENDDIEE(E. yes ZIEIRLEFT, Amazon S3

I\ S EABIEDEEMIC DULTIE. AWS Security Hub 1
—H -7« R [[Redshift.4] Amazon Redshift 7= X%
—TlF BEEOTEENEICIEO TLIRENSHDE
1 ZBRUTLIZE0,

Sec Hub Admin Account <ABNWZE>  AWS Security Hub OEBIEETZHDI> b 12 #7
DFHI>HID ZANDUET,

6. RIYVIATSIADD/ENR—TT, [RN] Z#IRUET,

7. LEA—R-—2T, KEXHRLEIT, T>TL— bHY AWS Identity and Access Management
(IAM) UV =R ZERR T D EZ AR I DFITVIRY IR ZMT ACUET,

8. [RIYVIDMFR] ZERLTRYYOETTOALET,

IV IDAT—4 XL, AWS CloudFormation IV —)LDODRAF—H RS THERTEEI., ©
15 93T CREATE COMPLETE RF—AH AWK RESNZET,

— . L 4 = ~
ATwvT 4 [FHTJEERMEEDRE (AT 32)
AIN=T o> M SRHEDEEZHIIRT DHEEF. RARSNERIYOZF1I VT BECE
DETEFHTZETHRTEET. SOTILCTBRDIC, FRANSNERY Y IDATS 3> (HIL
— RNV DL ENFEHA.

1. AWS CloudFormation >V —)LICHA >4 > LT, RARSNIERIYVIZEIRUET,

2. [BE#] ZERUKT.
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://console.aws.amazon.com/cloudformation/home
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3. [RARENERYYDZERH] ERUT [RIYIDEM] ZERUET

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [

Go to root stack (recommended)

© Update nested stack

Cancel Update stack

5: RARESNIERD Y D DERR

4. [REDOT>IL—MEER] ZBIRU. [RA] Z&IRLUET,
5. [EHTJREMEERARLUEI ., HERIO> MO—I)LDJEIL Available (. AERIO> bO—

JUIE Not available [CEELTLIZEUL),

AR BEZATICIDE TFaVUTABELO MO—JILADY U1 -3 DEES> T v D
HHIBRENE T,
6. RAYVIATSIADDWENR—TT, [RN] ZBIRUET.

7. VEA—R->2T. EEXHEALEI. 7>TL— M AWS Identity and Access
Management (IAM) UV —XZERT D EZERIDFIVIRY IR ZMT AICUET,

8. [RIYVIDEHM] TE RLET,

AV IDAT—A(F. AWS CloudFormation IV —I)LDOAF—H RAY THERTETET.,
15 59T UPDATE _COMPLETE RF—AANEKREINZET,
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AWS OHY—EX

e AWS Security Hub

e AWS CloudFormation

e AWS Key Management Service

e AWS Lambda

e Amazon CloudWatch Events

e Amazon CloudWatch Logs

BEVY—X

AWS Step Functions

AWS Systems Manager

Amazon Simple Notification Service

AWS Identity and Access Management

AWS CDK

Automated Response and Remediation with AWS Security Hub

CIS Amazon Web Services Foundations benchmarks, version 1.2.0

AWS OEARMNRZTF 1 VT DRI NTS07 0 AIEHE

Payment Card Industry Data Security Standard (PCI DSS)
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https://aws.amazon.com/security-hub/?nc2=h_ql_prod_se_sh&aws-security-hub-blogs.sort-by=item.additionalFields.createdDate&aws-security-hub-blogs.sort-order=desc
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
http://aws.amazon.com/cloudformation/
http://aws.amazon.com/systems-manager/
https://aws.amazon.com/kms/
http://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
http://aws.amazon.com/iam/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub/
https://www.cisecurity.org/cis-benchmarks/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-pcidss.html
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CDYYa1—>3>(C(FE. Center for Internet Security (CIS) AWS Foundations Benchmark v1.2.0.

AWS DEANREFIUFT 1 DRA ST S5+ X (AFSBP) v.1.0.0. Payment Card Industry

Data Security Standard (PCI-DSS) v3.2.1 D—8& U CERESN TWDEFaUFTa BEDT LT

v IDEENEFENTNET.

BEDBEDEMICDVTIE. AWS ZAHDY MDYV U1—2 3> (Cko>TTIOA SNIEEFID
AWS Systems Manager 5> JwO%=SR L TLIZEL\. AWS Systems Manager 1>V —)LICFEE)
U. FESF—=23>RA2T [RFAADBM] ZBIRUTLIZE0,

L

AWS FSBP

CIS v1.2.0

PCI v3.2.1

SHARR-EnableAutoScalingGroupELBHealthCheck

O— RIS Y —(CREER T 517z Auto Scaling ZJJL— (& O
— RIS —DNIILRF TV ORERUET,

Autoscaling.1

Autoscaling.1

SHARR-CreateCloudTrailMultiRegionTrail

AWS CloudTrail ZB%1(CL. Aa<&EB 1 DOVILFU—23
SO CERELE T,

CloudTrail.1

2.1

CloudTrail.2

SHARR-EnableCloudTrailEncryption

AWS CloudTrail (&, REBOES{tEBMCLET,

CloudTrail.2

2.7

CloudTrail.1

SHARR-EnableCloudTrailLogFileValidation
AWS CloudTrail T T 7 A )LOEEMREEN 705« T(C1x>
TV E'ERLUET,

CloudTrail.4

2.2

CloudTrail.3

SHARR-EnableCloudTrailToCloudWatchLogging

AWS CloudTrail @ kL1 JLH' Amazon CloudWatch Logs &7
BENTVWBRCEZERLUET,

CloudTrail.5

2.4

CloudTrail.4

SHARR-ReplaceCodeBuildClearTextCredentials
AWS CodeBuild 7O 10 hOBRBREIRCO U 7T+ hDiRE
BHREEFEFEA

CodeBuild.2

CodeBuild.2
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-pci-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-pci-controls.html
https://console.aws.amazon.com/systems-manager/
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A

AWS FSBP

CIS v1.2.0

PCIv3.2.1

SHARR-EnableAWSConfig
AWS Config N7 05« FICIR>TWBZ E'ERELUET .

Config.1

2.5

Config.1

SHARR-MakeEBSSnapshotsPrivate
Amazon EBS DR Fv I 3w haE/\TUYOITETARICUE
-E-/UO

EC2.1

EC2.1

SHARR-RemoveVPCDefaultSecurityGroupRules

Amazon VPC OF I A bta VST 0IL—TTr2 /DO R
EFPIRNDOURONS T v oEZEIEUET,

EC2.2

4.3

EC2.2

SHARR-EnableVPCFlowLogs

Amazon VPC JO—OJ%IARTD Amazon VPC TEMICLZE
3_0

EC2.6

2.9

EC2.6

SHARR-EnableEbsEncryptionByDefault

Amazon EBS DBES{tEFT I AL FTEMICULEY .,

EC2.7

SHARR-RevokeUnrotatedKeys
AWS IAM 1—H -7t A+—% 90 MW TO—>7—>3>
=BF9I.

IAM.3

1.4

SHARR-SetIAMPasswordPolicy

AWS IAM DF T A )L bD)CXD— RRU S —

IAM.7

1.5-1.11

IAM.8

SHARR-RevokeUnusedIAMUserCredentials

BRIERSNCABLIACERSNRAVES(C. AWS IAM 11—
—DFRELEHREAT(CUET,

IAM.8

1.3

IAM.7

SHARR-RemoveLambdaPublicAccess

AWS Lambda B8D/N\T Uy OT7OR22BIEUET,

Lambda.1

Lambda.1

SHARR-MakeRDSSnapshotPrivate
Amazon RDS DRF v I 3wv b\ TUvOF7oR=ZEIEL
ESEIN

RDS.1

RDS.1
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ETLE AWS FSBP | CISv1.2.0 | PCIv3.2.1

SHARR-DisablePublicAccessToRDSInstance RDS.2 RDS.2

Amazon RDS @ DB 1> AP AMINT I OT7 It A=EEIEL
ig—o

SHARR-EncryptRDSSnhapshot RDS.4
Amazon RDS DUSRAF—AFv I3y hEF—HIR—IXF
v 3v N RERICESIEULET,

SHARR-EnableMultiAZOnRDSInstance RDS.5

Amazon RDS @ DB - > XAV ABEEHOTRASEUF =Y
—ICGRELET,

SHARR-EnableEnhancedMonitoringOnRDSInstance RDS.6

HRE=SYU > 2% Amazon RDS @ DB (> XA X EDTSRA
—(ZERELET,

SHARR-EnableRDSClusterDeletionProtection RDS.7
Amazon RDS 75X 5 —DHIBFREZBMNCLET,

SHARR-EnableRDSInstanceDeletionProtection RDS.8

Amazon RDS @ DB -1 > X I > ADHIFRREZBILUET .

SHARR-EnableMinorVersionUpgradeOnRDSDBInstance RDS.13
Amazon RDS OBEINAF—/\—=3>07v I I — REBM
[CUZFET.

SHARR-EnableCopyTagsToSnapshotOnRDSCluster RDS.16

Amazon RDS @ DB USRS —DAFT%=IFv I3y MNZOE
—UTERELUET,

SHARR-DisablePublicAccessToRedshiftCluster Redshift.1 Redshift.1

Amazon Redshift 75X —D/)\TUwWOTF ORI =ZEIFUE
g-o

SHARR-EnableAutomaticSnapshotsOnRedshiftCluster Redshift.3
Amazon Redshift 75 X5 —DBER TV I3y M7 IT+«
JICUFET,
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A

AWS FSBP

CIS v1.2.0

PCIv3.2.1

SHARR-EnableRedshiftClusterAuditLogging
Amazon Redshift 75 X5 —DEBEOJVZEBMICLET,

Redshift.4

SHARR-
EnableAutomaticVersionUpgradeOnRedshiftCluster
Amazon Redshift DA v —/{—3a>ADBBH 7Y IIL—R
ZBMCLFET,

Redshift.6

SHARR-ConfigureS3PublicAccessBlock
Amazon S3 O/N\TUW o7 otwR=TOAY I DRERTITTA
JICUFETY,

S3.1

S3.6

SHARR-ConfigureS3BucketPublicAccessBlock
Amazon S3 /\&ow kDT Uw ODFRAHEID 7oz A= IELE
3_0

S3.2

S3.2

Amazon S3 J\ow hDINT U IDEZIAHF T IR ZZEIEUE
9,

S3.3

S3.1

SHARR-EnableDefaultEncryptionS3

Amazon S3 /{4y hadH—)\—H+ ROBBS{LEBMCLET,

S3.4

S3.4

SHARR-SetSSLBucketPolicy

Amazon S3 /\Zw bt SSL Z2ERY 372D ) I T A hEEsR
LET,

S3.5

S3.5

SHARR-S3BlockDenylist

IOy fMRUS —THliD AWS 7HDI> MIfH5EN3 Amazon
S3 DO RFFEZEFHIRLUET.

S3.6

Amazon S3 @ Block Public Access s%E%x/\w KLARJIL T
F4JCULET,

S3.8

SHARR-ConfigureS3BucketPublicAccessBlock

AWS CloudTrail @O B Amazon S3 /\4w YT Uw I
TOCITERNC EEERUETD,

2.3
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A

AWS FSBP

CIS v1.2.0

PCIv3.2.1

SHARR-CreateAccessLoggingBucket

AWS CloudTrail ©. Amazon S3 /\orw b7 oI O0MNT7H
FATCROTVWBRZEZHERUET,

2.6

SHARR-EnableKeyRotation
YERELTE AWS KMS key OO—F—>3> Q7054 J(CIx>T
WD =R UET,

2.8

KMS.1

SHARR-CreateLogMetricFilterAndAlarm

AIE/R API O—)LICEIDOTANIDZADTAILIET S~
NMFEI D E=MRLET .

3.1

SHARR-CreateLogMetricFilterAndAlarm

MFA ZER UL AWS YRIAS ROV —ILADBA > 1>
(CRT2OT0ANIDRDTAIE ETS—LNFET D L=
BUET,

3.2

SHARR-CreateLogMetricFilterAndAlarm

IL— 1Y —DFERICEITZIO00ANIIRDT (I ETS—
INFEIDCEHERUET,

3.3

Cw.1

SHARR-CreateLogMetricFilterAndAlarm

AWS IAM /RUS —DZEE(CRIT DO A NI TRD T« L ET
S—IANFEIDCEAERUETD,

3.4

SHARR-CreateLogMetricFilterAndAlarm

AWS CloudTrail DFREZRE(CEAFTDOTANITIDIT 1 ILI E
FPI—LMFRET D L EHRLET,

3.5

SHARR-CreateLogMetricFilterAndAlarm

AWS YRZA> RO Y —)LORIEDKREICETDOT A NI D
ADITAINDETS—LWMFET D EZHRLET.

3.6

SHARR-CreateLogMetricFilterAndAlarm

I—Y—hHMERR LTz AWS KMS key OfESNMEEHIBR(ICEEIT D00
ANIVDADIT AW ETS—LFRET DR LET.

3.7
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A

AWS FSBP

CIS v1.2.0

PCIv3.2.1

SHARR-CreateLogMetricFilterAndAlarm

Amazon S3 /\&w hORUS —ZE(CRAITIO0A NI TADT
AINAETS—LNWFET DS EEZERUET,

3.8

SHARR-CreateLogMetricFilterAndAlarm

AWS Config DFEZE(ICBEITDOTA NIV IRDT 1 ILFET
S—LPIFETD LR LFET.

3.9

SHARR-CreateLogMetricFilterAndAlarm

TFIUFTA O —TOEBICEHITZOTA NI TZADT «ILF &
PS—LEFET DI EEERLFT,

3.10

SHARR-CreateLogMetricFilterAndAlarm

Zy hND—=0o70tX2> bO—)LYUXRX N (NACL) OZEEICET
BOTANIDRDITAIINAETS—LNFEI D ERZERLUE
a_o

3.11

SHARR-CreateLogMetricFilterAndAlarm

Ry NID—=05—hITA(CHIBDEECEHITZOTA NI IRD
TN ETS—LMMFET D EZERUET .

3.12

SHARR-CreateLogMetricFilterAndAlarm

W= bF=DILDEEICEIDOTANIITRDI I ETS—
LWFRETD MR UET.

3.13

SHARR-CreateLogMetricFilterAndAlarm

Amazon VPC OZEE(ICAEITZO0ANIIRDT (I ETS—
INNFEIDCEEERUET,

3.14

AWS-DisablePublicAccessForSecurityGroup

tFa1UFTJIL—=TH, 0.0.0.0/0 MSR— b 3389 AD-1 >/
D2 R OCREHA U LB LE T,

4.1

EC2.5

AWS-DisablePublicAccessForSecurityGroup

tFa1UFTJIL—-TH, 0.0.0.0/0 MMSR— bk 3389 AD-1 >/
D2 R OCREHA VIR LB LE T,

4.2
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BEFEOTLATYOCHUWMEEZENMTBIEHIC, COVI1—->I BRZEEIINERHDF
E/\JO

AR COBDHATIE. COVYII—232(CLOTARAM—IleNZUY - X Z2/inmEUT
BALET. BHIICKD., FEAEDYII—-232DYUY—R&IC(E SHARR t° S00111 H'E
FN. RO a< #elULBNKSICRDOTNET,

BRE

[AWS ToBE#tenctFa1 VT el YUI1—23>D32Tv o, ROZENEGZER
(CESRENDDFT.

SHARR-<standard>-<version>-<control>

Standard: a1 U BEDEFITY ., TN(E SHARR hHR— NI Bd3tFa1 U0 BE(C—T
DINEHNHNDZET, [CISI . [AFSBP] . [PCl] OWINHTHINEHNHDET,

Version: T2 U BED/\—=3>, TOBEDS. SHARR HR— 9 3/\—g> S
BF—AHD)\ -3 > —HUTWBIRENSDET,

Control: 1819 21> bO—J)LOO> bO—JL ID, TNIFBREERT - E—HITDINENHNDET,
1. A)\—=ThHhI> NS> ITvoREMRLUET,
2. A)\N—=THI> N IAM O—I)L=EVERRULE T,

3. (AT>3>) EBETHDS NCTESMEEIL—ILZERLET.

ATV T 1. A))N—=THI> bTT T v IR

1. AWS Systems Manager 1>V —)LICHA >4 > L. JSON ODREFERDOHIZEISLET .

2. BMEHEREEBIET DS OIVIRIEKRLET, HEBB YT RFAAPMZIZI>DOTF
(CHBDEED sHARR- RFAAD hZERBEREUVUTERUEY,
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https://console.aws.amazon.com/systems-manager/home
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3. BEETHDI> MDD AWS Step Functions "S> TJwvoO%EITLUET, S>TvoxI1-)LL
EEEFCO-IIZETEDHIC. STV IOTEEO-ILZIBET DIRENHDET,

ATV T 2. A)\—=T7HT> T IAM O— )= ERL

1. AWS Identity and Access Management 1>V —)LICHA>1> UET,

2. IAM O—JL®D S00111 M5HlZzEEL. FHILLWO—-IILZEKRLET. COO—-ILEAEE
SO0111-Remediate-<standard>-<version>-<control> CIREDRENGHDFET, HlX
(X, CIS v1.2.0 ®O> bO—JL 5.6 ZEMIDHSF. ZDO—)LE s00111-Remediate-
CIS-1.2.0-5.6 CHDIMENHDFT,

3. COBZRERALT. wEQR API J—ILDHIEEBDETZHFE T D, BUIRERNHE N
O—)LZFrkLE T,

CDOBRT, BIEEFET7OFT« T30, AWS Security Hub @ SHARR XA AT 3> SOEE
BN BIEEICIADE T,

RATFwT 3. (AT 3>) EEEIHD> NTEEMEEIL—
NV {35

BHEMEE &S (E. AWS Security Hub WMERZRITERS I S (CIEEZRITI DI ETY .. CDATS3
SEERIDEIC, BECURIZIRTFTITDLICLTIIZE,

1. Amazon CloudWatch Events TRIU ZF 21 U1 BEED)L—)UEIZHER L TZEEUL, JL—IL
Din% A, standard control AutoTrigger [CTRDFET,

2. FERITBIHFMNSARY NESY—->Z2OAE—-UFET,

3. GeneratorId MDfEZ%Z. JSON DIREFERD Generatorid E—HIBKLIDICEELET,

4. W= ZREFLTTOT4TICLFET.
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https://console.aws.amazon.com/iam/home
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[AWS ToBE#tenctFa1 VT el YU1—23>0TLAJvoEFTOADY—X]
— R%& GitHub URT hUMBSAH D> O—-RL TS,

AWS CloudFormation @Y —X (& AWS CDK OO R—2R> MSERKR SN, ©TDUY — (&,
FUWTLATYVIODVER EREICERTERZ T LAV IDT>TL— b I—-RAEAEENTNET,
JO>x OO0ty N TPYITETLATYVIDODARIIAXDHEMCDOWVNTIE, GitHub @

README.md ZZZBR<1ZE0),

[AWS ToBEiMtenNfzFa VT3] YU1—23> Tl BRET—FDIEMIC AWS
Systems Manager Parameter Store ZBHALUTWLET . RD/I\SA—FH AWS Systems Manager

Parameter Store (CA&fISNZE T,

$nl

&

£

/Solutions/S00111/CMK_REMEDIATION ARN

AFSBP DIEETT — A &S
{£93D AWS KMS key

BED—EZEELT, AWS
CloudTrail O R EDERT
— =L UET,

/Solutions/S00111/CMK_ARN

SHARR h'F—4~DEESAL(C
fEAT 3 AWS KMS key

ZDVYYa1—>3>DF7—4
ZIESIEULETD,

/Solutions/S00111/SNS Topic ARN

CDOVJa1—>23>0D
Amazon SNS ~EW D
ARN

EIEA R haBiLET.

/Solutions/S00111/SNS Topic Config.l

AWS Config OEFHICET S
Amazon SNS ~KEw o

Config.1 DIEECEALE
9,

/Solutions/S00111/sendAnonymousMetrics

Yes

ERDXA NJTRZIRELE
3_0

/Solutions/S00111/version

Via—3>n/)\—-=>3>
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https://github.com/awslabs/aws-security-hub-automated-response-and-remediation
https://aws.amazon.com/cdk/
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/README.md
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E21:0] L] £H
/Solutions/S00111/<security standard enabled tEIUFABEERZDUY

long name>/<version>/status
1—23>TEINESHZE
RUFET, IN%Z disabled
(CEEITDE. BRMEEICHE
IRdEFI VT BEREY
[CTEXY,

/Solutions/S00111/<security standard 7= 5| 1 U ¢ EEDBRR,
long name>/shortname

(f51: CIS. AFSBP. PCI)

/Solutions/S00111/<security standard 7= 5| »33> ~O—JLHABIDT>
short name>/<version>/<control>/remap

rO—JLERUEEZERU
TWBEEIF. cnsm/S
A—=B(CK>THPFENMTD
nx9.

[AWS ToBEMbeNztF1 T xiE] YU 1—23>TlE Amazon SNS hEW D (500111~
SHARR Topic) MMERENE T, CDOREVI(E, EBEDETIRRICET IEHZINTE T DITHICE
BEnEzd., XNCHORrEYVIISXRESTND 3 DOBA T,

Remediation queued for <standard> control <control ID> in account
<account ID>

Remediation failed for <standard> control <control ID> in account
<account ID>

<control ID> remediation was successfully invoke via AWS Systems
Manager in account <account ID>

CNERTAYVE-2TY, BENIS—RUTRTURSEZRUTVWEIN, EBEZRINISEBE
HODREMIRT A ML, AWS Config DF T W I (EFEMRLEICIRADET,
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VUa—>3>0o070

CDHYYU1—>3>(F AWS Systems Manager TEITSNBEES > TvINSHEHEIEL. £
DFEER%Z AWS Security Hub MEIRET7H> ~dD Amazon CloudWatch Logs ZJ)L— (so00111-
SHARR) [CEEERUZE T, > rO—ILBXUHZ EC 1 DDA MY —LABMERRENE T,

AWS Step Functions @ Orchestrator (&. AWS Security Hub OEIEBEI D> T Amazon
CloudWatch Logs @ S00111-SHARR-Orchestrator Z)L—F(CINTDRFTY TDERZ IR UE
9, COJ(E. AWS Step Functions M&A > X5 > ADIRREBIS = 0% T DEERII CI . AWS
Step Functions ®ETZ &I(C 1 DOOT A MY —LADMERRESNET .

EE55DO00)L—TE AWS KMS key ZEA LU TIES{IEENET,

KOS TI>a1—F+ 2B TE, so0111-sHARR O J)L—T&#FERALTWET, CoOJ(C
INXT. AWS Systems Manager Automation 1>V —JL. A—bhX—23>0Fi700. AWS Step
Functions >V —JL. AWS Lambda ®OJ%FERLUT. BEO NS IILS1—F+ > 0%T0WET,

BENKBTDE. ROLDBAVE—H so0111-SHARR (CE%#, O> MO—)L. BfAAOOI X
MU —ACEERESNET, (4 CIS-2.9-2021-08-12)

ERROR: adcbb9bb-24cc-492b-a30£f-1123b407a6253: Remediation failed for CIS
control 2.9 1in account 123412341234: See Automation Execution output for

details (AwsEc2Vpc vpc-0e92bbe911cf08achb)

RODAY - (CFEMNEH N TNWEIT. COBENEF. EFaUTBELTS FO-ILICEATD
SHARR OS> TvIMNSDEDTY . (fl: SHARR-CIS_1.2.0_2.9)

Step fails when it is Execution complete: verified.Failed to run automation
with executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not
successfully executed], ExecutionId=[eecdef79-9111-4532-921a-

47/ 57 K= aWws



7RIV J1xT B—EX - AWS ToBEEbENzEF 2 YT WIS

e098549f5259]}.Please refer to Automation Service Troubleshooting Guide for

more diagnosis details.

COERIFKBEEFIZRLUTCVNET . COHFEF. A2\ =THI> FNTEITESNTVWDIFA— b A—
SAVICRDFET, COMBZ NS TIL2—FT1 2033 (LEEDAYE—KD) X )(=7
AT BRT AWS YRSZA> MO VY—)LICOTA> L. AWS Systems Manager (CBEIL T
Automation (C#EIL. 1T ID (eecdef79-9111-4532-921a-e098549f£525) MOJ =N
DRENDDFET,

N Varax)
[RE & FRRTR
e MIEE: COVYUa1—>3>0F77O1(E UY—XH Amazon CloudWatch TERICERATIEET
HDCEERI LT —CREMULET,

fiBRER: AWS CloudFormation ®UY—X /| AXR> bDTEOIS 3> T, OJ0IL—THhBCEF
EIBCEHRRI IS —AVE—HRRONMERLET . SHARR OFJOHDOFT>TL—
ZERITDE. BFEOOJIIL—T=2BIHETEEI., BIRATERUECEEZHRLED,

e MIRE: @U AWS 77H> RT. AWS Security Hub Z##i0D AWS U—=3> TEITUTLE
I, COYY1—S3>HERD AWS U—=3> (77040 LEWVWT Y,

BERER: AWS Security Hub OBEBEEFUI77AD bBEKU AWS U—3 2 (CEIBERSY Y
D% TOATDNENSBDET. AWS Security Hub DA/ N—HEEESNTWVNDIETHD
REAWS U—=32(0 ADN\=F2TL—bhEAAR=)LUET . AWS Security Hub
TENZEBMCLET,

e ME: >JOE%#IC. SO0111-SHARR-Orchestrator "')X® 502 TS —T Get
Automation Document State &K BIU E I . [Lambda was unable to decrypt the
environment variables because KMS access was denied. Please check the function's KMS
key settings. KMS Exception: UnrecognizedClientExceptionKMS Message: The security
token included in the request is invalid. (Service: AWSLambda, Status Code: 502; Error
Code: KMSAccessDeniedException; Request ID: -]
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BRI B1EZFRITIDRIC, CDOVII—32HRETDIETH 10 DEFEFT . BENE
RURWSE(E B/R— bFowy hEEIZH. GitHub D Issue (CEFRLTZEU,

o MRE: BRHEBEREZEBELLIDSLELEN, AEEIDFRATUR,

FERER: (BRSNS RN 2V, BREFERDAEZHRL TSV —ARBI7RRE .
COREER(CEBEEKEN VW ETT, BERTE. AEMHIEBENFELRWNGS
(F. I —([CEEIT 1 — RN\ IZRHETDHEEHDFEEA.

CHOYVI1—>3>o00%HRLTEE0,. J>Y—)LT Amazon CloudWatch Logs %
LT IZEL). Amazon CloudWatch Logs MDJ)L—TTé 23 SO0111-SHARR ZRDIFE
9, RAFFHNTZA N —LDRIACRRENDEDICURA MZIEARBZI T ZEW, EiT
LERDEUBRBEROOTRA NI —LAZBEIRUET, TITIS—HEDNBEITI. X
BDFRRE E LT ARBFEROHIEH AASEBOFIHOARA—E. VO T7HD> hOEE (FEHR
—bhENTULRYY) | FLABREFERN I TICEBIESNTVDZENERISNF T, KHORER
ERHE TSN EEEEF. OJZIREL. BR—hFoy hE>TIZE,

o [HIRE: B1EZBBUIMIEIC. AWS Security Hub >V —I)LDODRAFT—FINEFHINTLEE
AJO

BRI AWS Security Hub J>V—)LTld. BEMI(CEFINFEEA. WEOE1—ZFHL
TLEEW, REERDRFT—IANEHFENET,

REHERN Failed 75 Passed (C1T9 DFE CICHIFENNDIHZEN DD FT ., BRBHERE.
AWS Config 72 EDfthdB —EXMS AWS Security Hub (CIREESNEANRD h—FWSE
BENFET, IL—ILBFHESNDIETORRMIE. BBEQRBIT-—ERICL>TERDET,
CNTRIENMFERUWGE(E. RO MBEREREZEBIELKIS LN, ABRIDFEEA
TUTZ] ORGEZESRUTIIZE0,

o [HRE: AWS Step Functions @ Orchestrator T, Get Automation Document State H'%k

B UZET . [Anerroroccurred (AccessDenied) when calling the AssumeRole operation. |

fRRER: SHARR WMREFERDEEZHH TVD AT NI MTAZ NN -DF>2TL— b
NA> XA h=ILENTVERA. X2/N-DF>TL— 277049 DZHDFIRICHES T
<IZE0N.
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e MIREE: LI —FREEREFvrRILAITICHEEIT B2, Config.1 DT> TwvIRKEL
353_0
fiRRER: AWS Config MEEEZIEE(CFHINT. AWS Config NELLK Y Py TEancTunadc
EEBEREUTLSES L, BEMEIETIE, BEICKD T, BEIFD AWS Config DREXBIETE
Ft A

o [EIEE: BIE(IRINLTULVBM, "No output available yet because the step is not
successfully executed." DAVEZ—HNREIND
BERR: CNE. FEDBES > ITVvINL IR RAZEREAN] EWDS DU Y —XDEEAN
DEETY, BES> TV IIFERICKELU. BMELRWBEICZCDY ) 1—>3 > (3BAU
ig_o

o [EIRE: FRRICKEMLT. XYV IT ML —AMNXEEND
BRRR: BE(ICLDTE. I5—AVE—TERIRK ATV D ML —R(TIRD LS —IRRE(C N
IRIMREXRT CENDDET, NL—RAFT—IhBSBED NS IILSa1—FTa >0 RMFT
<2V, BiR— MW ERIBE(E. HR—bFow bzt TS,

o MIEE: D RAALT7OS3>DIYV—XT v1.3.0 DAV IZEIBRTEEEFATUR,
BRRER: DRALTOS3>=HIBRTDE. BIEERT I — MOHIBNKRET D ENSBD
F9., CNIEEIFDOBIET, ROUYU—-XTEIEESNDFECT. COXDRMFEIF. RDK
DICIEDFET,

1. AWS Security Hub ¥YRZZ XA b2V —=)LICHA A2 UET,

2. EHERADOTIHNOYNT. EECKEULET.

3. [BRILFD>3>] FTZBEIRLET.

4. Remediate with SHARR O > hUZFETHIBRLET .
5. BE. XYY IZHIKRLET,

o [IFE: BBEXYYVOERBET SO UIc#I(C. AssumeRole T AWS Step Functions hY4eBX
LET,
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https://console.aws.amazon.com/securityhub/home
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fERR: BIEBERYYIZBET JO/3dL. EEBETVHDY bOEBEO-ILEAD /=T
N> hOA)\—O—)LEDOEEREFEMIicNE T, X2 /\—0O0—-ILAYYITZEIXTD
AN =THO> NCBESITOATDIHENGDFT,

o [RE: 24 EFRIEBZ TH CIS 3.x DIEEN PASSED EFRRSNEE Ao

BRRW: CNEF. A>/)N=77HD> MIC S00111-SHARR LocalAlarmNotification
Amazon SNS REY IOANDB TR T ITZ 3> IRMGEICR<EELFET.

vi.4 i/ \—=g>hsnr7 0L — R
vi.4.x UIOVY1—>3>%257O0140 TV BEE. 7oA A M=ILULTHhSEH/\—>3>

ZAAR=ILUTLIZEN,

1 BRSO 0eYY1—232>Z 7> > AM=)LUEY., [YUI-232DF72A(2 A0
—IL] ZERUTIZE0,

2. ROTF>TL—bzEREBULES. [BET 001 Z28RLTIZE0,

R v1.2.1 BEThS v1.3.0 MU (IC7v TIJL— R9B5E(E. Use existing Orchestrator
Log Group & No ([CERELTLZEL, v1.3.0 MEEBA A M—=ILIDBEF. COAT>3>
T Yes BBIRTEFET ., COATS 3> %= EATSDE. AWS Step Functions @ Orchestrator &
BLOJIII—T(C5lEmE0T zaixcEEzT.

vi4 BENrSD7vTIL—R
vli4.x a7y IIL — RIBIFEF. IRNTDORYvVIEZIL StackSets ZRDES(CEFHFUET,

1. |07 >TL—bhZERALUT. AWS Security Hub OBBEFZHD> MORXF v OEEFH U
ia_o

2. EXAZNN=TAHI2 T, 8DT2TL— bOEREEHFLET
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https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-deploy.template
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3. WETTITOAULTVNBIARTD AWS U= DR A IN—THI>D RNT. B>
— RDAYN-RG W IEEHFLET,

AWS YRZAZ ROV —)ILTZDY I I1—232%T72A > A M-IV BICE. ROFIEZERL
353—0

V1.0.0 - V1.2.1

J1J)—X v1.0.0 ~ v1.2.1 TlZ. B—EXBHHOT%ZFERLT CIS F/z(& AFSBP LT v o% 7
A AM=ILUZEY, v1.3.0 TlE. AWS Service Catalog (IfERETNRLEDE L,

1. AWS CloudFormation >V —)LICHA >4 > L. AWS Security Hub MOEBEIHD> M
E}Jbgfa_o

2. [Service Catalog] Z&IRLT. JOE>a—>dsnkcIdLAJv o= &7 L, TFaJ)FT«49
L=, O—J)b, Fledd1—Y—=HBRUED,

3. AWS Security Hub X > )\—=7712> MH'5 cISPermissions.template AIR—OF> L —
NzHIBRUE T,

4. AWS Security Hub OEBEBESRKUA/\—=77HDIT> M5 AFSBPMemberStack.template X
R=0F7>TL— h=HIBRUET .

5. AWS Security Hub OBEBE7ZHD> MMIBHL. CDOVYIUI1—-232DA A N=)ILRAIYVI%
FEIRU T, [HIBR] Z38IRUE T,

3ER: Amazon CloudWatch Logs DJ)L—OJ HMFFNE T, OO TDRERIS —DE
HICIECUT. N0 ZRFI D Ez2bEaDbLET,

V1.3.X
1. BXAZ)N=77HT> bH5 aws-sharr-member.template ZHIFRUE T,

2. BIEEVHI> MH'S aws-sharr-admin.template ZHIBRUET,
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ER: v1.3.0 TEREF>TL—bZHIBRI D E. DRILT IS I DHEIBRICKET D55
NHOFEI., CNEBIRDOEET, ROUYY—-XTEESNDIFECTI. ROFIRZHERL
T, COMBZFRLUTIZEN,

1. AWS Security Hub ¥R X2 bV —)LICBA>A> ULET,

2. EEERDODYVHONT, BEICBEUET,
3. [BRALTFISI>] HT=ZERUET,
4, Remediate with SHARR O > NJZFETHIBRUE I,

5. BE. RYYUZHIBRLET,

V1.4.0 LAB%

2wV ODFTTOA
1. BX)\—=77HT> bH'5 aws-sharr-member.template ZHIBRUE T,

2. BIEEZHI> MH'S aws-sharr-admin.template ZHIBRUET,

StackSets 70O
StackSets C & (CRAYVOEHIBRLTHS., T 704 & (EFEDIEFT StackSets ZHIBRLUET .

F> 7L — MYIBRENTH aws-sharr-member-roles.template @ IAM O—JLIHRIEFEINB
ETERULTLIZ SV, COO-IILZERUEBENSI SHMESHETDLDICITDILDIICLTNET.
Z SO0111-* mO—)L(E. AWS CloudTrail 5*5 Amazon CloudWatch ADOF>2JX> Amazon
RDS DILREZS U TIREDT I7 « TIMEETHERASN TUVVRNC E&FERE LT ICFE THIBR
TEFEY,

ZDYV1—332(C(F. BLROERAARNIIZR%Z AWS (OXETRIATZ I RAEFENTLET, Y
HFZOFT—IEFERALUT. PEFENCOVI1—>3>, BEY—EXBIUVEBEEDLDICERA
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LTULWBIHhWELIDKILKIBREL, BRI DIH—EXVDRBORECKZLITET. BRICTDE. RDIEHR
MUNEEN. AWS (CXEESNFET .
e Solution ID - AWS VU1 —>3 > 85IF

e Unique ID (UUID) - [AWS TOHE#btENZEF1UFTMIG] YU1—-23>T&CT24
LTERENTZ—RD5HBIF

e Timestamp - 7 —IWESALRF>T
e Instance Data - COXAvODFT IO (CEET BIEHR

e Status - STOAMDAT—HFRX (VU1 —3>ORINFZFKRE) Fzd (BEDOHRINFEZFEK
B)

e Error message - X7—SADT « —)LRICRRESND MR ITST—Avtz—=

e Generator_id - AWS Security Hub ®JL—)VIE#H

o Type - BIEDS AT L&HI

e productArn - AWS Security Hub WO ENTLD AWS U—=3>

o finding_triggered_by - E{TENDEEDIAT (DRI LTI a>F(FBE MU H—)
AWS (&, COT7>—haBU TRESNET—FZMEBLET. T —FUIEICF. AWS TS50/

—RUS—hWBHINEI., COMEEEETNICT B(CIE. AWS CloudFormation > L — h&iLEh
I BFEIC. ROFIEEEMBL T ESUN,

1. AWS CloudFormation =>7L — bZO—HILD)\— RRSAJ (A D>O0—-RUET,

2. TFRARNIF« ST AWS CloudFormation &> L — h&ERZEZE9,

3. AWS CloudFormation > L — bYWV E> IO 3> RODELSICEELET,

Mappings:
Solution:
Data:
SendAnonymousUsageData: 'Yes'

RDKXSICEELXT.
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Mappings:

Solution:

Data:

SendAnonymousUsageData: 'No'

4. AWS CloudFormation >V —JLICH1>1> ULEXY,

5. [RIYOIDIERR] ZEIRLET .

6. RIYVIDEBR—>DF T L—bhDIEELI> 3> T, [FOITL—RI7AMIOFYITO—

R] Z#IRUET.

7. T2ITL—hRIF7ANDOF7YITO—RT. [T7AIDER] 2:&8RL. O—HILRSAIThSiREE
LieT>TL— hzBRUEY,

8. [RN] ZBRL. COHA RO BB TOAAT N €320 [RYYODEE ] DOFIRIC

IAESCIR

GitHub YR KNUICTFOTLRALT, TOYVIY1—33>DF>TL—hEROUT 2SS D>O—R

L. BRIVA AL LTOI - —EHBTEFT,

B4 ZE

2020 £ 8 A #EJY—X

2020 £ 10 8 TLATYvIRAAGIIA XS DIEHDBIND NS TV 1—F+ > EHREIBR

2020 £ 11 8 hEY—3>07 700 FIEEEM. AWS Security Hub OEEETZHD> RADY L
1—>3>oF O/ FIBEZEH., FMCDODNTHE., GitHub URSZ MU D
CHANGELOG.md J71ILZSIR L TS0,

2021 &£ 3 8 JU—XZ v1.2.0: FILWI LA IOV IODT —FFIF v EH UL AFSBP DE1E# BN
HCDWLWTIE. GitHub U/R= KU D CHANGELOG.md J7(J)LESRB LT ZE0,

2021 £ 5 A J1J)—2X v1.2.1: EC2.2 & EC2.7 (CEET DRIED) MEEEMICDULTIE. GitHub U
R KMUD CHANGELOG.md J 71 IILZSBBLTLLIEE0),
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B3

xE

2021 4§ 8H

JU—2X v1.3.0: PCI DSS v3.2.1 L+ Jw%iEM, CIS v1.2.0 (C 17 DFLLVEIE
%Z3iBNN. AFSBP (C 4 DOFT UL MEEZENM. SSM OS> Ty OICEDFHLWLWI LT
YVOIDT—FFOF v = ERITDLDIC CIS #RMMUET . BFOTLAJvor1—H
—ERDEETHER S 2FIEZENM. FFHCDLTIE GitHub YRS MU®D
CHANGELOG.md J 71 JILESBL T IZE0,

2021 ¢ 9AH

IJU—2X v1.3.1: CreateLogMetricFilterAndAlarm.py ZZEUT. 770> 3>=705
1 JICFTBDRDICEEL. Amazon SNS @41% SO0111-SHARR-
LocalAlarmNotification (CiEfll. CIS 2.8 DEEZHT UL WRHFER DT —FHR(C—ET
BDROCEE, FMCDOVTIE GitHub U/RZ hU®D CHANGELOG.md T 7 )LZZ8R
LTLIEEN,

2021 £ 11 A

UU—2Xv1.3.2: CISv1.2.0 > bO—)L 3.1 - 3.14 OJVIEIE, FHHAICDNTIE.
GitHub U7R=> kUMD CHANGELOG.md J 7 1I)LZSHRL T IZE ),

2021 £ 128

J—2X v1.4.0: StackSets ZFEALTCCDY I 1—>3a> A7 IO TETDELS(CRD
FUfz. JORTHI MNMIHIRA T, 2O0RU—2320EEEYR—MLUTWET, XY
VIONEIBRENTEAZ /=7 HT> bD IAM O—)UIFHREFENE T, sFHlICDNTHE.
GitHub U/R=Z kUMD CHANGELOG.md J7MILESIB LT EEL\,

20224 1A

UU—2X v1.4.1: J\JHEIE, FMCDVTIE. GitHub U/RS kUMD CHANGELOG.md 7
7AIZBRUTIES0,

20224 1A

UU—2X v1.4.2: J\VJELE. FHHICDWTI(E GitHub URZ hUD CHANGELOG.md 7
7ANESRUTIES,

202246 A

U —X v1.5.0: {BEDENM,. FEMICDLTIE. GitHub U/RZ MU CHANGELOG.md
TJ7AI =SB LU TLIESUN,

e Mike O'Brien
e Nikhil Reddy

e Max Granat

e Chandini Penmetsa

e Chaitanya Deolankar

56 /57 R—=

dWS


https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md
https://github.com/awslabs/aws-security-hub-automated-response-and-remediation/blob/master/CHANGELOG.md

7RIV J1xT B—EX - AWS ToBEEbENzEF 2 YT WIS

HBEKRE. COXEBCEH N TV BEIHREHE (SFHE I IEEZESIEDELFET, CORFIA
b (a) IBHIRHOHZENELTE D, (b) AWS DRITHRERET SO X2RUIZEDTH D,
FERUICEESNDZENHD. () AWS BRUZDOEERM. YTS5Av7—. F@FS1z25—
NS DOEHMEBH N ZERI DEDT[EHDFEA. AWS OEREY—EX(E, PRFLEFEREZ
BN, LWHVIRDREE. RIP, KEFZHDSI LR RIROFFH] #HENFTT . BEKRICHTITD
AWS DOEE. AWS ZRICKDBESNE T ASE AWS EEZFLROB TITHND L\HVR D ELH)
D—ECTERL, TDXIBENORNEZEEIDIEDTELDFIEA.

[AWS ToBEHbenztFa VT iit] YU a1—=3 >4 Apache Software Foundation TR
EBoJgEiR Apache S/t 2)\—=3> 2.0 DRIB(CEDWTSAEXESNTVET,
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