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H—EXZEDRDSITERTEDIMCDVTIE, [{d8% 1: AWS O —E & NERC CIP ADiE
&l oRESBULTES,

CIP-011-3 E 1 - BEHRREIOIS A

CIP-011-3 2t 1 (F. BABEB(CHU. ZHIT DS XTACHTIXE LNIBERERETOD
SLZERBIDIEZBRUTVEY . BRIRETOI S AICIE BCSI ZFEITDHE (-~
1.1) &, BCSI ZRE LR E(CIRDOWEMEMMBERION D VR DZERT D73 (- 1.2) 25283
WENSHODFT.

CIP-011-3 £ 1 )\—b 1.1 - BCSI ZEI BHE

AWS 5T RTE, BHEZEEL BCSI DRE LAE(CEETDIVY - R EHELT—ERRT
BTENTEFT, 1 DOFEIE. BCSI (CHAETDIEUY—XIC AWS T ZEIDEHTDIEDT
9. BD 1 DOFEG. FED AWS 715> bz BCSI BRICTDHEDTT,

BCSI D AWS 54

BHEEESL, BCSI 28D AWS UV—R(CHIEMITIBENTEET, 31— —h'E
BUEF—CETERENZSAILTY., HJE UY—I0OEE, HE, B8 B8R T
H—BB(CETBET . FORERLT. BN, FEE. BiE. $LETOMOBETYY 2%
HFTEET

FI(F AWS VY —X(CEHFTDUTDEREFECEET .
e UY—X(ZBCSI MRE=NTLDINESH
o TFIUSTFH (P BS(EOEMAEME. b—T21b, 7OEXHH. UDET)
e BCSI W'BHRITDXET D RXFT LA (Bl: BES HA/I\—2XF A EF 7O HFRLE
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https://www.nerc.com/pa/Stand/Project201902BCSIAccessManagement/CIP-011-3_Clean.pdf
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) X/t

EREES AT A F2@E BES BAN—S XF AICEET DYIR7 I AHH S AT L)
o BCSI WBEMR T DAES AT LDRZETHM (B: FZEXRFZ(IHIEE)

2 (. Amazon EC2 -1 > RH > XICT7HFwF =117z Amazon Elastic Block Store (Amazon
EBS) RU 2 —AD AWS ZTDHIZERUTVNET ., DL, BHEEEN NERC CIP
BCSI ZHE I D IeH(CHERAITIBENDDET,

Key Value
Compliance BCSI
Encryption Strength 256
Impact Rating High
Key Management aws-kms
Name

my-data-server

2: Amazon EC2 /> X P> RICT A wF=MJz Amazon EBS 7RU 12— /D AWS 50 DI

EHEEE (L AWS Resource Groups Z{ER LT, BCSI (CBETBZUY—XZEH. B AWS
U—=32(CD AWS DY - ZBIBHE KUEETEFE I, Resource Groups ZEHT D &,
BHBEELAWS UY-ADTIL—T (LT, TF2 YT« FOEFOBERREDS R
Dz ERICEEMETEET,

3 (& AWS YRS A> ROV —)LAD Resource Groups &, BHEEEN BCSI &LTH
JfFeEnfzUY —R=zRRrIDHEERUTVET,

Group type and grouping criteria

Group type
Tag based

Resource types
All supported resource types

Tags

Compliance: BCSI

GI’OUp resources Export 3 resources toCSV ¥

Q

Identifier [ i Tag: Name v Service v Type v Region v Tag: Co... ¥

i-00338587d96e4f1b5 (not tagged) EC2 Instance us-east-1 BCSI

d7643584 (not tagged) EC2 Instance us-east-1 BCSI

weab2131b my-data-server EC2 Instance us-east-1 BCSI

3: AWS Resource Groups
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https://aws.amazon.com/ebs/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) /i

AWS Config ZEAT 2 L. BHFEEIRET Y IEZERLTIYY—-REITUTEFT,
BNEEEFCOY—ERZFEALT. AWS VY —XDFEZHEVER. FLEFFHETD
TENTEFXT ., AWS Config TlE. AWS UV —REETEZ MG (CEERE LU R L. BHEE
EDIEBRREETE SR UG a DK RS NICREDTHMIZBEE I D LN TEXT,

AWS Config ZfERA I & BHEEAET AWS VY — X[EDREBEEEDZE ZHER
VY —XRERBEZEAN. NEAA RSA > THEESNEREICHITDEARNRO>TSA
POREBRECTEFET, cNICEKD, O2TSAT7URER. TFaVUT« D, EEEE, ER
FDORSTINEZa—-Fa 2 DZBRIETEET,

BCSI EA7AHD> bk

AWS TIEINILFT7HI> MR EHER U TOET . CNICE. EHEBEEEN AWS Control
Tower ZERAUTCEIEBESLERTES. BCSI (CTVITRITBZHDERI7HI> N (1 DHD
WFER) WEENFET . BHBEEFNSOEAR7HI> DUV —% BCSI &EUTHHET
E3EH. FETUY-AZRFELTHIFTITD2REZRBSE. BRI S BCSI (CHiE
LictFa U« iblZHEECEATE DR DICIRADET,

AWS Control Tower ZFRHT 2 &, BABEB IS OT A IV —2EFENDEZRIBRNILF T
NI RO AWS RiFZELTY 7Y T U TEETEEY . AWS Control Tower (& AWS
Organizations ZERAL TS > 1 >V —>%ZEMUZET ., AWS Organizations (&. T0O05
INCKRBHFUW AWS 7HDI> bOIERRE VY —RDENDHT, 7HI> bDIIL—TFICLD
D—0270—0IE, HNFABNTOTHI> hEZEFTIL—TADRUS —DHEA. I
TDTHAIT> NT 1 DOZINNGERED C E(CLDERDER{IEZEATREICULET .

AWS Organizations (&, BABEEN—THRERE. TFa1UTa ANZX A BEBEEH. 18
ADTHI> RMETDOUY —IAHRBZERECETDLDIC, fillD AWS H—EXERESNTVET,

4 (&, BHEBEFEEN AWS Organizations ZFER U CEEDIBEZERT D HEDHZERLUTUVE
9. COBITIE. IT2H—TSA X AT ASEHEE (FERLBRDEBMEMCHEIENTVET,
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https://docs.aws.amazon.com/config/latest/developerguide/example-query.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/organizations/
https://aws.amazon.com/organizations/

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) /i

Gon

AWS Organizations

v

g '
Enler‘pnse Operations
v v
3] g B 53
Marketin HR
g BCsI Distribution
[
v
BCSI Account 1 BCSI Account 2

4: AWS Organizations Ml

BEHBEEE. SHORUS—(TEILTDFH UL AWS ZHI> RZEFELZD. HINF > A=
FREBHFOT7 D MIIBRLED. DT SA T2 ARFT—HI X2 FUELIZD TEET.

CIP-011-3 Ef 1 )\—b 1.2 - BFH) BCSI Z{REL. &
(TR S IO DEF TR iE

CIP-011-3 2 1 /{— b 1.2 T(d. BCSI Z{RE U TR E(CIRS T2 DYFRIRTTE(ENES D
FtA. ADDIE. ISDRRIBOA N —2ZFEAITDLET. BNFEEEEG. T —IYX
F2U0. BE. J\vZa, =024k St REBRQRE, SESHTREFNHEZEAL
T BCSI ZRETEFI. UTOEIZI>THMAIDLDIC, AWS [CIFBHEEENEFD
BEIRTECINSOENZENRT DEHICEATEDY —ILIESHARSINTVET,

SRIBEIR B

F—A%HBENCHBET DT E(F. BEFM BCSI BRE T BIcHDEF M T EDEE & EFD
HRERDERTI, BHEEE(C AWS Control Tower FzFS5 >4 >0V —>Y1—
2o HEFERUEEI SN AWS BiEEN S DA, BCSI BEHOZHI> hMERTEE9 .

FEEEEN—ED BCSI 2BFUe. FEFALTVIEIED AWS 71D hZEFRF>TULD
BEY. BEEMILL AWS 7HDY MRIBZIBEL TVWDIBEEHDINELNEEA. LT
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https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/planning-your-deployment.html

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) /i

NDOZFUATH. BCSI ZRE T DIcHDBEBFKIMIIRTTEC(E. AWS B—ERZFERL TS —
SEHREBNCHBI D ENEFENTT,

Amazon Virtual Private Cloud (Amazon VPC) ZRHT 3 &, BHEHEEE AWS I35 RO
B (CHBteNIEEo2 3> Z2REL. EEURIERY NDJO—TJRT AWS UY - ZEEITE
*9,

T IAILRTIE VPC (EPEeNzry ND—0TH D, VPC ADB I3y MMIFTO1 =N/
DY =X BID AWS 7ZHI> M2 VPC, N\TUvTA>F—Fw b BHEEEDT—It>
SF—12E VPCHDOUY—REFTAZ1T5—-23>TEERA. BENEEEG. ATLZRD
T EDBEZHTTDLDIC VPN 5 — DT EHTRY ML— =D)L ZHE
ITIMNENGDDFET, ENEEEF. Z—XCEDBTRIRE LU LIS — DT ZEL),
RISDI=Z2 "0 —>3> U OZRELET.

T+ U5+ J)L—TE Amazon VPC IDUY —XDRFT— LIILIT 7 AT IA—)L & U THERE
U. 72O RIS TDavOETD NI RS Ty OOmBZHUET. ENFEEEEG
TF1IFTA O —TZFERLT, IP 7RLR, /R—bh, JORIILTHRS T v OZFIRLE
D, CIP-011-3 B 1 ){\—h 1.2 DEZR=EHYR—LIZDTEET,

xv ND—=0oF70X> bO—-JLUR S (RY 8 T—=2 ACL) (&, 1 DB EDBTxRY hEEA
NITBS T4 vIOERBHITDIZHDAT— ML RIL—F—ELTODEREZRIZI. VPC BDOAT
23> ptFa1UFT«4BTY., RV ND—U ACL Z#EHAITIBHEESE (L. BERY - (2%
CIDR IPv4 F7z(& IPv6 F2X) YHFED AWS UY —RCEDWT hS T« v oZHild KLHES
U. A=—T>2 X LHEEES (0S]) ESILDLAV7V—4 XD ED NS T4 v O TV
DHEITDSCENTEFEY,

VPC T2 RiRA > bE. BHBHEED VPCADTSANR—KIP 7P RLAZFERALUTHR— S
NTL3 AWS B —EX(CIEFETE S Amazon VPC DIEEETY ., VPC IT> RRA > MME. AWS
PrivateLink (CLDB—EXTY., CORSTvvIld AWS Ry NDO—DZEND Z &M<,
A=Y RFOCR/)\TUY T IP PRLRZREEET VPC T RR > NTCAMENS
UY—REDZATH5—232FBZENTEET,

BHEEE(F. AWS J{— b —HY AWS Marketplace ZBU TIRHFIL TV Y — R\ T 7
AT IOA=IYIT RO 7ZERALUT. AWS EBAFEEDOALT LI XRB(ICBENATF
VA7 —FFT0F v ES—LALARBRTIIANRV IR ZT IO ENTEET .
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https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html?ref=wellarchitected
https://aws.amazon.com/privatelink
https://aws.amazon.com/privatelink
https://aws.amazon.com/network-firewall/partners/
https://aws.amazon.com/marketplace

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) /i

AWS NERC CIP BCSI U7 L > X7 —FF O F v DERFCDNTIE. {8k 2: AWS NERC CIP
BCSI U D7 L2 AT —F50Fv] ZBRUTIIES0,

RXIFDIES{E

AWS (&, BHBEEN Amazon VPC (CER(CIEHR T DITHDHEERMBLUTVET, RETSA
N—h3Rwv NDJ—2 (VPN) VU1 —>3>(F BHBEEOA>STLZRARY ND—0, UE—
RAT1 R OS547> bFI)INA A AWS J0O—/ULRY RO —ORIDE R/ B ZHL T
DDICHIIBEI . AWS VPN (&, AWS Site-to-Site VPN & AWS Client VPN @ 2 DB —E
ATHEREINTVWEYT, FEH—EXE Ry NDI—O RS T4 v OIDRECKID. aJAENS
<. BB{tEne. FRLAIYR—ROSDTR VPN VU 1—-2 3> RMHUE T,

mHBEEFVN T A - RAEERTDIEHIC. BHBEEE(E AWS Direct Connect 1)/ —
JC— R F— &P ULT. MAC 21 U5 (MACsec) (IEEE 802.1AE) #H7HR— h93

AWS NDERDT 71 )\—i&# CdrD AWS Direct Connect ZEE&ETE£9 ., AWS Direct
Connect (&, 10 FHEwW ~# (Gbps) BKU 100 Gbps U>IDRAT 4 TIRSA > L— KT
VIR > MY —Ra > MESEEEIRUE T,

BHEEENFIBI DT —/\—[. FLEBHBEELY— RN HFABEITDIT—/\—HD&E
EZRETDIC(E. BHEESE(L SSL/TLS ZERITDIENHDET., AWS Certificate Manager
(ACM) ZERT 22T, BHEEER AWS U—EX EREbiERD Y —XTERT2/TUY T
BRUOTSANR— bk SSUYTLS FitAEZAE. BESLUVT IOMIDIENTEET,

SSL/TLS fEBRE (G, v hD—UBEZREL. TSTANR—hRY NIJ—TLDUY—-XRIFTR
< A=Y bTOTTHA bD ID ZHIL T DH(C’RIIEFET. ACM 2RI D LT,
SSL/TLS SEFAEDEEA. 77vTO— K. SXUEHFEVDEHEBONM S TOCRZFETITOF
MZRSEEXT.

EBHBEE (L. RESESY/ES -3 > F(E AWS A4S (hEf) U—>a> (7 otR9TdDE
F(CE OO RSA>A>2H—T T4 R (CLI) ZERALT. Fz(F AWS 24D FIPS T> RiR
> hEERALTIOT S AMIC FIPS 140-2 THREIIESNZBS/LES 1 —I)LEFRATEEI,
NICEKD, BFa2UTITSA T ADZ—XICHIETEET,
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https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/vpc-tkv.html
https://aws.amazon.com/vpn/site-to-site-vpn/
https://aws.amazon.com/vpn/client-vpn/
https://aws.amazon.com/directconnect/partners
https://aws.amazon.com/directconnect/partners
https://docs.aws.amazon.com/directconnect/latest/UserGuide/MACsec.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

IV 1T 5—EX AWS (CH1TD NERC CIP KIRIEEHNS AT L A /)= X7 LIEHR
(BCSI: BES Cyber System Information) X/t

REROIFES{E

AWS Key Management Service (AWS KMS) (&, ftidd AWS H—EX EfiEaESNn. RERDT—
SBES{ELIZD. AWS KMS F+—Z AU CER IR ZES(ICLIZEDULET. REFRDT—
HEFETDICE HESNZ AWS O —EXTI>ARO-TES{EEFERLET. COES
{ETEFT—FF—IMERAEN. T—FF—BHN AWS KMS (CREETNTLVD KMS F—(CEDW
THES{bEenNxd, ERQAVRECHIEo T HESNIZ AWS DY —EXT(E. AWS KMS D3E
XFR KMS F—DF—R7ZFALET ., iasn/lcT—EXT AWS KMS ZfERT 375E0DH
HICDWTIE. AWS DT —EXR(CETD RF1 A hEITELIZE0,

BESEZRE L. BT —9RIFRU S — EFIRZHRF T DDIIENEEEDEETI . BHE
ZF&(F AWS KMS H* AWS CloudHSM, Fz(FEomBsZERALT. B 1 /{-K 1.2 (Z&FN
BDF—XTUTILOVERR EEE(CHII TR ENTEET . IAM ZERT D EETHHNRT7 IR
PR EEHETEEYI .

HEH

EHFEEAEE AWS KMS i AWS CloudHSM, FizlFEOmAZERAL T, Z2<OF—EEEMHD
A2TSATUAEEZERTEET, ISIRRATITR7TO-FICBITL. 95D RDI—
o0- koES{temEtl. BEEHEED HSM LHERUTER FOEaBZERULIEVWEER T
WDHEERIC(E. BHEEEL AWS KMS Z#EIRTDINETYI. AWS KMS ZEHT DL, BN
FEE(FI KMS F—ZLE(Cfrpk. RE. BEETETEI ., BHEEED KMS F—H' AWS KMS Z
ESIEUIRWER(CT D EEFHDERA. BHEFEEF AWS KMS TH—MRU S —ZEHB LU
BELUT, EBHETEDII YT -DHN KMS F—(CT7ITERTEDLIICT D ELEETEFT.
KMS F—(&. AWS KMS W& 3 3 FIPS #EEAADIN— RO T PEFI1VUFTsES -
(HSM) [CXD>TEMIFSENTNET, HSM (F. BSIbeNZF—ZEmM U TRE I Di57%at
F1UF4FT/)\AXTT,

AWS KMS OtzF1UF 1 EmEEERFE. AWS ST AS KU (SOC 1. SOC 2. SOC 3).
FIPS 140-2 LANJL 3. KU FedRAMP M> T 5477 > REHIC K> THREFB LURESNT
WEd,

BHEEEE F—RU>—& IAM RUS—T AWS KMS F+—EIBHEEEAD 7 I A ZHiE 3D
BENHDFEI. AWS KMS ZEAT DL BENFEE(L KMS F—Z7Z2(CHIEITEET., &
NICE F—RUS— IAMARU S — HERMS O EEE, KMS F—nEMbEEb, iE
ST UT7ILOO-FT—>3 >, FTDEN. KMS F—2B88BI DT U7 ADIERNK. KMS
F—HIFRDAT =1 -2 TIRENEFENFT T, AWS KMS (ItD AWS H—ERXERAFT 1T
mEaSNEI,

AWS KMS (&, BRIV —IHZ— RF— AWS YR— RF—, ARIIY—A2R—bF—D
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3139
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html

IV 1T 5—EX AWS [CHB1FD NERC CIP KIRIEE NS X7 LA Y1/ X7 AlEHR
(BCSI: BES Cyber System Information) /i

3BADF—ZYIR— L TVWET ., DRIV —IF—T RFE—(F. AWS KMS ZEHITIHE

KRICKDTHER. B, BEeNFI. AWS YR— RF—(d, BEMEE AWS BH—EX D
BEFAALT. BENFEENT-EX(CHESEEIERTDE. AWS NF—ZEH U THESIETE
BEICULET. TIhBE> BHEFEIF—ZFEALUTAWS KMS DXV Y hMeERTEX
ER

3BFBBEDOATZ 3> FE, BEFNBID HSM (CKo TERSNIZF—% A 2 IR— 3 BHETT, BN
FEE(F. BEHRDA IR BUIEF—(CH U TEEFZAEVE Y. INICE@. BEHFEEOTF
U« Bz U 256 Ev bOMIMES(EF—TH D525 LRV —-RZFERALTHF-—IFTUT
WEEMT DL F—XTUTILOEFRNREIREEMALICH I dEFZES L. ETBNT
BHEEENERI DI ATACF—IFTUVILOIE—ZRIFI D ENEFENFE T, 1>7R—b
SNEF—F BAEEEN DD TSA 72 RBHZEBILED LD SN TVE T, NI
BHBEEBEDOA>ISANSOF v —(CHF—DRERIE—ZEMRFC(IHERF I DHEE. AWS 1> T
SABRSOFv—m5A 2MR— hENeF—DIE—ZEFHIBR I dHEEN S FNET.

=273 > D FIPS 140-2 L)L 3 THEESNTZ HSM ZRFI FICE< EBENH D EHEE
E. BN, BRI TSA 7O RABHZmIc I wnENHDENFEESE(E. CloudHSM Z{E
BATZ%9, CloudHSM TIFAREFEALERMNEESNZ HSM ADS > J)ILFF > K7 o2 %=F
FATZE% 9. HSM (EREBMA CKDEFEEINIEBS{EETES 1 —)LEIFD FIPS 140-2 LU 3 1%
FE(CHEYLTWET . CIP-011-3 DBH T, = >JILFTF> D FIPS 140-2 LU 3 THEEE

ENJz HSM ZERAT D EFBARMIICRESN TOLEEAN, BHBEE(IHBOREIZF1 D

S O0S LN TSATORATAVSAICEDWTCO7 I O—F&ERTEE,

CloudHSM ZfERT 2 L. BHEEEGBIFOESLEINET —5Z205 0 RICEERETESX

9. EIEL. COXSRBRYYI—23>OaRA%ELATI—(F BRHORBRECEICRELFE
IR IEDIHBENSBDF T, BERRURTE, HSM MMERTERL<Eo . /\— RO T 7ICEEN
FE U, BSEF—DIRDONZEVWDKDIMBFEIC, BHEEBEOEBMELLZD. 7527
DA TERL<IZDIZD I BR8N HD 2 ETY . CloudHSM (FEIFOT—FFREV U 1—

> 3%t I DB ZRCL. BHERE(CKD HSM A CTOIESF+—{REZFREICLET.

HSM (3Z 273+ —BIE (T T SAREBRFARERE (OEE T DL D (CRE/REESNTVE T,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk

IV 1T 5—EX AWS (CH1TD NERC CIP KIRIEEHNS AT L A /)= X7 LIEHR
(BCSI: BES Cyber System Information) X/t

CIP-011-3 Ef 1 )\—b 1.2 - BFH) BCSI ZFREI D
SHOEERGE

CORIE T BIDETZ 3> TSR ULTZBFRIREGMIIERE (SR T, 95T RREDATTL
ZXAIRESNTULD BES ZRE T D2HD [BEFE] OERERHSNTNET,

AWS T(E. AWS EDFT—IDEFa1UT A ZIRFAIT DDA T, SEISFRAREPF2I U 5F
iFE BROELUDGEZRELTVET.

AWS Artifact (FEROTIL TP —ER—5)LT. AWS SOC L7R— . FedRAMP :R7E/\w4r—
. TOMESEFRMIGC T TS0 7 ADEFOREMEICKSD AWS otzFa1 U b
O—JLDER SERDBIMMZIREE T DIEAE L /R— MNRED AWS > TS5 7 > A LR—
NCAZ TN RTTZOTCRATEEFT ., TULWIR— MU U —-XEN3 &, AWS Artifact TZN
S5C7OTATEFXT,

AWS Artifact Agreements Z{ER I 2 &, BAFEEEIME L D7 HT> bD AWS EDEHIN°,
AWS Organizations PI(CH T D ERMD—EBD 7 LT > hD AWS DB =R, Z5h. B
B2 ENTEEFRT . AWS Artifact TAFEIRE/REZH(C(F, BHEEHEZZH (BAA) B LUMER
FE2H (NDA) i"E&FENET,

[AWS Artifact DBIR757E] A4 B BHFEFEEM AWS Artifact NDF7 IR &KET D75
EE AWS DR, AR BT DHETIEH T DD(CKIIEFTT . FHICDNTIE.
[AWS Artifact (CEIF 2L <HDEM] ZBRUTLIES L,

AWS JEFBBHENR—(CE. AWS HRIY—T7TU—A> b AWS H—EXLANILT7TU—A>
o AWS FIFRRE), TS/ @R IR E. ATTLZAD BCSI ZRET DIchDERSEE
XENTDDITHIIDUY —AMMEE SN TNE T,

CIP-004-7 4 6

CIP-004-7 4 6 (I, BHBFEE(CXBLNLET7ICRERTIOT S L&EML T, BCSI AD
MESNIZT7 O R7Z2ER. & BDET ZEMEBMHITTOET, BEARNCE. EHFHEEEI
TOCRAZRMHTDRIC. BECHUZ BCSI ADEFN 7T AZHF] UIRITNIERDFEA
(/{=k 6.1)c BCSI ADT7 IR %I =NIABAIC(FFEGRE TN S D, IREOEHBZEITI DI
OISl EHmETOES I TN ICRAMRETHD L2 EE 15 AT & (THER
UIRRTNIEIRDEFRA (JN— b 6.2)., BREEBEDOFEHDZEEBHDIEND D ETICEDEANEFHY
BCSI (L7 TTZATERVWKDICTDIHENHDFT (J{—h6.3).
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https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/artifact/latest/ug/managing-agreements.html
https://aws.amazon.com/artifact/getting-started/
https://aws.amazon.com/artifact/faq/
https://aws.amazon.com/legal/
https://aws.amazon.com/agreement/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/aup/
https://aws.amazon.com/privacy/
https://www.nerc.com/pa/Stand/Project201902BCSIAccessManagement/CIP-004-7_Clean.pdf
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DHh s, TNICATIHHEDL DF A, FHICDULTIE, [Mitigating Unauthorized
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FROIREE. 7O XIERDOEDBEUZITDTENTEET, IAM ZFERAITDE. ENFESE(FI—
H—. O—J)b. IL—TZER L. SOMNRTOCAHaZEDHE TR ENTEET,
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https://www.nerc.com/pa/Stand/Project201902BCSIAccessManagement/CIP-004-7_Clean.pdf
https://docs.aws.amazon.com/whitepapers/latest/logical-separation/mitigating-unauthorized-access-to-data.html
https://docs.aws.amazon.com/whitepapers/latest/logical-separation/mitigating-unauthorized-access-to-data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
https://docs.aws.amazon.com/pdfs/prescriptive-guidance/latest/encryption-best-practices/encryption-best-practices.pdf
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html
https://aws.amazon.com/console/
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/single-sign-on/
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DEERITD [IRNTIES] HENSENTLET, IAM Access Analyzer (&, #EBESAEZ(34F
EDTHI> NMIHUTTIOTANR—KTEFET,
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https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/connectonpremad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/connectonpremad.html
https://aws.amazon.com/cognito
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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UET.

AWS Control Tower (C(&. NILFI77HT> MRIBEZ RGN (CEERT DIcdDSF v 1/R— REA
BESNTWEY., YT aR—R(ICE. 7HD> STEMCTRD TLWDIRENH—RL—ILEFR
H—RL—=ILICEATBLMR— MMERRESN. H— RL—ILTEMCTIRD TLDRU S —(THERLL T
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https://aws.amazon.com/controltower/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/organizations/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/console/
https://aws.amazon.com/tools/
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UCTEITLETOSa>ZE0. AWS PHI> "7V OF7 1 EF 4 DANRY NEBRZIRFUET,
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IO RD)— 1Y -S5O 1 - -NEEZULEDHBRULED TR EETEEFA.
A>T SATUoRAE-—RTATS O MOV ITDRDE, TDUTOII32EF— RIEIEZEETERL
RO, RIFHEEERI B CEETERADET, A2TSAT7RE— RE, RIFHREDP(CA
IO M\—=23 > FEZFFLFHIBRTERVWKRSICTBDICHIIBEET,
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/lambda/
https://aws.amazon.com/marketplace/solutions/control-tower/siem
https://aws.amazon.com/marketplace/solutions/control-tower/siem
https://aws.amazon.com/athena
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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IEFENTVWEY, BAHAEEEG. 2 TIA XXV IZEEERITIDILEE. BEICGU
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L—2MRU 12— —MRICAAESNTWS S3 /WUy hhvai#iBl UET. EHBEEL
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T A= > ZX)\y O0fHI E—EUIRWRIBRDZEL(CDLT SMS Xy tz—h E X—)LTE
MZEZITRMDCENTEEXT., NICKD. BHEEEFIENSZHEL. BIENABENESHH
MrcEFRJ,

NS5\ o1&, AWS Config YR—= RIL=ILEZIEHR I LIL—ILEEET O3> DI R
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Config BRAFLIL—)L. FE(EFETOMAETHDAIEEENGDET. I TA XA\ IDF>
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https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/s3/storage-classes/glacier/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nerc.html
https://aws.amazon.com/sns/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
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https://github.com/awslabs/aws-config-rules/tree/master/aws-config-conformance-packs
https://aws.amazon.com/audit-manager/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nerc.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nerc.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/assessments.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/assessments.html
https://aws.amazon.com/blogs/mt/integrate-across-the-three-lines-model-part-2-transform-aws-config-conformance-packs-into-aws-audit-manager-assessments/
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https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/wellarchitected-security-pillar.pdf#welcome
https://d1.awsstatic.com/whitepapers/Security/aws-support-compliance-nerc-cip-standards.pdf
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://aws.amazon.com/compliance/faq/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://d2908q01vomqb2.cloudfront.net/c5b76da3e608d34edb07244cd9b875ee86906328/2021/01/04/AWS-Power-and-Utility-Path-to-Production-in-the-Cloud-1.pdf
https://d2908q01vomqb2.cloudfront.net/c5b76da3e608d34edb07244cd9b875ee86906328/2020/08/10/AWS-Utility-Executive-Guide-to-Cloud-Security-1.pdf
https://pages.awscloud.com/GLOBAL-ln-DL-Utility-Executives-Guide-to-AWS-Security-Control-Domains-2021-learn.html?trk=sm_a134p000007BXBMAA4&trkCampaign=2021_ISC_PWU_utility-executives-guide-to-aws-security-control-domains&sc_channel=sm&sc_campaign=EG_LI_EL_social&sc_outcome=Industry_Marketing&sc_geo=mult&sc_publisher=LinkedIn
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/logical-separation/logical-separation.pdf
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nerc.html
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/extend_ot_to_cloud_ra.pdf?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/mt/integrate-across-the-three-lines-model-part-2-transform-aws-config-conformance-packs-into-aws-audit-manager-assessments/
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BES Cyber System Information (BCSI) on AWS

Build a secure

of an Of

(OT) data center into the cloud for ingestion of data from Bulk Electric System (BES) assets using the inherent security

and isolation of an AWS VPC and other AWS services. Use AWS compute, analytics and Al/ML services, operating on a data lake, to conduct contingency analysis and planning,
incident response, and advanced analytics. Show North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) compliance for BES Cyber
System Information (BCSI) using AWS services as noted in the steps at the right of this page. And in-depth exploration of this reference architecture can also be found here:

https://aws.amazon.com/blogs/ini

dustries/extend-your-ot-network-to-the-cloud,

A utility company’s OT network can include
generation facilities, remote locations.
data centers, and

Secure and highly reliable networking to AWS
over VPN, For guaranteed bandwidth use AWS
Direct Connect with IEEE 802.1AE (MACSec)
encryption. (relates to CIP 11).

Manage and govern cloud resources at scale
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Data
T historkans

ad
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Batch
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from a centralized location using services such

as AWS Control Tower, AWS Audit Manager,

E AWS Cloud

Management & Governance

Amazon  AWS Systems

AWS Control AWS Conflg  AWS Aws AwS
Tower Organizations CloudTiall  CloudWatch  Manger - CloucFormation _ Bockup

Edge locations: Generation plant,
ibstation, Customers, etc.

Meter DERs

*B‘E*

Relsy  Iotelgent  Comera
Device (IED)

near real
time data

for Analysis

I
Data ingestion
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A D A T
Do
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Ao 53 Amazon 53 AWS Glue AWS Glue Data Lake
lacic ) Data catakog Curated

AWS Firewsil
Manager  Security Hub  Moneger

AWS  AWS Audi

[B) s encyprion

and AWS Systems Manager. Log all account
activity with AWS CloudTrail. Use AWS Config
to assess all your cloud configurations and any
changes (relates to CIP 11).

Control access with AWS Identity and Access

K30 Management (IAM) and AWS Directory Service.
Monitor network traffic for malicious activity
using AWS GuardDuty. Encrypt and protect
data using AWS Key Management Service (AWS
KMS). (relates to CIP 4 and CIP 11).

Data ingest using services such AWS Data
Migration Service, AWS File Gateway, AWS
Transfer Family, or Amazon Kinesis. Data flows
to Amazon Virtual Private Cloud (Amazon VPC)
via VPC Endpoints. (relates to CIP 11).

Use Amazon Virtual Private Cloud (Amazon
VPC) with its inherent security and isolation for
hosting compute and database resources.
(relates to CIP 11).

Do analysis and simulations for compute options
including Amazon EC2, AWS Lambda, Amazon
EKS, ECS, and AWS Fargate for containerized
applications, and Amazon EMR, all using AWS
Key Management Service (KMS) for encryption.
(relates to CIP 11).

Store data securely in highly available ROBMS"
using AWS Relational Database Service (RDS)
and Amazon Aurora. Encrypt data at rest with
AWS KMS. (relates to CIP 11).

Use Al/ML services such as Amazon SageMaker
for analysis and assessment of BCSI.
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Create OT data lake on Amazon S3. AWS Glue
performs ETL and builds the data catalog.
Archive data in Amazon S3 Glacier. Encrypt
data using KMS. Restrict data access to the VPC
using VPC endpoints. (relates to CIP 11).
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/extend_ot_to_cloud_ra.pdf?did=wp_card&trk=wp_card
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