Sign in finite fields
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In cryptography it is often required to make a choice of square root. Often in
a finite field IF,,, with p and odd prime, one chooses the root whose least positive
integer representative is odd. Such an element is called positive, so that one can
utter the familiar phrase “the positive square root”. Following the terminology,
one defines a sign on the finite field:

1 n is odd
sign: F, - {-1,0,1} sign(n) =¢0 n=0 where n < p.

—1 mniseven
This map has few properties.
1. sign(—x) = —sign(z).
2. If sign(z) = 0, then = = 0.
3. sign(Tz) = sign(z) for any isomorphism 7.

The existence of such a sign map is equivalent to being able to make a choice
of square root independent of the construction of F,,. Indeed given such a sign
map one simply chooses the root with sign 1. Conversely, suppose we can make
a choice of root independent of the construction of IF,,, then we define

1 z#0and Va2 =z
sign(z) =¢0 =0
—1 otherwise.

This sign satisfies the three axioms above. In this paper we will study when
such a sign exists for a finite field F,x with odd p # 1 and k # 0. We will show
it exists if and only if &k is odd.
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Assume k is even. Reasoning towards contradiction, assume a sign map with
the listed properties exists. Note that any non-zero x € F,, C F,» (i.e. 27 = )
has a root in IF,,x. Indeed:

pF—1
€Tr 2

_ (xprl)1+p+...+p"‘*1 @ (xpz;l)k —

(Equality ® holds because a'T € {—1,1} and so (mpT_l)a only depends on
the parity of a.) Pick any z € F,, that has no square root in F,, (which exists
as p > 3.) Thus 27 = —1. We just saw that = does have a square root «
inFye,ie a? =z. Theno? = 01(0417%1)2 = az" —a. Recall that the Frobenius
map o(z) = xP is an automorphism of IFx. Combined with the previous we see

sign(a) = sign(a?) = sign(—a) = —sign(a).

Thus sign(a) = 0, whence a = 0, quod non. We have now shown that no such
sign can exist for even k.

Now assume k is odd. We will construct a sign map. We must choose sign(0) =
0. We will proceed in steps. Pick any element x for which sign is not yet de-
fined. We choose sign(xz) = 1. We are then also forced to define sign(—z) =
—sign(x). As our characteristic p is odd, we know x # —z and so this does
not directly lead a contradiction. For any automoprhism 7' we are forced
to define sign(7T'(z)) = sign(x) and sign(—T(z)) = —sign(z). To show this
can be done consistently, assume reasoning towards contradiction that it can-
not be done consistently. Then there must be automorphisms 7" and S such

that Tx = —Sx for some = € F,x. As the only automorphisms of F,» are the

powers of the Frobenius map, i.e. ¢, ¢?, ..., ¢* = id, we see that then there
il

are n and m with ¢"(z) = —¢™(z). Thus —z = p*(z) = 2P for some /.

Note that we have (22)P" = (—2)2 = 22. Recall {y; y? = y} is a subfield
(in fact it’s the fixed field of (¢*).) It is non-trivial because it contains z2.
Thus p* — 1 | p* — 1. As ged(p® — 1,pF — 1) = p=ed@k) — 1 [Lin], we must

have ¢ | k. In particular £ is odd.

We had 2P = —z and so 2P = (—=1)% for any a and in particular z =
k
2? = 2Pt =z Thus z = 0, quod non. Contradiction.
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