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iMessage 2ot /e

Apple2l iMessaget iPhone 2 iPad 7|71, Apple Watch 2 Mac ZFEE 2I§t BIAIX] & AMH[ARIL|CE
iMessages 24, AIRl, A2tA, 2IX|, A3 S| F& &=51 221 ¥X| 0l0|2 S HAIX[| HIZ X3 E ML =S

X|2ELICE S5E 2E 717|0f| HAIX|ZF LIEFEE2 AFEXH= 0 7|7 [0 M CHSES 0]012 4= QUELICH iMessages
APNS(Apple FA| &2l MH|A)E Z51H| AFREILICH Apple2 HIAIX] tEE HE THY LIRS 7|=25HK] donq s
ZHIxE B0 ASS) 7|SE Qs HSE|0] Bl AR Hhes ARRES WIS =1k s 2HI=0| Mg o
U&LICE Apple2 sliie Hlo[E{e] ASSHE shmgh 4~ ai&LICt.

AFEXI7E 717|100l iMessageE 7H 717]= MHIAO0 ALEE 4~ Q= PSSt I M 7| WS MAFLICEH

NIST P-256 HE0l| &SstE Qs 2Sst RSA 1280H|E 7|9 2535t EC 256HIE 7|7 LELICH MHEe| E2,
ECDSA (Elliptic Curve Digital Signature Algorithm) 256H|E M¥ 7|7t AFZEILICE JHO! 7|= 717(2] 7|10
M= MS TaS oidst 20i|et AFgE = ASLICH 371 7= Apple IDS(Identity Service) 2 T&&LICt
Apple IDS(Identity Service)oll ®&E 7 7= olied 71712 APNS F&, AFAL| MSPHS = O|H|Y 42}
AZELIC

Ar8X7t iMessageE AMESIESE F7t 7|7|1E 24stolH 2sst 2 ME 7 7|, APNS F4 2 2 MstHSIt
CIAER| MU|A0]| FIFEILICE 5 ARgAh= O B2 O FAE UK 4 Jlon] O|H|Y FaE Sfol A3 E Sof

ZOIELICH Mt S = 0| S LA HIERIZSL SIME Soff SHQIELICH PR HERIF2| HL? SMS AF20| 25X
SMS 230| 2tz ZR0l= 2fel thtMXITH AFZXIOA| EAIELICE iMessage 2/0lE FaceTime % iCloudet
L2 B AAR MH|AS| AR FSHHS 21010] RSt 4= JUBLICH ALK S8E 717|= 2F MER 77|, HMsiis

il

E
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L= O|H Favh FOHE f 2 HIAXIE ZAIRLICEH
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AFEXte O|H|Y 4 E= 0|52 2=6l0] MER iIMessage HSHE Alzret 4
5HH 71717 Apple IDS(Identity Service)oll 912510 i s = &
APNS =AE 7IXMSLICH AFEXI} 0|ES I3stH 7|72 24 ALSXIL| ¢t US ALEat0] siieh oS 1t st
MotHSet o|HY FAE £Est CHS IDSOIM S7H 712 APNS FAE 3L

AFERIZ} ELiE HAXIE =MA12| 2 717]0|M HEX o= ASSELCE L5k 7|7|9f 371 d=st 7] S ME Fl=

IDSOIIA Z7FMELICt. st F&she 7171 2249] e4sh= 71710f| Chsl 22912 88HIE gts *””3}1 HMAC-
b

SHA256 7|2 AFE510] T&EXIeE =4IXte| S7H 7|2 WE0l|M nhEl 40H|E 2t F-E&LICt 88H|E glat 40H|E
2 ZTelsto] 128H|E 7|7t BHS0{X| 1 0] 71= CTR(Counter) ZE0{M AESOI| ALES|0] HAX|E YESaHatLCt.
40H|E gt2 stish= ZoIM 253} sidEl el FAYS =telsty| flsh AFZtLIC HIAXIE AES 7l=

RSA-OAEPE AI8310] =415t= 7|712] 371 7|2 LSSHELICH 2|0 LSS HAIX] BIAEL} ASSHE HA|X]
7|9] Zgt2 SHA-12 sHA|I=|H, slie siAl= T&stes 71712 7Hel MY 715 Akgsto] ECDSA (Elliptic Curve
Digital Signature Algorithm)2 MHEILICE i0S 13 0|4, iPadOS 13.1 0[&0fIA 7|7|= RSA 2535t Cil
ECIES(Elliptic Curve Integrated Encryption Scheme) ASSIE AFBE & ASLICH

o SiLto|0] ASSHE HAIX| BIAE ASSIE HIAIX] 7|2 2iH AlzRe| CIX|E
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a <
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ALgRE 12 S 71 &
APNs EZ

f717]= APNSOIIAM HIAIX] AFRS 20 Host 2 iCloudollM S TiAS HMRILICH 7hss 32,
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: = o ke

iMessage 0| ¥ AMEl 37 Hot

iMessage 0|5 % AXl 3R= iMessageE AME5I0] O|ET} ARRIE 3RE = U= 7
HEZ MEHSIALE 0|22 AtEXIStst T MEHS! 0|0|X|2 E3tst 4 UBLICH iMessage
AMZEIS BiESh= Of 2T AIARS AFZRHICH

[SRILICH AFBXHE L 7t=

=
0I5 H ARl SRFE ol

ClolH = HEZ M23tE10 HEHO 2 AS35IE| 1 QIBEH, o Z2MAZ A S ELCt CTig2 Ml 7HX E=ILcH

. A
. A I ol

C|o|Ef A4l &1 #imf Tt & StLt= 717|101 128HIE 7| HZES Q2|2 MMSH= Zi "—IEP. JHEOE ol ==
7= HKDF-HMAC-SHA2562 2 T=z|0] Key 1:Key 2:Key 3 = HKDF(BIZE 7|, "EH")2| M| 7tX| 512]
7|15 SMEHLICt 2F ZEOoM 92| 9BHIE IV (7|5 i) 7+ MAE|M HI0[H= AES-CTR 2 Key 18 AHE510{
ASSIEILICEH 031 O MAC(HIAIX| 215 2E)2 Key 25 AF83I ZE 0|2, ZE |V & ZE 528 Elshe
HMAC-SHA25622 AAHEILICH OX|2o 2 7 Z= MAC Zf MEZH HZE|TD 31T MACS Key 32 AFE310
HMAC-SHA25622 HAHELICEH 256H|E MACS 253} H|0|E{ef LIEtS| ERHEILICE 0] MACS| & Hmy
128H|EE= RecordIDZ AHZEL|CE

12 Ohg 0] =3t 2|ZE= CloudKit 371 HIOIE] H|0]A2] RecordIDoll E2HELICE O] 2Z2E 7= HCi HAE(X|
2Lo0] ALBXIVH OIS U ARl B mff O A= R ASst 2| ZE7E MMEILICEH ALK 10| XHAQ| O[S AFRIS ALBX}
201 SRotH= B2 iMessage HIO|2E LiE S| RecordID2t & fSstE BZE 7|18 MESELICH

AFEX}F 22| 7|77} 0] iMessage HIO|ZEE Bo™ 7|7|= HY 2l Al RecordID2t 7|7t H|O|2E0f| ZEHE|0] QIS S
QIAIBH|Ct, O3 CFS AFEXL 22| 717]= 37 CloudKit H[O[E{H|0|AR 0|FE|0] RecordID2| €535t 0|F 2 AHElES

AMSIT iMessageE AFE510] TEEILICE

HAIXIE ZAAst = AF8RE 298] 717|= HO|2E 253HS SliM[sIL RecordID A2 MES =telgiLiC). O] HAIS
T ARZX} 20{17] OIS 2k AFEIO] EAIZ|D, AFZAL 2= OIS 2EM0| FIISHLE HAIXIB2Z AFE 4= JUELICE
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Apple Messages for Businesse HIAX| g AHES10 ALEXI7E |2t AES o
ME|ARILICH AFEXHE Apple Messages for BusinessZ RIEX| CHetS H|o{at
AHstD Qo= AXMoM HIAIXIE HLX| ot ATt £ QJUSLICH 7HIHE HSE 0|RE AFEXIe| MelHs,
O|H| =4 = iCloud AN HE= Aol EAIZIX| 4ELICH CHAl Apple IDS(Identity Service)o| 2/af
Opaque ID2t= AFEXE A 113 AEXF MME0] PHol SRELICE Opaque IDE AMEXIS| Apple ID2t
Q| H[ZL|A |D Ato]2] ZHA(of| Q0 1REH MES JHEILICE AMBXH= Apple Messages for BusinessE Salf
di2tet= YA(OICH CHE Opaque IDE 7HELICH AFBXH= 70Ol M HEE Xt SRR 0159t O AI7|1E ZYst
Apple Messages for Business MH|AE Lt 7|58 AR MESHK| 5L

Rl

Apple Messages for Business= Apple Business Manager®ilA MMEl &2 Apple IDE
Apple School ManagerdlA iMessage % FaceTimed| &2 Apple IDE MEE 4= J=XIE AHEILICE

UH(of] HEE HIAIK|= AFEXI2] 71712 Applel] HIAIX| M 7Hf| 2S5HE|0 iMessage?t Sst 22t 3 Apple
HIAIX] MEE AFZEILICEH Apple HIAIX| M= 0[2{8F HIAIXIS RAMOIAM 253t A5t TLS 1.25 AFE510]
ASstEl A3E Salf Arof ZolELICE Apple2 Apple Messages for Business AH|AE S8l BAIX|7}

MEE= S HAK[= Mo ASst=|X| of2 °4EH§ KEEX| tSLICH R 2& A TLS 1.2 S8l Apple AR
ME{ol] TEED, ZF 41 7(7]0] chsll DRE 37 7|15 AtEst0] YsstEL|ct.

AL 717171 2121 HElQ] AL HAIXl= ZAI TS Apple HAIX| MB{0l] FHAIZ|X| Qb&LICH ALEXtQ| 717|7¢
=efel Hef7t ofel B2 f=atE HAIXIE 2(ci 30 St FHAIEI0 71717 THAl 22fel MEf7} E[H HIAXIE Ea =+
UASLICE 71717F THAl 22l SEHZE E[H O Al HIAX|ZE S| FHAJ0 M AHIELITH 3020] XA HEEX| of2

FHAIE! BIAX7 22 E|0] SPHO 2 AR|ELICY,

FaceTime Hot

FaceTime2 Applel] d4 2 S4 S3} AH|ARILICE iMessage®t OFRIZHXI2 FaceTime Sat= APNS(Apple
TA| AT MH|A) B AFESI0] AFERIS| S5 7|70 27| A4S FEELIC FaceTime Ssto| S4/J34 2HIxE
TCZE ISol 7|&2 oS ES 5[0 Hi AFEfat Bh= ALRFE MQlsh S+ s 2EI=0| Mg = isLict

E

Apple2 alid CI0|ES| AS3HS siMeh = GiELICE

Z7| FaceTime AZ2 AFEXIS| S5 7|7| 740 H|0|& miZlS 22l|0l5k= Apple MH{ l=2tE Ealf FREIUSLICE
220|=l= AAS E6F APNS(Apple FA| L2l MH|A) 22l 2l STUN(Session Traversal Utilities for NAT)
HIAIRIE AFESH0] 77| A2 QISME Stelst 2F Mol Chst 2R IS #&ELICH 37 H[E2

SRTP(Secure Real Time Protocol)2 A3l AEZ|UE|= 0|C|0] JME2| MM J|2 I Q= o AFREIL|CY
SRTP §zl2 Counter Mode®2| AES2565 AME510] Y53}l HMAC-SHA1S AFE3101 QIS EL|Ct =7|
o4 ol Hot 8™ S FaceTime2 STUN % ICE(Internet Connectivity Establishment)S AH2310{ 7(7|ZHf|

10} £ 70} S PEHULICOISE B2).

& FaceTimeE Sall FaceTimeOllA X5t SA| F7HAL 27} z|0f 33Wo=2 SQIELICE 7|&E thY
FaceTimext DREZIX|2 Sot= Z=CHEl &7IXLQ| 717| Ztol| BTzh ASstEL|ct Ui FaceTime?| B ol=ate|
CIxtelo] 3& FaceTimedM MAZE|X|2E 0|21 T8 E3h= Apple IDS(Identity Service)ollM XM35ts Q152
7Hto 2 HAIE MER 7| 5 H7{LIE0| STLICE o] ZE2EZE MUle oFHMS HiZst7| WhEol AFXL 7|7|7t
ZleliEl A0l 0|F S5t LHE0| REEIX| $SLICH MM 7|= AES-SIVE Salf 2fa=0{ Al P-256 ECDH 7|7t
=52 Elliptic Curve Integrated Encryption Scheme(ECIES) 742 AM&510] Z7EXI0f|A| BHZ=ZEIL|Ct,

)

olI

M22 HefHS = Ot 47t IRl 21 1F FaceTime S310i| FII5H, 0|0] 243tE|0] Y= 717|= M22
0IC|o] 7|E T55HH O|Xol| ALBE 712 MZ =CHE 7172t 3R] S&LICH
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Lte| 27|

Lie| k7| Hot

Apple 71712| L] &7| 42 g 371 7| &=3t 7|&s 7|8e R FEE/JUSLIC.

e

Lte] 37| 42 i0S, iPadOS 2 macOSOIA Lt2| iPhone 37| 2 Lto| R 37| SiLte| thd QHoj| E§HsH ARIL|C.
Lto| 3t7|= @zatol MEfol MacE Z&tst 241 7|7|E sh=r| =20| ElLICh 22l AEiol 7|7|= iCloudE Sal
RIE AMEXIH 208 4= JASLICEH 2I2tol HERQI 7|7]2| Lio| 57| 7|52 24! 717|7F 2X0|M At SOl L2

Apple 71717 ZX g &= U= 2| Bluetooth MSE HHACZM RSEILICH 2HM0| = 717]= AXIE 24 71719
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7|LICt 5t 256H|E HIE SK) H 7128 = 022 Z7(stELICt. 0] 7Hel 7| Y1t H|Z2 AppleZ H&E(X| §42
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zztel Hefe| 77| 7|
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IRl JEle| 2H 7|7|E oM ABANE 717|E HACHE L2l 2 O|HY HAIXIE &A| Lt 24 71712] /IXIE

= o
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o= oS PE'LIEF 71717t HOldE = 2F 7171= 71712] FIHRlof MEEl= CHEl 256H|E AES 7| AT,
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