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CREATING A RESPONDER ACCOUNT
1. Fillin the Responder Self Register form at:

https://iqgcs.nwcg.gov/psc/register/EMPLOYEE/HRMS/c/ADMINISTER WORKFORCE (GBL).IQ RE
SP SELFREG.GB

Responder Self Register

Empl 1D 00000000000 Empl ID is found on your Incident Qual Card

First Name
Last Name
Email Address

Telephone

Unit ID ex: ID-BOF
Birth Month Q

Birth Day Create Account

At a minimum, fill in your Empl ID, First and Last Name, Email Address, Birth Month, and Birth
Day. Data elements you provide must match what we have in the IQCS to create a Responder
Account for you.

After completing the form, click on Create Account. Your Responder Account will be created.

We ask that you reach out to your current or former Account Manager/Training Officer if you
need assistance with the data required to get a responder login. IQCS has over 55,000 active
responder records, the IQCS help desk is not staffed to address requests for data from
responders. Your current or previous Incident Qual card should have enough of the data needed
to verify your data.

LOGGING IN TO 1QCS

1. 1QCS has implemented Single Sign On login. This means that you no longer need to log in using a
username and password. If you have a Login.gov account, then proceed to page 10 (/QCS
RESPONDER SELF SERVICE HOME PAGE) of these instructions. If you do not have a Login.gov
account, proceed with the instructions below.

2. Navigate to the IQCS website to view Single Sign On log in instructions:
https://igcsweb.nwcg.gov/new-igcs-application-sso-login-procedure
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3. For your convenience, these instructions are also included below.
a.

DOI and USDA PIV Login Procedure

To log into IQCS using FAMAuth, you will need to have:

e USDA or DOI PIV
e Login.gov account

If you possess a USDA or DOI PIV, access FAMAuth via the following link:

https://iwfirp.nwcg.gov/ and

Public Partners
Login gov is 3 service that offers
secure and private online access

to government programs through
a Pnivate Non-F-ederal account

Login.gov

Agency Selection

Please select your agency to continue

Government

eAuthentication is the system that
allows users access fo Wildland
Fire Apps and Services using
government cEarance.

e-Authenticate

D Remember my agency selection.

If e-Authenticate is having issues, then an alternative access approach is to use Login.gov to
link your existing FAMAuth account for authentication and to access your application.

Public Partners Login Procedure

Note: If you need to change your default agency in the future, you will need to
delete your browser cookies.

To log into 1QCS using FAMAuth, you will need to have:

e USDA or DOI PIV
e Login.gov account

1

Once you see this
screen, click [e-
Authenticate]

Select which agency
your PIV is issued
from:

USDA or DOI

Check “Remember my
agency selection” and
then click [Submit]

If you DO NOT possess a USDA or DOI PIV, access FAMAuth via the following link:

https://iwfirp.nwcg.gov/ .
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1. Once you see this
screen, click

- _/ | . _/ [Login.gov]

Public Partners Government
Login.gov is a service that offers efuthentication is the system that
secure and private online access allows users access to Wildland
{0 government programs through Fire Apps and Services using
a Private Mon-Federal account. government clearance

c. Login.gov Create Account SOP

e Go to the Sign in page. Select Create an account. Enter your email address. Click Submit.

£ https/fsecurelogingay/sgn L o S i

= @

National Fire & Aviation
Management is using Login.gov to
allow you to sign in to your account

safely and securely.

Create an account for new users

Enter your emall address

Select your email language preference
v Wour email communication in

O English (default)

O Esparniol

O Frangais

] tread and accept the Login.gov Rules of Lise 62
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Check your email for “Confirm your email” link.

Click Confirm email address.

[EXTERMAL] Confirm your email
o Login.gov <no-reply@login.gov> @ Ooreply G replyal ? Foward B

i Wed 10/11/2023 12:38 P8

(i) 1 there are probilems with how this message is displayed, dick here 1o view it in a web browser

This email has been received from outside of DOI - Use caution before clicking on links, opening
o talors oy

D LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser, This
link will expire in 24 hours.

Confirm email address

https://secure.login.govisign_up/email'confirm?
_request_id=6d8cB585-fad3-4509f-bedd-
lecfoceTb869&confirmation_token=x6TszudaTjnezKhX-nfs

Please do not reply to this message. If you need help, visit
login.gov/help/

About Login.gov | Privacy policy

Create a strong password of 12 characters or more. Click Continue.

website of the United Stal

0 LOGIN.GOV @

@ You have confirmed your email address

Create a strong password

Your password must be 12 characters or longer. Don't use
commen phrases or repeated characters, like abc or 111

Password

LU TR T e

Confirm password

sesssnene

O Show password

Password strength: Great

Password safety tips &
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e Check the box to accept Rules of Use. Click Continue.

D LOGIN.GOV

Rules of Use

We've updated our Rules of Use 5. Please review and check
the box below to continue.

Rules of Use:

+ Explain how the Login.gov service works and what you
can expect from it,

= The terms under which we provide the Login.gov service
to you,

= How we use your information and your rights to that
information, and

= The conditions you agree to when you take certain
actions on the Login.gov service.

g Check this box to accept the Login.gov Rules of Use i3

e Select primary Authentication method. Click Continue.

O LOGIN.GOV u

Authentication method setup

Add anaother layer of security by selecting a multi-factor
authentication method. We recommend you select at least
two different options in case you lese one of your methods.

0 D Authentication application
Downlead or use an authentication app of

your choice to generate secure codes,

B % Text or voice message

Receive a secure code by (SMS) text or
phone call,

O % Backup codes
A list of 10 codes you can print or save to

your device, When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.

0 @ Security key

A physical device, often shaped like a USE
drive, that you plug in to your device,

O E Government employee |D

PIVICAC cards for government and military
employees. Desktop only.
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e If you choose Text message, then add a phone number. Click Send Code.

e When you receive your one-time code, e

EE Anofficial website of the United States government Here's how you know

DLOGIN.GOV @

Add a phone humber

We'll send you a one-time code each time you sign in.

Message and data rates may apply. Do not use web-based
(VOIP) phone services or premium rate (toll) phone numbers.

Phone number

- -

How you'll get your code

O Text message (SMS)

O Phone call

You can change this anytime. If you use a landline number,

select “Phone call”

This site is protected by reCAPTCHA and the Google Privacy
Policy & and Terms of Service apply. Read Login.gov's

Maobile Terms of Use &3.

of the United States g

D LOGIN.GOV n

Enter your one-time code

rment Here's how ye W

We sent a text (SMS) with a one-time code to + I

- This code will expire in 10 minutes,

One-time code
Example: 123456

0079860|

B Remember this browser

& Send another code

Having trouble? Here's what you can do:

Use another phone number

didn't receive my one-time code &

Learn more about authentication options &

Choose another authentication method

nter it in the One-time code field. Click Submit.
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e Add a second Authentication method, preferably PIV/CAC.

D LOGIN.GOV n

g

&

Continue to National Fire &
Aviation Management

We'll share your information with National Fire & Aviation
Management to connect your account.

© Email address
L]

— Add a second authentication method. You will have to
delete your account and start over if you lose your only
authentication method.

o Select Government employee ID. Click Continue.

Authentication method setup

Add another layer of security by selecting a multi-factor

authentication methed. We recommend you select at least
two different optiens in case you lose one of your mathods.

Your authentication methods

@ Textor voice message (1 added)

[l

B

—| "8

Authentication application

Download or use an authentication app of
wour choice to generate secure codes.

Text or veice message RELLES]

Receive a secure code by {SMS) text or
phone call.

Backup codes

A list of 10 codes you can print or save to
wour device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.

Security key

A physical device, often shaped like a USE
driwe, that you plug in to your device.

Government employee 1D

PIVICAC cards Tor government and military
employees. Desktop only.

Skif fer now
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e Add a nickname to your PIV card for future use. Click Add PIV/CAC card. Enter your PIN when
prompted.

#= Anofficial website of the United States government Here's how vou know ~

D LOGIN.GOV u

Add your PIV or CAC

Set up your PIV or CAC as a two-factor authentication method
S0 you can use it to signin.

@ Giveitanickname

If you add more than one PIV/CAC, you'll know which
one's which.

PIV - email address|

© Insert your PIV/CAC into your card reader

© AddyourPIV/ICAC

You'll need to choose a certificate (the right one likely
has your name in it) and enter your PIN (your PIN was
created when you set up your PIV/CAC).

Add PIV/CAC card

e After adding PIV, you should be able to log in with primary or secondary authentication
method.
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|QCS RESPONDER SELF SERVICE HOME PAGE.

Click or type the following on your browser to log in to IQCS https://igcs.nwcg.gov/. Click | Agree.

Department of the Interior (DOI) Notice of Monitoring

You are accessing a U.S. Government (USG) Information System (IS).

This is a US Government computer system managed by the Department of the Interior, intended for Official Unclassified U.S. Government
Information only. By using this system, authorized or unauthorized users consent to monitoring, retrieval, and disclosure by authorized
personnel. Users have no reasonable expectation of privacy, and unauthorized use may lead to criminal, civil, or disciplinary action

This computer system, including all related equipment, networks, and network devices (including Internet access), is provided by the
Department of the Interior (DOI) in accordance with the agency policy for official use and limited personal use. All agency computer systems
may be monitored for all lawful purposes, including but not limited to, ensuring that use is authorized, for management of the system, to
facilitate protection against unauthorized access, and to verify security procedures, survivability and operational security. Any information on
this computer system may be examined, recorded, copied and used for authorized purposes at any time. All information, including personal
information, placed or sent over this system may be monitored, and users of this system are reminded that such monitoring does occur.
Therefore, there should be no expectation of privacy with respect to use of this system. By logging into this agency computer system, you
acknowledge and consent to the monitoring of this system. Evidence of your use, authorized or unauthorized, collected during monitoring
may be used for civil, criminal, administrative, or other adverse action. Unauthorized or illegal use may subject you to prosecution.

Additionally, logging into this system indicates your consent to the Application Terms of Use and Privacy Policy for applications hosted by the
Bureau of Land Management - Fire and Aviation Directorate

| Agree

NIFC

Single Sign-On (SSO)

Notice X

**NEW IQCS Application SSO Login Procedure**

Sign in with FAMAuth

Non-SS0 Login

10
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After logging in, the Responder Self Service section has the links to those areas approved for access by
responders.

Favorites ¥ Main Menu ¥ A& Home Sign Out
ORACLE — - @
Personalize Content | Layout ? Help
Report List S o~ Responder Self Service c ov
Job Data
Database Name | ALL v|  Report Manager Current and previous job information and Administrator Contacts

Personal Data
Folder Name Creation Date And Time
Phone and Email (editable) and birth month/year
Responder Summary,
Qual Card, PTBs, Training, Licenses and Certificates, Experience, Competencies, and Instructor history
Responder Documents

(View and print attachments on qualification pages)

Print Master Record

Change My Password

My System Profile

You can also use the Main Menu drop down to get to the same items listed above and to additional
administrative functions.

When navigating around, use the Home Button to return the home page.

Favorites ¥ Main Menu ¥ Responder Self Service ¥ Responder Job Summary #A Home Sign Out

1QCS nato~ D

The Main Menu options are:

Ly —

Favorites +

Search Menu:

Responder Self Service ’

Report List Reporting Tools »

PeopleTools '

Change My Password

Database N My Roles and Access

My Preferences
Folder Name

o mwm e e

My System Profile

11
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The following is an overview of the approved functions from the Responder Self Service section.

Responder Job Data Tab

The Job Data page will show the history of the responder’s agency and org codes over time. There is also
a tab that lists the last known Administrators. Keep in mind that the administrator contacts may be
outdated, we only display what was last entered on the responder record.

Use the View All to see all the pages or the Next and Previous arrows to scroll through each page.

Use the Home button to return to the Responder Self Service Page.

Responder Job Data Administrator Contacts

Empl ID 00000001039  Login,Responder Self

Effective Date 01/24/2022 Effective Sequence 1
Setid BLM0O Bureau of Land Management
Org Code LLUTG00000 Green River District Office
UnitID UT-VLD Vernal Field Office
Admin Location NWCGO0 UT0031 Vernal Field Office
170 S. 500 E., Vernal, UT
Duty Station Location NWCGO0 UT0031 Vernal Field Office

170 8. 500 E., Vernal, UT

Dispatch Unit Id
Jetport

Find | View All First @1 of SQast

Administrator Contacts Tab

Last recorded information as to the Training Officer, Alt Training Officer, Account Manager and
Certifying Official. Not all information is entered on a responder record so this will not necessarily be

complete or accurate.

Training Officer Diggity D Dog
208/123-0218

Alternate Training Officer

Account Manager

Certifying Official Diggity D Dog
208/123-0218

Responder Job Data Administrator Contacts

Empl ID 00000149962 Subject,iIma Neu

<ddiggity@iqcstest.gov>

<ddiggity@iqcstest.gov>

12
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Personal Data
Review the contact information and ensure that the type “Busn” phone and email is the correct phone
and email for your IQCS Account Manager and IROC Dispatch to get ahold of you. Update as needed.

IQCS sends the type “Busn” to IRWIN then to IROC. We provide two types of “busn” for phone to allow
flexibility to have two numbers in IROC. There is only one type “busn” for email.

e Use the + or — buttons to add or remove a row of data.
e Type BUSN for phone and email cannot be deleted if there is data there, it can only be edited or
added.

e Type Other and Busn Sec can be deleted or edited.

e Verify you Birth Month/Day and address information. If this is not correct, please contact your
Account Manager. We gather this data to assist in conflict detection when records are sent into
IRWIN.

e Once your changes are complete use the Save button to save your changes.

Responder Contact Info

Empl ID 00000149969  Dog,Diggity D

Address 123 E Main Street
Apt 21
Anytown ID 87402

Birth Month / Day Feb 18
If Birth Month / Day are incorrect, please contact your IQCS Account Manager.
Phone and Email with a type of "BUSN" are sent to IROC (dispatch system).

Personalize | Find | View All | )| &5 First ‘4 1-20f2 ‘b Last

*Phone Type Telephone Primary
1| Busn Sec v | 208/321-0218 D @@
2 [ Busn v | 208/123-0218 + [=]

Personalize | Find | View All | 2 B First ‘4" 10f1 '} Last
*Email Type *Email Address Primary

1| Busn v | |<ddiggity@iqgcstest.gov> sl | (=]

;1]| Save

13
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Responder Summary
Responder summary has tabs to represent each of the areas in IQCS where there is responder data. You

may have to scroll to the right to all tabs.

Incident Qual Card Position Task Books Responder Training Lincenses and Certificates Experience by Responder

You may be presented with a Save Warning. Choose No. All data is read only and there is nothing to

save.

If your Account Manager has uploaded electronic documents to your record, you will see the Document
Attached box is checked on those pages where documents can be uploaded.

Click on each of the tabs and if needed use the arrow to scroll to the right for more tabs.

e Incident Qual Card — Show Qual Card Details to see your positions
o Cert Official - Certifying Official for your record

Fitness and refresher status.
View Inactive Quals — quals no longer used in the qualification process.
Last Print Date — Last time your Account Manager printed your qual card.
Show Qual Card Detail — Show your qualifications.

= Upon clicking this button, you can:

O O O O

e Review your qualifications.

e  Print your master record.

e Review the reason qualifications are in an unqualified status.

e Review if qualification is available to dispatch. A check in Send to IRWIN
indicates the position should be available to IROC for dispatch.

Incident Qual Card Position Task Books Responder Training Licenses and Certificates Experience by Responder Competencies Instructor History

Last Print Date:
Show Qual Card Details

EmplID: 00000149962  Subject,Ima Neu

Cert Official:  yopp0149969 Dog,Diggity D
View Inactive Quals

Fitness and Refresher Status
FITCAT Physical Fitness Level Moderate 02/22/2023

RT-130 Annual Fire Safety Refresher Attained 02/22/2023

Continue clicking on each of the tabs to review your data.
Position Task Book (PTB)

e All PTB, current, Inactive, Status, Certified, Position Printed on Card, and Position sent to IRWIN
then to IROC

Responder Training
e Respondertraining information
Licenses and Certificates

e Licenses and certificates. Example EMT and FALLER
14
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Experience by Responder

e Experience record both manually entered and those sourced through IRWIN
e Verified means the position will factor into your qualification process

Competencies
e Current Competencies

Instructor History

e Any instructor history on your record

When you see the icon shown below, all the data from that page (tab) can be exported to an Excel file.

@ | Position Task Books Responder Trajs
p 2 £
¢ 1
Empl ID 00000001039 LoglnRes{ €
£ | y
Personalize | Find | £M] & First '+ 1-50f5 * Last

Y £
IQCS Incident ID Unique Incident ID Event Category Verified (‘

1 00000006521 WA-OWF-000755 10 Wildfire v
A A

A | Position Task Books Responder Training Lincenses and Certificates Experience by Responder Compelencies ®

Empl 00000001039 Login,Responder Self
ID:

Training Summary Personalize | Find | f-"~|| ] Firstf * 1-100f10 Lasll
Course Code Course Title Course Session Nbr Course Start Date Course End Date Status
PHFT-A Physical Fitness - Arduous 05363 06/22/2006 06/22/2006 Completed
RT130 Fire Safely Refresher 04372 06/22/2006 06/22/2006 Completed
PHFT-A Physical Filness - Arduous 06/17/2004 06/17/2004 Completed

Continue to the other tabs to review your qualification data.

Responder Documents
View, print, or email your documents to yourself.

Responder Documents

| Email Attachments | Total File Size|
EmplID 00000149962  SubjectIma Neu T

Personalize | Find | 2 | E‘ First ‘4 1.20f2 '»' Last
File Name Document Category Date Added Entered by User gils Si:‘ebi.: View
1 CAMP-2022-02-22 Competency 02/22/2022 L " 0.01
2 |18700- -2022-02-22 Training Certificate 02/22/2022 v 0.01

e Use the Email Attachments button to email all documents to the email address you used when
your account was created. That email can be updated on the My System Profile Page.

e View attachment to view individual file. Your Browser or browser settings will determine what
happens with you click on the View button. Opens or prompts to save file.

e Total File Size of all attachments. Email servers have limits on file size, the total size may be too
large to email.

15
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Print Master Record

e Use the Print Master Record link to the qual card page.

e C(Click the Show Qual Card Details.

e Click on the Print Master Record.

e Use the Home button to return to the main page.

e Choose No on the Save Warning.

e When the report is complete it will show on the main page re

ports pagelet.

Incident Qual Card Position Task Books Responder Training Licenses and Certificates

Experience by Responder

Competencies

Last Print Dato:

EmplID: 00000149962  Subject,Ima Neu

Cert Official: Dog,Diggity D

... Show Qual Ca

00000149969

Fitness and Refresher Status
FITCAT Physical Fitness Level

RT-130

02/22/2023
02/22/2023

Moderate

Annual Fire Safety Refresher Attained

View Inactive Quals

Instructor History

Incident Qual Card Position Task Books Responder Training Licenses and Certificates Experience by Resp

Empl ID: Last Print Date:

Cert Official:

00000149962
00000149969

Subject,iIma Neu
Dog,Diggity D
View Inactive Quals

Fitness and Refresher Status

FITCAT Physical Fitness Level Moderate 02/22/2023
RT-130 Annual Fire Safety Refresher Attained 02/22/2023
Qualifications
Certify Printto Send To e
Position Card IRWIN SetlD Position Status
1 BLM0OO CAMP Camp Help Q Qualified

onder Competencies

Print Master Record

Instructor History

Personalize | Find | (2| B First ‘4" 10f1 '} Last
= Currency/Taskbook 5 Document
Atained Dat= Expiration Date Printed  ptached

02/22/2022 02/22/2027

Use the Home button to return to the Responder Self Service Page.

Reports List

Click on the Report Name to open the master record as a PDF file. Depending on your browser and
browser settings, your Master Record may open in a second tab. Your browser should have a save or

print icon to save as PDF or print.

Report List

Database Name I_ALL v | Report Manager

Folder Name

Report Name Report Description

GENERAL

IQRPT028 Responder Master Record (C028)

Q

Creation Date And Time

02/22/2022 7:22AM MST

My System Profile

16

Update the email that was provided when you requested an account.




