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Authorization and Disclaimer

This document is confidential and is intended solely for the use of prospective or actual customers and partners of
The Clearing House. The information in this document is not in the public domain and may not be disclosedto any
third party without the prior written consent of The Clearing House.

© The Clearing House. All rights reserved.

The Clearing House makes no representations or warranties that the information in this document is accurate,
comprehensive, verified or complete. To the fullest extent permitted under applicable law, The Clearing House expressly
disclaims all representations and warranties of any kind with respect to the information provided in this document,
whether express or implied. This document is in draft form and is subject to change as TCH continues to develop this
product offering.
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Classification TCH Confidential
Status Final
Publication date January 2022
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1. General

1.1. Purpose

The Customer Service Portal (CSP) is a component of the STE-DDA solution. The CSP provides an interface that
enables participants in TCH payment networks to view and manage tokens that TCH has issued for their
accounts.

2. User Login

2.1.Login

Once users have successfully navigated to the Customer Service Portal, the login page appears. Users must enter
their correct username and passwordin order to access the Customer Service Portal.

Log in

Username |

Password

Warning! You are attempting to access a restricted area
Unauthorized access or use is prohibited. Our firm reserves the right to prosecute any and all person(s) attempting to gain access without authorization, or in
excess of authorization. Hacking is a criminal offense and will be treated as such

Login

Figure 1: Login screen

Enter the Username inthe Username field.
Enter the Password in the Password field.
Press Enteror click Login.

2.2. New CSP users

New Customer Service Portal users will receive an email from TCH with an initial, one time password.

Note that this password is valid for a limited time and can only be used for the initial
login.

Enter the initial password for the first time log in.

Then enter a new password following the password rules (Password Help gives an overview of the password
rules to follow to create a new password.)

Re-enter the new password.

Choose a security question and answer.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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2.3. Changing your password

To change the current password,
from the top menu click on User/Change Password.
Following screen will appear.

Change your password

Current password [ ]

New password [

Repeat new password

—
)

Save Cancel

Figure 2: Change password screen

Enter the current password
Enter the new password.
Re-enterthe new password.
Click Save

3. Customer Service Portal Functions
3.1. Searching in Customer Service Portal

After login, the Dashboard page is displayed. From this page, users can perform a searchtoretrieve token and
account information.

Navigate to Homeif the Dashboard pageis not displayed.

Users can search for full and exact values only. Wildcards (e.g. using ‘*’ or ‘?’) cannot be
used in the search. The system retrieves all tokens linked to the search value.

The search takes into account which Financial Institution the user belongs to: the user
can only retrieve tokens and account information for accountsthat belong to that
Financial Institution.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Search

Search

Options

Figure 3: Customer Service Portal Dashboard with Search box.

The default search option is to search by the Real Routing + Real Account number to retrieve linked tokens.
Enter the fulland exactvalue in the search field asa combined number (Example: 9999999992343232123).
Click Search.

Changing the default search option

The following search options are available:

= Realrouting + real account number
. Token routing + token account number
= Token account creation date. (Use the dd.mm.yyyy format)

Click on the + button inthe Options panelto expand to view all the different search options.

Select a different search option by clickinginside theradio button to selectit.

Search Token

Search Token

l Search
Options EJ

Figure 4: Search Token

If the search is successful, the Token Overview page is displayed with the search results. Otherwise, a message is
displayed above the search box indicating that the search did not find any results. See message below:

! No matches found

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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3.2. CSP Token overview page

The CSP Tokens Overview page displays all tokens that meet the searchcriteria.

# Toxen Raference Jd Res Rzl Accowr Tohar Tokan Account Coonter Pady Counter Farty Expiry
Rxang Rosng Routing Account Date
State Last Event Financia Token Reguestor RequestedDate Domain
thuton Requestor id
= e nal

Figure 5: CSP Tokens Overview
The following information is displayed in the CSP Tokens Overview page:

Property Description

Token Reference ID Unique Reference ID of the Account Token

Real Routing The routing number of the real account numbers

Real Account The real Account Number

Token Routing The routing number of the tokenized account numbers

Token Account Token Account number linked to the real account

Counter Party Routing The counter party routing numberthatis linked to the token

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Property Description

Counter Party Account The counter party account number thatis linked to the token. Ifa
token is linked to a counter party account, itcan only be usedfor
payments to this account.

Expiry Date Expiry date of the token

State Currentlifecycle state of the token

LastEvent Date/time of last action performed on the token

Financial Institution Name of the financial institution

Token Requestor ID Identifier of the Token Requestor that owns the account token.

Requestor The name of the Token Requestor entity which provisioned the
AccountToken.

RequestedDate Date/time of the token request (=tokenizationrequest).

Domain Name of the domain the token belongs to.

Figure 6: Token overview fields

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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3.3. Changing the state of a token

Token Lifecycle is shown below.

Available

Linked

Suspended

Consumed

Unlinked

Released

Figure 7: Lifecycle of the account token

State Description

Available Atregularintervals, new tokens are created for each Financial Institutionin the Available state.
A scheduled job checks if the number of available tokens falls below the low water mark and if
so, it generates tokens until it reaches high water mark. The low and high water marks are set
when configuring a Financial Institution.

Linked When atoken request comesin for a Financial Institution’s account, an available tokenfor the
Financial Institution is linkedto the real account it was requestedfor. Itisthen in the Linked
state.

Active Upon successful provisioning, a token will be in an Active state and ready foruse. A token can
only be usedin atransaction whenitisin the Active state.

Suspended A token can be suspended, meaningit can temporarily not be used. The reason canbe that
fraud is suspected. Tokens can be suspendedby the Financial Institution or Token Requestor. A
suspended tokencan be activated (again).

Consumed When atoken expires, it moves to the Consumed state. In addition, if a single-use tokenis used
in a transaction it moves to the Consumed state.

Unlinked If a token is unlinked, the link with the Accountis removed.

Released After a configured period of time, an unlinked token is released. From that moment, it can

become available again forre-use.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Changing the Token State

Searchfor the tokento be changed.
The Tokens Overview page shows thetokens that match thesearch criteria.

Tokens Overview

# Real Real Account Token Token Counter Party Counter Party Expiry State Last Event Financial RequestedDate Domain
Routing Routing Account Routing Account Date Institution
= ’ Tue Jan 19 14:05:00 Sal Jan 16 14:01:43 | Domain for
1| 023456789 | 000000*****1708 222456789 | 999999*****8405 1221 Unlinked CET 2021 Bank TWO CET 2021 Direct API
. S Tue Jan 19 14:05:00 Sat Jan 16 14:01:41 Domain for
2 | 023456789 | 000000****1705 222456789 | 999999*****0252 12121 Unlinked CET 2021 Bank TWO CET 2021 Direct AP
e maxes, er " Sat Jan 16 14:28:33 Sat Jan 16 14:28:33 | Domain for
3 | 023456789 | 000000**+*2179 222456789 | 999999 8622| 033456739 000000*****1580 | 12/21 Aclive CET 2021 Bank TWO CET 2021 Direct API
023456789 | 000000*****2178| 222456789 000000*****1530 £ Bank TWO =

Sat Jan 16 14:28:30 Sat Jan 16 14:28:30 | Domain for

5| 023456789 | 000000*****2177| 222456789 | 999999*****2300| 033456789 000000****1579 | 12/21 Active

CET 2021 I CET 2021 Direct API

6 | 023456789 | 000000*+2176) 222456789 | 9999993411 033456769 000000===1579 | 1221 | Acive | SMINIGIZEI0 | gopqwo | Saldanf61428:30 | Domain for
7| 023456789 | 000000*+2175 222456789 | 9999999207 033456789 000000%*1578 | 12721 Acive | SAJNI61428:28 | pancTwo Sl dan 04420251 | Domaindos
3| 023456789 | 000000*+2174, 222456789 | 999999**3751 033456759 0000001578 | 12721 Active | SJan 16142827 | gankTwo Sada 1014202 || Dotnaln b
9| 023456789 | 000000*+2173 222456789 | 999999**5094) 033456759 0000001577 | 12721 Active | Satan 16142826 | ganktwo Saldan 6952020, | | Domalfor
10] 023456789 | 000000++2172 222456789 | 9999995309 033456789 0000001577 | 12721 Actve | Satdan 16142825 | gankTwo Sobdan (8 4oty | Dot
11| 023456789 | 000000++22171| 222456789 | 9999999540 033456789 000000++1576 | 12721 Acive | SAJan 16142824 | pankTwo S dan f6 142824 || Bomain for
12 023456789 | 000000+=<2171| 222456769 | 999999*++5503| 033456759 0000001575 | 1221 | Acive | SRIA0I6142823 | goyryo | Saldan 1614:25:23 | Domain for
13 023456789 | 0000002171 222456789 | 9999994226 033456789 0000001574 | 12721 Acive | SAIan15142822 | gankTwo S 612822, | Domaln for
14 023456789 | 0000002171/ 222456789 | 9999991767 033456789 0000001571 | 12721 Actve | SAIanIS142821 | gankTwo ol 15 ob2t | pomate
15 023456789 | 0000002170 222456789 | 9999999646 033456789 0000001573 | 12721 Acive | Satdan 16142821 | gankw a0 Hpot | Domatndos
16 023456789 | 0000002170 222456789 | 999999*+2901 033456789 00000021572 | 12721 Active | Satdan 16142820 | gankwo 24l Jan G 142820, | Dorna for
17) 023456789 | 000000++22170 222456789 | 9999997772 033456759 00000021571 | 12721 Active | SAJANIGI4281S | pancTwo S dandEII2013,] || Domaia for
18 023456789 | 0000002169 222456789 | 9999998961 033456789 0000001570 | 12721 Acive | SN 16142818 | pancTwo Sitjan s asan .t Domaintes
19 023456789 | 0000002168 222456789 | 9999998383 033456789 000000*+*1569 | 12721 Uniinked 320420 16142896 | gank Twi SRl e 1o ARIRAS! || Donaindte
20 023456789 | 000000*+2167) 222456789 | 999999**3646 033456759 0000001568 | 12721 Unlinked 321420 16142844 | gank Two Saldan 161428151 || Dotnaln ko

B2 3 4 5 6 7 8 9 > >

[ Unmask TokenIAccoum] [ Update Counter Party Data ] [ Replace Account ] l Update Token Expiry Date ] [ Change s1ate] [ View Audit Trail ]

Figure 8: Tokens Overview screen

Select the token by clicking onthe row in the Tokens Overview page.

Click Change state.

Change state E]

Action Choose One -

Reason
) Choose One
Next state

Activate
Unlink
[Cancel ] [ Apply now ]
Figure 9: Change State pop up
Property Description
Action Selectan action fromthe drop down list. Note that the contents of

the drop down listdepend on the current state of the tokenand
shows only the possible state transitions.

For instance, 'Activate' is only visible whenthe token is in state
'Suspended'.

© 2021 The Clearing Hegse bavients Company L.L.C.
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Property Description

Reason To provideareason for performing the state change. The value
enteredwill be added to the Remarkcolumn in the audit trail.
Usually, this field is optional, but when unlinking an active token
the reason is mandatory.

Next state Shows the next state. This state is reached after selecting the

proper action and clicking Applynow.

Figure 10: Change State pop-up fields

Select the action.
Enter a reason for thestate change (optional).
Click Apply now.

Note that the state change is registered in the audit trail for the token.

3.4. Unmasking Token and Account Numbers

By default, the CSP userinterface masks the Real Account Numbers, Token Account Numbers and Counterparty

Account Numbers.

CSP users can be authorized to unmask Real Account Numbers and/or Token Account Numbers. In that case, the

Unmask Token/Account button is enabled in the Tokens Overview screenwhen a row is selected.

Unmasking Token and Account Numbers

Search for the token to be unmasked.
The Tokens Overview page shows thetokens that match thesearch criteria.

Tokens Overview

# Real Real Account Token Token Counter Party Counter Party Expiry State Last Event Financial
Routing Routing Account Routing Account Date Insfitution
1| 023456789 | 000000+=1708| 222456789 | 999999*+:3405 1221 Unlinked 1uSJan 19 14:05:00 | gk 1w
2 | 023456789 | 000000*+1705| 222456789 | 999999*+*0252 1221 Unlinked 10920 19 140500 | gank Twio
3| 023456789 | 000000*2179 222456789 | 999999°+8622| 033456789 0000001580 | 12/21 Roliwg | SAan 104 2833 | BankTW

4 | 023456789 456789 | 999999*+*3573| 033456789

Sat Jan 16 14:28:30

456789 | 000000++22177| 222456789 | 999999+++%2300| 0334567, 00000021579 | 12721 Active | Satdan i Bank TW
6 | 023456789 | 00000022176 222456789 | 999999**:3411 033456789 00000021579 | 12721 Acive | SAIaN16142830 | gankTwo
7| 023456789 | 000000*+2175 222456789 | 9999999297 033456789 0000001578 | 12721 Acive | SAIAn 16142828 | pan v
8 | 023456789 | 000000*+2174| 222456789 | 999999**+*8751 033456789 0000001578 | 12121 Acive | SAJanI6142827 | pankTwo
9| 023456789 | 000000*+2173| 222456789 | 999999****5094 033456789 0000001577 | 12721 Acive | SAIARIGI42826 | pank T
10| 023456789 | 000000++:2172| 222456789 | 999999*+5309 033456789 000000*1577 | 12721 Acive | SIMISIE2825 | gankTWO
11| 023456789 | 0000002171 222456789 | 9999999540 033456789 000000+*1576 | 12721 Acive | SIanIS142824 | BankTwo
12 023456789 | 000000*+2171| 222456789 | 9999995803 033456789 00000021575 | 12721 Acive | SAJan 16142823 | gankTwo
13| 023456789 | 000000*++:2171| 222456789 | 999999*:4226| 033456789 00000021574 | 12721 Acive | SAtJan 16142822 | pankTww
14 023456789 | 000000*+2171| 222456789 | 999999**1767 033456789 0000001571 | 12721 Active gé‘;’ggz‘f“z“‘ Bank TWO
15 023456789 | 000000*2170, 222456789 | 999999***9645 033456789 0000001573 | 1221 Acive | SRIan 6142821 | gankTwi
16| 023456789 | 0000002170 222456789 | 999999**+2901| 033456789 00000021572 | 12721 Acive | SIan 15142820 | gankTwo
17| 023456789 | 000000++22170| 222456789 | 9999997772 033456789 000000+%1571 | 12721 Acive | SAIanIGI42819 | gankTww
18 023456789 | 000000**2169) 222456789 | 999999***:3961| 033456789 00000021570 | 12721 Acive | SAIARIG142818 | gankTwo
19 023456789 | 000000*+*2168) 222456789 | 9999998333 033456789 0000001569 | 12721 Uniinked 521920 16 14:28:16 | gy 1y
200 023456789 | 0000002167 222456789 | 999999**8646 033456789 0000001568 | 12721 Unlinked gg’#gg;f”zs | BankTWO
Total 163 B2 3 4

RequestedDate

Sat Jan 16 14:01:43
CET 202

Sat Jan 16 14:01:41
CET 2021

Sat Jan 16 14:28:33
CET 2021

Sat Jan 16 14:28:30
CET 2021

Sat Jan 16 14:28:30
CET 2021

Sat Jan 16 14:28:28
CET 2021

Sat Jan 16 14:28:27
CET 2021

Sat Jan 16 14:28:26
CET 2021

Sat Jan 16 14:28:25
CET 2021

Sat Jan 16 14:28:24
CET 2021

Sat Jan 16 14:28:23
CET 2021

Sat Jan 16 14:28:22
CET 2021

Sat Jan 16 14:28:21
CET 2021

Sat Jan 16 14:28:21
CET 2021

Sat Jan 16 14:28:20
CET 2021

Sal Jan 16 14:28:19
CET 2021

Sat Jan 16 14:28:17
CET 202

Sat Jan 16 14:28:15
CET 2021

Sat Jan 16 14:28:13
CET 2021

5 6 7 8

Domain

Domain for
Direct API
Domain for
Direct API
Domain for
Direct API

Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct APL
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API

[ Unmask Token.'Account] [ Update Counter Parly Data ] L Replace Account ] [ Update Token Expiry Date ] [ Change state ] [ View Audit Trail ]

Figure 11: Tokens Overview screen

© 2021 The Clearing K egse Bayments Company L.L.C.
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Select the token by clicking onthe row in the Tokens Overview page.
ClickUnmaskToken/Account.

A pop-up window will appearthatshows the unmasked Account Numberand/or Token Number.

Depending on theirauthorization levels, a user can seethe unmasked Token Number, Account Numberor both.

Unmasked Token/Account Info

Figure 12: Unmasked Account Number

Or

Unmasked Token/Account Info

Figure 13: Unmasked Token Number

Or

Unmasked Token/Account Info

222456789

JJJJJJJJJJ

Figure 14: Unmasked Account and Token Numbers

Close the pop-up window to remove the unmasked account and/or token numbers fromscreen.

© 2021 The Clearing K egse Bayments Company L.L.C.



TCH Confidential

3.5. Update Token Expiry Date

CSP users can be authorized to update the expiry date of a token.

Updating the Token Expiry Date

Search for the token to be updated.
The Tokens Overview screenshows thetokens that match thesearch criteria.

Tokens Overview

# Real Real Account Token Token Counter Party Counter Party Expiry State Last Event Financial RequestedDate Domain
Routing Routing Account Routing Account Date Institution

1| 023456789 | 000000*+*1708, 222456789 | 999999****:3405 1221 Unlinked %320 19 140500 | gank Two S ABL011S, | | Doma for

2| 023456789 | 000000****1705 222456789 | 999999**+:0252 12721 Unlinked  1ue Jan 19 14:05:00 | gank Two Sotlen B AROTAL || Doman fee

3 | 023456789 | 000000*++2179| 222456789 | 999999%*+*5622| 033456789 0000001580 | 12121 Active | SAJan16142833 | gank Tw SR 10155 || Bompan o

Bank TWO

00000022173 | 033456789 000000*+++1580
5| 023456789 | 000000+2177| 222456789 | 9999992300, 033456789 00000021579 | 12721 Acive | SaIan 16142830 | gankTwo Sl s b 1200 | | Dot for
6 | 023456789 | 000000*+-2176| 222456789 | 999999***3411) 033456789 000000**1579 | 12721 Acive | SAJan 16142530 | pankTwo otlan R 4030 | Do e
7| 023456789 | 0000002175 222456789 | 9999999207 033456789 000000*+*1578 | 12721 Acive | SAJaNI61428:28 | BankTwo Sl 01920.255 || Doeran
8| 023456789 | 0000002174 222456789 | 999999**5751 033456789 0000001575 | 12121 Acive | SAJan 16142827 | pancTwo Sl Jan 1442827 || Dot for
9| 023456789 | 000000*++:2173 222456789 | 999999**:5004| 033456759 00000021577 | 12721 Active | SAJan16 142826 | gankTwo SHITB AR, | | Do for
10| 023456789 | 000000*+2172| 222456789 | 999999*+*5309| 033456789 000000*1577 | 12721 Acive | SAIARIGI42825 | gankTWO 2oy g 1 obon | Roman e
11| 023456789 | 0000002171 222456789 | 9999999540 033456789 00000021576 | 12721 Acive | StJan 16142824 | gankTwo St 1o 1mab2d: || Romedn b
12 023456789 | 000000*+2171| 222456789 | 999999**+5803| 033456789 000000*+1575 | 12121 Acive | SAJN16142823 | pancTwo Sl dan 16142823 || Dot for
13 023456789 | 000000*+2171| 222456789 | 999999**++4226/ 033456789 000000°%1574 | 12121 Acive | SN 16142822 | pancTwo Saliam b 182022, | Domai for
14| 023456789 | 000000+=:2171| 222456789 | 999999**+*1767 033456789 000000*1571 | 12721 Acive | SAIANIGIBA | gancTwo Stden hatanel || Doman for
15 023456789 | 0000002170 222456789 | 999999*+9646| 033456789 000000+1573 | 12121 Acive | SIARISI42821 | Bank T SR 10AmSS || Leomesn e
16| 023456789 | 0000002170 222456789 | 999999**+2901| 033456789 00000021572 | 12721 Active | SAJan 16142820 | paneTwo Salian 16142520, || Dotnan
17| 023456789 | 000000++2170| 222456789 | 9999997772 033456789 000000=1571 | 12721 Acive | SatIan 16142819 | gankTwo Sl st 120t | | Dot for
18 023456789 | 000000*+2169) 222456789 | 999999***:3961| 033456789 00000021570 | 12721 Acive | SAJaRIG142518 | pankTwo atdan R Aden | Do e
19 023456789 | 0000002168 222456789 | 9999998383 033456789 000000++*1569 | 12721 Unlinked  SatJan 16142816 | gank Twio Sl dan b sianidsn || Do o
20 023456789 | 000000*+:2167) 222456789 | 999999**8646| 033456739 0000001568 | 12721 Unlinked 331428 15142844 | ganicTwo St gzt Do fn
B2 3 4 5 6 7 8 > =

((unmask Token/Account | [ Update Counter Parly Data | [ Replace Account | ( Update Token Expiry Date | [ Change state | ( View Audit Trail |

Figure 15: Tokens Overview screen

Select the token by clicking onthe row in the Tokens Overview page.

Click Update Token Expiry Date.

Update Token Expiry Date @

[1223 |

Cancel

Figure 16: Update Token Expiry Date

Enter the new expiry date in format mmyy (e.g. 1223).
Click Apply now,
The account token expiry date is now updated.

In case the 'Update Expiry Date' button is disabled, there can be several reasons:

- The token does not support this restriction, e.g. for RTP In-Network tokens.

© 2021 The Clearing Hegse bavients Company L.L.C.
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-The user is not authorized to perform this function.

3.6. Update Counter Party Data

Some tokens are linked to a counter party account, which means that they can only be used for payments to this

account. CSP userscan be authorized to add or update a counter party account number and routing number for an

active token.

Updating the Counter Party

Searchfor the token to be updated.
The Tokens Overview screenshows thetokens that match thesearch criteria.

Tokens Overview

# Real Real Account Token Token Counter Party Counter Party Expiry State Last Event Financial
Routing Routing Account Routing Account Date Institution
1| 023456789 | 000000++21708| 222456789 | 999999**++:3405 12721 Unlinked %320 19 140500 | gank Twio
2| 023456789 | 000000***1705 222456789 | 999999***:0252 12721 Unlinked  1ue Jan 19 14:05:00 | gankTwo
3 | 023456789 | 000000*++2179| 222456789 | 999999+*+*5622| 033456789 0000001580 | 12121 Active | SAJanIS 142833 | Bank Tw

Bank TWO

| 033456789 000000***1580

023456789 | 0000002178

Sat Jan 16 14:28:30 Bank TWO

5 | 023456789 | 0000002177 222456789 | 9999992300 033456789 000000%=+1579 | 1221 | Active | Satdan i
6| 023456789 | 000000*+2176| 222456789 | 999999™+++3411) 033456789 000000*+++1579 | 12721 Acive | SAIANIG142830 | gankTwo
7 | 023456789 | 000000*++2175 222456789 | 999999*+9297 033456789 000000*++++1578 | 12121 Acive | SAJaBI6142828 | BankTwo
= = o 7 oy . | SatJan 16142827

8 | 023456789 | 0000002174 222456789 | 999999**8751) 033456789 0000001578 | 1221 | Aclive | Sadan e Bank TWO
9| 023456789 | 0000002173 222456789 | 999999"*5094 033456759 00000071577 | 1221 Active | SAJan16 142826 | gankTwo
10| 023456789 | 0000002172 222456789 | 999999***:5309 033456789 0000001577 | 1221 Acive | SAIANIGI42825 | gankTWO
11| 023456789 | 0000002171 222456789 | 9999999540 033456789 000000*+++1576 | 12121 Acive | SJan 16142824 | BankTwo
12 023456789 | 0000002171 222456789 | 999999**-5803 033456789 00000021575 | 12121 Acive | SAJN16142823 | pancTwo
13 023456780 | 000000+<2171) 222456789 | 9999994226/ 033456789 000000++1574 | 1221 | Aclive | Saian 16142822 | ganewo
14| 023456789 | 0000002171 222456789 | 999999***1767| 033456769 0000001571 | 1221 Acive | SAJANIG14282 | gankTwo
15 023456789 | 000000+2170) 222456789 | 999999*9646 033456789 0000001573 | 12121 Acive | SRIanIS142821 | gankTwo
16| 023456789 | 000000%+<2170, 222456789 | 999999**+2901| 033456789 0000001572 | 12121 Active | SAJan 16142820 | paneTwo
17| 023456789 | 00000022170 222456789 | 9999997772 033456789 0000001571 | 12121 Acive | SAIan16142819 | gankTwo
18 023456789 | 000000+++2169 222456789 | 9999993961 033456769 000000*+++1570 | 12721 Acive | SAJaRIG142518 | pankTwo
19 023456739 | 0000002163 222456789 | 999999++3383 033456789 000000*+++1569 | 12121 Unlinked  SatJan 16142816 | gank Twio
20 023456789 | 000000*+2167| 222456789 | 999999**8646| 033456789 0000001568 | 12121 Uniinked  S2t4a0 1614:28:14 | ganicTwo

Total 163 B2 3 4

RequestedDate

Sat Jan 16 14:01:43
CET 2021
Sat Jan 16 14:01:41
CET 2021
Sat Jan 16 14:28:33
CET 2021

Sat Jan 16 14:28:30
CET 2021
Sat Jan 16 14:28:30
CET 2021
Sat Jan 16 14:28:28
CET 2021
Sat Jan 16 14:28:27
CET 2021
Sat Jan 16 14:28:26
CET 2021
Sat Jan 16 14:28:25
CET 2021
Sat Jan 16 14:28:24
CET 2021
Sat Jan 16 14:28:23
CET 2021
Sat Jan 16 14:28:22
CET 2021
Sat Jan 16 14:28:21
CET 2021
Sat Jan 16 14:28:21
CET 2021
Sat Jan 16 14:28:20
CET 2021
Sat Jan 16 14:28:19
CET 2021
Sat Jan 16 14:28:17
CET 2021
Sat Jan 16 14:28:15
CET 2021
Sat Jan 16 14:28:13
CET 2021

5 6 7 8

Domain

Domain for
Direct API
Domain for
Direct API
Domain for

Domain for
Direct APL
Domain for
Direct AP}
Domain for
Direct API
Domain for
Direct API
Domain for
Direct APL
Domain for
Direct AP}
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct API
Domain for
Direct APL
Domain for
Direct AP}
Domain for
Direct API
Domain for
Direct API

> >

((unmask Token/Account | [ Update Counter Parly Data | [ Replace Account | ( Update Token Expiry Date | [ Change state | [ View Audit Trai |

Figure 17: Token Overview screen

Select the token by clicking onthe row in the Tokens Overview page.
Click Update CounterParty Data.

Update Counter Party Data E]

! New counter party routing I:]

¥ New counter party account |

Figure 18: Update Counter Party Data

© 2021 The Clearing Hegse bavients Company L.L.C.
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Enter the new counter party routing numberand the new counter party account number.
Click Save.

The new counter party data is now linked to the token.

In case the 'Update Counter Party Data' button s disabled, there can be several reasons:
- The token does not support this restriction, e.g. for RTP In-Network tokens.

-The user is not authorized to perform this function.

3.7. Update Real Account number

CSP userscan be authorized to link a new real account number and real routing number to an existing active or
suspended token

Updating the Real Account number

Searchfor the token to be updated.
The Tokens Overview screenshows thetokens that match thesearch criteria.

Tokens Overview

# Real Real Account Token Token Counter Party Counter Party Expiry State Last Event Financial RequestedDate Domain
Routing Routing Account Routing Account Date Institution

1| 023456789 | 0000001708 222456789 | 999999+++:8405 1221 Uninked TLC AN 9140500 | -panrwo | SAJANAGA40T43, | Domain for
S Tue Jan 19 14:05:00 Sat Jan 16 14:01:41 | Domain for

2| 023456789 | 000000*1705 222456789 | 999999"*:0252 12121 Unlinked 10 Jan 1 BankTwo | Satdan X ookt
3 | 023456789 | 0000002179 222456789 | 9999998622 033456789 0000001580 | 12721 Acive | SHIanIS142833 | Bank T SR 104529 || Donaindoe

3456759 220456789 | 033456789 000000+++1580 | Bank TWO

5 | 023456789 | 0000002177 222456789 | 999999*+<2300| 033456789 0000001579 | 12121 Ao | SIIANAGIEZED0 | popeawo: | (STIARIGTIZR30; | Doman for
& . o, Sat Jan 16 14:28:30 Sat Jan 16 14:28:30 Domain for

6 | 023456789 | 000000**+2176| 222456789 | 999999**3411| 033456789 0000001579 | 12/21 Acive | Satdan i€ BankTwo | Satdan i Doman
7 | 023456789 | 0000002175 222456789 | 999999++9297| 033456789 00000071578 | 12121 Roliy || ZRIIISIZ | GaicTwg: | Rlen 1oWazs8] ) Homan e
% Sat Jan 16 14:28:27 Sat Jan 16 14:28:27 | Domain for

8 | 023456789 | 0000002174 222456789 | 999999**8751 033456789 0000001578 | 1221 Actve | Sadan i BankTwo | Sadan X Dorman ¢
9 | 023456789 | 000000*+2173| 222456789 | 9999995094/ 033456789 0000001577 | 12121 Activs - | SALANAGIAZEIE | .pankawo: | (STJalIE142026, | Domail for
. = | SatJan 16142825 Sat Jan 16 14:28:25 | Domain for

10| 023456789 | 0000002172 222456789 | 999999**5309 033456769 0000001577 | 12121 Actve | Satdan i€ BankTwo | Satdan k¢ Domant
11| 023456789 | 000000++=2171| 222456789 | 9999999540 033456789 0000001576 | 12121 B | | Sdanto 2t | g, | SAMERISHAZR2e: || Domanite
12| 023456789 | 0000002171 222456789 | 999999**5803 033456789 0000001575 | 12121 Active | SAJaRI6142823 | pancTwo Al dan 6 142825 | Dot for
13 023456789 | 0000002171 222456789 | 9999994226 033456789 0000001574 | 12121 Acive || SAIAIOEI822 | pakawo: | Zaldonibie2822. | Domanfor
" Sat Jan 16 14:28:21 Sat Jan 16 14:28:21 | Domain for

14| 023456789 | 0000002171 222456789 | 999999**1767| 033456769 0000001571 | 12721 Active | Satdan i BankTwo | Satdant kL
15 023456789 | 0000002170 222456789 | 9999999646 033456789 000000*1573 | 12121 Acive | SHIaniS 142821 | gankTwo Al 1oAY | Domaindte
16| 023456789 | 0000002170 222456789 | 999999**2001 033456789 0000001572 | 12721 Active | Satdan 16142820 | gankTwo Salda 161428201 || Doxnaln ko
17| 023456789 | 0000002170 222456789 | 9999997772 033456789 0000001571 | 12121 Actoe | SALIAIGIEZEAT | popeawo: | SAlJEBIBTIZRAS | Do for
Sat Jan 16 14:28:18 Sat Jan 16 14:28:17 | Domain for

18 023456789 | 0000002169 222456789 | 9999998961 033456789 0000001570 | 12/21 Acive [ Satdan i BankTwo | Satdan X Doma
, Sat Jan 16 14:28:16 Sat Jan 16 14:28:15 | Domain for

19 023456759 | 000000*++<2165] 222456789 | 9999995383 033456789 000000**1569 | 12121 Uniinked 32t Jab 1 BankTwo | Satdan Domante
20 023456789 | 0000002167 222456789 | 9999993646 033456789 0000001568 | 12721 Unlinked  S2tJan 16.1428:14 | gan Twio Sl dan 101428451 || Dot for
Total 163 B2 3 45 6 7 8 9 > >

({unmask Token/Account | ( Update Counter Party Data | [ Replace Account | [ Update Token Expiry Date | ( Change state | [ View Audit Trai |

Figure 19: Token Overview screen
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Select the token by clicking on the row in the Tokens Overview page.

Click Replace Account

Replace Account

‘023456789

| New account number ’

\ Cancel | j Apply now |

Figure 20: Replace Account

Enter the New Account Number. The Account Routing Number cannot be modified.
Enter a reason for the statechange (optional).

Click Apply now.

The real account number is now updated.

3.8. Viewing the audit trail of a token

All state changes, tokenization and detokenization operations applied to a token are registeredin the audit trail.

State changes canbe initiated by a CSP User, by internal processing, or by external systems, forinstance the

Token Requestor API or Transaction API.

To display a token's audit trail:
Search for the specifictoken using Token Number, Account Number or by date.
Select the token.
Click View Audit Trail.

PAT CSP dashboard » Tokens Overview » Audit Trail »

Audit Trail - Account 01.3456.7*** **** **** *000.3030 - Token 11.1456.7*** **** **** *580.6798

# User Timestamp Event By From To Reason Request Type Currency Txn ID Single
State State Use
IN_NETWORK_DETOKENIZATION TXN_API_BROKER ACTIVE ACTIVE CREDIT_TRANSFER USD ;
57:36
2 R IN_NETWORK_TOKENIZATION TXN_API_BROKER ACTIVE ACTIVE CREDIT_TRANSFER USD

CET 2020

Figure 21: View Audit Trail

The following information is displayed in the CSP Audit Trail page:

Property Description

User User name or processname thatinitiated the event on the token,
a state change, tokenize or detokenize operation.

Timestamp Date/time when the event on the token occurred.

Event Type of event performed on the token.

By User or process thatinitiated the event. Options are FI, TR, CSP,
SYSTEM or TXN_API|_BROKER.

From state Original state before the event on the token.

To state New state after the eventon the token.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Property Description
Reason Reason for the eventto happen. Optionallysupplied by the user
duringthe eventinitiation.
Request Type The type of transaction in case of tokenization and detokenization:
=  CREDIT_TRANSFER
=  REQUEST_FOR_PAYMENT
=  REQUEST_REMITTANCE_ADVICE
Currency The currency of the transactionas per ISO-3166 currency codes
specification.
Txn ID Transaction Identifier as generated by the Participant that sent
transaction.
Single Use Identifier whether the token is single use or multiple use.
Amount Transaction amount.

Figure 22: Audit trail fields

Click Back to returnto Tokens Overview page

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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4. Administration
4.1. User Configuration Overview

During initial configuration, several groupsandusers areautomatically created. Additional users/groups can be created
and managed fromthe User Management menuin the CSP. The User Management menu also provides optionsto
manage password configurationand language preferences.

4.1.1. User Rights Configuration
Initial configuration of users and groups is described below;
= A3 digit prefix is assignedto each Financial Institution during onboarding.
= This prefix is embedded in each of the three group names and the three usernames that are automatically
created.
* Inthis manual the prefix is referredto as <iss>

The default configuration as set up automatically during onboarding of a financial institution.

Group Role User Rights

<iss> Issuers Level 1 CSP Issuer Level 1 <iss>IssuerlLl Token informationcan
be searched and
retrieved. Token state
changes audit
information can be

retrieved.
<iss> Issuers Level 2 CSP Issuer Level 1 <iss>Issuerl2 Same as Level 1 role and
CSP Issuer Level 2 they canview log
information and unlink
tokens.
<iss> CSP Administrators CSP Issuer Level 1 <iss>Admin Same as Level 1 and
CSP Issuer Level 2 Level 2 rolesand they
CSP Administrators cancreate or delete

users, modify user
rights, restrictuser
accessand retrieve
other datafromthe STE-
DDA.

Figure 23: Default configuration

The configuration limits the viewing of masked Account Numbers, Token Numbers, Users, etc. tothe ones
belonging to the 'owner' Financial Institution.

4.1.2. Password management
Initial password

When creating a new user, a password for the new user is generated automatically. This initial password s valid
for a limited time. The time limit is configurable as a system parameter andis the same for all system generated
passwords.

The newly created user receives this generated password via email and will be required to change this for a real
password after the first login. The user will also have to choose a security question and answer which are used
during the passwordreset process.

Password reset
After logging in, the user clicks Reset/change password. The user will receive an email with a link to reset the

© 2021 The Clearing-flegse Bavpents Company L.L.C. 19
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password. The used email address is configured in CSP Users module. Clicking the link brings the userto a page
where the security question is asked.

Once the user answers the security question correctly, the useris required to set a new passwordand to update
the security question and answer if desired. After the passwordis reset, the user will login with the new
passwordto access to CSP.

Administration

There is a button in the CSP user module available to resend the invitation email (after selecting a user).

Configuration

The CSP administrator can configure the secure password reset option for their financial institution. If the option
is disabled, the security question and email is not used.

4.1.3. User management

The User Management function of the CSP can be used by the financial institution admin user (<iss>Admin)to add or
remove usersand manage user passwords.

Figure 25: User Management menu

4.1.4. Users overview

Inthe main menu, select CustomerCare > User Managementto open the Users overview page.

Users Management »

Users
((New User
# Name Linked method Language Password never expires Change password on login Locked out Suspended
ADIAdmiIn Password English false false false false
2 | ADllssuerlL1 Password English false true false false
3 | ADlissuerL2 Password English false true false false
4 | BELAdmin Password English false true false false
5 | BELlssuerL1 Password English false true false false
6 | BELlssuerL2 Password English false true false false
7 GO Password English false false false false
8 Password English false true false true
9 | CORIssuerL2 Password English false true false false
10 Carlos Password English false false false false
Selected 0 n 2 3

Selected 0

Figure 26: Users overview

The Users overview shows the following columns:

Property Description
Name User-or login name.
Linked Method Login method;for now always 'password'.

© 2021 The Clearing-flegse Bavpents Company L.L.C. 20
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Property Description

Language The language in which the user interfaceis displayed for this user.
Defaultand always available is English. All otherlanguages are only
relevantif translations have been uploaded using the User Rights

Module.
Password neverexpires If this check box is selected, the password can remainthe same
and the password does not needto be updated periodically.
Change password onlogin Password must be changed on next loginto CSP.
Locked out The user islockedout from login (too many faulty logintries).
Suspended The user istemporarily suspended from login.

Figure 27: User Overview

4.1.5. Adding a Customer Service Portal user

Performthe following steps to create a user for Customer Service Portal.
Inthe main menu, select CustomerCare > User Managementto open the Users overview page.

The following screen appears.

Users Management »

Users

# Name Linked method Language Password never expires Change password on login Locked out Suspended
1 | ADIAdmin Password English false false false false
2 | ADlIssuerlL1 Password English false true false false
3 | ADlissuerL2 Password English false true false false
4 | BELAdmin Password English false true false
5 | BELlssuerL1 Password English false true false
6 | BELlssuerL2 Password English false true false
7 | CORAdmin Password English false false fal

CORIssuerl1 Password h false true

CORIssuerL2 Password English false true false

Password English false false false

Selected 0

Figure 29: Users overview

Click New user.

The following screen appears.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Users Management » User settings »

User properties

Edit details

! Logn |

! Password  eesssssseees

Choose One v

! Authentication method Choose One -
Select groups

1S1 Administrators

151 Issuers %

Cancel |

Figure 30: User properties
Enter the new user information.

Property Description

Login Name of the user. The user has to enterthis name as the user
name while loggingin.

Password The password the user has to use to log on to the system. If these
fields are not available, the passwordis generated automatically.

First names Given name(s) of the user.

Lastname Family name of the user.

Language The language in which the user interfaceis displayed for this user.
Defaultand always available is English. All otherlanguages are only
relevantif translations have been uploaded using the User Rights
Module.

Password neverexpires If this check box is selected, the password can remainthe same
and the password does not needto be updated periodically.

Locked out Not relevant when creating a user.

Suspended Not relevant when creating a user.

Authentication method The method in which the user canbe verifiedwhen they logon to
the system.

Select groups Link User Rights Module groups to user. Note that '<prefix>Fl

Level 1'and '<prefix>Fl Level 2'is used for daily operators and
administrators; '<prefix> FI CSP Administrators'is meant for
administratorsonly.

Figure 31: User properties

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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The CSP automatically generates passwords for these users that must be changed. This can be done via Customer
Care > User Management by editing these users.

4.1.6. Copy a user
Inthe main menu, select Customer Care >User Managementto open the Users overview page.

Users Management »

Users
New User |

# Name Linked method Language Password never expires Change password on login Locked out Suspended
1 | ADIAdmIn Password English false false false false
2 | ADllssuerlL1 Password English false true false false
3 | ADlissuerL2 Password English false true false false
4 | BELAdmin Password English false true false false
5 | BELlssuerL1 Password English false true false false
6 | BELlssuerL2 Password English false true false false
7 | CORAdmin Password English false false false false
8 | CORIssuerL1 Password English false true faise true
9 | CORIssuerL2 Password English false true false false
10| Carlos Password English false false false false

Total 29 Selected 0 n 2 3 > >

Selected 0
Figure 32: Users overview
Select the userrecord to be copied.
Click Copy user.
Users Management » User settings »
User properties
Edit details
] Login l
! PasSWOrd  [sesssssseses
English X v
O
O
] Authentication method Password -
Select groups [:J
Available groups
i E] [1ST Issuers al
E] 1S1 Administrators
[ cancel | | save

Figure 33: User properties filled in along with the "source User"
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Change theproperties accordingto the following table.

Property Description

Login Name of the user. The user has to enterthis name as the user
name while loggingin.

Password The password the userhasto use to log on to the system.

First names Given name(s) of the user.

Lastname Family name of the user.

Language The language in which the user interface is displayed for this user.

Default and always available is English. All otherlanguages are only
relevantif translations have been uploaded using the User Rights

Module.

Password neverexpires If this check box is selected, the password can remainthe same
and the password does not needto be updated periodically.

Locked out If checked: The "source" userwas locked out while the copy was
made.

Suspended If checked: The "source" user was suspended while the copy was
made.

Authentication method The method in which the user canbe verifiedwhen they logon to
the system.

Selected groups Link User Rights Module groups to user. Note that <prefix>Fl Level

1 and <prefix>FlLevel 2 is usedfor daily operators and
administrators; <prefix>CSP FI Administrators is meant for
administratorsonly.

Figure 34: User properties

Click Save.

4.1.7. Unlock a user

A user will be locked after entering a wrong password multiple times. With this functionality, you canunlock a
locked user.

Step 1:

Set a new passwordfor this user first.

Inthe main menu, select Customer Care> User Management to open the Users overview page.

Users Management »

Users
# Name Linked method Language Password never expires Change password on login Locked out Suspended
1 | ADIAdmin Password h false false false
2 | ADllssuerlL1 Password English false true Ise
3 | ADlissuerL2 Password English false true Ise
4 | BELAdmin English false true
5 | BELIlssuerL1 Eng false true
¢ Password English false true
Password Eng false false
Password English false true
Password false true
false false
Selected 0

Figure 35: Users overview

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Select the userto be unlocked.
Click Edit.

Change thepassword of this user.
Click Save.

Step 2:
From the Users overview page.

Select the user to be unlocked.
Click Unlock.

4.1.8. Edit a user

From the main menu, select CustomerCare > User Managementto open the Users overview page.

Select the userrecord to edit.
Click Edit.

Following screenis displayed:

Users Management » User settings »

User properties

Edit details
! Login
] Password
! Language
! Authentication method

Select groups

ADI CSP Administrators
ADI Issuers Level 2

BEL CSP Administrators
BEL Issuers Level 1

BEL Issuers Level 2
COR CSP Administrators
COR Issuers Level 1

Cancel

Figure 36: Edit user

‘7 ADlIssuerL1

English v
0
0

Password -

B ADI Issuers Level 1
[]
[»]
[«]

v

Change the properties accordingto the following table.

Property Description

Login Username or login name.

Password The password the user has to use to log on to the system.

First names Given name(s) of the user. Onlyused for recognition in this page.
Lastname Family name of the user. Only used for recognitionin this page.

© 2021 The Clearing-flegse Bavpents Company L.L.C.

25



TCH Confidential

Property Description

Language The language in which the user interfaceis displayed for this user.
Default and always available is English. All otherlanguages are only
relevantif translations have been uploaded using the User Rights
Module.

Password neverexpires If this check box is selected, the password can remainthe same
and the password does not needto be updated periodically.

Locked out The userislockedout fromlogin (too many faulty logintries).

Suspended The user is temporarily suspended from login.

Authentication method Login method. For now always 'password'.

Select groups Link User Rights Module groups to user. Note that <prefix>Fl Level

1 and <prefix>FlLevel 2 is usedfor daily usersand administrators;
<prefix> CSP FI Administratorsis meant for administrators only.

Figure 37: User properties

Click Save.

4.1.9. Disable a user

To remove access on a temporary basis without deleting, a user can be disabled. The userrecord remainsin the
system but the user cannot use the system.

Inthe main menu, select Customer Care> Users Managementto open the Users overview page.

Select the user recordtodisable.

Click Disable.

Users
\' New User ‘| |’ Copy user ‘|

# Name Linked method Language Password never expires Change password on login Locked out Suspended
1 | BO1Admin Password English true true false false
2 | BO1issuerL1 Password English true true false false
3 | BO1lssuerl2 Password English true true false false
4 | BO1RequestorAdmin Password English true true false false
5 | BO2Admin Password English true true false false
6 | BO2IssuerL1 Password English true true false false
2 | B0O2RequestorAdmin Password English true true false false
9 | BO3Admin Password English true true false false
10| BO3IssuerL1 Password English true true false false

Total 31 2 3 4 = ==

[ Delete | [ Disable | [ Edit |

Figure 38: User overview page (Disable)

Confirm the operation by selecting OK

Confirm

& Are you sure?

OK Cancel

Figure 39: Confirm the operation to disable user

4.1.10. Enable a user

The permit access of a disabled user, a user can be enabled.

© 2021 The Clearing-flegse Bavpents Company L.L.C.
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Inthe main menu, select Customer Care > Users Managementto openthe Users overview page.

Select the userrecord to enable. Note: only a user who has been previously disabledcan be enabled.

Click Enable.

Users

# MName Linked method Language Password never expires Change password on login Locked out Suspended

1| BO1Admin Password English true true false false

2 | BO1issuerL1 Password English true true false false

3 | BO1issuerl2 Password English true true false false

4 | BO1RequestorAdmin Password English true true false false

5 | B0O2Admin Password English true true false false

6 | BO0ZIssuerL1 Password English true true false false
N
8 | B0ZReguestorAdmin Password English true true false false

9 | BO3Admin Password English true true false false

10/ BO3lssuerl1 Password English true true false false

@:: - »

Figure 40: User overview page (Enable)

4.1.11. Delete a user
Inthe main menu, select CustomerCare > Users Managementto open the Users overview page.

Select the userrecordto delete.

Click Delete.

Users
# Name Linked method Language Password never expires Change password on login Locked out Suspended
1 | BO1Admin Password English true true false false
2 | BO1lssuerL1 Password English true true false false
3 | BOissuerl2 Password English true true false Talse
4 | BO1RequestorAdmin Password English true true false false
5 | BO2Admin Password English true true false false
6 | BO2Issuerl 1 Password English true true false false
Bldlscusrl2 Englsh T e
3 | BO2RequestorAdmin Password English true true false Talse
9 | BO3Admin Password English true true false false
10, BO3lIssuerL1 Password English true true false false

Total 31 B:: 4+ > =

Figure 41: User overview page (Delete)

Confirm the operation by selecting OK.

Confirm ®

& Are you sure?

| OK | Cancel

Figure 42: Confirm the operation to delete user

4.1.12. Resend invitation email

One-time passwords expire aftera specified time period. Ifthe one-time password has expired, the password reset

invitation email canbe resent with a new one-time password.

Inthe main menu, select CustomerCare > User Managementto open the Users overview page.

Select the userrecord youwantto send a new password reset invitation email to.

Click Resend invitation email.
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