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QUICK REFERENCE GUIDE

Updated February 20, 2024

SWIFT Supplier Portal Multi Factor Authentication

This overview contains information about Multi-factor Authentication you will see on the SWIFT Supplier
Portal. Multi-factor Authentication (MFA) is an authentication method that requires bidders and
suppliers to provide two verification factors to gain access to the State of Minnesota Supplier Portal.

Supplier Portal Login

For new users, you will be sent an invite email.

4

1. Select the link in the email, “Register as User”.

State of MN Supplier Portal — New User Registration

S -]
Mo

“ New User 248 AM

To
[ ]

This is the most recent version, but you made changes to another copy. Click here to see the other versions,

Dear New User Name,
You have been invited to register as a user for the State of Minnesota Supplier Portal. This will allow you to access the Supplier Portal for the account of SAMPLE SUPPLIER.

Please use the link below to complete the User ID set up.

Register As User

If you have ag br questions regarding your user registration process, please contact Minnesota Management & Budget (MMB) at efthelpline.mmb@state.mn.us. or 651
201-8106.
Thank you,

State of Minnesota

2. Agreetothe Terms of Agreement and select Submit.

Register New User Accounts ﬂ B

Register New User Accounts

Upon completion of this process:
1.You will receive an email verification when your User ID has been created
2. Your User ID is necessary for access to the Minnesota Supplier Portal, where you will be able to respond to events;
and/or review contracts, purchase orders, and payments; depending on your relationship with the State_
A User IDis not a "Contact’. Use the initiate change request process if you wish to establish yourself as a contact.

If you need assistance for any reason, contact the Minnesota Management and Budget (MMB) Bidder and Supplier
helpline at (651)201-8106.

To begin the process, enter your Bidder ID, or Supplier ID, as appliciable; and, your Taxpayer Identification Number (FEIN
SSNor ITIN).
Terms and Conditions

Make sure you read terms of agreement fully before submiting your registration

I Sellect to accept the Terms of Agreement be\uw‘l

Terms of Agreement

m Ganes!
*Required field k
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3. You will now receive an email from SWIFT_DO-NOT-REPLY@state.mn.us with your USER ID. This
ID is what you will use to log into the State of Minnesota Supplier Portal.

A new User ID has been established for State of Minnesota Supplier 1D

SWIFT_DO-NOT-REPLY@state. mn.us 5 B zrmard E !
i /2023 9:01

e To  Sample Supplier

Fri 12/ 0 AM

You don't often get email fror ; SWIET_DO-NOT=REPLY@state.ma.us. Leam why this is important

M) MINNesOTA

A new User ID has been established for your MN SWIFT Supplier ID0000389412

Your new User ID has been established. Use the User ID to log into the Supplier Portal, where you will be able to view and respond fo events as well as view payments and
account information.

Supplier Name: SAMPLE SUPPLIER
Supplier ID: 00003339412
UserID: VN0000389412_17

Please note that an additional email will be coming from no-reply@oracle.com to reset your password and complete the log in process. This email may take up fo 15 minutes to
be recaived.

URL: Select to View the Minnesola Supplier Portal

Use the link above to access the Minnesota Supplier Portal with your unique User ID and newly established password. You must log into the Supplier Portal at least once every)|
60 days or your account will be deactivated.

If you have any further questions regarding your regisiration process, please contact Minnesota Management & Budget (MMB) Bidder and Supplier Helpline at (651) 201-8106.
or email efthelpline. mmb@state.mn.us

This message was automatically generated on 2023-12-22 at 09.01.59.000000. Please do not reply to this email
Thank you,

State of Minnesota

4. You will also receive an email form Oracle. This email provides the link to activate your account.

Welcome to State of Minnesota, Name, New User

To = 5
Y New User Name

22/

You don't often get email from Noreply TST@ic gov. Learn why this is important

This message may be from an external email source.
Do ot select links or open attachments unless verified. Report all suspicious emails o Minnesota IT Services Security Operations Center.

MM miNNesoTA

Hello Name, New User,

“Your State of Minnesota account is ready. To get started, activate your account

Activate Your Account

W_

Details

If the activate your account link doesn't work, please copy and paste the following URL into the address bar of your
browser:

hitps:/ides-£90c4406CB8447 786690813 identity. COM-443/Uiv ?
token=2tGy6oD9glL 4SqvJnqdNg4AZVGasilycRTedlagPnAJ0%3D

Important: This link will expire on Friday, December 29, 2023 9.02:01 AM CST.

If you don't recognize this message. contact your system administrator at LAMSupport MNIT@state mn us

This is a system generated message. Do not reply to this message.
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5. Select the “Activate your Account” link in the Oracle email.

6. Create a password for your account by entering it into the New Password field.

M MiNNesoTA
State of Minnesota

VNO0000389412_17

Reset your password

Set a password for your user account.

New Password

Confirm New Password

Password Requirements Below:

M miNNesoTA

State of Minnesota

VNO0000389412_17

Reset your password

Set a password for your user account.

New Password

The password must have at least 10 characters.

The password cannot exceed 40 characters.

The password cannot contain any character repeated more than 2 times.
The password cannot contain the First Name of the user.
The password cannot contain the Last Name of the user.
The password cannot contain the user name.

The password must have at least 2 unique characters.
The password must have at least 1 lowercase characters
The password must have at least 1 uppercase characters.
The password must have at least 1 numeric characters.
The password must have at least 1 alphabetic characters.

The password must have at least 1 special characters.

Cannot repeat last 24 passwords

Confirm New Password
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7. Once your password is reset, you will receive a congratulations message and an email from
Oracle.

NOTE: This is not the last step to registering. Continue below.

M MiINNesOTA

State of Minnesota

VN0000389412_17

Congratulations!

Your password has been reset. Please login using your new password

Continue to Sign In

Password has been reset for Your State of Minnesota Account

N Noreply_TST@identity.mn.gov . ) Reply | ) Reply Al
@ '° ¥ NewuUserName

Men

I You don't often get email from Noreply TST@identity.mn.gov. Learn why this is important

This message may be from an external email source.

Do not select links or open attachments unless verified. Report all suspicious emails to Minnesota IT Services Security Operations Center_

M mINNesoTA

Hello Name, New User,

Your password for your State of Minnesota account has been reset

Details

If you don't recognize this message, contact your system administrator at IAMSupport. MNIT @state mn.us.

This is a system generated message. Do not reply to this message.

=]
| [v]
8. You will now need to navigate to the State of Minnesota Supplier Portal: http://mn.gov/supplier

NOTE: If you are an existing user and have not set up MFA, START HERE.
9. Select the Sign In tile.
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MY MiNNesoOTA v B

PLEASE NOTE: You are not currently logged in. If you would like to access the portal Sign In or Register for an Account.

The Supplier Portal requires Multi-factor Authentication to sign in. If you have not signed in since October 16, 2022 you will be
additional information access the Directions

quired to setup a new Please use your assigned User ID for your user name. For

Minnesota Supplier Portal v

Access this link for Screen Reader Mode

Informational Tips Supplier Portal Help

e D)

Tips for Participating in Solicitation
Events

Do not enter an email address for
the User Name field.

Enter User ID in format

VNO0000123456_1

07 announcements

Register for an Account Bidding Results
- REGISTER o S|
0 2 Y
-

—3
[
Public Info Notice Results Bid, Proposal or Grant Results
& Closed Events-Events that are no longer  Events that have completed the evaluation
open for bidding and are currently in the  process.Note: This does not constitute the
evaluafion process. issuance of a Contfract.

Bidding Opportun.

54 opportunities

10. Enter the registered supplier information in the User ID and Password fields. Note: Please do not
enter an email address in the username field when logging in. This must be an assigned User
ID (Example user ID: VN0000123456_1).

*If you do not know your User ID, please reach out to efthelpline.mmb@state.mn.us.

NOTE: If you forgot your password or haven’t set up a new password since October 16, 2022,
click “Need Help Signing In” to reset your password.

M MINNesoTA
State of Minnesota

LogIn

User Name

VN0000389412_17

Password

Need help signing in? Click here R

11. Select the Enable Secure Verification button.
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M miNNesoTA
State of Minnesota

VN0000389412_17

Enable Secure Verification

Secure verification methods prove who you are. Two types of verification
methods are passwordless and multi-factor authentication (MFA).
Passwordless verification allows you to verify your identity without requiring
you to remember a password. MFA is an extra security step to the
authentication process. Your administrator might have set up one or bath
verification methods and require that you enroll in them before accessing
your account.

Password Proof Secure Access

Click below to enable secure verification methods for your account.

Enable Secure Verification
What is Secure Verification? Q

12. Select a Method for authentication. The two choices are Mobile App or Phone Number.

MY miNNesoTA
State of Minnesota

VN00D0389412_17

Select a Method What are the differences? @)

Mobile App Phone Number

What is Secure Verification?

a. If Phone Number is selected, select the Country Code (United States +1), and enter your
10-digit mobile number.

i. Select “Text me” if you would like to receive a text message with a passcode.
Next, enter the passcode on the screen. Note: This option will not work if a
landline phone number is entered.

ii. Select “Call Me” if you would like to receive a phone call with a passcode. Enter
the passcode on the screen.

NOTE: A text message comes from 22884 and the phone call comes from 720-893-0033.
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MY MiNNesOTA

State of Minnesota

WN0OD0389412_17

Select a Method What are the differences? @

Enter Your Phone Number

A passcode will be sent to your phone number.
Country Code
United States +1 -

Phone Number
1234567890

Stana

rates may apply

Enter the passcode below.

Passcode

171458

Resend Passcode

@

What is Secure Verification?

b. If Mobile App is selected, you will be taken to a new screen. Download the Oracle
Mobile Authenticator App from the app store or select “Offline Mode or Use Another
Authenticator App” checkbox to use an existing app on your phone. Enter the code
created by the app then click Verify.

MY MiNNesoTA

State of Minnesota

VNDO00389412_17

Select a Method What are the differences? @)

Download and Configure the Mobile App
1. Download the Oracle Mobile Authenticator App from the app store. & # 58

2. Open the App, tap Add Account, and then scan the QR code below.

O Offline Mode or Use Ancther Authenticator App @

Can't Scan QR code?
Configure the App using this URL

What is Secure Verification?
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13. Accept the Terms of Use. Click in the Check Box and Continue.

M miNNesoTA
State of Minnesota

Log In

Terms of Use

Please review the Terms of Use governing access to this application. You must
agree to them to proceed,

By Accessing and using this Government Computer System,
You are consenting to System Monitoring for Law Enforcement and other purg

Unauthorized use of, or access to, this computer system may subject you to Ci

| agree to the Terms of Use

Cancel

14. You are successfully enrolled in the Multi-factor Authentication process for the Minnesota
Supplier Portal.

MM MiNNesoTA

State of Minnesota

VN0000389412_17

o)

Successfully Enrolled

+1 XXXXXXX792 is enrclled.

Additional Secure Verification Methods

t is recommended that you set up an additional method. This ensures that

you have a backup.

/>, Mobile App

‘\D/‘ Install the Mohile Authenticator App and use the generated passcade or
— approve requests through push notifications.

N Phone Number
‘\\/‘ Receive a phone call with a one-time passcode and use it ta verify your
— identity.

NOTE: The State of Minnesota will not use this information to access private data.
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Need Help?

Trouble Logging in?

Please be sure to use your correct User ID to log in (VNOOOXxxxxxX_X).
NOTE: Do not use your name or email for the User ID.

Do not copy and paste your password. It must be typed in.

NOTE: Too many tries can lead to your User Account being locked. Your account will automatically
unlock after 30 minutes.

NOTE: System-generated emails are from no-reply@oracle.com and swift _do-not-reply@state.mn.us.

Trouble with the Website?

If you are having issues with your browser, try clearing your Cache/Cookies.

Phone Number Corrections

If you need assistance updating or changing your phone number that is used for Multi-factor
Authentication, please contact the EFT Helpline.

For assistance, contact the EFT Helpline: Efthelpline.MMB@state.mn.us, or by phone at 651-201-8106

EFT Helpline Hours: M —F, 8:00 am to 4:00 pm

You may also access the Supplier Reference Guides list, which is available on the Supplier Portal Help
tile. This list provides links to reference guides to help use the site. Select a guide to open it in another

browser tab.

[

Supplier Portal Help

PLEASE NOTE: You are not currently logged in. If you would like to access the portal Sign In or Register for an Account.

Access this link for Screen Reader Mode

Beginning 1/3/2024, we will begin inactivating i it i ID. If ivi Event notifications, but would like ifications to resume, efthelpli mn.us or
651.201.8106 to reactivate your user account.

ions, quotes, or from

MIMB will mail 2023 1099 forms the week of 1/21/2024. Suppliers should verify their address i i imely receipt of Please email E i for assistance with address updates.

] ContactUs

J Supplier Reference Guides  ~

Clear Browser History
Supplier Portal Mult Factor
Supplier Portal Accessibility
Register as a Bidder
Register as a Supplier
Request Additional User D
Update Bidder Profile
Update Supplier Profile
Review Supplier Payments
View Accept Decline Event
Verify Event Due Date

Download and Upload XML
Docs
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