::RTINET S3RTINET
CERTIFIED
PROFESSIONAL

NSE Certification
Program

Network
Security

Exam Description

FortiClient EMS Administrator

Certification

This exam is part of the Fortinet Certified Professional - Network Security certification track. This certification validates your ability
to secure networks and applications by deploying, managing, and monitoring Fortinet network security products.

Visit the Cybersecurity Certification page for information about certification requirements.

Exam

The FCP—-FortiClient EMS 7.2 Administrator exam evaluates your knowledge of, and expertise in, the FortiClient EMS solution.

This exam tests your knowledge and skills related to FortiClient endpoint development, FortiClient EMS basic to advanced
configuration, day-to-day management of endpoints using EMS, and FortiClient EMS to deploy endpoint protection solutions.

Once you pass the exam, you will receive the following exam badge:
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Audience

The FCP—FortiClient EMS 7.2 Administrator exam is intended for network and security professionals responsible for the
configuration and administration of endpoint protection solutions in an enterprise security infrastructure.
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https://www.fortinet.com/training-certification

EXAM DESCRIPTION

Exam Details

Exam name
Exam series
Time allowed
Exam questions
Scoring
Language

Product version

Exam Topics

FCP—FortiClient EMS 7.2 Administrator

FCP_FCT_AD-7.2

60 minutes

30 multiple-choice questions

Pass or fail. A score report is available from your Pearson VUE account
English

FortiClient EMS 7.2

Successful candidates have applied knowledge and skills in the following areas and tasks:

¢ FortiClient EMS setup

¢ Install and perform the initial configuration of FortiClient EMS
¢ Configure Chromebooks and FortiClient endpoints
¢ Configure FortiClient EMS features

 FortiClient provisioning and deployment

¢ Deploy FortiClient on Windows, macQOS, iOS, and Android endpoints

« Configure endpoint profiles to provision FortiClient devices

¢ Security Fabric integration

« Configure Security Fabric integration with FortiClient EMS

¢ Configure automatic quarantine of compromised endpoints

« Deploy the full ZTNA solution

¢ Apply IP/MAC ZTNA filtering to check the security posture of endpoints

» Diagnostics

¢ Analyze diagnostic information to troubleshoot FortiClient EMS and FortiClient issues

¢ Resolve common FortiClient deployment and implementation issues



EXAM DESCRIPTION

Training Resources

The following resources are recommended for attaining the knowledge and skills that are covered on the exam. The
recommended training is available as a foundation for exam preparation. In addition to training, you are strongly encouraged to
have hands-on experience with the exam topics and objectives.

e FCP - FortiClient EMS 7.2 course and hands-on labs
e FortiClient 7.2—Administration Guide
* FortiGate 7.2—Administration Guide

Exam Sample Questions

A set of sample questions is available from the Fortinet Training Institute. These questions represent the exam content in
question type and content scope. However, the questions do not necessarily represent all the exam content, nor are they
intended to assess your readiness to take the certification exam.

See the Fortinet Training Institute for the course that includes the sample questions.

Examination Policies and Procedures

The Fortinet Training Institute recommends that you review the exam policies and procedures before you register for the exam.
Access important information on the Fortinet Training Institute Policies page, and find answers to common questions on the FAQ

page.
Questions?

If you have more questions about the NSE Certification Program, contact us through the Fortinet Training Institute Helpdesk
page.


https://training.fortinet.com/
https://helpdesk.training.fortinet.com/support/solutions/73000238852
https://helpdesk.training.fortinet.com/support/solutions/73000196569
https://helpdesk.training.fortinet.com/en/support/home
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