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Gitlab enables seamless collaboration across Dev and Ops, with
continuous innovation. It also enables enterprises to transform IT by
optimizing and accelerating delivery, while managing priorities, risk,
security, and compliance.




v/ aws marketplace In cooperation with CY BRARY

Part 1: Subscribing to Gitlab Ultimate

Step 1 Gitlab can be found in AWS Marketplace. Select the Continue to Subscribe button.

GitLab Ultimat
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Step 2 Accept the terms and then select the Continue to Configuration button.

v GitLab Ultimate

st Oetat Sutmote

Subscribe to this software

To create a subscription, review the pricing informaticn, and accent the tesms for thes software. You can als
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Part 1 Complete
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Part 2: Demonstration Guide for Gitlab Ultimate

Note: In this demonstration, we will use a pre-configured version of Gitlab.

Step 1 Once you have subscribed to, configured, and logged into Gitlab, you will see the
dashboard.

& GitLab Projects « Groups v  Activity Milestones  Snippets v Search or jump to.

T tanuki-demos b3, Qe

€ Overview

Details T
tanuki-demos ¢
o ] A Global ~

o

: ) e Subgroups and projects  Shared projects  Archi ved projects Last created

s g
A s spring-App-2 B "f
R s spring-App-1 s .‘?:,

Step 2 Select Spring-App-1.

GitLab
T tanuki-demos tanuki-demos » Detalls
€ Overview
Details T
Activity tanuki-demos @
Contribution Analytics
A Global ~
O 1ssues 0
I Merge Requests o Search by name New project -
&% Members
Subgroups and projects Shared projects Archived projects Last created
& Settings
*0 ©
s -App=!
A pring-APPeg 28 minutes ago
A s spring-App-1 Y
PLng-ARP 32 minutes ago
taruki-demos / Spring-Apo -1

O

Steps 1-2 of 23
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Step 3 Here, you can see that AutoDevOps has been enabled and Kubernetes is already
configured.
& GitLab Projects v Groups « Activity Milestones Snippets Search o jump to.
S  Spring-App-1 Detalls
& Project ) s Spring-App-1 @ rublic @ Add license
Q
Details ect |D: 3
tivity 0 oStar 0 VY Fork SSH+ [ Q- + v || 8 Globelv
Sec y Dashboard
Analytics o 85 KB) e h ags (0 evOps enat el e fi ec
D R " Readn c "] ; bution guide
O Issue
All n M event mmen pan N
1 Merge Re —_
3 14 seconds ago
G bD Gordon pushed b h mast onds ags
@ Operations 2 Dan Gordon created project tanuki-demos / Spring-App-1 39 minutes ago

O

Step 4 Select Repository on the left side, then Files.

8 spring-App-1 tanuil-demos > Spring-App-1 » Detalls
€ Project S Spring-App-1 @ rublic @ Add license
Details Project |D: 8773217
Activity 0 O Star 0 Y Fork SSH~ ) Q@ - + - A Global ~
Security Dashboard
Cycle Analytics Files (195 KB) Commit (1) Branch (1) Tags (0) Auto DevOps enabled Kubernetes configured
. Add Changelog Add Contribution guide
O Repository i\::es
O tssues ¢ Commits
s Mergeevents Issueevents Comments Team N
Branches
I Merge Requests o
Tags 1 pushed new branch master 17 seconds ago
# Cl/CD
Contributors
&3 Operations Graph ) created project tanuki-demos / Spring-App-1 39 minutes ago
Q Registry Compare
Chart:
@ Packages s
Locked Files

O

Steps 3 -4 of 23
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Step 5 Select Issues, then Boards on the left side.
8 Spring-App-1 tanuki-demos » Spring-App-1 + Pipalines
& Project [: running [ Pipeline triggered 30 seconds ago by 1 Dan Gordon
O Repository S
Initial commit
O issues 0 List
aster (queued for 1 second)
I Merge Requests 0 Bc;z\.':()ls
Labels o
# Cljco
Service Désk
Plpelines
Milestones !
Jobs
Schedules Build Test Staging Production
Charts () build (O] ®) code_quality (] o) staging (] ®) roflout 10% o
@G Operations ©) container_scan.. © o) rollout 26% o
SlBegty ® dependency.s.. © ) rollout 50% (]
O
Step 6 This takes you to the issue boards screen.
&« GitLab Projects « Groups v Activity Milestones  Snippets [+ % Search or jump to.
s Spring-App-1 Jemos 3-App-1  Issue Boards personalize the message on
the main screen
@ Project Development filter re Edit board e ”
Assignee Edit
O Re y sign yourself
~ Open 1830 + To o bo®do +
O 1ssues 0
Milestone Edit
L personalize the message on the main screen
"
Boerds Due date Edit
tabets No due date
Y
Service Desk Labels Edit
Milestone N
Weight Edit
famove weiah
#® ( )
(3 Operation
(@)

Steps 5 - 6 of 23
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Step 7

O

Step 8

O

In cooperation with CYBRAYY

Drag and drop the message to the Doing list.

GitLab  Projects

tanuki-demos > Spring-App-1 » Issue Boards

personalize the message on
the main screen

S Spring-App-1

) "
€ Project Development Search or filter result Editboard | Add list v m “
e Assignee Edit
sit
® Repository No assignee - assign yourself
Do@o + “Daing Do@o * o
O Issues 0
Milestone Edit
List None
Boards "
personalize the message on the main screen Due date Edit
Labels P @ No due date
Service Desk Labels Edit
Milestones None
Weight it
11 Merge Requests 0 ' eig : =
- remove weight
# Ci/CD
Notifications @
€3 Operations

You will notice the label of the message updates automatically.

&« GitLab Projects v Groups v  Activity Milestones  Snippets [+ B Search or jJump to.

ki-de 3-App-1 » Issue Boards personalize the message on

the main screen

S  Spring-App-1

"
€ Project Development filter r t Edit board t v m -1
Assignee Edit
bo@do + “Daing - D1@o0 + 2}
O I1ssues [} 2
2 Milestone Edit
List personalize the message on the main screen None
t s
i D Due date Edit
Labels L3 No due date
Labels Edit
»
I Merge Request ¢ Weight Edit
- remove weight
# CI/CD
€3 Operations Notifications ()

Steps 7 - 8 of 23
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In cooperation with CYBRAYY

Step 9

GitLab

S  Spring-App-1

€ Project
B Repository
O Issues
List
Boards
Labels
Service Desk

Milestones

N Merge Requests

# CI/CD

& Operations

O

Step 10

S  Spring-App-1
€ Project
D Repository
O 1ssues
List
Boards
Labels

Service Desk

Milestones

1N Merge Requests

# Cijco

&

Operations

O

Steps 9 - 10 of 23

Select the message.

tanuki-demos » Spring-App-1 » Issue Boards

Development Search or filter results. Edit board Add

personalize the message on
the main screen

"

DoBo + @i

r1@do +

personalize the message on the main screen
(&)
@

"
| oing

Select the Create Merge Request button.

tanuki-demos » Spring-App-1 » Issues » #1

personalize the message on the main screen

Related issues @ ()0 +

@0 FPo

Dan Gordon @dangordon added () label - 30 seconds ago

3 Write Preview

Write a comment or drag your files here.

Assignee Edit
No assignee - assign yourself
Q
-3
2
2 Milestone Edit
None
Due date Edit
No due date
Labeis Edit
»
Weight Edit

« remove weight

Notifications

Close issue New issue

B I N o= = @

£
=




v/ aws marketplace In cooperation with CY BRARY

Step 11 Select Merge Requests on the left side and then the Open in Web IDE button in the
center of the page.

& GitLab
S  Spring-App-1 tanuki-demos » Spring-App-1 > Merge Requests » 11 e
£ Project Opened 59 seconds ago by §, Dan Gordon Edit | Close merge request
O Reposit " : "
=, WIP: Resolve "personalize the message on the main screen a
yissues L Closes #1 (o]
None
11 Merge Requests : |
tto 1 sonalize-the-m. @ intomaste Open inMeb IDE CHeck b h (] &
& —the- i -
. Ci/Co I1 = Requestto merge 1-per ze r pen ingel eck out branc Norw
€3 Operations »
Merge requests are a place to propose changes you have made to a project 1
Q Registry and discuss those changes with others.
8 Packages Interested parties can even contribute by pushing commits if they want to. — = : - C
Currently there are no changes In this merge request’s source branch, Please O = - =
0 wiki push new commits or use a different branch. 1
% Snippets Create file A
# Settings 5 &

Step 12 This allows you to edit the file.

@ GitLab Projects © Groups « Activity Milestones Snippets Search of jump to.

¥ HelloController,j...

]

s Spring-App-1
tanuki-de . i Open in file view (£

package hello;
o ¥ 1-personali nn ®

inport org.springframework.web,bind.annotation.RestController;

Edit o inport org.springf ramework.web.bind.annotat ion.RequestMapping;
.

B sre

public class HelloController {
= ® main
(
D java public String index(
B hello string style pes' te s

style +

W Application. java &%,

® HelloControlier java

| String message = "Hello from Gitlab
W test
String body = "<body>" + message + "</body>
© .gitignare
eturn style + body;

O

Steps 11 - 12 of 23
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Step 13

s Spring-App-1
1N A-CamOs/Sprng-App-1

® HelloControlier.java .

@

Z® Staged changes

There are no staged changes

1 unstaged and 0 staged changes

O

Step 14

s Spring-App-1

taruiki-demos/Spring-App-1

w = Unstaged changes vi O

There are no unstaged changes

Commit Message @

personalized message and
changed bg color

© Committo 1-personalize~
the-message-on-the-main-
screen branch

Create a new branch

Create a new branch and merge
request

el

Discard draft

O

Steps 13 - 14 of 23

s = Unstaged changes vi O

java -

ckage hello;

port org.springfranework.web.bind.annotation.RestCon
port org.springframework.web.bind.annotation.Request

estController
blic class HelloController {

@equestMapping (/")

public String index() {
String style = “<style type='text/css' media='
style += “body { background-color: WEDB23E; po
style += "</style>";

/7 TODO: Personalize the message!
String message = "Hello from Spring Boot!";

String body = "<body>" + message + "</body>";

return style « body;

Select the Commit button again to save the changes.

java o

ckage hello;

port org.springframework.web.bind.annotation.RestCon
port org.springframework.web.bind.annotation.Request

estController
blic class HelloController {

@RequestMapping(“/*)

public String index() {
String style = “<style type='text/css' media='
style += “body { background-color: $EDB23IE; po
style += "</style>";

/7 TODO: Personalize the message!
String message = "Hello from Spring Boot!"™;

String body = "<body>" + message + “</body>";

return style + body;

In cooperation with CYBRAYY

Select the Commit button at the bottom to see the changes in the code.

Discard | | Stage s

Open in file view & )
ckage nello;

port org.springframework.web.bind, annotation.RestCon
port org.springframework.web.bind.annotation.Request

estController
blic class HelloController {

2RequestMapping (/")
public String index() {
String style = "<style type='text/c

String message = "Hello from GitLob!!

String body = "<body>" + message + "</body>";

return style « body;

Open in tile view (
ckage hello;

port org.springfranework.web,bind.annotation.RestCon
port org.springfranework.web.bind.annotation.Request

estController
blic class HelloController {

@RequestMapping("/™)

public String index() {
String style = "<style type='text/css' media='
style += “body { background-color: Orange; pos
style += “</style>";

String message = “Hello from GitLabii!ii™;

String body = "<body>" + message + "</body>";

return style + body;
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Step 15

O

Step 16

O

Select the rocket ship icon on the right side to view the pipeline.

g Sspring-App-1

tanuki-demos/Spring-App-1

W HelloController)... x

Edit
package hello;
w P t-personali.. 1
inport org.springframework.web,bind.annotation.RestController;
Edit o &G import org.springframework.web.bind.annotation.RequestMapping;
O]
B src @RestController
public class HelloController {
® main
3 @Requestiapping("/™)
B java public String index() {
® helio String style = “<style type='text/css' media='screen’s";

® Application.java

12 style += "body { background-color: orange; position: fixed;
(-50%, -58%); color: white; font-size: 258%; }";
style += "</styles";

® HelloControllerjava

W test
© .gitignore
app.json

& pom.xml

String message = “Hello from GitLab!
String body = "<body>" + message + "</body>";

return style + body;

Here you can view the pipeline.

4 GitLab

S  Spring-App-1

& Project
D Rer y

O Issves

1 Merge Requests
# cl/cD

Pipelines

Steps 15 - 16 of 23

Activity Milestones  Snippoets

ggered 1minute agoby 3 Dan Gordon

personalized message and changed bg color

O 11jobs from 1-personalize-the-message~o e-na ree

o d )

Pipeline Jobs 1
Build Test Review
J) build o code_quality ] review

container_scan.. ©

dependency._s. ()

Open In file view (£

Pipelines #
=
2

top: 58%; leftr: 504; transform: translate

r | Sacsmi sy |

Dast

o dast [\
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Step 17 Select the CI/CD option on the left side to view vulnerabilities that have been found.

GitLab
S Spring-App-1 (@ SAST detected 1 vulnerability
2 Project & o ing no vulk
@ Repositor
34 (@ Container scanning detected 244 vulnerabilities
0 issues 1
(@ DAST detected 1 vulnerability
7 Me eque 1
# Cl/CD Pipeline Jobs 11 Security 246 Licenses §
pelines .
@ SAST detected 1 vulnerability @ @Jlopse
obs
Schedule: X Medium (High): Spring CSRF unrestricted ing in sre, /. ello/HelloController. java:11
Charts @ Dependency scanning detected no vulnerabilities @
3 Operations @ Container scanning detected 244 vulnerabilities @ Expand
Q Registry
(® oAST detected 1 vulnerability @ Expand

O

Step 18 Select the CSRF vulnerability.

GitLab
S Spring-App-1 @ Container scanning detected 244 vulnerabilties
© Project (@ DAST detected 1 vuinerability
@ Repository
Pipeline Jobs 1 Security 246 censes@
O 1ssues 1 _
I Merge Requests N (&) SAST detected 1 vuinerability @ Colepse
# Cl/CD X Medium (High): Spring GSRF unrestricted ReguestMapping In sre/main/lava/helio/HelloController.fava:11
)
Pipelines
@ Dependency scanning de ed no vulnerabilities @
Jobs
Schedules @ Container scanning detected 244 vulnerabilitiés @ Collapse
Coects X Medium: CVE-2018-1000654 in ubuntu:16.04
G Operations X Medium; CVE-2018-14647 in ubuntu:16.04
X Medium: CVE-2018-1000802 in ubuntu:16.04
t
) Racetry X Mediom: CVE-2018-16435 in ubuntu:16.04

O

Steps 17 - 18 of 23
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Step 19 Select Merge Requests on the left side, then View Full Report.

S Spring-App-1 <
No Approval required
© Project
@ Code quality improved on 1 point Expand
® Repository a
O Issues 1 (D Performance metrics degraded on 1 point Expang [0}
None
I Merge Requests 1
@ Security 9 no ! View tull report (4 Expand &
# ClJC None
& Onarat @ License management detected no new licenses Viewtull report
e Operations & -
1
Q Registry @ Merge This isa Work in Progress©  Resolve WIP status
6
@ Packages Closes #1
Assign yourself to this issue -
0 wii 1
You can merge this merge request manually using the command line
% Snippets a
& Settings &0 \b o G

O

Step 20 Here, you can see details about the licenses in use.

& GitLab Projects v Groups v  Activity Milestones  Snippets v Search or jump to
S Spring-App-1 (@ DAST detected 1 vuinerability
&P
Pipeline  Jobs 11 Security 246  Licenses 9
® Reposit
() License management detected 8 licenses for the source branch only
0 issue
! Laama Raraiaxts @ Apache 2.0 | ’ .
@ BSD use
# Cijco
@ CDOL + GPLY2 with classpath exception
it o @ Eclipse Public Lice v 10, GNU eral Public License | y
b ® coi lic Lice )
k
Schedules oV i
Charts . 1-core, and ha
@ Public Domain, per Creative Commons CCO Used
[+ ation
o @ Public Domain, per Creative Commons CCO, Simplified BSD Used by Hrkist
0 Regl

O

Steps 19 - 20 of 23
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Step 21

O

Step 22

O

In cooperation with CYBRAYY

Select Operations on the left side, then Environments.

S Spring-App-1
€ Project

O Repository

) i1ssues

N Mergs Renuests
# C/CC

G Operations

Environments

De.
~ production zaby 3
Instance (1)
00% )
Complete
v review/1-

personakze-the-
message-on-the-main-
screen

#3by 3

Instance (1)
100% 2
Complete
v staging 250y 3

roliout 100% #1061...

raview #106158784

staging #106175009

Commit

Updated

<~ 8baBBcB4

g . i
$ initial commit DEINLINA S00

< d7f9p3e0
5 o
$ Ppersonalized message... 60 minutes 3go o

L3

< 80384134

1
‘ Merge branch '1-pers... 6 minites 390

Here, you can specify the percentage of new code that runs in your production

environment.

«» GitLab

S Spring-App-1

3 Operations
Metrics
Environments

Kubernetes

(]

Steps 21 - 22 of 23

Projects v Groups v

Activity Milestones  Snippets

Available 3 Stopped
mer Deployment
on M7y §
100%
mplete

Environments

v Search or jump to,

Commit Updated

" 9 hours ago g = » v B L'n

Rollcut 10%

Rollout 50%

Rollout 100%

$ rpersonalized message

o 80384134 - = -~ -~ .
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Step 23 Select Metrics on the left side to view the performance of the application.

S  Spring-App-1 tanuki-gemos + Spring-App-1 + production
© Project Environment  production ~
&
B Repository
System metrics (Kubernetes)
O Issues 0
11 Merge Requests 0 Core Usage (Pod Average) # «  Core Usage (Total) o
# cl/co
0.02 /
&3 Operations ™M
0.004
Metrics \A
Environments b g 0.01
0.002

Kubernetes
0 Regisi

o) 0.000 - 0.00
A Pak 6:15 6:30 6:15 6:30

‘ackages
« Collapse sidebar = Pod average Avg: 0.003  Max: 0.006 = Total Avg: 0.009 - Max: 0.023

O

Step 23 of 23
Part 2 Complete



v/ aws marketplace In cooperation with CYBIARY

Thank you.

For more information, visit https://amz.run/3DPJ
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