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UNIQUE IDENTIFICATION INFORMATION 
FROMIMARKED FEATURES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a continuation of U.S. 
patent application Ser. No. 13/782,233, filed Mar. 1, 2013 
(now U.S. Pat. No. ), which claims priority to U.S. 
Provisional Patent Application 61/605,369, filed Mar. 1, 
2012; U.S. Provisional Patent Application 61/676,113, filed 
Jul. 26, 2012; and U.S. Provisional Patent Application 
61/717,711, filed Oct. 24, 2012. The disclosures of each of 
these applications are incorporated herein by reference. 

TECHNICAL FIELD 

0002 The present disclosure is generally directed to 
machine vision devices and methods and, more particularly, 
the use of Such devices and methods for verifying items. 

BACKGROUND 

0003. Some currently existing methods of uniquely iden 
tifying items are based on overt or covert marks deliberately 
applied to items, usually by printing. Other methods rely on 
natural variations in a material Substrate (fiber orientation in 
paper for example) to be used as a unique identifier. Current 
methods have significant deficiencies, however. These 
include the need to deliberately add overt or covert marks to 
the item in addition to any marks already present on the item 
for other purposes. The substrate variation method, for 
example, requires a specialized system that perceives the 
variations to be necessary. Also, for Substrates that do not 
present a readily identifiable unique feature (some plastic 
films, for example) this method cannot be employed. These 
deficiencies seriously reduce the utility of these methods in 
the technical fields considered herein. 

DRAWINGS 

0004 While the appended claims set forth the features of 
the present techniques with particularity, these techniques 
may be best understood from the following detailed descrip 
tion taken in conjunction with the accompanying drawings of 
which: 
0005 FIG. 1 is an illustration of an instance of a printed 
mark made use of by methods embodying the present disclo 
SU 

0006 FIG. 2 is an illustration of the mark in FIG. 1 with 
the mark’s edge features extracted for clarity. 
0007 FIG. 3 is an illustration of a second instance of the 
same mark as in FIG. 1, which may represent a counterfeit 
version of the mark in FIG. 1. 
0008 FIG. 4 is an illustration of the mark in FIG. 3 with 
the mark’s edge features extracted for clarity. 
0009 FIG.5 is a 2-D data matrix illustrating some features 
that may be used in the present disclosure. 
0010 FIG. 6 is an illustration comparing the features of 
the upper left sections of FIG. 2 and FIG. 4. 
0011 FIG. 7 is a schematic diagram of a computer system. 
0012 FIG. 8 is a block diagram of a computer system 
operative to carry out the process of embodiments of the 
disclosure. 

0013 FIG.9 is a flow chart of an embodiment of a method 
of recording a new mark. 
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0014 FIG. 10 is a diagram of the weighting of character 
istic features. 
0015 FIG. 11 is a flow chart of an embodiment of a 
method of evaluating a mark. 
0016 FIG. 12 is a 1-D barcode illustrating some features 
that may be used in the present disclosure. 
0017 FIG. 13 is a graph of a polynomial approximation of 
an autocorrelation series for a genuine item with a genuine 
“candidate” symbol. 
0018 FIG. 14 is a chart of a power series for the genuine 
data in FIG. 13. 
0019 FIG. 15 is a chart similar to FIG. 14 for the “candi 
date data in FIG. 13. 
0020 FIG.16 is a graph similar to FIG. 14 for a counterfeit 
“candidate” symbol. 
0021 FIG. 17 is a chart similar to FIG. 14 for the counter 
feit data used in FIG. 16. 
0022 FIG. 18 is a diagram of part of a 2-D data matrix, 
illustrating an encoding process. 

DESCRIPTION 

0023 Turning to the drawings, wherein like reference 
numerals refer to like elements, techniques of the present 
disclosure are illustrated as being implemented in a Suitable 
environment. The following description is based on embodi 
ments of the claims and should not be taken as limiting the 
claims with regard to alternative embodiments that are not 
explicitly described herein. 
0024. The present disclosure teaches utilizing natural 
variations in marked features on an item as a way of estab 
lishing information or data specific to that item, which may be 
referred to as a “signature' or an “original item identifier.” 
storing the information separately from the item, and Subse 
quently accessing the stored information to validate the iden 
tity of an item that is alleged to be the original item. The 
deliberate application of covert or overt identifying marks on 
the item is not required, although it can be used in some 
embodiments. Instead, the natural variations inherent in many 
manufacturing, marking, or printing processes can be 
exploited to extract identifying features of an item or a mark, 
Such as one of many types of marks applied to items. Further, 
this approach easily integrates into existing reader systems 
for applied marks. Such as bar code readers or machine vision 
systems; no specialized systems are needed to perceive varia 
tions in a material Substrate Sufficient to identify an item. 
0025 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying an 
identity of an item, comprising: examining an original item 
for original artifacts specific to the original item; extracting 
information associated with the original artifacts; ranking the 
information according to a characteristic of the respective 
artifact; and storing the ranked information in a non-transi 
tory computer readable storage device separate from the 
original item. 
0026. The artifacts may be features of the item that were 
produced when the item was produced. At least some of the 
artifacts may be not controllably producible in producing the 
item. The characteristic by which the original artifacts are 
ranked may be a magnitude, for example, a size of an artifact. 
The ranked original artifacts information (information asso 
ciated with the original artifacts) may be encoded into com 
puter readable data corresponding to the original item to form 
a signature. 
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0027 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying an 
identity of an item, comprising: examining a mark that com 
prises an identifier and an artifact, wherein the identifier is 
associated with an original item and the artifact does not alter 
the association; extracting information associated with the 
artifact; and storing the information in a non-transitory com 
puter readable storage device separate from the original item 
So as to be at least partially locatable using the identifier. 
0028 Respective information from a plurality of said 
marks may be stored in one storage device, for example in the 
form of a database, and using the identifier from one of said 
marks, the respective information from a number of marks 
Smaller than said plurality of marks and comprising said one 
mark may be retrievable. In an example, the identifier may 
identify a group or category of items. The identifier can then 
be used to retrieve from the database only the stored infor 
mation relating to items in that group or category, reducing 
the extent of a subsequent search to identify the information 
on a single item. In another example, the Smaller number of 
marks may be only the one mark. For example, the identifier 
may be a Unique Identifier (UID) that explicitly identifies 
only a single item, and the information may be stored so as to 
be retrievable using the UID. 
0029 Embodiments of the present invention provide 
methods, apparatus, and computer programs (which may be 
stored on a non-transitory tangible storage medium) for veri 
fying an identity of an item, comprising: examining an origi 
nal item for original artifacts specific to the original item; 
storing information associated with the original artifacts and 
information associated with at least one of apparatus involved 
in creating the original artifacts and apparatus involved in 
examining the original item in a non-transitory computer 
readable storage device separate from the original item. 
0030 The stored information may include information 
indicative of a type of the apparatus involved in creating the 
original artifacts. The stored information may include infor 
mation indicative of a resolution of the apparatus involved in 
examining the original item. 
0031 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: examining an unverified item 
for unverified artifacts specific to the unverified item; extract 
ing information representing the unverified artifacts; retriev 
ing from a storage device stored data containing information 
representing original artifacts of an original item; recovering 
the original artifacts information from the stored data; com 
paring the unverified and original artifacts information to 
determine whether the unverified artifacts information (in 
formation associated with the unverified artifacts) matches 
the original artifacts information; and in the case the unveri 
fied artifacts information matches the original artifacts 
information, Verifying the unverified item as a verified origi 
nal item; wherein the comparing includes correcting for prop 
erties of at least one of apparatus involved in the creation of 
the original artifacts, apparatus involved in the examination 
of the original item for the information representing the origi 
nal artifacts, and apparatus involved in the examination of the 
unverified item for the information representing the unveri 
fied artifacts. 
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0032. The stored data may include information relating to 
at least one of the apparatus involved in the creation of the 
original artifacts and the apparatus involved in the examina 
tion of the original item. 
0033. The correcting may comprise comparing resolu 
tions or other properties of the apparatus involved in exam 
ining the original item and the apparatus involved in exam 
ining the unverified item, and discounting artifacts detected 
by one of those apparatuses that would not be reliably 
detected by the other of those apparatuses. Where the two 
apparatuses have different resolutions, artifacts that are larger 
than the resolution limit of one apparatus, and are detected by 
that apparatus, but are smaller than the resolution limit of the 
other apparatus, may be discounted. The weighting may be 
based on a characteristic resolving power and imaging fidelity 
of the Verification device versus corresponding characteris 
tics of the original imaging device. 
0034. Where the artifacts are of distinct categories, deter 
mining whether the unverified artifacts information matches 
the original artifacts information may comprise comparing 
the detected artifacts in each category and combining the 
results of the comparisons, and the correcting may then com 
prise weighting the combining according to a known ten 
dency of the apparatus that created the original artifacts to 
produce artifacts in different categories with different fre 
quencies or different magnitudes. 
0035 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: examining an original item 
having on it an original symbol comprising an array of dif 
ferently colored printed cells for original artifacts specific to 
the original symbol, wherein: the artifacts are features of at 
least some of the cells that were produced when the original 
symbol was produced; and at least Some of the artifacts were 
not controllably producible in producing the original symbol; 
and the artifacts comprise at least one category of artifact 
selected from the group consisting of deviation in average 
color of a cell from an average derived from within the mark, 
which may be an average for neighboring cells of the same 
nominal color, bias in position of a cell relative to a best-fit 
grid of neighboring cells, areas of a different one of at least 
two colors from a nominal color of the cells, and deviation 
from a nominal shape of a long continuous edge; extracting 
information representing the original artifacts for each cell; 
encoding the original artifacts information into computer 
readable data corresponding to the original item; and storing 
the data in a non-transitory computer readable storage device 
separate from the original item. 
0036. In general, different “colors' may differin lightness, 
hue, or both, and may be distinguished by differences in 
lightness, hue, or both. For example, where the symbol is 
printed in an ink or other medium of a single first color on a 
Substrate of a single second color, any measure that distin 
guishes the first color from the second color may be used. In 
the commonest case, commonly called “black and white' or 
"monochrome, the printing medium is blackish, the paper is 
whitish, and a difference in albedo is used to distinguish them. 
However, in other circumstances, for example, in printing 
with more than one color of ink, it may be desirable or even 
necessary to measure differences in hue instead of, or in 
addition to, differences in brightness. 
0037 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
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non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: examining an original item 
for original artifacts specific to the original item; extracting 
information associated with the original artifacts; ranking the 
original artifacts information according to a characteristic of 
the artifact, calculating an autocorrelation series of the ranked 
original artifacts information; and storing data related to the 
autocorrelation series in a non-transitory computer readable 
storage device separate from the original item. 
0038 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, by: examining an original item for original 
artifacts specific to the original item, wherein the artifacts are 
features of the item that were produced when the item was 
produced, and at least some of the artifacts were not control 
lably producible in producing the item; extracting informa 
tion representing the original artifacts; encoding the original 
artifacts information into computer readable data corre 
sponding to the original item; and storing the data in a non 
transitory computer readable storage device separate from the 
original item. 
0039 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: defining a plurality of mod 
ules on an original item and an order of the modules; exam 
ining the modules on the original item for a plurality of 
categories of original artifacts specific to the original item, 
wherein the artifacts are features of the item that were pro 
duced when the item was produced, and at least some of the 
artifacts were not controllably producible in producing the 
item; extracting information representing the original arti 
facts; encoding for each module in order which categories of 
artifact are present and which categories of artifact are absent 
to form computer-readable data; and storing the data in a 
non-transitory computer readable storage device separate 
from the original item. 
0040 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: examining an unverified item 
for one or more unverified artifacts specific to the unverified 
item; extracting information representing the unverified arti 
facts; retrieving Stored data relating to one or more artifacts of 
an original item from a storage device; recovering the original 
artifacts information from the retrieved stored data; compar 
ing the unverified and original artifacts information to deter 
mine whether the unverified artifacts information matches 
the original artifacts information; and in the case the unveri 
fied artifacts information matches the original artifacts 
information, Verifying the unverified item as a verified origi 
nal item. The processing of the unverified item, or the pro 
cessing of the original item, is in accordance with any of the 
aspects and embodiments of the present invention. It may be 
preferred to process both the unverified and the original item 
by fairly similar processes, to reduce the level of error and 
uncertainty introduced by differences between the processes 
used. 

0041 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, comprising: examining an unverified item 
for unverified artifacts specific to the unverified item; extract 
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ing information representing the unverified artifacts; ranking 
the unverified artifacts information according to a character 
istic of the artifact, calculating an autocorrelation series of the 
ranked unverified artifacts information; retrieving an auto 
correlation series representing artifacts of an original item 
from a storage device; comparing the unverified and original 
autocorrelation series to determine whether the unverified 
artifacts information matches the original artifacts informa 
tion; and in the case the unverified artifacts information 
matches the original artifacts information, Verifying the 
unverified item as a verified original item. 
0042 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, by: examining an unverified item for 
unverified artifacts specific to the unverified item; extracting 
information representing the unverified artifacts; retrieving 
data comprising original artifacts information from a storage 
device; recovering original artifacts information from the 
retrieved data; comparing the unverified and original arti 
facts information; and in the case the unverified artifacts 
information matches the original artifacts information, Veri 
fying the unverified item as a verified original item. 
0043 Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item, by Successively carrying out any of the 
above processes for generating and storing data or informa 
tion, and any appropriate above process for comparing an 
unverified item with stored data or information. 
0044) Embodiments of the disclosure provide methods, 
apparatus, and computer programs (which may be stored on a 
non-transitory tangible storage medium) for verifying the 
identity of an item combining features of any two or more of 
the above methods, apparatus, and computer programs. 
0045 Ranking the original artifacts information may 
include treating artifacts with a characteristic below a thresh 
old value differently from artifacts above the threshold. For 
example, artifacts smaller than the threshold may not be 
ranked, or may be grouped together with locations where no 
artifact is detected, or may be discounted. The threshold may 
be chosen with consideration for a noise threshold of the 
artifacts and the apparatus used to detect them, below which 
artifacts cannot reliably be detected or cannot reliably be 
quantified. In an embodiment, ranking may consist simply of 
separating artifacts above the threshold from artifacts below 
the threshold or entirely absent. However, in many embodi 
ments it is preferred that the characteristic is quantifiable and 
the ranking comprises ordering the artifacts according to a 
magnitude or quantity of the characteristic. 
0046. The method may comprise extracting information 
representing a plurality of different categories of artifact, and 
ranking may then comprise ranking the original artifacts 
information separately for each category of artifact. 
0047. The method may comprise defining a plurality of 
predetermined locations on the original item, and extracting 
information representing the artifacts may then comprise 
associating each artifact with one of the predetermined loca 
tions. Wherein the original item bears a printed symbol com 
prising a plurality of cells, the predetermined locations may 
be at least some of the plurality of cells, and the artifacts may 
then be artifacts of the printing of the cells. Where practical, 
it is usually preferred to use the entire symbol, in order to 
maximize the number of available artifacts. However, that is 
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not always necessary. For example, if the symbol has a large 
number of cells and a high incidence of usable artifacts, a 
Smaller group of cells may be used. In an embodiment, six 
categories of artifact, with 100 artifacts of each category, 
ranked by magnitude within each category, have been found 
to give a robust result. 
0048. The artifacts may comprise at least one category of 
artifact selected from the group of categories consisting of 
deviation in average color of a cell from the average for 
neighboring cells of the same nominal color; bias in position 
of a cell relative to a best-fit grid of neighboring cells; areas of 
a different color from a nominal color of the cell within which 
they appear; and deviation from a nominal shape of a long 
continuous edge. 
0049 Producing the original item may comprise applying 
a mark to the original item, and the artifacts may then be 
features of the mark. “Producing the original item” may 
include every stage before examining begins, and the mark 
may be applied in a separate step at any time between when 
production of the original item begins and immediately 
before examining. 
0050. Where the item or mark is printed, the artifacts may 
comprise imperfections or other variations in printing. Where 
the printed mark conveys information, the imperfections may 
be too small to materially affect the readability of the infor 
mation. Producing the item may further comprise causing 
additional random or quasi-random features usable as said 
artifacts to be produced in the printing. The extracting of 
information may further comprise determining a type of 
printer used in producing the artifacts, where the artifacts are 
of a plurality of distinct categories. Encoding the ranked 
original artifacts information and storing may then comprise 
at least one of ranking different categories of artifacts accord 
ing to the type of printer, and storing data indicating the type 
of printer as part of the stored data. The information may be 
useful, because different types of printers can produce differ 
ent categories of artifacts with different magnitude ranges, 
more or less frequently, or with other variations that may 
affect how to assess or how much weight to give to different 
categories of artifact. 
0051. Other information relating to the original item may 
be incorporated in the stored data in addition to the informa 
tion representing the original artifacts. The other original item 
information may include a serial number specific to the origi 
nal item. Such other information may then be recovered from 
the retrieved stored data additionally to the information rep 
resenting the original artifacts. 
0.052. Where at least some of the artifacts are artifacts of a 
symbol that encodes data, and the encoded data include a UID 
for an individual instance of the symbol or other identifying 
data, the stored data may be stored so as to be retrievable 
under an identifier derivable from the UID or other identify 
ing data. Where the other identifying data only partially iden 
tifies the symbol, for example, identifies a category or group 
of items smaller than all the items for which data is stored in 
a database, the data may be stored so that the stored data for 
the category or group are retrievable under an identifier deriv 
able from the other identifying data. The stored data for a 
desired individual original item may then be retrieved by a 
further search within the retrieved group. 
0053 Determining may comprise assessing a statistical 
probability that the unverified artifacts information matches 
the original artifacts information. It may then be determined 
that the unverified artifacts information matches the original 
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artifacts information when the unverified artifacts informa 
tion and the original artifacts information are within a pre 
determined percentage of each other. 
0054. In the case the statistical probability exceeds a first 
threshold, it may be determined that the unverified item is a 
verified original item. In the case the statistical probability is 
below a second threshold lower than the first threshold, it may 
be determined that the unverified item is not an original item. 
In the case the statistical probability is between the first and 
second thresholds, it may then be reported that it cannot be 
determined whether the unverified item is an original item. 
0055. In assessing the statistical probability, greater 
weight may be given to artifacts of greater magnitude. 
0056 Comparing the artifacts information may include 
detecting artifacts that are present in one of the original item 
and the unverified item, and absent in the other of the original 
item and the unverified item. The presence of an artifact in the 
unverified item that was not present in the original item, 
absent an indication that the item has been damaged in the 
meantime, may be as significant as the presence of an artifact 
in the original item that is not present in the unverified item. 
0057. In general, “discounting an artifact includes con 
sidering that artifact with lower statistical ranking than oth 
erwise comparable artifacts, considering that artifact in a 
separate class of artifacts that cannot be accurately quantified 
and/or ranked, considering that artifact in the same way as a 
location with no detected artifact of that category, and totally 
ignoring that artifact. Different ones of those approaches may 
be applied at different points even within a single embodi 
ment. 

0.058 Where at least some of the artifacts are artifacts of a 
symbol that encodes data and Supports error detection, 
extracting information representing the unverified artifacts 
may include determining an error state of the symbol con 
taining the unverified artifacts. Where the error state indicates 
that part of the symbol is damaged, the comparing may then 
comprise discounting artifacts in the damaged part of the 
symbol. 
0059 Prior to the storing step, the original item may be 
partitioned into a plurality of original Zones. Each of at least 
a portion of the original artifacts may then be associated with 
the original Zone in which it is located. Information repre 
senting the associated original artifacts and their respective 
original Zones in the stored data may be preserved. The 
unverified item may then be partitioned into at least one 
available unverified Zone corresponding to fewer than all of 
the original Zones. Each of at least a portion of the unverified 
artifacts may be associated with the available unverified Zone 
in which it is located. Information representing the original 
artifacts and the associated original Zones that correspond to 
the available unverified Zones may be recovered from the 
retrieved stored data. In the comparing step, only the infor 
mation representing the original artifacts and the associated 
original Zones that correspond to the available unverified 
Zones may be used. 
0060. The original item may be attached to an object to 
form an original object, prior to the step of examining an 
unverified item; and in the case the unverified artifacts infor 
mation matches the original artifacts information, an object 
to which the unverified item is attached may then be verified 
as a verified original object. 
0061 The magnitude of a deviation in average color may 
be normalized by reference to a difference between average 
colors for neighboring cells of at least two nominal colors. 
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The magnitude of bias in position of a cell relative to a best-fit 
grid of neighboring cells may be normalized by reference to 
the size of the cells. The magnitude of areas of the opposite 
color from a nominal color of the cells may be determined by 
the size of the areas, normalized by reference to the size of the 
cells. The magnitude of deviation from a nominal shape of a 
long continuous edge may be normalized by reference to a 
best fit straight line or other smooth curve. 
0062. Where encoding the ranked original artifacts infor 
mation comprises calculating an autocorrelation series of the 
ranked original artifacts information, encoding may further 
comprise representing or approximating the autocorrelation 
series as a polynomial to a fixed order and using the polyno 
mial coefficients to form the stored data. The approximation 
may be to a polynomial of a predetermined order, and the 
coefficients may be approximated to a predetermined preci 
S1O. 

0063. Where encoding the ranked original artifacts infor 
mation comprises calculating an autocorrelation series of the 
ranked original artifacts information, comparing may com 
prise calculating an autocorrelation series of the unverified 
artifacts information, and comparing the two autocorrelation 
series. Comparing may further or alternatively comprise 
comparing Discrete Fourier Transform (DFT) power series of 
the two autocorrelation series, and may then comprise com 
paring at least one of the Kurtosis and Distribution Bias 
functions of the DFT power series. 
0064. According to embodiments of the invention, there is 
provided an apparatus or system for verifying the identity of 
an item, comprising: an original item Scanner operable to 
examine an original item and extract information represent 
ing original artifacts of the original item, by the method of any 
one or more of the mentioned embodiments and aspects of the 
invention; an encoder operable to encode the extracted infor 
mation into a computer readable item identifier; and a com 
puter readable storage device operable to store the item iden 
tifier. 

0065 According to embodiments of the disclosure, there 
is provided an apparatus or system for Verifying the identity 
of an item by the method of any one or more of the mentioned 
embodiments and aspects of the invention, comprising: a 
Verifying scanner operable to examine an unverified item and 
extract information representing unverified artifacts of the 
unverified item; and a processor operable to retrieve a stored 
item identifier from a storage device, recover original arti 
facts information from the retrieved item identifier, compare 
the unverified and original artifacts information, and pro 
duce an output dependent on the result of the comparison. 
0066. According to embodiments of the disclosure, there 

is provided an apparatus or system for Verifying the identity 
of an item, comprising in combination the above described 
apparatus or system for creating and storing an item identifier, 
and the above described apparatus or system for examining 
and comparing an unverified item. 
0067. The verifying scanner may be coupled to a point of 
sale device. The verifying scanner may be embodied in a cell 
phone. 
0068. The system may further comprise an original item 
producer operable to produce an original item, wherein the 
artifacts are features of the item that are produced when the 
original item producer produces the item, and at least Some of 
the artifacts are not controllably producible by the original 
item producer. 
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0069. The original item producer may be operative to 
intentionally produce or enhance at least Some of the artifacts. 
0070 The original item producer may comprise an origi 
nal mark applier that applies a mark to the original item, with 
the artifacts then being features of the mark. 
0071. The original item producer may comprise a printer, 
with at least some of the artifacts then comprising variations 
or imperfections in the printing. 
0072 The system may further comprise at least one origi 
nal item for which the item identifier is stored in the computer 
readable storage device. 
0073. In various embodiments, the artifacts may be fea 
tures of the item itself, or of a mark that has been applied to the 
item. The item may be the thing that is ultimately to be 
Verified, or may be appended (typically but not necessarily in 
the form of a label) to an object that is to be verified. Where 
the object, the item, or the mark involves printing, Some or all 
of the artifacts may be variations or imperfections in the 
printing. “Verifying the identity of an item” may include 
Verifying that printing or other mark applied to an item, oran 
item appended to an object, has not been altered or replaced, 
even if the underlying item or object is original. For example, 
it may be desired to verify that an expiry date, serial number, 
or other tracking or identification data has not been tampered 
with. 
0074. In many embodiments, it is preferred that the arti 
facts be features that do not affect, or at least do not diminish, 
the function or commercial value of the mark, item, or object 
in which they appear. 
0075 Another aspect of the disclosure provides original 
items, including original objects comprising objects to which 
original items have been attached, for which signature data 
have been stored in the storage device of a system according 
to another aspect of the invention. 
0076 An embodiment of the disclosure is a method that 
operates on marks that are applied to items. These marks may 
be for the purpose of uniquely identifying an item, as with a 
serial number, for example, or they may be marks that are 
used for other purposes, such as branding, labeling or deco 
ration. These marks may be printed, etched, molded, formed, 
transferred, or otherwise applied to the item using various 
processes. The marks are acquired such that they can be 
processed in electronic form. Possible devices that may be 
used for electronic acquisition of the marks include machine 
vision cameras, bar code readers, line scan imagers, flatbed 
scanners, and hand-held portable imaging devices. 
0077 Referring now to the drawings, in FIG. 1 there is 
shown an example of a printed mark 20 to which various 
methods described herein may be applied. In this example the 
printed mark 20 is a 2-dimensional barcode. This barcode is a 
data-carrier of information, where the information is encoded 
as a pattern of light areas 22 and dark areas 24 of the printed 
mark 20. A possible implementation of the 2-D barcode 
includes a rectangular grid, with each cell or “module 22, 24 
in the grid either black or white, representing a bit of data. 
0078 FIG. 2 provides an enhanced view of some of the 
variations present in the mark shown in FIG. 1. FIG. 2 shows 
only the edges 26 between light and dark areas of the mark 
shown in FIG. 1. Features such as edge linearity, region 
discontinuities, and feature shape within the mark shown in 
FIG.1 are readily apparent. Numerous irregularities along the 
edges of the mark’s printed features are clearly visible. Note 
that this illustration is provided for clarity and is not neces 
sarily a required processing step. In some embodiments, such 
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edge extraction is beneficial and therefore utilized. In some 
embodiments, features other than edges are extracted. 
007.9 FIG. 3 shows an example of a second printed mark 
30, which may represent a counterfeit of the mark 20 shown 
in FIG. 1, or may represent a second unique instance of the 
mark for identification purposes. This second printed mark 30 
is also a 2-dimensional barcode. This counterfeitbarcode 30, 
when read with a 2-dimensional barcode reader, presents 
exactly the same decoded information as the mark 20 of FIG. 
1. When the mark 30 of FIG.3 is acquired, in an embodiment, 
significant features are identified and captured as "signature' 
data that uniquely identifies the mark. As in the case of FIG. 
1, this signature data is derived from the physical and optical 
characteristics of the mark's geometry and appearance and 
can include data that is encoded in the mark (e.g., if the mark 
is a data-carrying symbol Such as a 2-dimensional barcode). 
The properties of the mark evaluated for creating the signa 
ture data are usually the same properties used in evaluating 
the first instance of the mark, so that the two signatures are 
directly comparable. 
0080 FIG. 4 provides an enhanced view of some of the 
variations present in the mark 30 shown in FIG. 3. FIG. 4 
shows only the edges 32 of the mark shown in FIG. 3, simi 
larly to FIG. 2. The corresponding features and variations, 
Such as edge linearity, region discontinuities, and feature 
shape within the mark shown in FIG. 3 are readily apparent. 
Examples of some of the features that may be used are shown 
in more detail in FIG. 5, which is discussed in more detail 
below. 
0081 FIG. 6 shows a close comparison of the upper left 
corner features of FIG. 2 and FIG. 4. As may be seen most 
clearly in FIG. 6, the two printed marks 20, 30 of FIGS. 1 and 
3, even though identical in respect of their overtly coded data, 
contain numerous differences on a finer scale, resulting from 
the imperfections of the printing process used to apply the 
marks. These differences are durable, usually almost as 
durable as the mark itself, and are practically unique, espe 
cially when a large number of differences that can be found 
between the symbols of FIG. 1 and FIG. 3 are combined. 
Further, the differences are difficult, if not almost impossible, 
to counterfeit, because the original symbol would have to be 
imaged and reprinted at a resolution much higher than the 
original printing, while not introducing new distinguishable 
printing imperfections. While only the upper left corner sec 
tion of the marks is shown here, differentiable features 
between the two marks shown in FIGS. 1 and 3 run through 
out the entirety of the marks and can be utilized according to 
various embodiments. 

0082 Referring to FIG. 7, an embodiment of a computing 
system 50 comprises, among other equipment, a processor or 
CPU 52, input and output devices 54, 56, including an image 
acquisition device 58, random access memory (RAM) 60. 
read-only memory (ROM) 62, and magnetic disks or other 
long-term storage for programs and data. The computing 
system 50 may have a printer 65 for generating marks 20, or 
the printer 65 may be a separate device. The computing sys 
tem 50 may be connected through an interface 66 to an exter 
nal network 68 or other communications media, and through 
the network 68 to a server 70 with a long-term storage 72. 
Although not shown in the interests of simplicity, several 
similar computer systems 20 may be connected to server 70 
over network 68. 

0083) Referring to FIG. 8, in an embodiment, the image 
acquisition device 58 Supplies image data to a signature 

Mar. 26, 2015 

extraction and encoding processor 74, which may be software 
running on the CPU 52 of computer system 50, or may be a 
dedicated co-processor. The signature extraction and encod 
ing processor 74 Supplies signature data to a network-acces 
sible mark signature data storage 76, which may be the long 
term storage 72 of the server 70. A network-accessible mark 
signature look-up engine 78, which may be software running 
on the CPU 52 of computer system 50, or may be a dedicated 
co-processor, receives signature data from the signature 
extraction and encoding processor 74 and/or the signature 
data storage 76. A signature comparison processor 80 usually 
compares a signature extracted by the signature extraction 
and encoding processor 74 from a recently scanned mark 30 
with a signature previously stored in the signature data Stor 
age 76 and associated with a genuine mark 20. As shown 
symbolically by the separation between the upperpart of FIG. 
8, relating to genuine mark signature capture and storage, and 
the lower part of FIG. 8, relating to candidate mark signature 
capture, comparison, and Verification, the computer system 
50 that scans the candidate mark 30 may be different from the 
computer system 50 that scanned the original mark 20. If they 
are different, then they may share access to the signature data 
storage 76, or a copy of the stored signature data may be 
passed from the signature data storage 76 on the genuine mark 
capture system 50 to the candidate mark evaluation system 
SO. 

I0084. In more detail, and referring to FIG.9, in an embodi 
ment, in step 102 a mark, which in this example is illustrated 
as a 2-D barcode similar to that shown in FIG. 1, is applied to 
an object, or to a label that is Subsequently applied to an 
object, by a printer 65. As has already been explained, a 
printer applying a 2-D barcode typically introduces a signifi 
cant number of artifacts that are too small to affect the read 
ability of the overt data coded by the barcode, and are too 
Small for their appearance to be controllable in the printing 
process, but are visible (possibly only under magnification) 
and durable. If a particular printer does not naturally produce 
a Sufficient number of artifacts, some printers can be config 
ured to include random or pseudorandom variations in their 
output, as is further discussed below. 
I0085. In step 104, the mark is acquired by a suitable imag 
ing or other data acquisition device, such as the image acqui 
sition device 58. The imaging device that acquires the mark 
may be of any expedient form, including a conventional 
device or a device hereafter to be developed. In this embodi 
ment, the imaging device gathers data on the appearance of 
the mark at a level of detail considerably finer than the con 
trollable output of the device that applied the mark. In the 
example shown in FIGS. 1-4, the detail is the shape of the 
boundaries between light and dark areas at a resolution con 
siderably finer than the size of the modules of the printed 2-D 
barcode. Other examples of suitable features are described 
below. If the mark is being used as an anti-counterfeiting 
measure, it is strongest if the imaging device gathers data at a 
level of detail finer than the controllable output of a device 
that is likely to be used to apply a counterfeit mark. However, 
that is not necessary if it is possible to keep secret the fact that 
particular details in a particular mark are being used for that 
purpose. 

I0086. In step 106, a UID included in the overt data of mark 
20 is decoded. If the printer 65 is on the same computer 
system 50 as the image acquisition device58, the UID may be 
passed from one to the other, avoiding the need to decode the 
UID from the image acquired by image acquisition device58. 
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If the mark 20 does not include a UID, some other information 
uniquely identifying the specific instance of mark 20 may be 
used in this step. 
0087. In steps 110 and 112, the image of the mark 20 is 
analyzed by the signature extraction and encoding processor 
74 to identify significant features. In step 120, data relating to 
those features will then be stored in the signature data storage 
76 as “signature' data that uniquely identifies the mark 20. 
This signature data is derived from the physical and optical 
characteristics of the mark's geometry and appearance, and in 
addition, can include data that is encoded in the mark, should 
the mark be a data-carrying symbol Such as a 2-dimensional 
barcode. The properties of the mark evaluated for creating the 
signature data can include, but are not limited to, feature 
shape, feature contrast, edge linearity, region discontinuities, 
extraneous marks, printing defects, color, pigmentation, con 
trast variations, feature aspect ratios, feature locations, and 
feature size. 
0088 Referring now to FIG. 5, in the following example, 
deviation in an average module pigmentation or marking 
intensity 92, a module position bias 94 relative to a best-fit 
grid, the presence or location of extraneous marks or voids 96 
in the symbol, and the shape (linearity) of long continuous 
edges 98 in the symbol are used as exemplary variable fea 
tures. These act as the primary metrics forming the unique 
symbol signature. Illustrations of some of these features are 
shown in FIG. 5. 
0089. In the case of the mark being a data-carrying sym 
bol. Such as a 2-dimensional barcode, the present embodi 
ment can take advantage of the additional information 
embodied by and encoded into the symbol. The information 
that is encoded, for example a unique or non-unique serial 
number, itself may then be included as part of the signature 
data or used to index the signature data for easier retrieval. 
0090. Further, in the case of a 2-dimensional barcode or 
other data carrier for which a quality measure can be estab 
lished, in step 108 information representing the quality of the 
symbol can optionally be extracted and included as part of the 
signature data. 
0091. The quality information can be used to detect 
changes to the mark 20 that might cause a false determination 
of the mark as counterfeit, as these changes can alter the 
signature data of the mark. Some of the quality measurements 
that can be used are, but are not limited to, Unused Error 
Correction and Fixed Pattern Damage as defined in ISO spec 
15415 “Data Matrix Grading processes” or other comparable 
standard. These measures make it possible to detect areas that 
would contribute signature data that has been altered by dam 
age to the mark and thus discount it from consideration when 
comparing a mark's signature data against the stored signa 
ture data of the genuine mark. 

Signature Metrics Weighting 

0092. In this example, the ease with which each of the four 
metrics illustrated in FIG. 5 can be extracted depends on the 
imaging resolution, and the metrics can be arranged in order 
of the resolution required to extract useful data relating to 
each of the four metrics, as shown in FIG. 10. In order from 
lowest to highest resolution, those are: module pigmentation, 
module position bias, Void/mark location, and edge shape 
projection. 
0093 Increasing image fidelity and resolution allows for 
increasingly precise analysis, making use of the progressively 
higher precision analytics. For example, in a low resolution 
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image, perhaps only module average pigmentation 92 and 
module position bias 94 can be extracted with significant 
confidence, so those results are given more weight in deter 
mining the signature match of a candidate symbol against 
stored genuine data. With a high resolution image, processing 
can continue all the way up to the fine edge projection metric 
98 and use that as the highest weight consideration in signa 
ture match determination. If there are disagreements with the 
expected signature among other (lower weight) measures, 
these may be due to symbol damage or artifacts of the image 
capture device. However, damage, alteration of the symbol 
20, or imager artifacts are generally not likely to modify a 
counterfeit code 30 to coincidently match with high precision 
the edge projection signature metric 98 of the valid item 20. 
Therefore, the edge projection, if highly correlated and exhib 
iting adequate magnitude in dynamic range, can Supersede 
the lower-resolution metrics in Support of a high match con 
fidence. 
0094 Further, in an embodiment, the use of Error Correc 
tion information as provided by the standard decoding algo 
rithms of that symbology (such that used in 2-D Data Matrix 
codes) is used to further weight signature metric data appro 
priately. If a data region within the symbol is corrupted by 
damage to the mark and that region yields a disagreement 
with stored signature data while other uncorrupt regions 
agree well, the Voting weight of the corrupted region may be 
diminished. This mechanism prevents detectable symbol cor 
ruptions from presenting a false-negative resultina candidate 
symbol metric comparison against the genuine symbol sig 
nature data. The ISO 16022 “Data Matrix Symbol' specifi 
cation describes an example of how Error Correction Codes 
(ECCs) can be distributed within a 2-D DataMatrix, and how 
corrupted and uncorrupted regions within a Data Matrix can 
be identified. 

Magnitude Filtering 

0095. In steps 114 and 116, candidate signature features 
are evaluated to ensure they possess adequate magnitude to 
act as a part of each signature metric. This step ensures that 
the features forming each signature metric possess a real 
“signal’ to encode as a distinguishing characteristic of the 
mark. Failure to apply threshold minima to signature con 
tributor candidates can allow a signature that is easily Sub 
Sumed by noise in any Subsequent attempts to validate a mark 
against the genuine stored signature, rendering the validation 
process highly susceptible to the quality and fidelity limita 
tions of the device(s) used to capture the mark data for sig 
nature analysis. By ensuring that signature metrics are formed 
solely of features satisfying these magnitude minima, the 
ability to perform Successful verification of mark signatures 
with a wide variety of acquisition devices (camera-equipped 
cell phones, machine-vision cameras, low-quality or low 
resolution imagers, etc.) and in a wide range of ambient 
environments (varied, low or non-uniform lighting, etc.) can 
be ensured or greatly facilitated. 
0096. In an embodiment, using a 2-D Data Matrix code as 
an example, in steps 110, 112, and 114 candidate features for 
the four signature metrics 92.94, 96, 98 are extracted and 
sorted by magnitude. As previously described, the mark 20 is 
acquired such that the features can be processed in electronic 
form, typically as a color or gray-scale image. As a prelimi 
nary step, the 2-D Data Matrix is first analyzed as a whole and 
a “best fit grid defining the “ideal positions of the bound 
aries between cells of the matrix is determined. Candidate 
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features are then selected by finding features that are most 
deviant from the “normal' or “optimum’ state of the marks 
attribute(s) for the particular metric being analyzed. Consid 
ering the 2-D Data Matrix code example shown in FIG. 5, 
some suitable attributes are: 
0097. 1. The modules 92 whose average color, pigmenta 
tion or mark intensity are closest to the global average thresh 
old differentiating dark modules from light modules as deter 
mined by the Data Matrix reading algorithms (i.e., the 
“lightest dark modules and the “darkest light modules). 
0098 2. The modules 94 that are marked in a position that 

is most deviant from the idealized location as defined by a 
best-fit grid applied to the overall symbol 20. Two possible 
methods of identifying these modules are: (a) extract the 
candidate mark module edge positions and compare those 
edge positions to their expected positions as defined by an 
idealized, best-fit grid for the whole symbol 20; (b) extract a 
histogram of the boundary region between two adjacent mod 
ules of opposite polarity (light/dark or dark/light), with the 
sample region overlapping the same percentage of each mod 
ule relative to the best-fit grid, and evaluate the deviation of 
the histogram from a 50/50 bimodal distribution. 
0099 3. The extraneous marks or voids 96 in the symbol 
modules 94, whether they are light or dark, are defined as 
modules possessing a wide range of luminance or pigment 
density. In other words, they are defined as modules possess 
ing pigmentation levels on both sides of the global average 
threshold differentiating dark modules from light modules, 
with the best signature candidates being those with bimodal 
luminance histograms having the greatest distance between 
the outermost dominant modes. 
0100. 4. The shape of the long continuous edges 98 in the 
symbol. Such as their continuity/linearity or degree of discon 
tinuity/non-linearity. One method of measuring this attribute 
and extracting this data is by carrying out a pixel-wide lumi 
nance value projection, with a projection length of one mod 
ule, offset from the best fit grid by one-half module, run 
perpendicular to the grid line bounding that edge in the best 
fit grid for the symbol. 
0101 The 2-D Data Matrix makes a good example 
because it includes square black and white cells, in which the 
above described features are easily seen. However, the same 
principles can of course be applied to other forms of data 
encoding or non-data-encoding visible mark. 
0102 Once candidate features complying with the above 
described criteria have been identified, the candidate features 
are sorted in step 114 into a listin order of magnitude, and are 
then subjected in step 116 to magnitude limit filtering by 
finding the first feature in each list that does not satisfy the 
established minimum magnitude to qualify as a contributor to 
that metric. The threshold may be set at any convenient level 
low enough to include a reasonable number of features that 
cannot easily be reproduced, and high enough to exclude 
features that are not reasonably durable, or are near the noise 
floor of the image acquisition device 58. In this embodiment, 
the low-magnitude end of the sortedlist is then truncated from 
that point and the remaining (highest magnitude) features are 
stored, along with their locations in the mark, as the signature 
data for that metric. Preferably, all features above the trunca 
tion threshold are stored, and that implicitly includes in the 
signature the information that there are no signature features 
above the magnitude filter threshold elsewhere in the mark. 
0103) As it is known beforehand that different marking 
device technologies present Superior or inferior signature fea 
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tures in different attributes for use in creating Metrics signa 
ture data, the marking device type may be used to pre-weight 
the metrics in what is referred to as a Weighting Profile. For 
example, should the genuine marks be created usingathermal 
transfer printer, it is known that edge projections parallel to 
the substrate material direction of motion are unlikely to carry 
a signature magnitude Sufficient to encode as part of the 
genuine signature data. This knowledge of various marking 
device behaviors may be used during the capture of the origi 
nal genuine signature data. If employed, all metrics used in 
the creation of the genuine mark signature are weighted as 
appropriate for the known behaviors of that particular mark 
ing device type, and the resulting emphasis/de-emphasis 
mapping of the metrics becomes a Metrics Weighting Profile. 
In step 118, this profile of the metrics weighting, based on the 
marking device type used to create the original mark, is stored 
as part of the signature data. 
0104. In step 120, the signature metrics are stored as sorted 

lists of features, in descending order of magnitude. The list 
entry for each feature includes information localizing the 
position in the mark from which that feature was extracted. 
0105. In this embodiment, the record for each symbol is 
indexed under a unique identifier content (typically a serial 
number) included in the explicitly encoded data in the sym 
bol. The record may be stored on a network accessible data 
storage server or device, or may be stored locally where it will 
be needed. Copies may be distributed to local storage at 
multiple locations. 

Low Amplitude Signature Metrics 

0106. In an embodiment, if the instance of a symbol 20 or 
an identifiable region within the symbol 20 lacks any signa 
ture feature satisfying the minimum magnitude for one or 
more of the signature metrics, that fact itself is stored as part 
of the signature data, thereby utilizing the lack of significant 
feature variation as part of the unique identifying information 
for that symbol. In this case, a symbol subjected to verifica 
tion against that data is considered genuine only if it also 
possesses Zero signature features satisfying the minimum 
magnitude for the metric(s) in question, or at least Sufficiently 
few significant features to pass a statistical test. In these cases, 
the weighting for that particular metric is diminished, as a 
region with no distinguishing characteristics is a less robust 
identifying feature than would be a region with significant 
distinguishing characteristics. A symbol or region with no 
significant signature feature is most useful negatively. The 
absence of significant features from both the genuine mark 20 
and the candidate mark 30 is only weak evidence that the 
candidate mark is genuine. The presence of a significant 
feature in a candidate mark30, where the genuine mark 20 has 
no feature, is stronger evidence that the candidate mark is 
counterfeit. 
0107 An exception is made for features of appreciable 
signature magnitude that can be attributed to symbol damage 
in the candidate symbol 30, revealed via the aforementioned 
use of symbol Error Correction information from the decod 
ing algorithms of that particular symbology, and Subject to the 
principles of captured image fidelity signature metrics 
weighting as previously described. 
0108. In the extreme case where both the genuine mark 20 
and the candidate mark 30 contain ONLY sub-threshold data 
(as in 2 “perfect” symbols), they would be indistinguishable 
by the process of the present example because that process 
relies on some measurable variation in either the genuine or 
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counterfeit mark to act as a way of detection. That is not a 
problem in practice, as none of the usage scenarios presently 
contemplated (typically, on-line, high speed printing) pro 
duce perfect symbols. 
0109 If necessary, for example, if the printing process 
used is too well controlled to produce a sufficiency of mea 
Surable variations, then in step 102 marks 20 can be created 
with deliberately introduced random or quasi-random varia 
tions. Such variations can then be detected in conjunction 
with detecting the variations arising naturally from the mark 
creation process in the manner described previously. For 
example, if the marks are printed on labels, a printer and label 
Substrate may be used that produce marks of such high quality 
that the naturally arising variations are insufficient to reliably 
distinguish individual marks from each other. In that case, the 
printing process may be modified to introduce random or 
quasi-random anomalies to the printed marks, so that the 
randomly introduced anomalies and the naturally arising 
variations together are Sufficient to reliably distinguish indi 
vidual marks from each other. 
0110. In contrast to methods that rely solely on deliber 
ately applied security features, the present process needs only 
to add a minimum of quasi-random features to fortify the 
naturally occurring variation. In this way, it is possible to 
create the conditions where the mark can then satisfy enough 
of the magnitude filter threshold minima for creating a usable 
signature. Such artifacts may be introduced into the mark 20 
using any appropriate method. For example, in exemplary 
embodiments, the printer may be adapted to self-create the 
necessary artifacts as part of the printing process, or the 
Software that generates the marks before printing may be 
modified to introduce artifacts, or the like. Thus, deliberately 
introduced artifacts can boost the performance of the herein 
described systems and methods when using low-variation 
marking technologies. 

Analysis 
0111 Referring to FIG. 11, in the present embodiment, 
signature metrics are stored as a sorted list, in descending 
order of magnitude, and include information localizing their 
position in the mark from which they were extracted. In the 
preferred embodiment, using a 2-D Data Matrix code as an 
example, the process by which a candidate mark or symbolis 
evaluated to determine if it is genuine is as follows: 
0112. In step 152, an image of the candidate mark 30 is 
acquired by the image acquisition device 58. 
0113. In step 154, the explicit data in candidate mark 30 is 
decoded and its UID content is extracted. 
0114. In step 156, the UID is used to look up the signature 
metric data originally stored for the original symbol 20 hav 
ing that UID. The stored data may be retrieved from the local 
storage 64 or may be retrieved from a network accessible data 
storage server or long-term storage 72. In the case of a can 
didate mark 30 that does not contain a UID, some other 
identifying information may be obtained relating to the can 
didate mark 30. Alternatively, the entire database of genuine 
mark signatures on local storage 64 or long-term storage 72 
may be searched after step 164 below, to attempt to locate a 
genuine signature that matches candidate mark signature. 
0115. In step 158, in the case of a 2-dimensional barcode 
or other data carrier for which a quality measure can be 
established, quality measurements 158 for the candidate 
mark 30 may be obtained, similarly to those obtained in step 
108 for the genuine mark 20. The quality measurements may 
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be used in the Subsequent analysis steps to reduce the weight 
given to a mark, or parts of a mark, that appear to have been 
damaged since it was applied. Also, if the quality measure 
ments of the original symbol 20 were stored as part of the 
genuine signature data, the stored quality measurements can 
be verified against the signature data extracted from the can 
didate mark 30. 
0116. In step 160, significant signature features are 
extracted from the image of candidate mark 30 that was 
acquired in step 152. The whole of candidate mark 30 (other 
than sections that have been disqualified as corrupt because of 
ECC errors) is searched for significant features. In addition, 
the information specifying the locations within the symbol 
from which the original, genuine symbol signature data was 
extracted is used to specify from where to extract the signa 
ture data from the candidate symbol. That ensures that a 
feature present in mark 20 but absent from mark 30 is noted. 
0117. In step 162, the signature features are encoded for 
analysis. 
0118. In step 164, the signature data extracted from the 
candidate symbol 30 is sorted into the same order (for 
example, magnitude-Sorted) as the original list of the original 
symbol 20. 
0119. In steps 166, the candidate signature data is com 
pared to the stored original signature data. The data is Sub 
jected to a statistical operation revealing numeric correlation 
between the two data sets. Each metric is subjected to indi 
vidual numerical analysis yielding a measure reflecting the 
individual confidence of the candidate symbol as being the 
genuine item for that metric. If the mark does not contain UID 
data, and no alternative identifying data is available, it may be 
necessary to search through a database of similar marks, 
using the procedures discussed with reference to FIG. 13 
below. For example, in the case of FIGS. 1 and 3, it may be 
necessary to search through all genuine marks 20 that have 
the same overt pattern of black and white modules. The objec 
tive of the search is to identify, or fail to identify, a single 
genuine mark 20 that is uniquely similar to the candidate 
mark 30. 
I0120. In step 168, where the Metrics Weighting Profile 
was stored as part of the genuine signature data, this infor 
mation is used to emphasize and/or de-emphasize metrics as 
appropriate for the type of marking device used to create the 
original genuine marks. 
I0121. In step 170, where the image acquisition devices 58 
used in steps 104 and 152 have different sensitivities, the 
contributions of signature data to the overall analysis result 
may need to be adjusted. For example, the minimum magni 
tude threshold used for significant features may need to be set 
at a level appropriate for the less sensitive image acquisition 
device 58, or a particular metric may need to be omitted from 
the analysis set as it is known not to carry adequate signature 
magnitude in marks produced by the original marking device. 
In Some cases, a feature that is recognized in one of the higher 
resolution categories in the scale shown in FIG. 10 may be 
mistaken by a lower-resolution scanner for a feature in a 
different category. For example, a feature that is seen at high 
resolution as a black module with a white void may be seen at 
low resolution as a “low pigmentation module. In general, 
the resolution of the verification scanner 58 is used in con 
junction with the marking device Metrics Weighting Profile 
to determine what metrics to emphasize/de-emphasize. In 
this example, in the low resolution image the feature could 
exist in the “low pigment” list, but would exist in both the 
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“low pigment” and “void lists in the high resolution image. 
Since the methods used are ultimately subjected to statistics 
based analytics, the occasional occurrence of a minor mark 
that fell below the resolution of the original scan will be of 
negligible impact. This is because, even though Such a mark 
is not resolved as an “object, its effect will be captured in at 
least one of the metrics employed (such as reduced module 
gray level as in this example). That has proven true in prac 
tical trials even when using scan resolutions up to 2xhigher in 
the verification image as was used in the original signature 
SCall. 

0122) If it is desired to correct explicitly for the resolution 
of the original and/or verification Scan, in many cases the 
resolution can be determined at verification time by detecting 
a comparatively abrupt drop in the number of artifacts at the 
scanner's resolution threshold. Alternatively, where the origi 
nal scanner may be of lower resolution than the verification 
scanner, the resolution of the Scan, or other information from 
which the resolution can be derived, may be included as 
metadata with the stored signature, similarly to the Metrics 
Weighting Profile discussed above. Whatever procedure is 
used, sorting the signature data in order by magnitude of the 
artifact makes it very easy to apply or change a threshold 
magnitude. 
0123. In step 172, by exclusion, all locations within a mark 
not represented in the sorted list of feature locations satisfy 
ing the minimum magnitude threshold are expected to be 
devoid of significant signature features when analyzing a 
genuine mark. This condition is evaluated by examining the 
signature feature magnitude at all locations within a candi 
date mark where sub-threshold features are expected and 
adjusting the results for the appropriate metric toward the 
negative when features exceeding the threshold minimum are 
found. If the significant features are found in a region deter 
mined to have been damaged whenevaluated for symbol error 
correction or other quality attributes, the adjustment is dimin 
ished or not carried out at all depending on the location of the 
damage relative to the feature extraction point and the nature 
of the particular metric involved. For example, if a discrep 
ancy in a signature feature relative to the original mark 20 is 
extracted from a module of the candidate mark30 that is near, 
but not the same as, the damaged module(s), the negative 
adjustment to the metric because of that feature may be 
diminished by a proportion that reflects reduced confidence in 
the metric signature. This is because the former module, 
being near a known damaged region, may well have suffered 
damage that affects the metric but falls below the detectable 
threshold of the quality or ECC evaluation mechanism of the 
symbology. If the discrepancy is extracted directly from a 
damaged module, or if the metric is one of the types that spans 
multiple modules and that span includes the damaged one, the 
adjustment will not be applied at all. 
0.124. In step 174, these individual confidence values are 
then used to determine an overall confidence in the candidate 
symbol 30 as genuine (or counterfeit), with the individual 
confidence values being weighted appropriately as described 
above using image fidelity, resolution and symbol damage 
information. 

(0.125. In step 176, it is determined whether the result is 
sufficiently definite to be acceptable. If the comparison of the 
signature data yields an indeterminate result (for example, the 
individual metrics having contradictory indications not 
resolvable through the use of the data weighting mechanism), 
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the user submitting the symbol for verification is prompted to 
re-submit another image of the symbol for processing, and the 
process returns to step 152. 
0.126 For practical reasons, the number of permitted 
retries is limited. In step 178, it is determined whether the 
retry limit has been exceeded. If so, a further return for res 
canning is prevented. 
I0127. Once the analysis has been completed successfully, 
the results of the comparison analysis are reported in step 180. 
The report may be pass/fail, or may indicate the level of 
confidence in the result. These results may be displayed 
locally or transferred to a networked computer system or 
other device for further action. If the result is still indetermi 
nate when the retry limit is reached, that also proceeds to step 
178, where the indeterminate result may be reported as such. 
I0128. Upon the storing of the signature data extracted 
from the mark 20 shown in FIG. 1, the present embodiment is 
capable of recognizing that same mark as genuine when pre 
sented as a candidate mark 30 by virtue of the fact that, when 
analyzed by the same process, the candidate mark 30 is deter 
mined to possess the same signature data (at least to a desired 
level of statistical confidence). Similarly, the present embodi 
ment is capable of identifying a counterfeit copy 30 of the 
mark 20 shown in FIG. 1 or distinguishing a different unique 
instance 30 of the mark by recognizing that the signature data 
(e.g., as extracted from the instance of the mark in FIG. 3) 
does not match the signature data originally stored from when 
the genuine mark shown in FIG. 1 was originally processed. 

Operation on Distorted Substrates 

I0129. In developing the signature metrics in an embodi 
ment, immunity to distortions of the substrate upon which the 
analyzed marks are made may be important. Module lumi 
nance or color, module grid position bias, Void or mark loca 
tions and edge profile shape are properties where the extrac 
tion methods employed can be made largely immune to 
signature data impacts caused by presentation on distorted 
Substrates. This is accomplished by using feature extraction 
methods that dynamically scale to the presented mark geom 
etry independent of changes in markaspect ratio. The primary 
mechanism for this in an embodiment is the creation of the 
best-fit grid for the candidate mark at the start of extraction. 
This is especially important in the case where the genuine 
mark 20 is made on a label travelling on a flat label web and 
the label is then applied to an object that is not flat, such as a 
bottle with a curved surface. The candidate marks 30 submit 
ted for analysis to check their status as genuine or counterfeit 
may be acquired for processing while on the non-flat surface 
(e.g., a round bottle). The ability to verify symbols presented 
on various Substrate geometries with minimum impact on the 
reported signature metrics represents a significant advantage 
to the methods described herein. 

Local Reference Measurements for Metric Data for 
Environmental Immunity 

0.130. To further make the extraction of accurate signature 
data robust in an embodiment, various methods described 
herein may utilize area-local referencing within the analyzed 
symbol for composing the signature data. This provides 
greater immunity to things like the aforementioned substrate 
distortion, non-uniform lighting of the candidate symbol 
when acquired for processing, non-ideal or low quality optics 
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in the acquiring device, or many other environmental or sys 
tematic variables. In an embodiment, the metric reference 
localizations are: 

0131 1. Average module color, pigmentation or mark 
intensity reference the nearest neighbor(s) of the opposite 
module state (dark vs. light or light vs. dark). Where a cell is 
identified as a significant feature 92 with deviant average 
pigmentation density, the cells for which it was a nearest 
neighbor may need to be reassessed discounting the identified 
deviant cell as a reference. 

0132 2. Module grid position bias is referenced to the 
overall symbol best fit grid, and as such has native adaptive 
reference localization. 

0.133 3. The analysis of extraneous marks or voids in the 
symbol modules uses module-local color, pigmentation or 
mark intensity references. In other words, the image lumi 
nance histogram within the analyzed module itself provides 
reference values for the applied methods. 
0134. 4. The projection methods used to extract the shapes 
of long continuous edges in the symbol are differential in 
nature and have native immunity to typical impacting Vari 
ables. 

0135 FIG. 12 depicts an alternative embodiment that is 
similar to the process described with reference to FIG. 5, but 
that may use types of mark other than the 2-D symbol. For 
instance, the symbol may be a 1-D linear barcode, a company 
logo, etc. FIG. 12 shows some features of a 1-D linear barcode 
200 that may be used as signature metrics. These include: 
variations in the width of and/or spacing between bars 202; 
variations in the average color, pigmentation or intensity 204; 
voids in black bars 206 (or black spots in white stripes); or 
irregularities in the shape of the edges of the bars 208. 

Analysis by the Autocorrelation Method 

0136. In the embodiments described above, the raw list of 
data for each metric may first be array-index matched and 
subjected to normalized correlation to a like-order extracted 
metric set from a candidate symbol. These correlation results 
are then used to arrive at a match/no match decision (genuine 
VS. counterfeit). To do that, storage of the signature includes 
the Sorting order of the original genuine symbol modules as 
well as the trained metrics values themselves, complete for 
each metric. In addition to the exhaustive storage need, the 
raw data is not “normalized.” because each metric has its own 
scale, sometimes unbounded, which complicates the selec 
tion of storage bit-depths. A typical implementation of the 
above-described embodiments has a stored signature size of 
approximately 2 kilobytes. 
0137 Referring now to FIGS. 13 to 17, an alternative 
embodiment of metrics post-processing, storage and com 
parison methods is applied after the original artifact metrics 
have been extracted and made available as an index-array 
associated list (associable by module position in the symbol). 
Based on autocorrelation, the application of this new post 
processing method can, in at least some circumstances, yield 
several significant benefits when compared to the signatures 
of the previous embodiments. Most significant is a reduction 
in data package size. For example, a 75% reduction in the 
stored signature data has been realized. Even more (up to 90% 
reduction) is possible with the application of some minor 
additional data compression methods. This dramatic reduc 
tionarises from the use of autocorrelation, list sorting, and the 
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resultant normalization and data-modeling opportunities 
these mechanisms allow to be applied to the original artifacts 
data. 
0.138. Where in the embodiments described above the 
analysis of a particular set of metrics data takes the form of 
comparing the sorted raw metrics extracted from a candidate 
symbol to the like-ordered raw metrics extracted from the 
genuine symbol, the autocorrelation method compares the 
autocorrelation series of the sorted candidate symbol metrics 
data to the autocorrelation series of the (stored) Sorted genu 
ine symbol data—effectively we now correlate the autocor 
relations. In an embodiment, the Normalized Correlation 
Equation is used: 

ity nX. Wiyi -X XX y 
Wn) v - (X x.) Win) yi - (Xy;) 

where r is the correlation result, n is the length of the metric 
data list, and X and y are the Genuine and Candidate metrics 
data sets. When the operation is implemented as an auto 
correlation, both data sets X and y are the same. 
0.139. To produce the autocorrelation series, the correla 
tion is performed multiple times, each time offsetting the 
series X by one additional index position relative to the series 
y (remembering that y is a copy of X). As the offset progresses 
the data set must "wrap' back to the beginning as the last 
index in they data series is exceeded due to the X index offset; 
this is often accomplished most practically by doubling they 
data and “sliding the X data from offset 0 through offset n to 
generate the autocorrelation series. 
0140. In implementing the autocorrelation approach, the 

first benefit observed is that it is not necessary to store the 
signature data values themselves as part of the stored data. In 
autocorrelation, a data series is simply correlated against 
itself. So, where previously it was necessary to deliver both 
the extraction (sort) order and genuine signature data values 
to the verification device for validation, now only the sort/ 
extraction order for the autocorrelation series operation need 
be provided. 
0.141. The genuine autocorrelation signature needed to 
compare to the candidate symbol results does not require 
storing or passing the genuine data to the verifier. Because the 
operation of generating the signature is always performed on 
Sorted metrics data, the autocorrelation series for the original 
artifacts information is always a simple polynomial curve. 
Therefore, rather than needing to store the entire autocorre 
lation series of each genuine symbol metric, it is Sufficient to 
store a set of polynomial coefficients that describe (to a pre 
determined order and precision) a best-fit curve matching the 
shape of the genuine autocorrelation results for each metric. 
I0142. In an embodiment, r is computed, where each 
term X, is an artifact represented by its magnitude and loca 
tion, and each termy, X, where j is the offset of the two 
datasets, for j-0 to (n-1). Because the X, are sorted by mag 
nitude, and the magnitude is the most significant digits of X, 
there is a very strong correlation at or near j=0, falling off 
rapidly towards in/2. Becausey is a copy of X, and n-are 
interchangeable. Therefore, the autocorrelation series always 
forms the U-shaped curve shown in FIG. 13, which is neces 
sarily symmetric about j=0 and j n/2. It is therefore only 
necessary to compute half of the curve, although in FIG. 13 
the whole curve from j=0 to jn is shown for clarity. 
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0143. In practice, it has been found that a 6th order equa 
tion using 6 byte floating point values for the coefficients 
always matches the genuine data to within 1% curve fit error 
or “recognition fidelity.” That is to say, if a candidate valida 
tion is done using the actual autocorrelation numbers and then 
the validation is done again on the same mark using the 
polynomial-modeled curve, the match scores obtained will be 
within 1% of each other. That is true both of the high match 
score for a genuine candidate mark and of the low match score 
for a counterfeit candidate mark. That allows a complete 
autocorrelation series to be represented with only 7 numbers. 
Assuming that 100 data points are obtained for each metric, 
and that there are 6 metrics (which have been found to be 
reasonable practical numbers), that yields a reduction of 600 
data values to only 42, with no loss of symbol differentiability 
or analysis fidelity. Even if the individual numbers are larger, 
for example, if the 600 raw numbers are 4 byte integers and 
the 42 polynomial coefficients are 6 byte floating point num 
bers, there is a nearly 90% data reduction. In one experimen 
tal prototype, 600 single byte values became 424-byte floats, 
reducing 600 bytes to 168 bytes, a 72% reduction. 
0144. Further, the stored signature data is now explicitly 
bounded and normalized. The polynomial coefficients are 
expressed to a fixed precision, the autocorrelation data itself 
is by definition always between -1 and +1, and the sort order 
list is simply the module array index location within the 
analyzed symbol. For a 2-D data matrix, the module array 
index is a raster-ordered index of module position within a 
symbol, ordered from the conventional origin datum for that 
symbology, and thus has a maximum size defined by the 
definition of the matrix symbology. In one common type of 
2-D data matrix, the origin is the point where two solid bars 
bounding the left and bottom sides of the grid meet. There is 
also established a standard sorted list length of 100 data points 
for each metric, giving a predictable, stable and compact 
signature. 
0145. In an embodiment, the comparison of a genuine 
signature to a candidate now begins with “reconstituting the 
genuine symbol autocorrelation signature by using the stored 
polynomial coefficients. Then, the raw metrics data is 
extracted from the candidate symbol, and is sorted in the same 
sort order, which may be indicated as part of the genuine 
signature data if it is not predetermined. 
0146 The candidate metrics data is then autocorrelated. 
The resultant autocorrelation series may then be correlated 
against the reconstituted genuine autocorrelation curve for 
that metric, or alternatively the two curves may be compared 
by computing a curve-fit error between the pair. This corre 
lation is illustrated graphically in FIGS. 13 and 16. This final 
correlation score then becomes the individual “match' score 
for that particular metric. Once completed for all metrics, the 
“match” scores are used to make the genuine/counterfeit 
decision for the candidate symbol. 
0147 Additionally, use can further be made of the auto 
correlation curves by applying power-series analysis to the 
data via discrete Fourier transform (DFT): 

where X is the k" frequency component, N is the length of 
the metric data list, and X is the metrics data set. 
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0.148. The Power Series of the DFT data is then calculated. 
Each frequency component, represented by a complex num 
ber in the DFT series, is then analyzed for magnitude, with the 
phase component discarded. The resulting data describes the 
distribution of the metric data spectral energy, from low to 
high frequency, and it becomes the basis for further analysis. 
Examples of these power series are shown graphically in 
FIGS. 14, 15, and 17. 
014.9 Two frequency-domain analytics are employed: 
Kurtosis and a measure of energy distribution around the 
center band frequency of the total spectrum, referred to as 
Distribution Bias. Kurtosis is a common statistical operation 
used for measuring the “peakedness” of a distribution, useful 
here for signaling the presence of tightly grouped frequencies 
with limited band spread in the power series data. In an 
embodiment, a modified Kurtosis function may be employed 
as follows: 

W 

... n=1 
kurt : - OSS N(N - 1)s' 

where Y is the mean of the power series magnitude data, s is 
the standard deviation of the magnitudes, and N is the number 
of analyzed discrete spectral frequencies. 
0150. The Distribution Bias is calculated as 

(N2)-l W 
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DB = 

where N is the number of analyzed discrete spectral frequen 
cies. 

0151. The smooth polynomial curve of the genuine sym 
bol metric signatures (arising from the by-magnitude Sorting) 
yields recognizable characteristics in the spectral signature 
when analyzed in the frequency domain. A candidate symbol, 
when the metrics data are extracted in the same order as 
prescribed by the genuine signature data, will present a simi 
lar spectral energy distribution if the symbol is genuine. In 
other words, the genuine sort order "agrees” with the candi 
date's metric magnitudes. Disagreement in the sorted mag 
nitudes, or other Superimposed signals (such as photocopying 
artifacts), tend show up as high-frequency components that 
are otherwise absent in the genuine symbol spectra, thus 
providing an additional measure of symbol authenticity. This 
addresses the possibility that a counterfeit autocorrelation 
series might still satisfy the minimum statistical match 
threshold of the genuine symbol. This is a remote possibility, 
but can conceivably happen when using normalized correla 
tion if the overall range of the data is large compared to the 
magnitude of the errors between individual data points and 
the natural sort order of the dominant metric magnitudes 
happens to be close to that of the genuine symbol. The distri 
bution characteristics of the DFT power series of such a signal 
will reveal the poor quality of the match via the high frequen 
cies present in the Small amplitude match errors of the can 
didate series. Such a condition could be indicative of a pho 
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tocopy of a genuine symbol. In specific terms, here we expect 
a high Kurtosis and a high Distribution Ratio in the spectra of 
a genuine symbol. 
0152 Along with the autocorrelation match score, one can 
make use of this power series distribution information as a 
measure of "confidence' in the verification of a candidate 
symbol. 
0153 FIG. 13 shows a comparison of the autocorrelation 
series for a single metric between a genuine item (polynomial 
approximation) and a candidate symbol (genuine in this 
case). Note the close agreement—here the correlation 
between the two autocorrelation series exceeds 93%. 
0154 FIG. 14 is a power series from the original genuine 
autocorrelation data used for FIG. 13. It can clearly be seen 
that the spectrum is dominated by low frequencies. 
(O155 FIG. 15 is a power series similar to FIG. 14 from a 
cell phone acquired image of the genuine item of FIG. 14. 
Some image noise is present, but the overall power spectrum 
closely matches the genuine spectrum, with the same domi 
nance of low frequency components. 
0156 FIG. 16 shows a comparison of the autocorrelation 
series for a single metric between the polynomial approxima 
tion for a genuine item and a candidate symbol (here a coun 
terfeit). There is considerable disagreement, and the candi 
date autocorrelation is noticeably more jagged than in FIG. 
13. The numeric correlation between the two series is low 
(<5%), and the jagged shape of the data is also apparent in the 
DFT analysis (below). 
O157 FIG. 17 shows the power series from the cell phone 
acquired image of the counterfeit symbol of plot 4. Note how 
the low frequency components are diminished with the total 
spectral energy now spread out to include significant portions 
of the higher frequency range. 

Alternate Embodiment Using String Literal Comparisons 
0158 Referring now to FIG. 18, in some implementations 

it is desirable to avoid the use of computationally intensive 
methods such as numeric correlation or other statistical 
operations. In other instances, the mark being used for signa 
ture extraction may not be a data carrying symbol, or may be 
a symbol with limited data capacity, that does not allow for 
the association of the mark signature metrics with a unique 
identifier, Such as a serial number. In an alternate embodi 
ment, the signature data for the mark may be encoded as a 
string of bytes, which may be visualized as ASCII characters, 
rather than the numeric magnitude data used in the above 
example. This alternate data format provides the ability to use 
the signature data directly to look-up a particular mark (e.g., 
in a database) as would normally be done using a serial 
number in the case of a data carrying symbol. When encoding 
the mark data as a literal string of ASCII characters, the 
signature ASCII data itself becomes the unique identifier 
information for the mark, acting as would a serial number for 
example as in the case of a data carrying symbol. 
0159. In this embodiment, rather than storing the location 
and magnitude of each signature metric for a mark, what is 
stored is the presence (or absence) of significant signature 
features and each of the evaluated locations within a mark. 
For example, in the case of a 2-D Data Matrix symbol that 
does not carry/encode a unique identifier/serial number, the 
signature data may be stored as a string of characters, each 
encoding the presence/absence of a feature exceeding the 
minimum magnitude threshold for each signature metric in a 
module, but not encoding further data about the magnitude or 
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number of features in any one metric. In this example, each 
module in the symbol has 4 bits of data, one bit for each of the 
signature metrics, where a “1” indicates that the particular 
metric signature has a significant feature at that module loca 
tion. Therefore, in this example, every possible combination 
of the four metrics extracted and tested against the magnitude 
limit minima may be encoded in one half byte per module: 
0000 (hexadecimal 0) through 1111 (hexadecimal F), with 
0000 meaning that none of the tested signature metrics are 
present to a degree greater than the magnitude minimum in 
that particular module and 1111 meaning that all four of the 
tested signature metrics are present to a degree greater than 
the magnitude minimum in that particular module. 
0160. In the example of a 2-D data matrix 250 shown in 
FIG. 18, the first six modules are coded as follows. A first 
module 252 has no artifact for average luminance: it is satis 
factorily black. It has no grid bias. It does have a large white 
Void. It has no edge shape artifact: its edges are straight and 
even. It is thus coded 0010. A second module 254 has a void 
and an edge shape artifact, and is coded 0011. A third module 
256 is noticeably gray rather than black, but has no other 
artifacts, and is coded 1000. A fourth module 258 has no 
artifacts, and is coded 0000. A fifth module 260 has a grid bias 
but no other artifacts, and is coded 0100. A sixth module has 
no artifacts, and is coded 0000. Thus, the first six modules are 
coded as binary 00100011 1000000001000000, or hexadeci 
mal 238040, or decimal 35-128-64, or ASCII He(a). (Some 
ASCII codes, especially those in the extended range from 
decimal 128-255, have variable character assignments. That 
is not important for the present implementation, because they 
are never actually expressed as human-readable characters.) 

Analysis Under the String Literal Encoding Embodiment 
0.161 Signature metrics of the genuine mark are stored as 
an ASCII string, encoding the signature data as described 
above. Using a 2-D Data Matrix code as an example, with a 
typical symbol size of 22x22 modules, the ASCII string por 
tion containing the unique signature data would be 242 char 
acters in length, assuming the data is packed 2 modules per 
character (byte). The signature strings of genuine marks are 
stored in a database, flat file, text document or any other 
construct appropriate for storing populations of distinct char 
acter strings. The stored data may be on local storage where it 
is expected to be needed, or may be searchable over a network 
on any connected data storage server or device. 
0162. In this example, the process by which a candidate 
mark is evaluated to determine if it is genuine is as follows: 
0163 1. The candidate symbol is analyzed and its signa 
ture ASCII string extracted. 
0164. 2. This signature string is used as a search query of 
the stored genuine signature data to attempt to find a match 
within the genuine signature data set. 
0.165 3. The stored data is subjected to a test for an exact 
match of the complete candidate search String. If a complete 
string match is not found, an approximate match may be 
sought, either by searching for Sub-strings or by a “fuzzy 
match' search on the whole strings. Algorithms to search a 
candidate string against a database of reference Strings, and 
return the identity of the best match(es) and the percentage 
identity, are well known and, in the interests of conciseness, 
will not be further described here. 
(0166 4. Where the search returns a match to one reference 
string of at least a first, minimum confidence match threshold, 
the original and candidate symbols may be accepted as the 
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same. Where the search returns no string with a percentage 
match above a second, lower threshold, the candidate symbol 
may be rejected as counterfeit or invalid. 
0167 5. Where the search returns one reference string 
with a percentage match between the first and second thresh 
olds, the result may be deemed to be indeterminate. Where the 
search returns two or more referencestrings with a percentage 
match above the second threshold, the result may be deemed 
to be indeterminate, or a further analysis may be conducted to 
match the candidate string with one or other of the reference 
Strings. 
0168 6. When the result is indeterminate, the user submit 
ting the symbol for verification may be prompted to re-submit 
another image of the symbol for processing. Instead, or in 
addition, the signature extraction method may employ a retry 
method for encoding the individual features in the original 
image. The retry method may be applied to any module whose 
signature data in the candidate symbol is close to the magni 
tude minimum threshold for that metric. (In this embodiment, 
the signature data magnitude is not available for the stored 
original symbols.) If the symbol being analyzed uses an error 
correction mechanism, the retry method may be applied to 
any module in a symbol, or part of the symbol, that the error 
correction mechanism indicates as possibly damaged or 
altered. Instead, or in addition, any signature data with a 
magnitude that is close to that minimum magnitude threshold 
may be de-emphasized, for example, by searching with its 
presence bit asserted (set to 1) and then again with the bit 
un-asserted (set to 0), or by substituting a “wild-card” char 
acter. Alternatively, the percentage match query may be 
recomputed giving reduced or no weight to those bits repre 
senting features that are close to the threshold. 
0169. 7. Once completed successfully, the results of the 
comparison analysis are reported. These results may be dis 
played locally or transferred to a networked computer system 
or other device for further action. Indeterminate results may 
be reported as such. 
0170 The advantages of embodiments described herein 
include, without limitation, the ability to uniquely identify an 
item by using a mark that has been placed on the item for 
another purpose, without the need to specifically introduce 
overt or covert elements for the purposes of anti-counterfeit 
ing. A further advantage is that Such identification can be very 
difficult to counterfeit. Further advantages include the ability 
to integrate the functions of the present disclosure into exist 
ing technologies commonly used to read barcode symbols, 
Such as machine vision cameras, bar code readers and con 
Sumer 'smartphones' equipped with cameras, without alter 
ing the primary behavior, construction or usability of the 
devices. Another advantage, in the case of a 2-dimensional 
barcode for example, is the ability to use the signature data as 
a means of providing a redundant data-carrier for the purpose 
of identifying an item. 
0171 In an instance where damage to the candidate mark 
makes it only partially readable, or makes it impossible to 
read and/or decode a data-carrying symbol, or the like, 
undamaged identifying features of only a portion of the mark 
may be sufficient to identify the mark. Once the candidate 
mark is thus identified with a genuine mark, the signature of 
the genuine mark can be retrieved from Storage, and any 
information that was incorporated into the signature. Such as 
a serial number of the marked item, may be recovered from 
the retrieved signature instead of directly from the damaged 
mark. Thus, the signature data, either in combination with 
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partially recovered encoded symbol information or not, can 
be used to uniquely identify an item. This has many advan 
tages, particularly considering how a data carrying mark may 
be damaged during a marked items transit through a manu 
facturer's Supply chain. This challenge has commonly been 
addressed by ensuring a data carrier is created with a very 
high quality or 'grade' at the point of marking. The goal was 
to produce a mark of such high quality that it will still be fully 
readable even after undergoing significant degradation due to 
physical damage in the Supply chain. That put an excessive 
burden of cost and reduced manufacturing yields on the pro 
ducer of the item as he endeavored to ensure that only marks 
of the highest quality entered his supply chain. The present 
embodiment has the advantage of removing the need for 
producing marks of the highest quality while still providing a 
way of identifying unreadable marks that cannot be decoded 
in the normal way because of symbol damage. 
0172. As mentioned above, a symbol other than a 1-D or 
2-D barcode may be used as a target symbol. A company logo, 
for example, may function as the target symbol. The features, 
and the specific variations in those features, that are used as 
signature metrics are almost limitless. In some embodiments, 
the mark need not be applied with a view to extracting signa 
ture data according to the present methods. Instead, a mark 
that had already been created could be used, provided that it 
contains suitable artifact features. 
0173 Where an original mark is applied to an original 
item, and/oran original item is appended to an original object, 
the mark or item may contain information about the item or 
object. In that case, the above-described methods and systems 
may include Verifying information about the item or object 
that is included in the mark or item, even when the underlying 
item or object is not physically replaced or altered. For 
example, where an object is marked with an expiry date, it 
may be desirable to reject an object with an altered expiry date 
as “not authentic' even if the object itself is the original 
object. Embodiments of the present systems and methods will 
produce that result, if the artifacts used for verification are 
found in the expiry date, for example, as imperfections of 
printing. Other information Such as lot numbers and other 
product tracking data may similarly be verified. 
0.174 Various embodiments have been described in terms 
of acquiring an entire 2-D barcode for signature data. How 
ever, the mark may be divided into smaller Zones. Where the 
original mark is large enough, and has enough artifacts that 
are potential signature data, only one, or fewer than all, Zones 
may be acquired and processed. Where more than one Zone is 
acquired and processed, the signature data from different 
Zones may be recorded separately. That is especially useful if 
the mark is a symbol encoding data with error correction, and 
the error correction relates to Zones smaller than the entire 
symbol. Then, if the error correction indicates that part of the 
candidate symbol is damaged, the signature data from the 
damaged part can be disregarded. 
0.175. Although the embodiments have been described pri 
marily in terms of distinguishing an original mark (and by 
implication an original item to which that mark is applied or 
attached) from a counterfeit copy of the mark, the present 
methods, apparatus, and products may be used for other pur 
poses, including distinguishing between different instances 
of the original mark (and item). 
0176). In the interests of simplicity, specific embodiments 
have been described in which the artifacts are defects in 
printing of a printed mark, applied either directly to the item 
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that is to be verified, or to a label applied to an object that is to 
be verified. However, as has already been mentioned, any 
feature that is sufficiently detectable and permanent, and suf 
ficiently difficult to duplicate, may be used. 
0177. Some of the embodiments have been described as 
using a database of signature data for genuine items, within 
which a search is conducted for a signature data that at least 
partially matches the signature data extracted from a candi 
date mark. However, if the candidate item is identified as a 
specific genuine item in Some other way, a search may be 
unnecessary, and the signature data extracted from the can 
didate mark may be compared directly with the stored signa 
ture data for the specific genuine item. 
0178. In view of the many possible embodiments to which 
the principles of the present discussion may be applied, it 
should be recognized that the embodiments described herein 
with respect to the drawing figures are meant to be illustrative 
only and should not be taken as limiting the scope of the 
claims. Therefore, the techniques as described herein con 
template all such embodiments as may come within the scope 
of the following claims and equivalents thereof. 
We claim: 
1. A system for verifying the authenticity of a printed mark, 

the system comprising: 
an image acquisition device that acquires an image of the 

printed mark; and 
one or more processors that carry out actions comprising: 

receiving the image from the image acquisition device; 
analyzing the image to identify imperfections in the 

printed mark; 
retrieving a genuine mark signature from a database of 

genuine mark signatures, wherein the genuine mark 
signature is based on imperfections of an original 
verified printed mark; 

comparing the identified imperfections with the genuine 
mark signature; and 

determining whether the printed mark is authentic based 
on the comparison. 

2. The system of claim 1, wherein the printed mark 
includes coded information regarding a manufactured item. 

3. The system of claim 1, wherein the printed mark is a 
logo. 

4. The system of claim 1, wherein 
the coded information includes an item identifier, and 
the one or more processors retrieve the genuine mark sig 

nature from the database using the item identifier. 
5. The system of claim 1, wherein the image acquisition 

device comprises a bar code reader. 
6. The system of claim 1, wherein 
the printed mark is a symbol comprising an array of printed 

cells, and 
the identified imperfections comprise features of at least 

some of the printed cells that were produced when the 
symbol was produced. 

7. The system of claim 6, wherein the features comprise a 
deviation in the average color of one or more of the printed 
cells. 

8. The system of claim 6, wherein the features comprise a 
bias in the position of one or more of the printed cells. 

9. The system of claim 6, wherein the features comprise 
differences in the nominal color of one or more of the printed 
cells. 

10. The system of claim 6, wherein the features comprise 
voids within one or more of the printed cells. 
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11. The system of claim 6, wherein the features extraneous 
marks near one or more of the printed cells. 

12. The system of claim 6, wherein the features comprise a 
deviation from a nominal shape of a continuous edge. 

13. The system of claim 1, wherein the one or more pro 
cessors compare the identified imperfections with the genu 
ine mark signature by identifying imperfections that are 
present in the genuine mark signature but absent from the 
image of the printed mark. 

14. The apparatus of claim 1, wherein the one or more 
processors compare the identified imperfections with the 
genuine mark signature by identifying imperfections that are 
present in the image of the printed mark but absent from the 
genuine mark signature. 

15. The system of claim 1, wherein 
the one or more processors analyze the image to identify 

imperfections in the printed mark by analyzing the 
image to determine the presence of irregularities along 
one or more edges of features of the printed mark, and 

the one or more processors compare the identified imper 
fections with the genuine mark signature by comparing 
the irregularities along one or more edges of features of 
the printed mark with irregularities along one or more 
edges of the genuine mark signature. 

16. The system of claim 1, wherein the system is a cell 
phone. 

17. A method for establishing a genuine mark signature for 
an item, the method comprising: 

receiving an image of a printed mark from an image acqui 
sition device, wherein the printed mark includes imper 
fections resulting from a printing process that printed the 
mark; 

forming a genuine mark signature based on the imperfec 
tions; and 

storing the genuine mark signature in a database. 
18. The method of claim 17, wherein the printed mark 

includes coded information regarding the item. 
19. The method of claim 17, wherein the printed mark is a 

logo. 
20. The method of claim 17, wherein the genuine mark 

signature is based at least in part on irregularities along an 
edge of a feature of a barcode previously printed for a verified 
original item. 

21. The method of claim 20, wherein 
the irregularities are among the imperfections on which the 

genuine mark signature is based, and 
forming the genuine mark signature comprises giving the 

irregularities greater weight than the rest of the imper 
fections. 

22. The method of claim 17, further comprising storing, 
along with the genuine mark signature, information regarding 
a device involved in the printing process. 

23. The method of claim 17, further comprising storing, 
along with the genuine mark signature, information regarding 
the image acquisition device. 

24. The method of claim 17, wherein 
the coded information comprises an item identifier, and 
storing the genuine mark signature comprises using the 

item identifier to retrieve 
the genuine mark signature from a database. 
25. The method of claim 17, further comprising: 
printing the mark; and 
applying the mark to the item. 
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26. A method for verifying the authenticity of an unverified 
item, the method comprising: 

acquiring an image of a barcode that accompanies the 
unverified item, wherein the barcode includes coded 
information associated with a verified original item; 

analyzing the image to identify irregularities along an edge 
of a feature of the barcode: 

retrieving a signature of a genuine barcode from a database 
of genuine barcode signatures, wherein the signature is 
based at least in part on irregularities along an edge of a 
feature of a barcode previously printed for the verified 
original item; 

comparing the identified irregularities of the barcode that 
accompanies the unverified item with the signature; and 

determining whether the unverified item is authentic based 
on the comparison. 

27. The method of claim 26, 
wherein the barcode is a counterfeit barcode and the sig 

nature is a signature of a genuine barcode, and 
wherein the counterfeit barcode contains the same coded 

information as the genuine mark. 
k k k k k 


