a2 United States Patent

Mohammed et al.

US009672516B2

US 9,672,516 B2
Jun. 6, 2017

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

")

@

(22)

(65)

(60)

(1)

(52)

(58)

COMMUNICATION PROTOCOLS FOR
PROCESSING AN AUTHORIZATION
REQUEST IN A DISTRIBUTED COMPUTING
SYSTEM

Applicant: Visa International Service

Association, San Francisco, CA (US)
Inventors: Sayeed Mohammed, Foster City, CA
(US); Joseph Bjorn Ovick, San
Francisco, CA (US); Diane C. Salmon,
Lafayette, CA (US); Nancy L. Kim,
San Francisco, CA (US)

VISA INTERNATIONAL SERVICE
ASSOCIATION, San Francisco, CA
us)

Assignee:

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 146 days.

Appl. No.: 14/656,221

Filed: Mar. 12, 2015

Prior Publication Data
US 2015/0262177 Al Sep. 17, 2015
Related U.S. Application Data

Provisional application No. 61/952,820, filed on Mar.
13, 2014.

Int. CL.
GO6K 19/00 (2006.01)
G06Q 40/00 (2012.01)
(Continued)
U.S. CL
CPC ... G06Q 20/401 (2013.01); GO6Q 20/10

(2013.01); G06Q 20,22 (2013.01)

Field of Classification Search
CPC G06Q 20/10; GO6Q 20/401; GO6Q 20/40;
HO4L 47/80; HO4L 47/828; HO4L 67/10

(Continued)

Linked Account
Controller 118

Authorization
Request 212

Authorizalion
Response 208

Available
Resource 20|

(56) References Cited
U.S. PATENT DOCUMENTS
4,941,090 A 7/1990 McCarthy
5,025,372 A 6/1991 Burton et al.
(Continued)
FOREIGN PATENT DOCUMENTS
Jp 2003502763 1/2003
Jp 2004303015 10/2004
(Continued)

OTHER PUBLICATIONS

International Patent Application PCT/US2010/024057, Interna-
tional Search Report & Written Opinion, Sep. 28, 2010.

(Continued)

Primary Examiner — Laura Gudorf

(74) Attorney, Agent, or Firm — Greenberg Traurig, LLP

57 ABSTRACT

Systems and methods implementing a communication pro-
tocol for the authorization of transfer of resources in a
computer system having a plurality of computers, including
a centralized router connecting to source account controllers
and destination account controllers that are connected to
readers. A reader communicates a first authorization request
having a source identifier to a portal coupled with a data
storage storing data linking the source identifier to a linked
identifier. The portal communicates with a respective linked
account controller to obtain a response identifying an avail-
able resource. Based on the response, the reader generates a
further authorization request for a requested resource from a
source account identified by the source identifier to a des-
tination account associated with the reader.
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1

COMMUNICATION PROTOCOLS FOR
PROCESSING AN AUTHORIZATION
REQUEST IN A DISTRIBUTED COMPUTING
SYSTEM

RELATED APPLICATIONS

The present application claims priority to Prov. U.S. Pat.
App. Ser. No. 61/952,820, filed Mar. 13, 2014, the entire
disclosure of which is hereby incorporated herein by refer-
ence.

FIELD OF THE TECHNOLOGY

At least some embodiments presented in the disclosure
relate to a computing system having a plurality of computers
connected via one or more networks in general and, more
particularly but not limited to, protocols for communication
among a plurality of computers for authorization of resource
transfer.

BACKGROUND

The Internet provides a communication channel for flex-
ible communication connections among various computing
devices connected to it. For example, web browsers running
in computing devices may access web servers via standard-
ized communication protocols, such as Hypertext Transfer
Protocol (HTTP), Hypertext Transfer Protocol Secure
(HTTPS), File Transfer Protocol (FTP), etc.

For security reasons, reliability reasons, and/or other
reasons, certain computers are interconnected via propriety
networks and/or dedicated network connections. For
example, certain computers configured with high security
considerations may be connected via dedicated network
connections. For example, financial transaction card origi-
nated messages transmitted in accordance with ISO 8583 are
generally propagated in secure networks.

Combining existing propriety networks and/or dedicated
network connections with open connections offered by the
Internet may offer advantages in some instances.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments are illustrated by way of example and
not limitation in the figures of the accompanying drawings
in which like references indicate similar elements.

FIG. 1 shows a computing system in which communica-
tion techniques of embodiments disclosed herein can be
used.

FIGS. 2-5 illustrate communication protocols for request-
ing authorization to transfer resources according to one
embodiment.

FIGS. 6-9 illustrate the applications of communication
techniques to process reward redemption according to some
embodiments.

FIG. 10 shows a payment processing system in which the
communication techniques can be used according to one
embodiment.

FIG. 11 illustrates a transaction terminal according to one
embodiment.

FIG. 12 illustrates an account identifying device accord-
ing to one embodiment.

FIG. 13 illustrates a data processing system according to
one embodiment.

DETAILED DESCRIPTION

In one embodiment, a communication protocol is pro-
vided in a computing system having multiple computers
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2

connected via multiple networks to facilitate the authoriza-
tion of the transfer of resources among accounts.

FIG. 1 shows a computing system in which communica-
tion techniques of embodiments disclosed herein can be
used.

In FIG. 1, resources can be transferred from source
accounts (121) and linked accounts (123) to destination
accounts (113) in response to interactions between mobile
devices (107) that present source identifiers (125) and read-
ers (109) that are associated with destination accounts (113).

In FIG. 1, the destination account controllers (115) are
computers that control destination accounts (113). Each of
the destination account controllers (115) controls their
respective sets of one or more destination accounts (113).
Each destination account (113) is associated with one or
more reader IDs (111) of readers (109). Each reader (109)
has a unique reader ID (111) that can be used to identify the
destination account (113) represented by the reader (109).
Thus, when an authorization request for a resource transfer
is originated in a reader (109) that has a reader ID (111) and
that is connected to a destination controller (115), the
authorization request is considered for a transfer to a desti-
nation account (113) that is controlled by the destination
controller (115) and that is associated with the correspond-
ing reader ID (111).

In FIG. 1, the source accounts controllers (117) are
computers that control source accounts (121). Each of the
source account controller (117) controls their respective set
of one or more source accounts (121). Each of the source
accounts (121) in the system is uniquely identified by a
source identifier (125). Each of the mobile devices (107) is
configured to present a source identifier (125) to any of the
readers (109) during a communication interaction.

In a communication interaction between a mobile device
(107) and a reader (109), the reader (109) obtains the source
identifier (125) from the mobile device (107) and generates
an authorization request for the transfer of resources from
the source account (121) identified by the source identifier
(125) obtained from the mobile device (107) to a destination
account (113) identified by the reader (109) having the
reader ID (111) and connected to the destination account
controller (115) of the respective destination account (113)
that is associated with the same reader 1D (111).

In FIG. 1, the authorization request is to be approved by
the centralized router (101) and/or the respective source
account (121) having the source identifier (125) in accor-
dance with predetermined security policies.

In FIG. 1, the centralized router (101) is a set of one or
more computers coupled between the source account con-
trollers (117) and the destination account controllers (115).
Each of the destination account controllers (115) is con-
nected to the centralized router (101) to communicate autho-
rization requests to the centralized router (101) and to
receive from the centralized router (101) respective autho-
rization responses corresponding to the respective authori-
zation requests.

In FIG. 1, each of the source account controllers (117) is
connected to the centralized router (101) to receive autho-
rization requests from the centralized router (101) and to
transmit to the centralized router (101) respective authori-
zation responses corresponding to the respective authoriza-
tion requests.

In FIG. 1, the centralized router (101) routes the autho-
rization requests for transfers from source accounts (121)
identified by respective source identifiers (125) to respective
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source account controllers (117) based on the association
between the source account controllers and the source
identifiers (125).

In FIG. 1, the centralized router (101) routes the autho-
rization responses for transfers to destination accounts (113)
to respective destination account controllers (115) based on
the identification information of the destination account
controllers (115) and/or the destination accounts (113) that
are received in respective authorization requests.

Thus, the centralized router (101) routes an authorization
request, originated by a reader (109) interacting with a
mobile device (107) having the source identifier (125), from
a destination account controller (115) connected to the
reader (109) to the source account controller (117) identified
by the source identifier (125), receives the authorization
response from the source account controller (117) and routes
the authorization response back to the respective destination
account controller (115), which provides the authorization
response to the respective reader (109). In one embodiment,
the communication messages between the centralized router
(101) and the source account controllers (117) or the desti-
nation account controllers (115) are in accordance with a
publish standard to support interoperability, such as ISO
8583.

In one embodiment, each of the reader (109) is a separate
computer disposed at a different location. A mobile device
(107) is configured with a source identifier (125) to be read
by the reader (109), e.g., via scanning using laser, reading a
magnetic data strip mounted on a plastic card, reading via
near field communications. In some instances, the source
identifier (125) may be read by a person and entered
manually in the reader (109) via a keypad.

In FIG. 1, a portal (103) is provided to allow a direct
connection to a reader (109) without going through its
destination controller (115). For example, the reader (109)
may establish a connection with the portal (103) over
Internet, without using the network connection between the
reader (109) and its destination account controller (115). For
example, the reader (109) can be configured to communicate
with the portal (103) over the Internet using Hypertext
Transfer Protocol (HTTP), Hypertext Transfer Protocol
Secure (HTTPS), File Transfer Protocol (FTP), etc.

In FIG. 1, the portal (103) is a set of one or more
computers separate from the centralized router (101). How-
ever, the portal (103) is connected with the centralized route
(101) (e.g., via an intranet) for secure data communications.

In FIG. 1, both the centralized router (101) and the portal
(103) have access to the shared data storage (105) that at
least stores data associating a source identifier (125) with a
linked identifier (127).

In FIG. 1, the storing of the data in the data storage (105)
linking the source identifier (125) and the linked identifier
(127) allows the initiation of the transfer from a linked
account (123) when the mobile device (107) presents the
source identifier (125) but not the linked identifier (127).

In FIG. 1, a linked account controller (119) is a separate
computer that controls a set of one or more linked accounts
(123). Each of the linked accounts (123) is identified by its
linked identifier (127).

FIG. 1 illustrates an example of one linked account
controller (119). However, the system can be expanded to
include multiple linked account controllers (119), each con-
trolling a separate set of linked accounts (123).

In one embodiment, the linked account controller (119) is
connected to the portal (103) via Internet (or a dedicated
secure connection). Alternatively or in combination, the
linked account controller (119) may be connected to the
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centralized router (101) in a way similar to the connection
between a source account controller (117) and the central-
ized router (101). In some instances, the linked account
controller (119) is one of the source account controller (117)
and controls a set of source accounts (121).

At least some embodiments presented in the disclosure
provide communication protocols for the multiple comput-
ers, connected via the various network connections illus-
trated in FIG. 1, to process an authorization request origi-
nated by the reader (109) reading the source identifier (125)
from the mobile device (107), in view of the data stored in
the data storage (105) linking the source identifier (125) to
the linked identifier (127).

FIGS. 2-5 illustrate communication protocols for request-
ing authorization to transfer resources according to one
embodiment. For example, the communication protocols
illustrated in FIGS. 2-5 can be implemented in a system
illustrated in FIG. 1 with or without the variations discussed
above.

In FIG. 2, after the mobile device (107) presents the
source identifier (125) to the reader (109) to initiate a
transfer of resources, the reader (109) sends a first authori-
zation request (201) to the portal (103) without going
through its destination account controller (115). The first
authorization request (201) includes the source identifier
(125) to indicate a source of the transfer.

Based on the data linking the source identifier (125) and
the linked identifier (127), the portal (103) translates the first
authorization request (201) to a second authorization request
(202) that identifies the linked identifier (127) and routes the
second authorization request (202) to the linked account
controller (119) that controls the linked account (123) iden-
tified by the linked identifier (127).

Based on a predetermined set of rules, the linked account
controller (119) provides an authorization response (203)
that identifies the available resource (205) in the linked
account (123). In one embodiment, the authorization
response (203) authorizes the transfer of the available
resource (205) from the linked account (123) to the desti-
nation account (113) associated with the reader (109) having
the reader ID (111) and connected to the destination account
controller (115).

In FIG. 2, the portal (103) routes the authorization
response (203) back to the reader (109) via the direct
connection between the portal (103) and the reader (109)
(e.g., a connection established over the Internet or a dedi-
cated connection, without going through the destination
account controller (115)).

Based on the identification of the available resource (205)
identified in the authorization response (203) from the linked
account controller (119), the reader (109) determines a
requested resource (207) and generates a third authorization
request (211) transmitted to the destination account control-
ler (115). The third authorization request (211) identifies the
requested resource (207) and the source identifier (125)
received from the mobile device (107). In one embodiment,
the third authorization request (211) is generated by the
reader (109) without reading the mobile device (107) again.

The destination account controller (115) routes the autho-
rization request (211), via the centralized router (101), to the
source account controller (117), for an authorization
response (213) made by the source account controller (117)
controlling the source account (121) identified by the source
identifier (125).
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The centralized router (101) routes the authorization
request (211) received from the source account controller
(117) back to the reader (109) via the destination account
controller (115).

Thus, with a single communication interaction between
the reader (109) and the mobile device (107) to initiate a
transfer using the source identifier (125), the communication
protocol allows the authorization of the transfer of resources
from both the linked account (123) and the source account
(121).

In some embodiments, the reader (109) may present the
available resource (205) and receive a user input to accept or
reject the transfer of the available resource (205) from the
linked account (123) as part of the transfer of resources from
the source account (121) identified by the source identifier
(125). The requested resources (207) is then computed based
on the user input in connection with the available resource
(205) identified by the linked account controller (119).

FIG. 3 shows an embodiment in which the authorization
response (203) is routed back to the reader (109) via the
destination account controller (115).

In FIG. 3, after the mobile device (107) presents the
source identifier (125) to the reader (109) to initiate a
transfer of resources, the reader (109) sends a first authori-
zation request (201) to the portal (103) without going
through its destination account controller (115) (e.g., using
a connection established over the Internet or a dedicated
connection, without going through the destination account
controller (115)). The first authorization request (201)
includes the source identifier (125) to indicate a source of the
transfer.

Based on the data linking the source identifier (125) and
the linked identifier (127), the portal (103) translates the first
authorization request (201) to a second authorization request
(202) that identifies the linked identifier (127) and routes the
second authorization request (202) to the linked account
controller (119) that controls the linked account (123) iden-
tified by the linked identifier (127).

Based on a predetermined set of rules, the linked account
controller (119) provides an authorization response (203)
that identifies the available resource (205) in the linked
account (123). The authorization response (203) authorizes
the transfer of the available resource (205) from the linked
account (123) to the destination account (113) associated
with the reader (109) having the reader ID (111) and
connected to the destination account controller (115).

In FIG. 3, the portal (103) routes the authorization
response (203) back to the reader (109) via the centralized
router (101) and the destination account controller (115).

For example, based on an identifier of the reader (109)
provided in the first authorization request (201), such as the
reader ID (111), the portal (103) and/or the centralized router
(101) determines the identity of the destination account
controller (115) to which the reader (109) is connected.
Thus, the portal (103) provides the authorization response
(203) received from the linked account controller (119) to
the centralized router (101), which then provides the autho-
rization response (203) to the destination account controller
(115) that is in control of the destination account (113)
associated with the reader (109). Based on the reader ID
(111) (e.g., initially provided in the first authorization
request (201)), the destination account controller (115)
routes the authorization response (203) back to the reader
(109), which is in general as illustrated in FIG. 1 one of
many readers (109) connected to the destination account
controller (115) and/or associated with the destination
account (113).
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Based on the identification of the available resource (205)
identified in the authorization response (203) from the linked
account controller (119), the reader (109) determines a
requested resource (207) and generates a third authorization
request (211) transmitted to the destination account control-
ler (115). The third authorization request (211) identifies the
requested resource (207) and the source identifier (125)
received from the mobile device (107). In one embodiment,
the third authorization request (211) is generated by the
reader (109) without reading the mobile device (107) again.

The destination account controller (115) routes the autho-
rization request (211), via the centralized router (101), to the
source account controller (117), for an authorization
response (213) made by the source account controller (117)
controlling the source account (121) identified by the source
identifier (125).

The centralized router (101) routes the authorization
request (211) received from the source account controller
(117) back to the reader (109) via the destination account
controller (115).

Since the destination account controller (115) is in the
path of both the authorization responses (203) and (213) for
the authorizations of the transfers from the linked accounts
(123) and the source account (121), the destination account
controller (115) is in a better and informed position to
request actual transfer of resources from the linked accounts
(123) and the source account (121) to the destination
account (113).

FIG. 4 shows an embodiment in which the reader (109)
communicates the first authorization request (201) and its
associated authorization response (203) via the destination
account controller (115), while the portal (103) is used to
communicate with the linked account controller (119) via a
connection over the Internet.

In FIG. 4, after the mobile device (107) presents the
source identifier (125) to the reader (109) to initiate a
transfer of resources, the reader (109) sends a first authori-
zation request (201) to the destination account controller
(115), in a way as a third authorization request (211) is
transmitted to the destination account controller (115). The
first authorization request (201) identifies the source iden-
tifier (125). The destination account controller (115) trans-
mits the authorization request (201) to the centralized router
(101).

In FIG. 4, based on the data linking the source identifier
(125) and the linked identifier (127), the centralized router
(101) translates the first authorization request (201) to a
second authorization request (202) that identifies the linked
identifier (127) and routes the second authorization request
(202) via the portal (103) to the linked account controller
(119) that controls the linked account (123) identified by the
linked identifier (127).

Based on a predetermined set of rules, the linked account
controller (119) provides an authorization response (203)
that identifies the available resource (205) in the linked
account (123). The authorization response (203) authorizes
the transfer of the available resource (205) from the linked
account (123) to the destination account (113) associated
with the reader (109) having the reader ID (111) and
connected to the destination account controller (115).

In FIG. 4, the portal (103) routes the authorization
response (203) back to the reader (109) via the centralized
router (101) and the destination account controller (115).

Based on the identification of the available resource (205)
in the authorization response (203) from the linked account
controller (119), the reader (109) determines a requested
resource (207) and generates a third authorization request
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(211) transmitted to the destination account controller (115).
The third authorization request (211) identifies the requested
resource (207) and the source identifier (125) received from
the mobile device (107). The third authorization request
(211) is generated by the reader (109) in response to the
authorization response (203) without reading the mobile
device (107) again.

The destination account controller (115) routes the autho-
rization request (211), via the centralized router (101), to the
source account controller (117), for an authorization
response (213) made by the source account controller (117)
controlling the source account (121) identified by the source
identifier (125).

The centralized router (101) routes the authorization
request (211) received from the source account controller
(117) back to the reader (109) via the destination account
controller (115).

FIG. 5 shows an embodiment in which the linked account
controller (119) is connected to the centralized router (101)
in a way a source account controller (117) is connected to the
centralized router (101). Thus, the second authorization
request (202) and its response (203) can be routed through
the centralized router (101) without using the portal (103).

In FIG. 5, after the mobile device (107) presents the
source identifier (125) to the reader (109) to initiate a
transfer of resources, the reader (109) sends a first authori-
zation request (201) to the destination account controller
(115), in a way as a third authorization request (211) is
transmitted to the destination account controller (115). The
first authorization request (201) identifies the source iden-
tifier (125). The destination account controller (115) trans-
mits the authorization request (201) to the centralized router
(101).

In FIG. 5, based on the data linking the source identifier
(125) and the linked identifier (127), the centralized router
(101) translates the first authorization request (201) to a
second authorization request (202) that identifies the linked
identifier (127) and routes the second authorization request
(202) to the linked account controller (119) that controls the
linked account (123) identified by the linked identifier (127).

Based on a predetermined set of rules, the linked account
controller (119) provides an authorization response (203)
that identifies the available resource (205) in the linked
account (123). The authorization response (203) authorizes
the transfer of the available resource (205) from the linked
account (123) to the destination account (113) associated
with the reader (109) having the reader ID (111) and
connected to the destination account controller (115).

In FIG. 5, the centralized router (101) receives the autho-
rization response (203) from the linked account controller
(119) (e.g., via a dedicated secure connection) and routes the
authorization response (203) back to the reader (109) via the
destination account controller (115).

Based on the identification of the available resource (205)
in the authorization response (203) from the linked account
controller (119), the reader (109) determines a requested
resource (207) and generates a third authorization request
(211) transmitted to the destination account controller (115).
The third authorization request (211) identifies the requested
resource (207) and the source identifier (125) received from
the mobile device (107). The third authorization request
(211) is generated by the reader (109) in response to the
authorization response (203) without reading the mobile
device (107) again.

The destination account controller (115) routes the autho-
rization request (211), via the centralized router (101), to the
source account controller (117), for an authorization
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response (213) made by the source account controller (117)
controlling the source account (121) identified by the source
identifier (125).

The centralized router (101) routes the authorization
request (211) received from the source account controller
(117) back to the reader (109) via the destination account
controller (115).

Thus, in FIGS. 2-5, after a single communication inter-
action between the reader (109) and the mobile device (107)
to initiate a transfer using the source identifier (125), the
communication protocol allows the authorization of the
transfer of resources from both the linked account (123) and
the source account (121).

In some embodiments, the reader (109) may present the
available resource (205) and receive a user input to accept or
reject the transfer of the available resource (205) from the
linked account (123) as part of the transfer of resources from
the source account (121) identified by the source identifier
(125). The requested resources (207) is then computed based
on the user input in connection with the available resource
(205) identified by the linked account controller (119).

FIGS. 2-5 illustrate examples of linking a source identifier
(125) with a linked identifier (127). In other examples, the
source identifier (125) can be linked with a plurality of
linked identifiers (127) of different linked accounts (123).
The reader (109) may repeatedly generate authorization
requests for transfer from the source account (121) identified
by the source identifier (125) and the portal (103) and/or the
centralized router (101) may repeatedly map the requests to
corresponding linked accounts (123) identified the associ-
ated linked identifiers (127), until the linked accounts have
available resources and the last authorization request is
routed to the responsible source account controller (117) for
the source account (121) identified by the source identifier
(125).

The communication techniques discussed in FIGS. 1-5
can be used in many applications. For example, the transfer
of resources can have applications in the transfer of digital
tokens, digital rights, payment currencies, loyalty rewards,
etc. For example, the transtfer of resources can have appli-
cations in the transfer of payment currencies in terms of
financial currencies from payment accounts as source
accounts and reward currencies from reward accounts as
linked accounts. In some embodiments, the linked accounts
are also payment accounts.

For example, in one embodiment, a transaction handler of
an electronic payment processing network can be imple-
mented as the centralized router (101). Acquirer processors
controlling the merchant accounts can be implemented as
the destination account controllers (115) of the destination
accounts (113); and the issuer processors controlling the
consumer payment accounts can be implemented as the
source account controllers (117) of the source accounts
(121). Loyalty reward hosts controlling the reward accounts
can be implemented as the linked account controller (119) of
the linked accounts (123). The transaction terminals of
merchants can be implemented as the readers (109) config-
ured to read payment devices, or account identification
devices, implemented as the mobile device (107) illustrated
in FIG. 1.

For example, a system and method can be provided to
allow loyalty points redemption at POS terminal using the
communication protocols discussed above. The method
operates by using POS integration to process point redemp-
tion. When a payment transaction is initiated at the POS
terminal, the POS terminal visits a portal of a transaction
handler to obtain rewards authorization. A rewards broker at



US 9,672,516 B2

9

transaction handler communicates with the issuer or reward
host to obtain authorization of a points redemption deal and
causes the POS terminal to prompt the user to accept the
deal. Based on the response of the user, the POS terminal
generates a further authorization request for a transaction in
the payment account for the remaining balance of the
transaction. During clearing and settlement, the loyalty
broker, the portal, or the POS terminal may push the
transaction to the acquirer processor. Thus, a user can be
presented with the option to use a just-in-time point redemp-
tion deal, communicated via out of band communication
channel with the transaction handler, and seamlessly charge
the remaining balance to the payment account, as if the
authorization for the transaction were performed once from
the user point of view.

In one embodiment, the first authorization request (201)
for a transaction in the payment account results in a pre-
authorization of a point redemption deal that provides a
predetermined amount of benefit, which corresponds to the
available resource (205) identified in the authorization
response (203). The further authorization request (211) for a
transaction in the payment account is generated automati-
cally by the POS terminal for a modified transaction amount
in the same payment account.

In one embodiment, the first authorization request (201)
may be transmitted from the transaction terminal (105) to a
transaction handler (143) via an acquirer processor (147) in
away as illustrated in FIG. 6 (or FIG. 5). In FIG. 6, the issuer
processor (145) corresponds to a linked account controller
(119) in FIG. 5, the transaction handler (143) to a centralized
router (101), the acquirer processor (147) to a destination
account controller (115), and the transaction terminal (144)
to a reader (109).

Alternatively, as illustrated in FIG. 7, the first authoriza-
tion request (201) may be transmitted from the transaction
terminal (144) to a transaction handler (143) without going
through the acquirer processor (147) of the merchant; and
the transaction handler (143) may push the reward authori-
zation information to the acquirer processor (147). For
example, the transaction terminal (144) may communicate
the first authorization request (201) to the transaction han-
dler (143) via a portal (103), as illustrated in U.S. Pat. App.
Pub. No. 2013/0268333, the disclosure of which is hereby
incorporated herein by reference. For example, the tech-
niques of FIGS. 2-4 can be used to receive the first autho-
rization request (201) in the portal (103) for further routing
to the issuer processor (145), or a reward host, implemented
as the linked account controller (119) illustrated in FIGS.
2-4.

In FIG. 8, after the account information (142) identifying
a consumer payment account (146) is provided to the
transaction terminal (144) to initiate a payment transaction
in the consumer account (146) identified by the account
information (142), the transaction terminal (144) is config-
ured to initiate a rewards inquiry to the acquirer processor
(147) using an acquirer front end. The acquirer processor
(147) uses a rewards authorization API of the transaction
handler (143) to perform rewards inquiry. The transaction
handler (143) uses a rewards authorization API to commu-
nicate with the loyalty points bank (181) (e.g., as a linked
account controller (119)) for rewards inquirer.

In FIG. 8, the rewards inquiry provides the loyalty reward
balance associated with the account information (142) and/
or the consumer account (146) and/or provides a predeter-
mined rewards redemption deal as the available resource
(205).
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In FIG. 8, the rewards inquiry provides an authorization
for the redemption up to the balance of the loyalty reward of
the user, or the predetermined rewards redemption deal.
Alternative, a response to the rewards inquirer provides the
balance information, but no authorization.

In FIG. 8, after the transaction terminal (144) obtains the
response to the rewards inquiry, the transaction terminal
(144) prompts the user (101) to accept or reject the reward
redemption deal. In some embodiments, the user (101) may
specify an amount of redeemed loyalty rewards.

If the rewards inquiry does not provides an authorization
for the redemption, the transaction terminal (105) may
transmit an authorization request for the redemption of the
rewards requested by the user.

In FIG. 8, if the rewards inquiry provides an authorization
for the redemption that is accepted by the user and the
redeemed rewards is insufficient to match the transaction
amount for the payment transaction, the transaction terminal
(144) is configured to automatically generate a further
authorization request (211) for the remaining balance of the
transaction in the consumer account (146) identified by the
account information (142). The transaction handler (143)
routes the further authorization request (211) to the issuer
processor (145), as the centralized router (101) routing the
authorization request (211) to the source account controller
(117) in FIGS. 2 and 5.

FIG. 9 illustrates a settlement process in which acquirer
process (147) is configured to amend a settlement request
received from the transaction terminal (144), prior to trans-
mitting the amended settlement request to the transaction
handler (143). In one embodiment, the acquirer processor
(147) is configured to amend the account funding source
based on issuer rewards program to generate the amended
settlement request. For example, the acquirer processor may
substitute the account information (142) with the funding
source of the loyalty rewards to settle the portion of the
transaction that is funded by the redeemed rewards. In some
embodiments, when the authorization response (203) iden-
tifying the available resource (205) (e.g., available redemp-
tion deal, or reward balance available for redemption) is
propagated through the acquirer processor (147), e.g., in a
way as being propagated through the destination account
controller (115) as illustrated in FIGS. 3-5, the acquirer
processor (147) can translate a single settlement request into
a plurality of settlement requests corresponding to the plu-
rality of authorization responses (e.g., 203 and 213) for
transferring from the linked account (123) and the source
account (121). The transaction handler (143) provides settle-
ment advice to the settlement bank (183) to receive funds
from the issuer processor (145) and complete transfer to the
merchant account controlled by the acquirer processor
(147).

Alternatively, the transaction terminal (105) or the trans-
action handler (103) may amend the settlement request in a
similar manner.

In one embodiment, a system and method is configured to:
receive an authorization request for a transaction in a pay-
ment account; in response to the authorization request,
identify a deal to redeem an amount of loyalty benefit
applicable to the transaction; provide a pre-authorization of
the deal as a response to the authorization request, the
pre-authorization causing a POS terminal to prompt a user to
provide an input to accept or reject the deal; receive a
subsequent authorization request for the transaction, the
subsequent authorization identifying a transaction amount in
the payment account based on a user response received at the
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POS terminal; and communicate with an issuer processor of
the payment account for an authorization of the transaction
amount.

Variations

Some embodiments use more or fewer components than
those illustrated in the figures. For example, in some
embodiments, the destination account controllers (115), the
centralized router (101), and the source account controllers
(117) may be operated by the same entity within an intranet.
In one embodiment, the destination account controllers
(115), the centralized router (101), and the source account
controllers (117) may be implemented in the same set of one
or more computers.

In some embodiments, the portal (103) is implemented
using the same set of one or more computers of the cen-
tralized router (101).

Transaction Processing

FIG. 10 shows a payment processing system in which the
communication techniques can be used according to one
embodiment.

In FIG. 10, the transaction handler (143) is coupled
between an issuer processor (145) and an acquirer processor
(147) to facilitate authorization and settlement of transac-
tions between a consumer account (146) and a merchant
account (148), in a way that the centralized router (101) is
coupled between the destination account controllers (115)
and the source account controllers (117). The transaction
handler (143) records the transactions in the data warehouse
(149). The portal (103) is coupled to the data warchouse
(149) to provide an out-of-band communication access (e.g.,
via the Internet). The portal (103) may be implemented as a
web portal, a telephone gateway, a file/data server, etc.

In FIG. 10, the transaction terminal (144) initiates the
transaction for a user (e.g., a customer) for processing by the
transaction handler (143). The transaction handler (143)
processes the transaction and stores transaction data about
the transaction in connection with account information
(142). The account information (142) may further include
data about the user, collected from issuers or merchants,
and/or other sources, such as social networks, credit
bureaus, merchant provided information, address informa-
tion, etc. In one embodiment, a transaction may be initiated
by a server (e.g., based on a stored schedule for recurrent
payments).

In FIG. 10, the consumer account (146) is under the
control of the issuer processor (145). The consumer account
(146) may be owned by an individual or an organization
such as a business, a school, etc. The consumer account
(146) may be a credit account, a debit account, or a stored
value account. The issuer may provide the consumer (e.g.,
user) an account identification device (141) as the mobile
device (107) to identify the consumer account (146) using
the account information (142). The respective consumer of
the account (146) can be called an account holder or a
cardholder, even when the consumer is not physically issued
a card, or the account identification device (141), in one
embodiment. The issuer processor (145) is to charge the
consumer account (146) to pay for purchases.

The account identification device (141) of one embodi-
ment is a plastic card having a magnetic strip storing the
account information (142) identifying the consumer account
(146) and/or the issuer processor (145). Alternatively, the
account identification device (141) is a smartcard having an
integrated circuit chip storing at least the account informa-
tion (142). The account identification device (141) may
optionally include a mobile phone having an integrated
smartcard.
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The account information (142) may be printed or
embossed on the account identification device (141). The
account information (142) may be printed as a bar code to
allow the transaction terminal (144) to read the information
via an optical scanner. The account information (142) may
be stored in a memory of the account identification device
(141) and configured to be read via wireless, contactless
communications, such as near field communications via
magnetic field coupling, infrared communications, or radio
frequency communications. Alternatively, the transaction
terminal (144) may require contact with the account iden-
tification device (141) to read the account information (142)
(e.g., by reading the magnetic strip of a card with a magnetic
strip reader).

The transaction terminal (144) is configured to transmit an
authorization request message to the acquirer processor
(147). The authorization request includes the account infor-
mation (142), an amount of payment, and information about
the merchant (e.g., an indication of the merchant account
(148)). The acquirer processor (147) asks the transaction
handler (143) to process the authorization request based on
the account information (142) received in the transaction
terminal (144). The transaction handler (143) routes the
authorization request to the issuer processor (145) and may
process and respond to the authorization request when the
issuer processor (145) is not available. The issuer processor
(145) determines whether to authorize the transaction based
at least in part on a balance of the consumer account (146).

The transaction handler (143), the issuer processor (145),
and the acquirer processor (147) may each include a sub-
system to identify the risk in the transaction and may reject
the transaction based on the risk assessment.

The account identification device (141) may include secu-
rity features to prevent unauthorized uses of the consumer
account (146), such as a logo to show the authenticity of the
account identification device (141), encryption to protect the
account information (142), etc.

The transaction terminal (144) of one embodiment is
configured to interact with the account identification device
(141) to obtain the account information (142) that identifies
the consumer account (146) and/or the issuer processor
(145). The transaction terminal (144) communicates with
the acquirer processor (147) that controls the merchant
account (148) of a merchant. The transaction terminal (144)
may communicate with the acquirer processor (147) via a
data communication connection, such as a telephone con-
nection, an Internet connection, etc. The acquirer processor
(147) is to collect payments for deposit into the merchant
account (148) on behalf of the merchant.

In one embodiment, the transaction terminal (144) is a
POS terminal at a traditional, offline, “brick and mortar”
retail store. In another embodiment, the transaction terminal
(144) is an online server that receives the account informa-
tion (142) of the consumer account (146) from the user
through a web connection. In one embodiment, the user may
provide account information (142) through a telephone call,
via verbal communications with a representative of the
merchant, and the representative enters the account infor-
mation (142) into the transaction terminal (144) to initiate
the transaction.

In one embodiment, the account information (142) can be
entered directly into the transaction terminal (144) to make
payments from the consumer account (146) without having
to physically present the account identification device (141).
When a transaction is initiated without physically presenting
the account identification device (141), the transaction is
classified as a “card-not-present” (CNP) transaction.
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In general, the issuer processor (145) may control more
than one consumer account (146), the acquirer processor
(147) may control more than one merchant account (148),
and the transaction handler (143) is connected between a
plurality of issuer processors (e.g., 145) and a plurality of
acquirer processors (e.g., 147). An entity (e.g., bank) may
operate both an issuer processor (145) and an acquirer
processor (147).

In one embodiment, the transaction handler (143), the
issuer processor (145), the acquirer processor (147), the
transaction terminal (144), the portal (103), and other
devices and/or services accessing the portal (103) are con-
nected via communications networks, such as local area
networks, cellular telecommunications networks, wireless
wide area networks, wireless local area networks, an
intranet, and the Internet. Dedicated communication chan-
nels may be used between the transaction handler (143) and
the issuer processor (145), between the transaction handler
(143) and the acquirer processor (147), and/or between the
portal (103) and the transaction handler (143).

In FIG. 10, the transaction handler (143) uses the data
warehouse (149) to store the records about the transactions,
such as the transaction records or the transaction data.

Typically, the transaction handler (143) is implemented
using a powerful computer, or cluster of computers func-
tioning as a unit, controlled by instructions stored on a
computer-readable medium. The transaction handler (143) is
configured to support and deliver authorization services,
exception file services, and clearing and settlement services.
The transaction handler (143) has a subsystem to process
authorization requests and another subsystem to perform
clearing and settlement services. The transaction handler
(143) is configured to process different types of transactions,
such credit card transactions, debit card transactions, prepaid
card transactions, and other types of commercial transac-
tions. The transaction handler (143) interconnects the issuer
processors (e.g., 145) and the acquirer processor (e.g., 147)
to facilitate payment communications.

In FIG. 10, the transaction terminal (144) is configured to
submit the authorized transactions to the acquirer processor
(147) for settlement. The amount for the settlement may be
different from the amount specified in the authorization
request. The transaction handler (143) is coupled between
the issuer processor (145) and the acquirer processor (147)
to facilitate the clearing and settling of the transaction.
Clearing includes the exchange of financial information
between the issuer processor (145) and the acquirer proces-
sor (147), and settlement includes the exchange of funds.

In FIG. 10, the issuer processor (145) is configured to
provide funds to make payments on behalf of the consumer
account (146). The acquirer processor (147) is to receive the
funds on behalf of the merchant account (148). The issuer
processor (145) and the acquirer processor (147) communi-
cate with the transaction handler (143) to coordinate the
transfer of funds for the transaction. The funds can be
transferred electronically.

The transaction terminal (144) may submit a transaction
directly for settlement, without having to separately submit
an authorization request.

In one embodiment, the portal (103) provides a user
interface to allow the user to organize the transactions in one
or more consumer accounts (146) of the user with one or
more issuers. The user may organize the transactions using
information and/or categories identified in the transaction
records, such as merchant category, transaction date,
amount, etc. Examples and techniques in one embodiment
are provided in U.S. Pat. App. Pub. No. 2007/0055597, and
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entitled “Method and System for Manipulating Purchase
Information,” the disclosure of which is hereby incorporated
herein by reference.

Transaction Terminal

FIG. 11 illustrates a transaction terminal (144) according
to one embodiment. The transaction terminal (144) illus-
trated in FIG. 11 can be used in various systems discussed
in connection with other figures of the present disclosure. In
FIG. 11, the transaction terminal (144) is configured to
interact with the account identification device (141) to
obtain the account information (142) about the consumer
account (146).

In one embodiment, the transaction terminal (144)
includes a memory (167) coupled to a processor (151),
which controls the operations of a reader (163), an input
device (153), an output device (165) and a network interface
(161). The memory (167) may store instructions for the
processor (151) and/or data, such as an identification that is
associated with the merchant account (148).

In one embodiment, the reader (163) includes a magnetic
strip reader. In another embodiment, the reader (163)
includes a contactless reader, such as a radio frequency
identification (RFID) reader, a near field communications
(NFC) device configured to read data via magnetic field
coupling (in accordance with ISO standard 14443/NFC), a
Bluetooth transceiver, a WiF1i transceiver, an infrared trans-
ceiver, a laser scanner, etc.

In one embodiment, the input device (153) includes key
buttons that can be used to enter the account information
(142) directly into the transaction terminal (144) without the
physical presence of the account identification device (141).
The input device (153) can be configured to provide further
information to initiate a transaction, such as a personal
identification number (PIN), password, zip code, etc., that
may be used to access the account identification device
(141), or in combination with the account information (142)
obtained from the account identification device (141).

In one embodiment, the output device (165) may include
a display, a speaker, and/or a printer to present information,
such as the result of an authorization request, a receipt for
the transaction, an advertisement, etc.

In one embodiment, the network interface (161) is con-
figured to communicate with the acquirer processor (147)
via a telephone connection, an Internet connection, or a
dedicated data communication channel.

In one embodiment, the instructions stored in the memory
(167) are configured at least to cause the transaction terminal
(144) to send an authorization request message to the
acquirer processor (147) to initiate a transaction. The trans-
action terminal (144) may or may not send a separate request
for the clearing and settling of the transaction. The instruc-
tions stored in the memory (167) are also configured to cause
the transaction terminal (144) to perform other types of
functions discussed in this description.

In one embodiment, a transaction terminal (144) may
have fewer components than those illustrated in FIG. 11. For
example, in one embodiment, the transaction terminal (144)
is configured for “card-not-present” transactions, and the
transaction terminal (144) does not have the reader (163).

In one embodiment, the transaction terminal (144) may
have more components than those illustrated in FIG. 11. For
example, in one embodiment, the transaction terminal (144)
is an ATM machine, which includes components to dispense
cash under certain conditions.

Account Identification Device

FIG. 12 illustrates an account identifying device accord-

ing to one embodiment. In FIG. 12, the account identifica-
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tion device (141) is configured to carry account information
(142) that identifies the consumer account (146).

In one embodiment, the account identification device
(141) includes the memory (167) coupled to the processor
(151), which controls the operations of a communication
device (159), the input device (153), an audio device (157)
and a display device (155). The memory (167) may store
instructions for the processor (151) and/or data, such as the
account information (142) associated with the consumer
account (146).

In one embodiment, the account information (142)
includes an identifier identifying the issuer (and thus the
issuer processor (145)) among a plurality of issuers, and an
identifier identifying the consumer account (146) among a
plurality of consumer accounts (146) controlled by the issuer
processor (145). The account information (142) may include
an expiration date of the account identification device (141),
the name of the consumer holding the consumer account
(146), and/or an identifier identifying the account identifi-
cation device (141) among a plurality of account identifi-
cation devices (141) associated with the consumer account
(146).

In one embodiment, the account information (142) may
further include a loyalty program account number, accumu-
lated rewards of the consumer in the loyalty program, an
address of the consumer, a balance of the consumer account
(146), transit information (e.g., a subway or train pass),
access information (e.g., access badges), and/or consumer
information (e.g., name, date of birth), etc.

In one embodiment, the memory (167) includes a non-
volatile memory, such as magnetic strip, a memory chip, a
flash memory, a Read Only Memory (ROM), etc. to store the
account information (142).

In one embodiment, the information stored in the memory
(167) of the account identification device (141) may also be
in the form of data tracks that are traditionally associated
with credits cards. Such tracks include Track 1 and Track 2.
Track 1 (“International Air Transport Association”) stores
more information than Track 2, and contains the cardhold-
er’s name as well as the account number and other discre-
tionary data. Track 1 is sometimes used by airlines when
securing reservations with a credit card. Track 2 (“American
Banking Association) is currently the most commonly used
and is read by ATMs and credit card checkers. The ABA
(American Banking Association) designed the specifications
of Track 1 and banks abide by it. It contains the cardholder’s
account number, encrypted PIN, and other discretionary
data.

In one embodiment, the communication device (159)
includes a semiconductor chip to implement a transceiver
for communication with the reader (163) and an antenna to
provide and/or receive wireless signals.

In one embodiment, the communication device (159) is
configured to communicate with the reader (163). The
communication device (159) may include a transmitter to
transmit the account information (142) via wireless trans-
missions, such as radio frequency signals, magnetic cou-
pling, or infrared, Bluetooth or WiFi signals, etc.

In one embodiment, the account identification device
(141) is in the form of a mobile phone, personal digital
assistant (PDA), etc. The input device (153) can be used to
provide input to the processor (151) to control the operation
of the account identification device (141), and the audio
device (157) and the display device (155) may present status
information and/or other information, such as advertise-
ments or offers. The account identification device (141) may
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include further components that are not shown in FIG. 12,
such as a cellular communications subsystem.

In one embodiment, the communication device (159) may
access the account information (142) stored on the memory
(167) without going through the processor (151).

In one embodiment, the account identification device
(141) has fewer components than those illustrated in FIG.
12. For example, the account identification device (141)
does not have the input device (153), the audio device (157)
and the display device (155) in one embodiment, and in
another embodiment, the account identification device (141)
does not have components (151-159).

For example, in one embodiment, the account identifica-
tion device (141) is in the form of a debit card, a credit card,
a smartcard, or a consumer device that has optional features
such as magnetic strips, or smartcards.

An example of an account identification device (141) is a
magnetic strip attached to a plastic substrate in the form of
a card. The magnetic strip is used as the memory (167) of the
account identification device (141) to provide the account
information (142). Consumer information, such as account
number, expiration date, and consumer name may be printed
or embossed on the card. A semiconductor chip implement-
ing the memory (167) and the communication device (159)
may also be embedded in the plastic card to provide the
account information (142) in one embodiment. In one
embodiment, the account identification device (141) has the
semiconductor chip but not the magnetic strip.

In one embodiment, the account identification device
(141) is integrated with a security device, such as an access
card, a radio frequency identification (RFID) tag, a security
card, a transponder, etc.

In one embodiment, the account identification device
(141) is a handheld and compact device. In one embodiment,
the account identification device (141) has a size suitable to
be placed in a wallet or pocket of the consumer.

Some examples of an account identification device (141)
include a credit card, a debit card, a stored value device, a
payment card, a gift card, a smartcard, a smart media card,
a payroll card, a health care card, a wrist band, a keychain
device, a supermarket discount card, a transponder, and a
machine-readable medium containing the account informa-
tion (142).

Hardware

In one embodiment, a computing apparatus is configured
to include some of the components of systems illustrated in
various figures, such as the mobile device (107), the reader
(109), the destination account controller (115), the central-
ized router (101), the data storage (105), the portal (103), the
source account controller (117), the linked account control-
ler (119), the transaction handler (143), the data warehouse
(149), the issuer processor (145), the acquirer processor
(147), the transaction terminal (144), the loyalty points bank
(181), the settlement bank (183), etc.

In one embodiment, at least some of the components can
be implemented as a computer system, such as a data
processing system (170) illustrated in FIG. 13. Some of the
components may share hardware or be combined on a
computer system. In one embodiment, a network of com-
puters can be used to implement one or more of the
components.

In one embodiment, the transaction handler (143) is a
payment processing system, or a payment card processor,
such as a card processor for credit cards, debit cards, etc.

FIG. 13 illustrates a data processing system according to
one embodiment. While FIG. 13 illustrates various compo-
nents of a computer system, it is not intended to represent
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any particular architecture or manner of interconnecting the
components. One embodiment may use other systems that
have fewer or more components than those shown in FIG.
13.

In FIG. 13, the data processing system (170) includes an
inter-connect (171) (e.g., bus and system core logic), which
interconnects the microprocessor(s) (173) and to memory
(167). The microprocessor (173) is coupled to cache
memory (179) in the example of FIG. 13.

In one embodiment, the inter-connect (171) interconnects
the microprocessor(s) (173) and the memory (167) together
and also interconnects them to input/output (I/O) device(s)
(175) via /O controller(s) (177). The /O devices (175) may
include the display device (155) and/or peripheral devices,
such as mice, keyboards, modems, network interfaces, print-
ers, scanners, video cameras and other devices known in the
art. In one embodiment, when the data processing system is
a server system, some of the /O devices (175), such as
printers, scanners, mice, and/or keyboards, are optional.

In one embodiment, the inter-connect (171) includes one
or more buses connected to one another through various
bridges, controllers and/or adapters. In one embodiment the
1/0O controllers (177) include a USB (Universal Serial Bus)
adapter for controlling USB peripherals, and/or an IEEE-
1394 bus adapter for controlling IEEE-1394 peripherals.

In one embodiment, the memory (167) includes one or
more of: ROM (Read Only Memory), volatile RAM (Ran-
dom Access Memory), and non-volatile memory, such as
hard drive, flash memory, etc.

Volatile RAM is typically implemented as dynamic RAM
(DRAM) that requires power continually in order to refresh
or maintain the data in the memory. Non-volatile memory is
typically a magnetic hard drive, a magnetic optical drive, an
optical drive (e.g., a DVD RAM), or other type of memory
system that maintains data even after power is removed from
the system. The non-volatile memory may also be a random
access memory.

The non-volatile memory can be a local device coupled
directly to the rest of the components in the data processing
system. A non-volatile memory that is remote from the
system, such as a network storage device coupled to the data
processing system through a network interface such as a
modem or Ethernet interface, can also be used.

In this description, some functions and operations are
described as being performed by or caused by software code
to simplify description. However, such expressions are also
used to specify that the functions result from the execution
of the code/instructions by a processor, such as a micropro-
Cessor.

Alternatively, or in combination, the functions and opera-
tions as described here can be implemented using special
purpose circuitry, with or without software instructions, such
as Application-Specific Integrated Circuit (ASIC) or Field-
Programmable Gate Array (FPGA). Embodiments can be
implemented using hardwired circuitry without software
instructions or in combination with software instructions.
Thus, the techniques are limited neither to any specific
combination of hardware circuitry and software, nor to any
particular source for the instructions executed by the data
processing system.

While one embodiment can be implemented in fully
functioning computers and computer systems, various
embodiments are capable of being distributed as a comput-
ing product in a variety of forms and are capable of being
applied regardless of the particular type of machine or
computer-readable media used to actually effect the distri-
bution.
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At least some aspects disclosed can be embodied, at least
in part, in software. That is, the techniques may be carried
out in a computer system or other data processing system in
response to its processor, such as a microprocessor, execut-
ing sequences of instructions contained in a memory, such as
ROM, volatile RAM, non-volatile memory, cache or a
remote storage device.

Routines executed to implement the embodiments may be
implemented as part of an operating system or a specific
application, component, program, object, module or
sequence of instructions referred to as “computer pro-
grams.” The computer programs typically include one or
more instructions set at various times in various memory and
storage devices in a computer, and that, when read and
executed by one or more processors in a computer, cause the
computer to perform operations necessary to execute ele-
ments involving the various aspects.

A machine-readable medium can be used to store software
and data that, when executed by a data processing system,
causes the system to perform various methods. The execut-
able software and data may be stored in various places
including for example ROM, volatile RAM, non-volatile
memory and/or cache. Portions of this software and/or data
may be stored in any one of these storage devices. Further,
the data and instructions can be obtained from centralized
servers or peer-to-peer networks. Different portions of the
data and instructions can be obtained from different central-
ized servers and/or peer-to-peer networks at different times
and in different communication sessions or in a same com-
munication session. The data and instructions can be
obtained in their entirety prior to the execution of the
applications. Alternatively, portions of the data and instruc-
tions can be obtained dynamically, just in time, when needed
for execution. Thus, it is not required that the data and
instructions be on a machine-readable medium in their
entirety at a particular instance of time.

Examples of computer-readable media include but are not
limited to recordable and non-recordable type media, such as
volatile and non-volatile memory devices, read only
memory (ROM), random access memory (RAM), flash
memory devices, floppy and other removable disks, mag-
netic disk storage media, optical storage media (e.g., Com-
pact Disk Read-Only Memory (CD ROMS), Digital Versa-
tile Disks (DVDs), etc.), among others. The computer-
readable media may store the instructions.

The instructions may also be embodied in digital and
analog communication links for electrical, optical, acousti-
cal or other forms of propagated signals, such as carrier
waves, infrared signals, digital signals, etc. However, propa-
gated signals, such as carrier waves, infrared signals, digital
signals, etc. are not tangible machine-readable medium and
are not configured to store instructions.

In general, a machine-readable medium includes any
mechanism that provides (i.e., stores and/or transmits) infor-
mation in a form accessible by a machine (e.g., a computer,
network device, personal digital assistant, manufacturing
tool, any device with a set of one or more processors, etc.).

In various embodiments, hardwired circuitry may be used
in combination with software instructions to implement the
techniques. Thus, the techniques are neither limited to any
specific combination of hardware circuitry and software nor
to any particular source for the instructions executed by the
data processing system.

Other Aspects

The description and drawings are illustrative and are not
to be construed as limiting. The present disclosure is illus-
trative of inventive features to enable a person skilled in the
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art to make and use the techniques. Various features, as
described herein, should be used in compliance with all
current and future rules, laws and regulations related to
privacy, security, permission, consent, authorization, and
others. Numerous specific details are described to provide a
thorough understanding. However, in certain instances, well
known or conventional details are not described in order to
avoid obscuring the description. References to one or an
embodiment in the present disclosure are not necessarily
references to the same embodiment, and, such references
mean at least one.

The use of headings herein is merely provided for ease of
reference and shall not be interpreted in any way to limit this
disclosure or the following claims.

Reference to “one embodiment” or “an embodiment”
means that a particular feature, structure, or characteristic
described in connection with the embodiment is included in
at least one embodiment of the disclosure. The appearances
of the phrase “in one embodiment” in various places in the
specification are not necessarily all referring to the same
embodiment, and are not necessarily all referring to separate
or alternative embodiments mutually exclusive of other
embodiments. Moreover, various features are described that
may be exhibited by one embodiment and not by others.
Similarly, various requirements are described that may be
requirements for one embodiment, but not other embodi-
ments. Unless excluded by explicit description and/or appar-
ent incompatibility, any combination of various features
described in this description is also included here. For
example, the features described above in connection with
“in one embodiment™ or “in some embodiments” can be all
optionally included in one implementation, except where the
dependency of certain features on other features, as apparent
from the description, may limit the options of excluding
selected features from the implementation, and incompat-
ibility of certain features with other features, as apparent
from the description, may limit the options of including
selected features together in the implementation.

The disclosures of the above discussed patent documents
are hereby incorporated herein by reference.

In the foregoing specification, the disclosure has been
described with reference to specific exemplary embodiments
thereof. It will be evident that various modifications may be
made thereto without departing from the broader spirit and
scope as set forth in the following claims. The specification
and drawings are, accordingly, to be regarded in an illus-
trative sense rather than a restrictive sense.

What is claimed is:

1. A reader in a computing system implementing a com-
munication protocol, the reader comprising:

at least one microprocessor;

at least one network interface; and

a memory storing instructions configured to instruct the at

least one microprocessor to implement the communi-
cation protocol over the at least one network interfaces
in the computing system having a plurality of comput-
ers, including a centralized router, a portal, and a data
storage storing data linking a source account identifier
with a linked identifier, wherein the centralized router
is connected to one or more destination account con-
trollers and one or more source account controllers, and
a set of readers are connected to the one or more
destination account controllers, wherein the communi-
cation protocol includes:
establishing, using the at least one network interface, a
communication connection between the portal and
the reader that is connected to a destination account
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controller via the at least one network interface,
wherein the communication connection does not go
through the destination account controller control-
ling a destination account associated with the reader;
and
in response to the reader obtaining the source identifier
from a mobile device:
transmitting, through the communication connection
to the portal, a first authorization request identi-
fying the source identifier, wherein
based on the data stored in the data storage linking
the source account identifier and the linked
identifier, the portal transmits a second autho-
rization request to a linked account controller
controlling a linked account identified by the
linked identifier, the second authorization
request including the linked account identifier;
and
the portal receives, from the linked account con-
troller, a first response to the second authoriza-
tion request, the first response identifying an
available resource for transferring from the
linked account to the destination account;
receiving, by the reader over the at least one network
interface, the first response;
generating, by the reader, a third authorization request
based on the available resource identified in the first
response;
transmitting, by the reader over the at least one network
interface, the third authorization request to the des-
tination account controller, the third authorization
request including the source identifier and a
requested resource to be transferred to the destina-
tion account, wherein
the centralized router receives the third authorization
request from the destination account controller;
the centralized router routes the third authorization
request to a source account controller that controls
a source account identified by the source identifier
contained in the third authorization request; and
the centralized router routes a second response to the
third authorization request from the source
account controller to the destination account con-
troller; and
receiving, by the reader over the at least one network
interface from the destination account controller, the
second response to the third authorization request.

2. The reader of claim 1, wherein the reader generates the
third authorization request without obtaining the source
identifier again from the mobile device after the first autho-
rization request is transmitted to the portal.

3. The reader of claim 1, wherein the reader receives the
first response using the communication connection between
the portal and the reader.

4. The reader of claim 3, wherein the communication
connection between the portal and the reader is established
via internet.

5. The reader of claim 1, wherein the reader receives the
first response via a connection through the destination
account controller.

6. The reader of claim 5, wherein the centralized router
receives the first response and routes the first response to the
destination account controller; and the reader receives the
first response from the destination account controller.

7. The reader of claim 6, wherein the destination account
controller is identified based on an identifier of the reader
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provided in the first authorization request to route the first
response to the destination account controller.

8. The reader of claim 1, wherein the first response
authorizes the transfer of the available resource identified in
the first response; and the reader prompts for an input to
accept or reject the transfer of the available resource from
the linked account to the destination account associated with
the reader.

9. The reader of claim 8, wherein the reader determines
the requested resource based on the available resource
identified in the first response and the input to accept or
reject the transfer of the available resource from the linked
account to the destination account associated with the
reader.

10. A non-transitory computer storage medium storing
instructions configured to instruct a computing device in a
computing system having a plurality of computers to imple-
ment a communication protocol, the communication proto-
col comprising:

establishing a communication connection between a por-

tal and a reader that is connected to a destination

account controller, wherein:

the communication connection does not go through the
destination account controller controlling a destina-
tion account associated with the reader;

the portal is coupled with a plurality of computers,
including a centralized router and a data storage
storing data linking a source account identifier with
a linked identifier;

the centralized router is connected to one or more
destination account controllers and one or more
source account controllers; and

a set of readers are connected to the one or more
destination account controllers; and

in response to the reader obtaining the source identifier

from a mobile device:

receiving in the portal through the communication
connection a first authorization request identifying
the source identifier;

based on the data stored in the data storage linking the
source account identifier and the linked identifier,
transmitting by the portal a second authorization
request to a linked account controller controlling a
linked account identified by the linked identifier, the
second authorization request including the linked
account identifier;

receiving, by the portal from the linked account con-
troller, a first response to the second authorization
request, the first response identifying an available
resource for transferring from the linked account to
the destination account;

communicating, by the portal, the first response to the
reader to cause the reader to generate a third autho-
rization request based on the available resource
identified in the first response and transmit the third
authorization request to the destination account con-
troller, the third authorization request including the
source identifier and a requested resource to be
transferred to the destination account;

receiving, in the centralized router, the third authoriza-
tion request from the destination account controller;

routing, by the centralized router, the third authoriza-
tion request to a source account controller that con-
trols a source account identified by the source iden-
tifier contained in the third authorization request; and

routing, by the centralized router, a second response to
the third authorization request from the source
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account controller to the destination account control-
ler which provides the response to the third autho-

rization request to the reader.
11. A method for a communication protocol implemented

5 in a computing system, the method comprising:

providing a plurality of computers, including a centralized
router, a portal, and a data storage storing data linking
a source account identifier with a linked identifier,
wherein the centralized router is connected to one or

10 more destination account controllers and one or more
source account controllers, and a set of readers are
connected to the one or more destination account
controllers;

s  providing a communication connection between the por-

tal and a reader that is connected to a destination
account controller, wherein the communication con-
nection does not go through the destination account
controller controlling a destination account associated
20 with the reader; and
in response to the reader obtaining the source identifier
from a mobile device:
receiving in the portal through the communication
connection a first authorization request identifying
25 the source identifier;
based on the data stored in the data storage linking the
source account identifier and the linked identifier,
transmitting by the portal a second authorization
request to a linked account controller controlling a
30 linked account identified by the linked identifier, the
second authorization request including the linked
account identifier;
receiving, by the portal from the linked account con-
troller, a first response to the second authorization
request, the first response identifying an available
resource for transferring from the linked account to
the destination account;
communicating, by the portal, the first response to the
40 reader to cause the reader to generate a third autho-
rization request based on the available resource
identified in the first response and transmit the third
authorization request to the destination account con-
troller, the third authorization request including the
45 source identifier and a requested resource to be
transferred to the destination account;
receiving, in the centralized router, the third authoriza-
tion request from the destination account controller;
routing, by the centralized router, the third authoriza-
50 tion request to a source account controller that con-
trols a source account identified by the source iden-
tifier contained in the third authorization request; and
routing, by the centralized router, a second response to
the third authorization request from the source
55 account controller to the destination account control-
ler which provides the response to the third autho-
rization request to the reader.

12. The method of claim 11, wherein the reader generates
the third authorization request without obtaining the source

60 identifier again from the mobile device after the first autho-
rization request is transmitted to the portal.

13. The method of claim 11, wherein the communicating
of the first response to the reader is via the communication
connection between the portal and the reader.

65  14. The method of claim 13, wherein the communication
connection between the portal and the reader is provided via
internet.

35
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15. The method of claim 11, wherein the communicating
of'the first response to the reader is via a connection through
the destination account controller.

16. The method of claim 15, wherein the communicating
of the first response to the reader includes:

receiving, in the centralized router, the first response; and

routing, by the centralized router to the destination

account controller, the first response, wherein the des-
tination account controller provides the first response to
the reader.

17. The method of claim 16, wherein the communicating
of the first response to the reader includes:

identifying the destination account controller based on an

identifier of the reader in the first authorization request
to route the first response to the destination account
controller.

18. The method of claim 17, wherein the first response
transmitted via the destination account controller to the

10

15
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reader allows the destination account controller to request a
transfer from the linked account to the destination account in
response to a transfer request from the reader identifying the
source identifier.

19. The method of claim 11, wherein the first response
authorizes the transfer of the available resource identified in
the first response; and the reader prompts for an input to
accept or reject the transfer of the available resource from
the linked account to the destination account associated with
the reader.

20. The method of claim 19, wherein the requested
resource is determined based on the available resource
identified in the first response and the input to accept or
reject the transfer of the available resource from the linked
account to the destination account associated with the
reader.



