Snyk Top 10: JavaScript OSS Vulnerabilities 2022 l@‘ snyk

These are the most prevalent critical and high open source vulnerabilities found by Snyk scans of JavaScript apps in 2022.
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Prototype pollution is an injection attack that A directory traversal attack aims to access files This is a type o b'jo en access contro|
targets JavaScript runtimes. An attacker might and directories that are stored outside the Remote code execution (RCE) allows an vu!nerablllty in V‘{h'Ch a u.ser or attacker
control 'the default values of an object's intended folder. By manipulating files with "dot- N S gains accesl-s tc|J |nforhma.t|o(r; that. they
properties. This allows the attacker to tamper dot-slash (../)" sequences and their variations, or device. This is often done through injection .are no.t explicitly authorized to view,
with the logic of the application. by using absolute file paths, it may be possible to attacks. In 2022, a big RCE vulnerability was including Pll, company data, system
access arbitrary files and directories stored on the Springdshell data/metadata, and more.
Top vuln: CVE-2021-43138 filesystem. ’ |
Fix: Upgrade async to version 2.6.4, 3.2.2, or Top vuln: CVE-2022-0354
higherF,)g ’ Top vuln: EYE2079 94785 e catlles |OEATEZ 7D Fix: Upgrade simple-get to version
P ’ Fix: Upgrade ejs to version 3.1.7 or higher. 282 3.1.1 4.0.1 or higher
Fix: Upgrade moment to version 2.29.2 or higher. Akt b Lo llp SiiSe gach
Regular Expression m Improper Input Validation
Denial of Service (ReDoS) . o o
Improper input validation is when the application ..
receives input (or data) but it does not take the SQL Injection Improper Privilege
The regular expression denial of service (ReDoS) necessary steps to validate the input or it simply Management
is a type of denial of service attack. Regular incorrectly validates the input. This can lead to SQL injection is a common method used by
expressions are incredibly powerful, but they aren't your application receiving unintended input which attackers to manipulate and access database Improper privilege management occurs
very intuitive and can ultimately end up making it may result in altered data or arbitrary code information. This is done by exploiting when an application or system fails to
easy for attackers to take your site down. execution. application vulnerabilities to inject malicious properly control and manage user
SQL code that alters SQL queries. privileges. If an application or system does
Top vuln: CVE-2021-380 Top vuln: CVE-2022-2421 not properly manage user privileges, it can
Fix: Upgrade Debian:10 node-ansi-regex to Fix: Upgrade socket.io-parser to version Top vuln: EVE-2016-20018 allow users to perform actions that they
version 3.0.0-1+deb10u1 or higher. 3.3.3,3.4.2,4.0.5,4.2.1 or higher. Fix: Upgrade knex to version 2.4.0 or higher. are not authorized to perform.

Top vuln: CVE-2022-0144

m Fix: Upgrade shelljs to version 0.8.5 or
m Improper Verification of higher.

Denial of Service (DoS) Cryptographic Signature

Denial of service (DoS) describes a family of Improper verification of cryptographic signatures
attacks, all aimed at making a system occurs when an application fails to properly verify
inaccessible to its intended and legitimate users. the authenticity of a digital signature. This may v
Attackers will attempt to trigger system crashes allow attackers to alter or forge signatures without
or spike resources to make services inoperable. detection and will create security vulnerabilities,
such as allowing attackers to impersonate
Top vuln: CVE-2022-38900 legitimate users or modify signed messages o o o
Fix: Upgrade decode-uri-component to without detection. Find and qultomatlca"y flx OSS vulns
version 0.2.2 or higher. in your JavaScript apps for free with Snyk. snyk

Top vuln: CVE-2022-25898

Fix: Upgrade jsrsasign to version 10.5.25 or TOP lIo

higher. Start free
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