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Background 

Pursuant to A.R.S. § 41-2953, the Joint Legislative Audit Committee assigned the sunset 
review of the Arizona Department of Homeland Security (AZDOHS) to the Senate Government 
Committee of Reference and the House Military Affairs and Public Safety Committee of 
Reference.  

In 2006, the Legislature established the AZDOHS to enhance the state's ability to prevent 
and respond to acts of terrorism and other critical hazards. The direction, operation and control of 
the AZDOHS are the responsibility of the Director. The Director is appointed by the Governor 
with consent of the Senate and serves at the pleasure of the Governor. To be eligible for 
appointment as Director, a person must have a background or experience in one or more of the 
following areas: 1) public administration; 2) disaster response; 3) law enforcement; 4) business 
administration; or 5) cybersecurity. 

The AZDHOS must: 1) adhere to all federal grant terms and conditions; 2) request 
appropriations or grants for homeland security purposes; 3) receive all awards granted to the state 
by the federal government for homeland security purposes; and 4) distribute monies to local 
jurisdictions and other organizations that may be eligible under federal regulations based on the 
criteria prescribed in the federal grant guidelines. Additionally, the AZDOHS must establish five 
councils, representing the north, east, south, west and central regions of Arizona. These regional 
advising councils must support and assist in implementing Arizona's comprehensive statewide risk 
assessment and an integrated regional approach to homeland security (Laws 2006, Ch. 317; A.R.S. 
Title 41, Ch. 41). 

In 2022, the Legislature transferred the administration of the Statewide Information 
Security and Privacy Office (Office) from the Arizona Department of Administration to the 
AZDOHS. The Office was established within the AZDOHS to serve as the strategic planning, 
facilitation and coordination office for information security in the state (Laws 2022, Ch 50). 

The AZDOHS is statutorily set to terminate on July 1, 2024, unless legislation is enacted 
for its continuation (A.R.S. § 41-3024.22). 

Committee of Reference Sunset Review Activity 

Pursuant to A.R.S. § 41-2954, the Senate Government Committee of Reference held a public 
meeting on Wednesday, January 17, 2024, to review and consider the AZDOHS 's responses to the 
statutorily-outlined sunset factors and receive public testimony. 

Committee of Reference Recommendations 

The Senate Government Committee of Reference recommended that the AZDOHS be 
continued for two years, until July 1, 2026. 

https://www.azleg.gov/viewdocument/?docName=https://www.azleg.gov/ars/41/02953.htm
https://www.azleg.gov/legtext/47leg/2R/laws/0317.pdf
https://www.azleg.gov/arsDetail/?title=41
https://www.azleg.gov/arsDetail/?title=41
https://www.azleg.gov/legtext/55leg/2R/laws/0050.pdf
https://www.azleg.gov/viewdocument/?docName=https://www.azleg.gov/ars/41/03024-22.htm
https://www.azleg.gov/viewdocument/?docName=https://www.azleg.gov/ars/41/02954.htm


Appendices 

1. Meeting Notice 

2. Minutes of the Senate Government Committee of Reference 
a. Attachment A: Presentation by the AZDOHS 
b. Attachment B: Handout from the AZDOHS 

3. Chairperson's letter requesting the AZDOHS's response to sunset factors 

4. The AZDOHS 's response to sunset factors 
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REVISED REVISED REVISED 
 
 Interim agendas can be obtained via the Internet at http://www.azleg.gov/Interim-Committees 
 

ARIZONA STATE SENATE 
 

INTERIM MEETING NOTICE 
OPEN TO THE PUBLIC  

SENATE GOVERNMENT COMMITTEE OF REFERENCE  
Date:  Wednesday, January 17, 2024 
 
Time:  9:00 A.M. 
 
Place:  SHR 1 
 
Members of the public may access a livestream of the meeting here: 
https://www.azleg.gov/videoplayer/?clientID=6361162879&eventID=2024011033  

AGENDA  
1. Call to Order 
2. Roll Call 
3. Opening Remarks 
4. Sunset Review of the Arizona Commerce Authority 

• Presentation by the Arizona Office of the Auditor General 
• Response by the Arizona Commerce Authority  
• Public Testimony 
• Discussion and Recommendations 

5. Sunset Review of the Arizona Department of Administration 
• Presentation by the Arizona Office of the Auditor General  
• Response by the Arizona Department of Administration  
• Public Testimony  
• Discussion and Recommendations 

4. Sunset Review of the Arizona Department of Homeland Security 
• Presentation by the Arizona Department of Homeland Security 
• Public Testimony 
• Discussion and Recommendations 

5. Sunset Review of the Arizona Registrar of Contractors 
• Presentation by the Arizona Registrar of Contractors 
• Public Testimony 
• Discussion and Recommendations 

6. Sunset Review of the Arizona State Board of Technical Registration 
• Presentation by the Arizona State Board of Technical Registration 
• Public Testimony 
• Discussion and Recommendations 

7. Sunset Review of the Governor's Office on Tribal Relations 
• Presentation by the Governor's Office on Tribal Relations 
• Public Testimony 
• Discussion and Recommendations 

https://www.azleg.gov/videoplayer/?clientID=6361162879&eventID=2024011033
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8. Sunset Review of the State Personnel Board 
• Presentation by the State Personnel Board 
• Public Testimony 
• Discussion and Recommendations 

9. Sunset Review of the Industrial Commission of Arizona 
• Presentation by the Industrial Commission of Arizona 
• Public Testimony 
• Discussion and Recommendations 

10. Sunset Review of the Boiler Advisory Board 
• Presentation by the Boiler Advisory Board 
• Public Testimony 
• Discussion and Recommendations 

11. Sunset Review of the Occupational Safety and Health Advisory Committee 
• Presentation by the Occupational Safety and Health Advisory Committee 
• Public Testimony 
• Discussion and Recommendations 

12. Sunset Review of the Occupational Safety and Health Review Board 
• Presentation by the Occupational Safety and Health Review Board 
• Public Testimony 
• Discussion and Recommendations 

13. Sunset Review of the Arizona Commerce Authority 
• Presentation by the Arizona Office of the Auditor General 
• Response by the Arizona Commerce Authority  
• Public Testimony 
• Discussion and Recommendations 

14. Sunset Review of the Arizona Department of Administration 
• Presentation by the Arizona Office of the Auditor General  
• Response by the Arizona Department of Administration  
• Public Testimony  
• Discussion and Recommendations 

15. Adjourn 
  

Members:  
Senator Jake Hoffman, Chair  
Senator Wendy Rogers, Vice-chair 
Senator Eva Diaz 

 

Senator David C. Farnsworth  
Senator Juan Mendez  
Senator Janae Shamp  
Senator Priya Sundareshan  
Senator Justine Wadsack   

01/11/2024 
01/12/2024 
hf 
 
 
For questions regarding this agenda, please contact Senate Research Department.  
Persons with a disability may request a reasonable accommodation such as a sign language interpreter, by contacting the Senate Secretary’s Office: (602) 926-
4231 (voice). Requests should be made as early as possible to allow time to arrange the accommodation. 
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ARIZONA STATE SENATE 
 

SENATE GOVERNMENT COMMITTEE OF REFERENCE 
 

Minutes of the Meeting 
January 17, 2024 
9:00 A.M., SHR 1 

 
Members of the public may access a livestream of the meeting here: 
https://www.azleg.gov/videoplayer/?clientID=6361162879&eventID=2024011033                              
 
Members Present: 
Senator Jake Hoffman, Chair   
Senator Wendy Rogers, Vice-Chair   
Senator Eva Diaz   
Senator David C. Farnsworth   
Senator Juan Mendez   
Senator Janae Shamp   
Senator Priya Sundareshan 
Senator Justine Wadsack 

  

 
Staff: 
Jason Theodorou, Government Research Analyst 
Alanna Bendel, Government Research Assistant Analyst 
Michael Ayala, Government Research Intern 
 
Chairman Hoffman called the meeting to order at 9:09 a.m. and attendance was taken. 
 
OPENING REMARKS 
 
Senator Hoffman requested the staff introduce themselves as follows: 

• Jason Theodorou, Government Research Analyst 
• Alanna Bendel, Government Research Assistant Analyst 
• Michael Ayala, Government Research Intern 
• Jackson Cooper, Government Committee Secretary 

 
SUNSET REVIEW OF THE ARIZONA DEPARTMENT OF HOMELAND SECURITY 
 
Presentation by the Arizona Department of Homeland Security 
 
Kimberly O'Connor, Executive Deputy Director, Arizona Department of Homeland 
Security, distributed and explained a PowerPoint presentation entitled "Arizona 
Department of Homeland Security" (Attachment A). Ms. O'Connor also distributed a 
booklet entitled "Sunset Review, 2024 Report" (Attachment B).  
 

https://www.azleg.gov/videoplayer/?clientID=6361162879&eventID=2024011033
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Susan Dzbanko, Deputy Director of Grant Administration, Arizona Department of 
Homeland Security, continued with the PowerPoint presentation (Attachment A). 
 
Ryan Murray, Deputy Director, Statewide Information Security and Privacy Office, 
and Interim Chief Information Security Officer, Arizona Department of Homeland 
Security, continued with the PowerPoint presentation (Attachment A) and answered 
questions posed by the Committee. 
 
Ms. Dzbanko answered questions posed by members of the Committee. 
 
Public Testimony 
 
Gil Orrantia, Former Director, Arizona Department of Homeland Security, testified in 
support of the Arizona Department of Homeland Security. 
 
Sheriff Mark Lamb, Pinal County, testified in support of the Arizona Department of 
Homeland Security. 
 
Sheriff Leon Wilmot, Yuma County, testified in support of the Arizona Department of 
Homeland Security. 
 
Robert Watkins, on behalf of Sheriff Mark Danells, Cochise County, testified in 
support of the Arizona Department of Homeland Security. 
 
Discussion and Recommendations 
 
The Committee offered comments. 
  

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the Arizona 
Department of Homeland Security for 2 years until July 1, 2026. The 
motion CARRIED with a roll call vote of 8-0-0 (Attachment 1). 

 
Senators Shamp, Sundareshan, Wadsack, Mendez, Rogers and Hoffman explained their 
vote. 
 
SUNSET REVIEW OF THE ARIZONA REGISTRAR OF CONTRACTORS 
  
Presentation by the Arizona Registrar of Contractors 
 
Tom Cole, Executive Deputy Director, Arizona Registrar of Contractors, distributed 
and explained a PowerPoint presentation entitled "Arizona Registrar of Contractors" 
(Attachment C) and explained the function and purpose of the Arizona Registrar of 
Contractors. Mr. Cole answered questions posed by members of the Committee.  
 
Public Testimony 
 
No public testimony took place. 
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Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the Arizona 
Registrar of Contractors for 2 years until July 1, 2026. The motion 
CARRIED with a roll call vote of 8-0-0 (Attachment 2).  
 

Senator Hoffman explained his vote. 
 
SUNSET REVIEW OF THE ARIZONA STATE BOARD OF TECHNICAL 
REGISTRATION 
  
Presentation by the Arizona State Board of Technical Registration 
 
Judith Stapley, Executive Director, Arizona State Board of Technical Registration, 
distributed and explained a PowerPoint presentation entitled "Sunset Audit Review 
Committee of Reference 2024" (Attachment D) and explained the function and purpose 
of the Arizona State Board of Technical Registration. Ms. Stapley answered questions 
posed by members of the Committee. 
 
Senator Hoffman offered comments. 
 
Public Testimony 
 
No public testimony took place. 
 
Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to convert the Occupational 
Licenses under the Arizona State Board of Technical Registration to a 
less restrictive regulation.  
 

The Committee offered comments. 
 
The motion CARRIED with a roll call vote of 5-3-0 (Attachment 3). 

 
Senators Mendez, Sundareshan, Wadsack and Hoffman explained their vote. 
 
SUNSET REVIEW OF THE GOVERNOR'S OFFICE ON TRIBAL RELATIONS 
  
Presentation by the Governor's Office on Tribal Relations 
 
Jason Chavez, Director of Tribal Affairs, Governor's Office on Tribal Relations, 
distributed and explained a PowerPoint presentation entitled "Governor's Office on Tribal 
Relations" (Attachment E) and a folder with documents referring to the Governor's Office 
on Tribal Relations (Attachment F). Mr. Chavez answered questions posed by the 
Committee. 
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Public Testimony 
 
Senator Theresa Hatathlie, Legislative District 6, testified in support of the Governor's 
Office on Tribal Relations.  
 
Senator Sally Gonzales, Legislative District 20, testified in support of the Governor's 
Office on Tribal Relations and answered questions posed by the Committee.  
 
Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the Governor's 
Office on Tribal Relations for 2 years until July 1, 2026. The motion 
CARRIED with a roll call vote of 8-0-0 (Attachment 4). 

 
Senators Mendez, Sundareshan, Rogers and Hoffman explained their vote. 
 
SUNSET REVIEW OF THE STATE PERSONNEL BOARD 
  
Presentation by the State Personnel Board 
 
Zachariah Tolliver, Executive Director, State Personnel Board, distributed and 
explained a PowerPoint presentation entitled "Arizona State Personnel Board" 
(Attachment G). Mr. Tolliver answered questions posed by the Committee.  
 
Public Testimony 
 
No public testimony took place. 
 
Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the State Personnel 
Board for 2 years until July 1, 2026. The motion CARRIED with a roll 
call vote of 6-0-2 (Attachment 5).  

 
Senators Mendez and Sundareshan explained their vote. 
 
SUNSET REVIEW OF THE ARIZONA COMMERCE AUTHORITY 
  
Presentation by the Arizona Office of the Auditor General 
 
Monette Kiepke, Performance Audit Manager, Office of the Auditor General, 
distributed and explained a PowerPoint presentation entitled "Arizona Commerce 
Authority, Performance Audit and Sunset Review" (Attachment H) and explained the 
findings from the Auditor General's Sunset Review. Ms. Kiepke answered questions 
posed by the Committee.  
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Response by the Arizona Commerce Authority 
 
Sandra Watson, President and CEO, Arizona Commerce Authority (ACA), distributed 
and explained a PowerPoint presentation entitled "Arizona Commerce Authority, An 
Overview" (Attachment I) as well as a handout entitled "Update on ACA Actions In 
Response to September 2023 Performance Audit" (Attachment J). Ms. Watson played a 
video on the ACA's role in bringing Lucid Motors to Arizona. Ms. Watson answered 
questions posed by the Committee. 
 
RECESS  
 
At 12:15 p.m. the Chairman recessed the meeting to the sound of the gavel.  
 
RECONVENE  
 
At 3:33 p.m. the Chairman called the meeting to order. 
 
Response by the Arizona Commerce Authority (continued) 
 
Ms. Watson answered additional questions posed by the Committee. 
 
Public Testimony 
 
Greg Blackie, Arizona Free Enterprise Club, testified against the continuation of the 
Arizona Commerce Authority. 
 
Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of Reference 
make the recommendation to revise or consolidate the Arizona Commerce 
Authority. The motion CARRIED with a roll call vote of 4-3-1 (Attachment 6).  

 
Senators Sundareshan, Mendez, Wadsack, Shamp, Rogers and Hoffman explained their 
vote. 
 
SUNSET REVIEW OF THE INDUSTRIAL COMMISSION OF ARIZONA 
 
SUNSET REVIEW OF THE BOILER ADVISORY BOARD 
 
SUNSET REVIEW OF THE OCCUPATIONAL SAFETY AND HEALTH ADVISORY 
COMMITTEE 
  
SUNSET REVIEW OF THE OCCUPATIONAL SAFETY AND HEALTH REVIEW 
BOARD 
  
Presentation by the Industrial Commission of Arizona 
 
Gaetano Testini, Executive Deputy Director, Industrial Commission of Arizona, 
distributed and explained a PowerPoint presentation entitled "Industrial Commission of 
Arizona" (Attachment K) and explained the function and purpose of the Industrial 



Senate Government Committee of Reference 
January 17, 2024 

Page 6 
 

Commission of Arizona, the Occupational Safety and Health Advisory Committee, the 
Boiler Advisory Board, and the Occupational Safety and Health Review Board. Mr. Testini 
also distributed a booklet entitled "The Industrial Commission of Arizona and Related 
Advisory/Review Boards, Review of Sunset Factors, 2023" (Attachment L). Mr. Testini 
answered questions posed by the Committee. 
 
Public Testimony 
 
No public testimony took place. 
 
Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the Industrial 
Commission of Arizona, the Boiler Advisory Board, the Occupational 
Safety and Health Advisory Committee and the Occupational Safety and 
Health Review Board for 2 years until July 1, 2026.  
 

Senator Hoffman offered comments. 
 
The motion CARRIED with a roll call vote of 7-0-1 (Attachment 7).  

 
Senators Mendez, Shamp, Sundareshan and Rogers explained their vote. 
 
SUNSET REVIEW OF THE ARIZONA DEPARTMENT OF ADMINISTRATION 
  
Presentation by the Arizona Office of the Auditor General 
 
Miguel Caro Mateus, Performance Audit Manager, Office of the Auditor General, 
distributed and explained a PowerPoint presentation entitled "Arizona Department of 
Administration, Performance Audit and Sunset Review" (Attachment M) and explained 
the findings from the Auditor General's Sunset Review. Mr. Caro Mateus answered 
questions posed by the Committee. 
 
Response by the Arizona Department of Administration 
 
Elizabeth Alvarado Thorson, Executive Deputy Director, Arizona Department of 
Administration, distributed and explained a PowerPoint presentation entitled "Arizona 
Department of Administration, Sunset Hearing Presentation" (Attachment N) and 
explained the purpose and function of the Arizona Department of Administration. 
 
Public Testimony 
 
No public testimony took place. 
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Discussion and Recommendations 
 

Senator Rogers moved that the Senate Government Committee of 
Reference make the recommendation to continue the Arizona 
Department of Administration for 2 years until July 1, 2026. The motion 
CARRIED with a roll call vote of 7-0-1 (Attachment 8). 

 
Senators Farnsworth, Mendez, Shamp, Sundareshan, Rogers and Hoffman explained 
their vote. 
 
Attached is a list noting the individuals who registered their position on the agenda items 
(Attachment O). 
 
Attached are forms noting the individuals who submitted a speaker slip on the agenda 
items (Attachment P). 
 
There being no further business, the meeting was adjourned at 5:19 p.m. 
 

Respectfully submitted, 
 
 
 
Jackson Cooper 
Committee Secretary 

 

 

 
(Audio recordings and attachments are on file in the Secretary of the Senate’s Office/Resource Center, 

Room 115. Audio archives are available at http://www.azleg.gov)   

http://www.azleg.gov/
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AZDOHS Mission
Protect Arizona by providing strategic direction and access to resources that will 
enable all of the State’s homeland security stakeholders to achieve our collective 
goals of: 

○ Preventing terrorist attacks

○ Enhancing border security

○ Heightening cybersecurity efforts

○ Reducing our vulnerability to all critical hazards

○ Enhancing the capacity and expertise to plan for, mitigate, respond to and recover from all critical 
hazards that affect the safety, well-being, and economic security of Arizona; and building the 
resiliency of Arizona.



AZDOHS History

●  2003 - Arizona Office of Homeland Security (AOHS)
●  2006 - Arizona Department of Homeland Security (AZDOHS)
●  2015 - Successful Sunset Review
●  2022 - SISPO moved under AZDOHS

Principle Roles
● Homeland Security Advisor
● Grant Administration
● Statewide Information Security and Privacy Office



Grant Management FFY 2015-Present
● Manage and administer five (5) federal homeland security grant 

programs
○ State Homeland Security Grant Program (SHSGP)

■ Statewide, nexus to terrorism
■ 5 Regional Advisory Councils-recommending body

○ Urban Areas Security Initiative (UASI)
■ Maricopa County footprint
■ Nexus to terrorism in high risk, urban area

○ Operation Stonegarden (OPSG)
■ Border security grant
■ Force multiplier via overtime and equipment to state, local 

and tribal law enforcement
○ Nonprofit-UASI and State

■ Funding for nonprofit organization for target hardening of 
their facilities and training

● State and Local Cybersecurity Grant Program (SLCGP)
● State of Arizona Nonprofit Security Grant 



Grant Management FFY 2015-Present

● 99.21% expenditure rate of closed grants
 

● 2237 individual projects 
managed/administered with an average 
of 248 projects per grant fiscal year

● 100% of projects are monitored

● FEMA Monitoring-no significant issues
○ 2017 FEMA HQ Site Visit
○ 2021 FEMA RIX Desk Review
○ 2021 FEMA HQ Desk Review
○ 2023 FEMA RIX Site Visit



Statewide Information Security and Privacy Office
A.R.S. Title 41, Chapter 41, Article 3, Section 4282

● Managed by the State Chief Information Security Officer

Tasked to: 

● Develop and ensure compliance with statewide information security and privacy policies, monitor and report this compliance

● Identify information security and privacy protection risks in each budget unit and direct risk mitigation strategies to address 
them

● Coordinate statewide information security and privacy protection awareness and training programs

● Establish a state security operations center for central detection, reporting and response efforts for security incidents and 
breaches across the state

● Evaluate information security aspects of IT projects as part of ITAC process

● Operate the information security aspects of the enterprise-level infrastructure managed by the department of administration.

● Develop other strategies as necessary to protect this state's information technology infrastructure and the data that is stored 
on or transmitted by the infrastructure.

● Each budget unit and its contractors are required to identify and report security incidents to the SISPO and deploy mitigation 
strategies as directed

● In coordination with the Attorney General’s office, accept reports of data breaches that impact more than 1,000 Arizona 
Citizens



Statewide Information Security and Privacy Office (SISPO) 

Enterprise Security Program funded through the Information Technology Fund 

● Appropriated as “Statewide information security and privacy operations and controls”
● Provides enterprise-wide Cybersecurity services to all State Budget Units
● Informed by the Enterprise Security Program Advisory Council (ESPAC)

Cyber Readiness Program for Local Governments

● Appropriated as: “Statewide cybersecurity grants” 
● Makes five cybersecurity services available to all local governments
● Informed by the Statewide Cyber Readiness Planning Committee



Arizona Cyber Command Center



Cyber Readiness Program for Local 
Governments

● Started in 2019 with Homeland Security Grant Program funds 
○ $46,000 for security awareness training to cover ~23,000 users

● FY2023: Appropriated $10M from the GF to protect Local Governments 
across the state 

● Protecting almost 100,000 devices across 300 cities, counties, schools, 
and tribes, the program has grown over 900% in the last 2 years.



Cyber Readiness Program - Demographics



Thank you!

Questions



General Appropriations Act; 2023-2024.

Sec. 47. ARIZONA DEPARTMENT OF HOMELAND SECURITY 

2023-24 

FTE positions 20.0 

● Statewide information security and privacy operations and controls:  $11,319,400
● Antihuman trafficking grant fund deposit:  $10,000,000 
● Arizona state nonprofit security grant program fund deposit: $5,000,000 
● Statewide cybersecurity grants: $10,000,000 
● Total appropriation — Arizona department of homeland security $36,319,400 

Fund sources: 

● State general fund $25,000,000 
● Information technology fund $11,319,400 

Source: https://www.azleg.gov/legtext/56leg/1R/laws/0133.pdf



















































































































































































































































































































































































































 

June 22, 2023 
 
Interim Director Susan Dzbanko   
Arizona Department of Homeland Security 
1700 W. Washington Street, Suite # 210 
Phoenix, AZ 85007 
 
 
Dear Interim Director Susan Dzbanko: 

 
The sunset review process prescribed in Title 41, Chapter 27, Arizona Revised Statutes, provides 

a system for the Legislature to evaluate the need to continue the existence of state agencies. During the 
sunset review process, an agency is reviewed by legislative committees of reference (CORs). On 
completion of the sunset review, the CORs recommend to continue, revise, consolidate or terminate the 
agency. 

The Joint Legislative Audit Committee has assigned the sunset review of the Arizona Department of 
Homeland Security to the CORs comprised of members of the Senate Government Committee and the 
House of Representatives Military Affairs & Public Safety Committee. 

Pursuant to A.R.S. § 41-2954, the COR is required to consider certain sunset factors in deciding 
whether to recommend continuance, modification or termination of an agency. Please provide your 
agency's response to the factors listed below: 

1. The key statutory objectives and purposes in establishing the agency. 

2. The agency's effectiveness and efficiency in fulfilling its key statutory objectives and purposes. 

3. The extent to which the agency's key statutory objectives and purposes duplicate the objectives and 
purposes of other governmental agencies or private enterprises. 

4. The extent to which rules adopted by the agency are consistent with the legislative mandate. 

5. The extent to which the agency has provided appropriate public access to records, meetings and 
rulemakings, including soliciting public input in making rules and decisions. 

6. The extent to which the agency timely investigated and resolved complaints that are within its 
jurisdiction. 

7. The extent to which the level of regulation exercised by the agency is appropriate as compared to 
other states or best practices, or both. 

8. The extent to which the agency has established safeguards against possible conflicts of interest. 

9. The extent to which changes are necessary for the agency to more efficiently and effectively fulfill its 
key statutory objectives and purposes or to eliminate statutory responsibilities that are no longer 
necessary. 

10. The extent to which the termination of the agency would significantly affect the public health, safety 
or welfare. 



 

Additionally, please provide written responses to the following: 

1. The extent to which the agency potentially creates unexpected negative consequences that may 
require additional review by the COR, including increasing the price of goods, affecting the 
availability of services, limiting the abilities of individuals and businesses to operate efficiently and 
increasing the cost of government.  

2. The extent to which the agency has addressed deficiencies in its enabling statutes.  

3. The extent to which the agency has determined whether the Attorney General or any other agency in 
Arizona has the authority to prosecute or initiate actions.  

4. The consequences of eliminating the agency or consolidating it with another agency. 

Additionally, statute requires the COR to consider certain factors for each agency that administers 
an occupational regulation, which is defined as: 1) a statute, rule, practice, policy or other state law that 
allows an individual to use an occupational title or work in a lawful occupation; and 2) a government 
registration, government certification and occupational or professional license. An occupational 
regulation does not include a business license, facility license, building permit or zoning and land use 
regulation, except to the extent those state laws regulate an individual's personal qualification to perform 
a lawful occupation. If your agency falls under this category, please provide written responses to the 
following: 

1. The extent to which the occupational regulation meets the requirements of A.R.S. § 41-3502. 

2. The extent to which the failure to regulate a profession or occupation will result in:  
a. the loss of insurance. 
b. an impact to the ability to practice in other states or as required by federal law.  
c. an impact to the required licensure or registration with the federal government. 
d. the loss of constitutionally afforded practices.  

Your response should be received by September 1, so that we may proceed with the sunset review 
and schedule the required public hearing. Please submit the requested information to: 

 Anna Nguyen  
 Arizona State Senate 
 1700 West Washington 
 Phoenix, Arizona 85007 

Thank you for your time and cooperation. If you have any questions, please feel free to contact 
me at (602) 926-3292 or Anna Nguyen, the Senate Government Research Analyst, at (602) 926-3171. 
 
 
Sincerely, 
 
 
 
Senator Jake Hoffman 
Senate Government Committee, Chair 
 
 
cc: Kevin Payne, House Military Affairs & Public Safety, Chair 
 Nathan McRae, House Military Affairs & Public Safety, Analyst 



 

 

State of Arizona 
 

Department of Homeland Security 
 

 
 

     Governor Katie Hobbs                                               Interim Director Susan Dzbanko 
 

 

 

September 1, 2023 

 

 

 

The Honorable Senator Jake Hoffman 

Arizona State Senate 

1700 West Washington 

Phoenix, AZ  85007 

 

The Honorable Representative Kevin Payne 

Arizona House of Representatives 

1700 West Washington 

Phoenix, AZ  85007 

 

Re:  Sunset Review 

 

Dear Senator Hoffman and Representative Payne: 

 

Thank you for your letter regarding the sunset review process for the Arizona Department of 

Homeland Security (AZDOHS).  Pursuant to A.R.S. §41-2954, the AZDOHS is providing 

responses to the sunset factors requested. 

 

1. The key statutory objectives and purposes in establishing the agency. 

The Arizona Office of Homeland Security was established in 2003 at the direction of 

Governor Janet Napolitano as a result of the Homeland Security Act passed on November 

25, 2002 after the terrorist attacks of 9/11. In September 2006, the Arizona State 

Legislature established the Arizona Department of Homeland Security (AZDOHS) to 

further enhance the ability of the State to prevent and respond to acts of terrorism and 

other disasters by developing and implementing effective and efficient management and 

administration of grants provided to the State through the U.S. Department of Homeland 

Security (USDHS) and other federal agencies. Pursuant to A.R.S. §41-4254, the Department 

is responsible for developing and implementing "policies, plans, and programs to enhance the 

ability of this State to prevent and respond to acts of terrorism, cybersecurity threats, and 

other critical hazards" and receiving and distributing "all awards granted to this State by the 

federal government for homeland security purposes." 

 

 

 

 

 



 

 

The AZDOHS serves three principal roles in fulfilling its mission. The first is the role the 

Department serves as an advisory agency to the Governor and her staff. The second 

role is that of a grant administrative agency charged with the responsibility of managing 

and administering the suite of Homeland Security Grant Programs (HSGP), the Nonprofit 

Security Grant Program (NSGP-State and NSGP-Urban Areas) and various other USDHS 

grant programs.  The third role is the Statewide Information Security and Privacy Office 

which serves as the strategic planning, facilitation and coordination office for information 

security in Arizona. This includes the appointment of the Statewide Chief Information 

Security Officer (CISO). 

 

The AZDOHS Director serves as the Homeland Security Advisor (HSA) to the Governor and 

as a primary liaison to the USDHS. The Director briefs the Governor and her staff regarding 

homeland security, border security, counterterrorism, public safety and cybersecurity issues. 

In addition, the Director maintains an exceptional and interactive relationship with local, 

state, tribal, and federal law enforcement officials, emergency managers, fire personnel, and 

other public safety representatives. These professional relationships extend to the county 

sheriffs, the Arizona Department of Public Safety (DPS), FBI, U.S. Customs and Border 

Protection, U.S. Border Patrol, Immigration and Customs Enforcement, Homeland Security 

Investigations, DHS Intelligence and Analysis, Cybersecurity and Infrastructure Security 

Agency (CISA), USDHS, and the U.S. Drug Enforcement Administration. The Director and 

Deputy Director of Grant Administration are also members of the National Governors 

Association, Governors Homeland Security Advisors Council (GHSAC) which is a 

nationwide body providing a forum that brings together the governors’ principal homeland 

security advisors from each state, commonwealth, territory, and District of Columbia.   

 

In its secondary role, the Department serves as the State Administrative Agency (SAA) 

for the HSGP and other federal grants; and, therefore receives, administers and manages the 

federal HSGP and other related grant programs from the USDHS. To meet the overarching 

objectives of the AZDOHS is to help ensure Arizona and the nation is prepared and resilient, 

the AZDOHS provides strategic planning, direction, and funding support to attain capability 

targets for the 31 core capabilities of the National Preparedness System under the mission 

areas of prevention, protection, mitigation, response and recovery. A whole community 

approach is utilized to engage local jurisdictions, first responders, private sector, 

nongovernmental organizations and community members through developing and 

maintaining close relationships and collaboration with local, state, tribal and federal partners. 

 

Since the enactment of A.R.S. §41-4251 through 4273, processes and procedures have been 

developed and implemented to ensure good stewardship as well as efficiency of funding 

opportunities. Developments include conducting annual Grant Information Seminars, 

completing the Threat/Hazard Identification Risk Assessment, Stakeholder Preparedness 

Review, conducting Regional Advisory Councils meetings, attending Urban Area Security 

Initiative (UASI) Executive Committee and Working Group meetings, attending and 

managing the Operation Stonegarden (OPSG) Integrated Planning Teams as well as day-to-

day planning, reimbursement processing, along with project and financial subrecipient 

monitoring. The Federal Emergency Management Agency (FEMA) Notice of Funding 

Opportunity (NOFO) specifically indicates that SAAs are the eligible applicants of grant 

awards to the states. 
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In 2022, legislation formalized the transition of the statewide information security and 

privacy office (SISPO) from ADOA-ASET to AZDOHS elevating the focus of the office 

while maintaining centralized statewide strategic planning, facilitation, and coordination of 

cybersecurity in the state.  The AZDOHS Director serves as or appoints the State Chief 

Information Security Officer (CISO) to manage the statewide information security and 

privacy office and act as the principal cybersecurity strategist for the State. In order to 

accomplish this mission, the SISPO is required by statute to develop, implement, and 

maintain statewide information security policies and a coordinated statewide plan for 

information security and privacy.  To this end, the office also directs cybersecurity and 

privacy protection compliance reviews for each budget unit ensuring their compliance with 

policies set by the Department and evaluates the effectiveness of agency cybersecurity plans, 

monitoring, and reporting as necessary. The Department also works to identify information 

security and privacy protection risks in each budget unit and directs those agencies to adopt 

risk mitigation strategies following established best practices and protection methods.  The 

Department coordinates statewide information security and privacy protection awareness and 

training programs supporting the goal of training every State employee on the importance of 

cybersecurity and evaluating the vulnerabilities present in our workforce through simulated 

phishing attacks. 

 

The Department has also established a state security operations center (SOC) for the central 

detection, reporting, analysis, and response of cybersecurity incidents and breaches across the 

state.  This supports all agencies in meeting their requirement of identifying and reporting 

security incidents to the SISPO immediately upon discovery and for both agencies to work 

together to deploy mitigation strategies, response efforts, or recovery of services as directed. 

The Department continues to develop other strategies as necessary to protect Arizona’s 

information technology infrastructure and the critical data that is stored on or transmitted by 

it. This includes consulting with the Department of Administration to review security aspects 

of all IT projects submitted through the Project Investment Justification (PIJ) process as well 

as supporting ADOA-ASET in the secure operation of the enterprise-level IT infrastructure 

managed by the Department of Administration. 

 

2. The agency's effectiveness and efficiency in fulfilling its key statutory objectives and 

purposes. 

The AZDOHS has met its statutory objective, purpose and efficiency by attaining a 99.39% 

drawdown rate of federal grant funds.  Since 2006, the AZDOHS has effectively and 

efficiently managed and administered over $546 million in federal homeland security grants 

awarded to over 6,000 local, state, tribal, and nonprofit projects in accordance with the core 

mission to prevent, protect, mitigate, respond to and recover from acts of terrorism and all 

other critical hazards.  Since the last sunset review, the AZDOHS has added the State 

Nonprofit Security Grant Program (NSGP) and the State and Local Cybersecurity Grant 

Program (SLCGP) to its portfolio.  These grants, along with the other suite of grants, 

comprise over $30M in federal grant funding each year.  
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Specifically, the State Homeland Security Grant Program funds are allocated to the five 

Homeland Security Regions (Central, North, South, East, West) utilizing a risk formula 

patterned after the USDHS/FEMA risk review process.  In order to optimize the entire state’s 

ability to prepare for and protect against acts of terrorism or other critical hazards, the 

AZDOHS divided the state into five homeland security regions and created Regional 

Advisory Councils (RACs) for each region to ensure the state strengthens its ability to work 

together at all levels to address common threat and vulnerability issues and encourage the 

sharing of resources across town, city, county, state, tribal, and federal lines.  Each RAC is 

comprised of first responders and local elected officials that live or work in the region 

including: two members from fire service (one rural, one urban); one police chief; one 

sheriff; one tribal government member; one emergency manager; four at-large members; one 

member from the Arizona Department of Public Safety (DPS) and public health.  It is 

through these RACs that homeland security projects are initially prioritized and 

recommended for funding.  The AZDOHS engages with these cross-jurisdictional and bi-

partisan RAC members throughout the year via in-person meetings and conference calls.    

The Urban Area Security Initiative (UASI) is one of the grant programs in the Homeland 

Security Grant Program suite.  Allocations of grant funds are specifically made to USDHS-

designated urban areas that have been defined as high-threat, high density areas.  The 

AZDOHS provides oversight and works with the UASI Working Group (UAWG) to address 

a wide variety of threats and hazards within the Central Region/UASI footprint.  These 

relationships, in turn, have a far-reaching statewide impact. Similarly, the Operation 

Stonegarden Integrated Planning Teams (IPT) addresses border security by engaging local, 

state, tribal, federal, and bi-national partners in collaborative efforts. 

The Department also completes an annual assessment of current capabilities and future 

resource requirements known as the Threat/Hazard Identification Risk Assessment (THIRA) 

and Stakeholder Preparedness Review (SPR).  This important document is required to be 

submitted by December 31 each year and is a cornerstone to the planning efforts for the 

Department.  The AZDOHS has submitted the assessment on time each year and has 

received positive feedback from our Federal partners.   

The Department continues to meet its grant management/administration statutory objectives 

and purpose by refining policies, plans and programs where appropriate. As the USDHS 

grant programs evolve, the AZDOHS will continue to meet the ongoing planning, 

implementation and reporting requirements to maintain eligibility to receive, manage and 

administer future grant funding opportunities. 

As it pertains to cybersecurity, the AZDOHS maintains an effective use of enterprise-level 

cybersecurity resources, providing high-value cybersecurity protections and risk mitigation 

strategies across the state to address the most sophisticated cybersecurity threats.  The 

Department has continued to develop, implement, and maintain statewide cybersecurity 

policies, and conduct assessments of compliance with those policies resulting in increased 

effectiveness in several key areas:   

Centralized Coordination: The Department’s role as a central coordination body allows it 

to streamline efforts across various budget units evaluating and avoiding duplication of 

efforts and promoting consistency in information security best practices.                                                                                                              
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Policy Development and Compliance: Effectively developing, communicating, and 

enforcing statewide information security policies can lead to greater compliance and a 

stronger security posture across all state agencies. 

Risk Management and Mitigation: The Department’s ability to identify and address 

security risks within budget units helps mitigate potential threats before they escalate and 

become incidents. 

Training and Awareness: By coordinating statewide information security awareness and 

training programs, the agency can contribute to a more informed workforce reducing the 

likelihood of security incidents caused by human error. 

Incident Response and Detection: Establishing the state security operations center enhances 

the state's ability to detect, report, and respond to security incidents promptly minimizing 

their impact and evaluate the true threat to the state through holistic analysis and reporting. 

Consultation and Examination: Close collaboration with the Department of Administration 

and other budget units ensures that security aspects are considered in all IT projects leading 

to stronger security integration from the outset. 

Reporting and Accountability: Regular monitoring and reporting on compliance with 

information security policies can allow the legislature and executive branch to hold agencies 

accountable for their security efforts and provide effective assistance for closing security 

control gaps. 

Adaptation to Emerging Threats: The Department’s ability to collaborate with the best and 

brightest from all state agencies to evaluate the true statewide threat perspective allows it to 

adapt its strategies and procedures to address evolving cybersecurity threats and challenges 

maintaining effectiveness over time. 

 

3. The extent to which the agency's key statutory objectives and purposes duplicate the 

objectives and purposes of other governmental agencies or private enterprises. 

Per the FEMA NOFO regarding federal homeland security grants, the SAA (AZDOHS) is 

the only eligible applicant for the Homeland Security suite of grants. As such, private 

enterprise would not qualify to apply for and administer these grants. The homeland security 

grant projects must align with the THIRA, SPR, and numerous other federal 

regulations/requirements that are unique to the homeland security grants program.  The 

homeland security grants place an emphasis on preparedness for terrorist events or other 

critical hazards. As such, the homeland security grants have a narrow focus on terrorism 

preparedness/response; and, therefore, other agencies do not have the same/similar 

objectives.  
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For information security and privacy protections, other state agencies may have information 

security and privacy functions, but the central coordination and facilitation role described in 

the statute cannot be found elsewhere.  This provides a central reporting and management of 

all cyber and privacy risks across all state agencies and allows for efficient implementation of 

holistic cybersecurity strategies.  The Department is the only organization authorized to set 

statewide cybersecurity and privacy policies to ensure consistent implementation of security 

controls across all state agencies.   

 

The Department is also the only agency operating a statewide Security Operations Center, 

which allows for a central analysis and reporting of cybersecurity incidents across all state 

agencies and local governments and the effective coordination of response efforts to those 

incidents.  

 

There may be some overlap with the Office of the Auditor General related to the auditing of 

the implementation and compliance with statewide cybersecurity policies; however, they are 

legislatively driven and only focus on specific areas/agencies as requested. The AZDOHS is 

required to evaluate all agencies and provide specific mitigation strategies to address 

cybersecurity risks identified.  

 

4. The extent to which rules adopted by the agency are consistent with the legislative 

mandate. 

The AZDOHS currently has no rules nor does the enabling statute expressly authorize the 

Department to promulgate rules and regulations.   

5. The extent to which the agency has provided appropriate public access to records, 

meetings and rulemakings, including soliciting public input in making rules and 

decisions. 

The AZDOHS complies with Arizona Open Meeting Law, Public Record Laws, and Records 

Retention schedules.  Additionally, as a term and condition of accepting, managing and 

administering the federally funded grant programs the AZDOHS is required to follow 2 CFR 

200 which covers records retention policies. The AZDOHS provides access to public records 

in compliance with Arizona statutes with guidance from the Attorney General’s Office. 

 

6. The extent to which the agency timely investigated and resolved complaints that are 

within its jurisdiction. 

This factor does not apply to the AZDOHS because the enabling legislation does not 

establish any authority to investigate and resolve complaints. 

7. The extent to which the level of regulation exercised by the agency is appropriate as 

compared to other states or best practices, or both. 

The AZDOHS is not a regulatory agency and therefore this question does not pertain to us.  
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8. The extent to which the agency has established safeguards against possible conflicts of 

interest. 

The AZDOHS administers more than $30M of federal funding each year, and there are 

numerous safeguards set in place to eliminate conflicts of interest.  Accepting federal funds 

requires following a strict set of guidelines from FEMA as well as the Code of Federal 

Regulations (CFR). These documents set forth strict guidelines for states and subrecipients to 

follow to avoid possible conflicts of interest.  Additionally, the AZDOHS monitors our 

stakeholders for compliance with the grant guidance and the CFR. Our RAC members are 

subject to background checks and are required to sign notarized Oaths of Office where they 

attest to upholding the Constitution.  During RAC funding meetings, members who have a 

vested interest in a particular project abstain from voting on/for that particular project. 

Subject matter working groups are required to sign a Member Disclosure Form which is kept 

on file. The Governor's Office Human Resources (which supports the AZDOHS) requires 

disclosure of any outside associations or secondary employment that would be viewed as a 

conflict of interest. The AZDOHS follows the Governor’s Office Ethics Policy.  

 

As a member of the Information Technology Authorization Committee (ITAC), the State 

CISO is also required to sign the Governor’s Regulatory Review Council (GRRC) Council 

Member Disclosure Form declaring whether they or a relative may have “substantial interest” 

in the projects being reviewed and approved.  This includes abstaining from votes when 

projects are submitted by the AZDOHS. 

 

The AZDOHS also utilizes a comprehensive review process for all cybersecurity solution 

purchases ensuring that the Project Investment Justification and ITAC Authorization 

processes are followed where appropriate as well as review and approval through either the 

Enterprise Security Program Advisory Council or the Statewide Cybersecurity Planning 

Committee.  This also includes a close working relationship with the State Procurement 

Office to verify adherence of all procurement rules. 

 

9. The extent to which changes are necessary for the agency to more efficiently and 

effectively fulfill its key statutory objectives and purposes or to eliminate statutory 

responsibilities that are no longer necessary. 

The AZDOHS does not propose any changes.  

 

10. The extent to which the termination of the agency would significantly affect the public 

health, safety or welfare. 

Public health, safety and welfare would be significantly impacted by the termination of the 

AZDOHS.  During 2006 - 2022, the AZDOHS managed and administered over $546M 

expenditures from the homeland security grant funding and other federal grants relevant to 

homeland security.  The AZDOHS is anticipating receipt of an additional $38M in FFY 2023 

funding to support projects that increase capabilities in planning, prevention, protection, 

mitigation, response and recovery from terrorist attacks or critical hazards.  

 

7 



 

In 2004, Arizona established the Arizona Counter Terrorism Information Center (ACTIC) 

which houses intelligence analysts that are continuously involved in information sharing with 

local, state, tribal and federal partners to protect Arizona and the nation.  Infrastructure and 

communication equipment has been acquired to increase operability and interoperability 

among first responders.  Personal protective and detection equipment has been acquired for 

chemical, biological, radiological, nuclear and explosive incidents.  Emergency operation 

plans have been developed and/or enhanced statewide.  Training and exercises are conducted 

annually to maintain a state of readiness.  All of these and many more examples demonstrate 

advancements and successful outcomes that impact Arizona’s health, safety and security. 

The AZDOHS employs a staff of individuals who are dedicated to the mission and success of 

this Department and the state of Arizona.  The detriment of terminating this Department 

would have cascading effects within the first responder community as well as the relations 

between the state and federal government agencies.  Excellent partnerships and trust have 

been built and established among the AZDOHS and local, state, tribal, and federal partners 

over the past 20 years.  Furthermore, the AZDOHS is currently managing five federal fiscal 

years totaling more than $141 million in funding and close to 700 individual projects. 

Terminating this Department would have a devastating impact on the ability to effectively 

manage and administer the grant funds in accordance with state and federal regulations.  The 

homeland security grants are extremely specialized.  Terminating this Department would 

result in unintended consequences to include decrease in draw-down rate due to transition 

time lapse, reduced project management, increased reimbursement timeframes, loss of best 

practices and the solid foundation that has been established.   

Homeland Security grants are reimbursement grants.  If this Department were to be 

terminated; local, state and tribal partner relationships would need to be rebuilt.  Many of our 

subrecipients are in rural areas that do not have the capital to wait significant amounts of time 

before they are reimbursed.  Inefficient or temporarily absent reimbursement processing 

could significantly impact local jurisdictions’ ability to maintain operations. Additionally, 

our process for accepting and awarding funds is critical to the ability for local, state and tribal 

partners to procure and put into place the necessary equipment and training required to 

maintain a readiness level. The structured processes the AZDOHS has developed and 

implemented are recognized nationwide as best practices by FEMA Region IX and FEMA 

headquarters as well as the USDHS. If there is any disruption to these processes, our 

stakeholders will see a diminished capacity to procure and implement projects which may 

result in devastating effects to first responders as well as the community as a whole.   

 

Also, the Department currently provides significant resources in the way of direct operational 

cybersecurity protections and services to both state agencies as well as local government 

entities.  Discontinuation or disruption of these services would be catastrophic for many 

organizations that rely on these protections to prevent cyber attacks.  This would also have 

additional cascading effects within the community as well as the relations between the state, 

local, and federal government agencies.  The Department’s role in coordinating and 

overseeing information security across various budget units helps protect critical government 

systems and data from cyber threats. Without the Department’s central coordination, there 

could be a risk of fragmented or inconsistent security practices across different entities 

potentially leading to increased vulnerabilities and breaches.  The Department's Security 
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Operations Center (SOC) plays a key role in detecting, reporting, and responding to security 

incidents and breaches. If this function were terminated, the state's ability to promptly  

identify and mitigate security breaches could be compromised potentially leading to longer 

response times and increased impact from incidents. 

 

The Department’s role in developing and enforcing statewide information security policies 

ensures a consistent level of security across all state agencies. Without this oversight, budget 

units might develop their own disparate policies leading to potential gaps or inadequacies in 

information security measures. The Department’s ability to identify and mitigate information 

security risks helps prevent potential threats before they escalate. Termination could lead to a 

lack of coordinated efforts to assess and manage risks across the state's IT infrastructure. The 

Department’s focus on privacy protection is crucial for safeguarding sensitive information. 

Termination might result in reduced emphasis on privacy concerns potentially leading to 

breaches of personally identifiable information and public trust or for fragmented 

implementation of privacy protections across each individual state agency. The Department’s 

coordination of training programs ensures that government employees are informed about 

information security best practices. Termination could lead to a lack of consistent training 

and awareness efforts potentially increasing the likelihood of security incidents caused by 

human error. 

 

Cyber threats are constantly evolving, and the Department’s role includes adapting strategies 

to address emerging threats. Termination could hinder the state's ability to stay ahead of new 

threats and implement holistic effective cybersecurity measures across the state. As 

government operations increasingly rely on digital systems and data, disruptions caused by 

security incidents could impact the efficiency and effectiveness of essential citizen services 

affecting the public's well-being. 

 

In summary, the termination of the Department could have significant implications for the 

public safety, and welfare of the state due to potential vulnerabilities, reduced incident 

response capabilities, inconsistent security practices, and the broader impact on government 

operations.  

 

11. The extent to which the agency potentially creates unexpected negative consequences 

that may require additional review by the COR, including increasing the price of goods, 

affecting the availability of services, limiting the abilities of individuals and businesses 

to operate efficiently and increasing the cost of government.  

Part of the mission of the Department is to provide services and access to resources that will 

enable stakeholders to achieve our collective goals of preventing terrorist attacks, reducing 

vulnerability to all critical hazards, enhancing the capacity and expertise to prevent, protect, 

mitigate, respond to and recover from all terrorist attacks and critical hazards that affect the 

safety, well-being and economic security of Arizona and building resiliency.  By providing 

the economic and operational resources to other state agencies, local units of government and 

non-profit organizations, the Department is helping to increase the availability of services 

and the abilities of individuals and businesses to operate efficiently.  
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The work of the Department and its stakeholders has increased safety, capabilities of first 

responders, and has made Arizona less vulnerable to all critical hazards.  No unexpected 

negative consequences are created by the work conducted by the Department.   

    

12. The extent to which the agency has addressed deficiencies in its enabling statutes. 

This question is not applicable to the AZDOHS. 

 

13. The extent to which the agency has determined whether the Attorney General or any 

other agency in Arizona has the authority to prosecute or initiate actions. 

This is not applicable to the AZDOHS.  

 

14. The consequences of eliminating the agency or consolidating it with another agency. 

Although it has been 22 years since the tragedy of 9/11, there continues to be a persistent, 

evolving threat to our nation. Whether it is a homegrown, lone wolf terrorist or an attack 

from radical extremists or a nation-state cyber attack, Arizona must be prepared to respond to 

all events.  

Terminating the AZDOHS is not a sensible option given the incoming federal grants, success 

of the Department, and the current volatility of the national security spectrum.  Consolidating 

the AZDOHS with another agency would add unnecessary bureaucracy to an already 

proficient state agency while incurring unintended consequences detrimental to its 

stakeholders and the health and welfare of the public safety community.  

To acquire the knowledge to achieve the standard of excellence this Department has attained 

would take years to rebuild.  The field of homeland security is vast and ever changing.  

Although not insurmountable, it does take a considerable amount of time to become familiar 

with all of the components involved in the planning, project implementation, reimbursement, 

monitoring, close-out, assessments and other mechanisms that embody the arena of 

homeland security and the associated grants and cybersecurity operations.  Consolidating the 

Department with another agency would only impede the progress of the mission of the 

AZDOHS causing disruption/delay of services as well as imposing potential additional 

burden to educate and train new/different staff and leadership and develop/modify processes 

that align with another agency’s organization.  

The relationships that have been built and maintained by the AZDOHS staff in their roles as 

advisors on various homeland security related committees, both internal to the state and on a 

nationwide basis, would be negatively impacted by terminating or consolidating the 

AZDOHS.  Although feasible, it would be difficult and take a substantial amount of time and 

energy to rebuild and maintain the excellent working relationships the AZDOHS staff have 

cultivated over the past 20 years with our state, local, tribal, and federal partners.   

We strongly believe that retaining the AZDOHS as a stand-alone agency is in the best 

interest of the State of Arizona and the communities it serves. 
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Additionally, statute requires the COR to consider certain factors for each agency that 

administers an occupational regulation, which is defined as: 1) a statute, rule, practice, 

policy or other state law that allows an individual to use an occupational title or work in a 

lawful occupation; and 2) a government registration, government certification and 

occupational or professional license. An occupational regulation does not include a business 

license, facility license, building permit or zoning and land use regulation, except to the 

extent those state laws regulate an individual's personal qualification to perform a lawful 

occupation. If your agency falls under this category, please provide written responses to the 

following:  

 

15. The extent to which the occupational regulation meets the requirements of A.R.S. § 41-

3502. 

This is not applicable to the AZDOHS. 

 

16. The extent to which the failure to regulate a profession or occupation will result in: 

a. the loss of insurance. 

b. an impact to the ability to practice in other states or as required by federal law. 

c. an impact to the required licensure or registration with the federal government. 

d. the loss of constitutionally afforded practices. 

This is not applicable to the AZDOHS. 

 

Thank you for the opportunity to provide this information and for your time as you review and 

consider the continuance of the Arizona Department of Homeland Security. 

 

Sincerely, 
 

 
 

Susan Dzbanko 

Interim Director 

 

cc:   Representative Kevin Payne, COR Co-Chair 

 Nathan McRae, House Analyst 
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